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Abstract

The relevance of the topic lies in the fact that the information sphere and drug promotion often remain outside
the effective legal response. This issue is particularly acute in Ukraine, because war, social instability, and
weakening of institutional control contribute to the activation of drug crime, in particular in the information
space. The purpose of the study was to assess the need for criminalisation of advertising of narcotic drugs,
psychotropic substances, and their analogues in Ukraine. For this purpose, system and structural, comparative,
statistical, system, and extrapolation methods were used. It was proved that the increase in the number of
people who use narcotic substances by almost one and a half times may be conditioned by, in particular, the
easy availability of advertising of narcotic substances in a person’s daily life: both offline and online. It was
found that during the social instability caused by contemporary changes and the social realities of war, which
psychologically traumatise people, suitable conditions for drug trafficking and advertising have emerged.
Amendments to the criminal legislation of Ukraine that criminalise advertising of narcotic drugs in Ukraine were
proposed, simplifying the investigation and proof of drug-related offences for law enforcement agencies. It was
established that, despite the existence of separate prohibitions and norms, the criminal legislation of Ukraine,
considering the changes proposed in this paper, can become more effective in protecting the population from
drugaddiction. In this context, it was particularly important to investigate international experience, in particular,
the practices of the European Union, the United States of America, and Canada. Thus, the study of criminalisation
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of advertising of narcotic drugs and psychotropic substances has scientific and practical significance, since
it contributes to the improvement of the criminal legislation of Ukraine, the development of a unified law
enforcement practice, and ensuring the protection of society from the spread of crime related to narcotic drugs

Keywords:

drug crime; cryptocurrency; illegal trafficking; administrative and criminal liability; international experience;

law enforcement

Introduction

In the context of the armed aggression of the Russian
Federation against Ukraine, there is an annual increase
in the scale of illegal trafficking in narcotic drugs, psy-
chotropic substances, and their analogues. This trend is
conditioned by the significant destructive impact of the
criminal actions of the aggressor country on Ukrainian
society. Drug use poses a serious threat to the physi-
cal and mental health of the population, contributes to
the development of mental and somatic diseases, social
maladaptation, and personal degradation. People with
drug addiction have severe neurological and mental
disorders, damage to internal organs, which leads to
chronic diseases. Drug addiction forms both physical
and mental dependence, is one of the causes of disa-
bility and mortality of the population. Special attention
should be paid to the problem of drug use by persons
who have survived the consequences of military ag-
gression: military personnel, internally displaced per-
sons, people who have lost their homes or loved ones.
In an attempt to overcome psychological pain, they may
turn to drug use, which, ultimately, only worsens their
condition, leading not only to health problems, but
also to socio-economic destabilisation. In this regard,
it is extremely important to improve the effectiveness
of Ukrainian legislation in the field of countering drug
trafficking, in particular by criminalising advertising of
narcotic drugs, psychotropic substances, and their ana-
logues. This is necessary to prevent profit from psycho-
logically vulnerable individuals who have suffered as a
result of military aggression, and to ensure an appro-
priate level of public health protection.

During 2020-2025, researchers created a signifi-
cant number of studies on countering illegal trafficking
in narcotic drugs and psychotropic substances. How-
ever, advertising of narcotic drugs as an independent
topic did not receive proper scientific understanding,
but was considered only briefly, as a component of the
problem of illegal distribution of narcotic substances.
In the context of related topics, some studies have fo-
cused on drug advertising in general, but without a spe-
cific focus on drugs.

Thus, the paper by P. Pokataev et al. (2023) ana-
lysed the ethical and legal aspects of drug advertising
in Ukraine. The researchers investigated the regulatory
framework of both national and international levels in
the field of pharmaceutical regulation. Special attention
was paid to the ethical and legal criteria consolidated
in domestic legislation, which form the mechanisms of

both state and non-state regulation of advertising ac-
tivities in the pharmacological sector. Despite the rel-
evance of the topic of drug advertising to the issue of
advertising narcotic substances, the latter remained
outside the scope of analysis.

N. Horobets et al. (2024) considered the Internet as
a platform for drug trafficking, characterised the com-
position of a criminal offence related to the illegal sale
of drugs, and substantiated the need to criminalise their
distribution via the Internet. In particular, attention was
focused on the growing use of cryptocurrencies for set-
tlements in the field of drug trafficking. The researchers
emphasised that both in Ukraine and at the internation-
al level, there is currently no proper legal regulation
of this issue, which requires adequate adaptation of
legislation to contemporary technological challenges.

J. Aldridge & D. Décary-Hétu (2016), researching
wholesale drug trafficking through online platforms
using cryptocurrencies, found that ecstasy, benzodiaz-
epines, and prescription stimulants accounted for the
largest wholesale volumes. To a much lesser extent, but
still noticeable, was the trade in cocaine, methamphet-
amine, and heroin. Despite the presence of sellers from
41 countries, wholesale activities were carried out
mainly in China, the Netherlands, Canada, and Belgium.
The researchers note that the specifics of cryptocurren-
cies contribute to the expansion of the customer base of
illegal traders.

The study by Y. Leheza et al. (2023) analysed the
experience of law enforcement agencies in the UK, Swe-
den, Spain, Estonia, the Czech Republic, and the United
States in combating the illegal distribution of drugs via
the Internet. The importance of preventive measures,
in particular, criminal law prevention, and a wide range
of assistance to citizens in preventing drug crime was
noted. In the course of the study, the researchers de-
termined the algorithm for distributing drugs through
social networks, messengers, and instant messaging
services. Various payment methods were described, in-
cluding transfers via electronic payment systems, bank
self-service terminals, replenishment of electronic wal-
lets (Global Money, PayPal, Privat24, Oschad24, QIWI,
EasyPay), replenishment of a mobile account or leaving
cash in a pre-agreed place (so-called “bookmarks”).

Y. Kuryliuk et al. (2021) noted that one of the most
dangerous types of crime is the illegal trafficking of
narcoticdrugs, psychotropicsubstances, theiranalogues
and precursors, which has a steady upward trend. The
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researchers analysed the current state of drug crime
in Ukraine, identified the main problems in the field of
counteraction, and suggested ways to improve it. The
paper noted that the current drug policy of Ukraine still
does not meet the requirements of the state strategy in
this area, which significantly complicates effective and
timely counteraction to drug crime. The fight against
drug addiction and drug trafficking remains a global
problem for the international community, because to-
day drug trafficking is one of the most profitable are-
as of criminal business with a transnational character.
The researchers emphasise the increase in the number
of people who illegally use drugs, and a correspond-
ing increase in crimes committed on the basis of drug
addiction. Strengthening of legislative regulation, im-
provement of the regulatory framework for anti-drug
activities, development of scientific research and intro-
duction of innovative technologies, and effective use of
international cooperation mechanisms were identified
as priority areas for countering drug crime in Ukraine.

In turn, study by O. Kudermina et al. (2019) exam-
ined the phenomenon of using advertising services to
promote prohibited substances both in the domestic
and foreign markets. The researchers focused on hid-
den forms of advertising of narcotic drugs and empha-
sised the lack of proper legal regulation of such ad-
vertising in the fields of food products, clothing, with
the exception of TV and radio programmes, and print
publications. The paper also analysed Ukraine’s experi-
ence in criminalising actions related to drug trafficking,
comparing the approaches of some states (in particu-
lar, the Netherlands, the Czech Republic, and Portugal)
that have taken the path of partial decriminalisation of
such actions. Despite the potential benefits of decrimi-
nalisation (improving the criminal situation, reducing
the burden on law enforcement agencies, and reducing
costs), the researchers warned about the risks associat-
ed with this approach.

A. Fuller et al. (2023) focused on the distribution of
illicit drugs through social media, which is particularly
dangerous given access to a broad audience, particular-
ly young people, adolescents, and children. The study
found that an average of 13 out of 100 social media
posts contain signs of drug advertising. The research-
ers conducted an in-depth analysis of various internet
platforms and algorithms for moving from search que-
ries with drug-related keywords to behaviours typical
of online sales of prohibited substances. ]. Demant et
al. (2020) analysed 57 Facebook groups created in
Sweden. The researchers found that in these groups,
various types of drugs were actively offered for sale
through messages that, in fact, served as advertising.

Bryskovska et al. |G

Both professional dealers and amateurs participated
in the trade. M. Dewey & A. Buzzetti (2024) pointed to
the growing role of encrypted messengers, in particular
Telegram, in the field of drug trafficking. The research-
ers noted that the combination of anonymity capabil-
ities, rapid community creation and closure, and ease
of use on mobile devices is transforming the way drugs
are delivered and sold. Such platforms allow advertising
and sale of narcotic substances in a relatively open way,
which emphasises the need for legislative regulation of
advertising of prohibited substances in the digital space.

The purpose of this study was to determine the fea-
sibility of criminalising advertising of narcotic drugs,
psychotropic substances, and their analogues in the
context of contemporary global challenges associated
with the distribution of drug advertising in the digital
environment.

Materials and Methods

Both general scientific and special methods of scientific
knowledge were used to conduct the scientific research
presented in this paper. General scientific methods in-
cluded deduction, induction, analysis, systematisation,
and classification. Among the special methods, em-
pirical, comparison, statistical, extrapolation, system
analysis, idealisation, and the hypothesis formation
methods were used. The combination of these meth-
ods allowed forming a complete conceptual basis for
the research, based on which it was possible to achieve
this goal. In particular, empirical information about the
object of research was collected using the statistical
method. The empirical method of cognition provided
the possibility of observing and describing phenomena
based on the analysis of scientific publications, official
reports of state institutions, laws and regulations, legis-
lative initiatives, and information from official web por-
tals of foreign countries related to the research topic.
The method of system analysis helped to substantiate
the expediency of criminalising advertising of narcot-
ic drugs, psychotropic substances, and their analogues
in Ukraine. Based on the extrapolation method, a pro-
posal was modelled to amend the criminal legislation
in terms of advertising these substances, which became
the basis for formulating recommendations for pre-
venting and minimising such offences.

The normative legal basis of this study was the
following acts of national legislation of Ukraine: Con-
stitution of Ukraine?!, Criminal Code of Ukraine?, Laws
of Ukraine “On the National Police”?, “On Advertising”*.
These sources, since they regulate public relations in
the field of preventing illegal trafficking in narcotic
drugs, psychotropic substances, and their analogues. It

! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254k/96-Bp#Text.
% Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
3 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

*Law of Ukraine No. 270/96 “On Advertising”. (1996, July) .

%D0%B2%D1%80#Text.
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is these regulations that form the basic legal basis from
which the study of certain types of crimes is carried
out, in particular, those related to illegal advertising
for the purpose of selling narcotic substances. In ad-
dition, the source of statistical data was the National
Report of the Drug Situation in Ukraine 2024 (Public
Health Centre, 2024) and General Prosecutor’s Office
of Ukraine (n.d.).

Results

Addiction to narcotic drugs is dangerous both for the
person who uses them and for their social environment,
because drug addicts can resort to extreme measures
to get the next dose. In conditions of armed conflict,
when a significant part of the population suffers psy-
chological and physical injuries, loses housing, proper-
ty, or loved ones, vulnerability to the effects of advertis-
ing narcotic substances, which is presented as a means
of temporary relief, increases. Special attention should
be paid to the situation among military personnel who
have suffered psychological trauma. In such cases, they
may refer to drug use as a form of escapism. According
to the study conducted by A.O. Sheludko (2023) regard-
ing adaptive and constructive coping strategies in mil-
itary personnel, 25% of respondents called overeating,
drug use, alcohol, etc., a common coping strategy. 65%
of respondents indicated that they use such coping
strategies (overeating, drug use, alcohol consumption,
etc.) “moderately”. These individuals need professional
psychological or psychotherapeutic support, medical
rehabilitation, and social support. Only comprehensive
assistance can contribute to their recovery and inte-
gration into society. But drug use only worsens their
condition, potentially provoking an increase in crime,
fatal overdoses, increased levels of victim behaviour,
social isolation, etc.

In particular, the study by Y. Sim (2023), using the
example of individual states of the United States of
America, demonstrated that in states where the receipt
of such a narcotic substance as OxyContin was more
complex, bureaucratically regulated, the crime rate
for the period from 1990 to 2016 increased by: from
0.3% to 0.5%, and in states where the receipt of such
a narcotic substance was not limited to the triple pre-
scription programme, that is, people received OxyCon-
tin more often, the crime rate increased from 13.2% to
22%. The researcher also added that 30% of criminals
who committed property crimes did so in order to pur-
chase narcotic drugs. Empirical evidence suggests that
people who are addicted to narcotic substances may
also use other illegal drugs. For example, heroin as a
substitute for prescription opioids.

In turn, K.I. Didenko (2025) investigated that the
use of psychoactive substances (for example, drugs)
was often accompanied by changes in the emotion-
al and volitional sphere, which can lead to the devel-
opment of mental disorders, decreased self-control,

increased anxiety and depression. She pointed out that
drugs, as psychoactive substances, can significantly
change not only the emotional state of a person, but
also the ability to control own behaviour, make deci-
sions, and make volitional efforts, which, in turn, affects
their social relationships and ability to function effec-
tively in society. The average score among drug-addict-
ed respondents surveyed during the study on the Beck
Depression Scale was 18.39 times higher than that of
non-drug-addicted respondents.

A separate threat is the impact of drug advertising
on young people, adolescents, and children. Advertising
of narcotic drugs and psychotropic substances forms a
false idea of their admissibility and attractiveness, even
if it is not distributed by traditional channels (televi-
sion, radio). In the digital age, such messages are active-
ly distributed through alternative anonymous sources:
Telegram channels, closed forums, social networks,
graffiti or QR codes in public places. In particular,
A.Fuller etal. (2023) conducted a comprehensive study
of drug advertising on social networks and found that
3.6% of the videos that were posted on social networks
advertised cannabis use. Such videos received 5 million
“likes” and were viewed 27 million times. These figures
exceed the engagement rates of macro-influencers with
100,000-1 million subscribers receiving an average of
38,000 views per post. M. Dewey & A. Buzzetti (2024)
also investigated the sale and advertising of narcotic
substances through instant messengers. Researchers
have provided empirical evidence gathered during
in-depth interviews with drug sellers and buyers that
these communities, unlike the outdated form of mar-
ket relations, improve for participants the experience
of purchasing goods (in their case, the experience of
purchasing narcotic substances). In 2020, Telegram us-
ers of the “StopNarkotik” chatbot helped to block 1,500
email addresses in the Telegram messenger that attack-
ers used to illegally sell drugs via the Internet, includ-
ing due to photos of inscriptions (“graffiti”) and stickers
with “advertising drug addresses” indicating GPS coor-
dinates or physical addresses where they were found
(Ministry of Internal Affairs of Ukraine, 2020) received
by law enforcement agencies.

Contemporary advertising content is becoming
increasingly sophisticated - drugs are presented as a
“stylish” or “healthy” way to escape from reality. This
trend may contribute to a change in the structure of
the drug market: new technologies are enabling a
mass shift to online retail, encouraging even teenagers
and casual users to participate, according to the Pub-
lic Health Centre of the MHP of Ukraine (2024), the
traditional method of purchasing drugs (from dealers
and at designated “points of sale”) has been replaced
by online drug trafficking. In addition, the number of
people who produce narcotic substances at home for
sale has decreased. The vast majority of respondents
bought through conditional “stashes” (47.4%). It was
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the older part of respondents who were more likely to
prepare drugs at home, compared to the younger part
of respondents.

That is why the rapid spread of advertising for nar-
cotic drugs significantly increases social risks, as the
process of purchasing them becomes more attractive
and accessible. As of 2025, there has been a marked in-
crease in digital drug advertising, which is still aimed
primarily at young people. A. Al-Ravi (2022) found in
his study that every social network he studied had ac-
tive drug advertisements. Most of all, he found such ad-
vertising on the social network Twitter. The researcher,
after analysing previous research on this topic, noticed
a trend towards an increase in the number of digital
advertising in social networks. Dependence on narcotic
substances significantly increases the risk of infection
with incurable diseases, in particular, HIV/AIDS, vari-
ous forms of viral hepatitis, etc. In addition, drug addic-
tion often leads to deterioration or loss of reproductive
function, an increase in the number of births of children
with disabilities.

The lack of criminalisation of advertising of narcot-
ic substances only worsens the problem, creating con-
ditions for their free distribution. Information on how
to contact dealers can be found directly in the image
itself, in post captions, or in comments. After agree-
ing on the terms of purchase - price, delivery method
(by malil or in person) - payment is made through on-
line services, in particular PayPal (Fuller et al., 2023).
Considering that the current criminal legislation of
Ukraine provides only for “Inducement to use narcot-
ic drugs, psychotropic substances, or their analogues”
(in accordance with Article 315 of the Criminal Code of
Ukraine?, “1. Inducing a certain person to use narcotic
drugs, psychotropic substances or their analogues -
shall be punishable by restriction of liberty for a term
of up to five years or by imprisonment for a term of two
to five years. 2. The same action committed repeatedly
either in relation to two or more persons, or in relation
to a minor, and by a person who has previously commit-
ted one of the criminal offences provided for by articles
307,308,310, 314, 317 of this Code, - shall be punished
by imprisonment for a term of five to twelve years”),
which cannot quite fairly replace the criminalisation
of “advertising the use of narcotic drugs, psychotropic
substances, or their analogues” due to the fact that “ad-
vertising” has the meaning of influencing a wider range
of persons than “persuasion”.

ezbierky/pravne-predpisy/SK/ZZ/2001/147/20190101.html.

https://www.zakonypreludi.sk/zz/2011-362.

html#docCont.
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The lack of legal regulation, and the lack of criminal
liability for drug advertising both in the offline space
and on the Internet, creates a favourable environment
for the expansion of illegal trade. Sellers get more op-
portunities to promote their products in social net-
works, instant messengers, on platforms, and in mobile
applications.

Considering the examples of some other countries,
it would be important to mention the states that are
members of the European Union. In particular, in ac-
cordance with paragraphs 44-46 of Directive 2001/83/
EC of the European Parliament and of the Council of
6 November 2001 on the Community code relating to
medicinal products for human use?, it is prohibited in
European Union member states to advertise medicinal
products that are only available on prescription (in-
cluding narcotics) to the general public. The Directive,
among other purposes, aims to preserve the health of
the population, delineate the ethics of advertising, and
ensure that non-compliance with the national laws of
the member states with each other does not harm all
persons residing in the territory of the European Un-
ion. For example, Slovakia has brought its national leg-
islation to the standards of the European Union, con-
sidering the provisions of the aforementioned Directive
in Law of Slovakia No. 147/20012 and No. 362/2011*
However, T. Peracek et al. (2019) argued that such du-
plication of a rule of law worsens the quality of the law
and may lead to the fact that one person can be held
accountable twice for the same action that such a per-
son committed once. The researchers argued that such
a provision of the law can be improved so that the law
not only meets the requirements of the European Un-
ion, but also has high-quality content.

Australia also has similar legal provisions in its leg-
islation. According to the Code of Conduct for the Aus-
tralian Pharmaceutical Industry®, advertising of pre-
scription-only medicines (including narcotics) directly
to consumers is prohibited in the country. This can only
be advertised to the doctors themselves, who will later
make a professional decision about the need or absence
of the need for a certain medicine for a sick person.
Similar rules are also established in the legislation in
the Controlled Drugs and Substances Act of Canada®. In
countries such as the United States of America, Ukraine,
and Cuba, advertising of drugs and psychotropic sub-
stances is not explicitly prohibited. These countries dif-
fer in their location, size, and socio-economic situation.

! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

2 Directive of the European Parliament and of the Council No. 2001/83/EC “On the Community Code Relating to Medicinal Products for
Human Use”. (2001, November). Retrived from https://eur-lex.europa.eu/eli/dir/2001/83/0j/eng.

3 Law of Slovakia No. 147/2001 “On Advertising and on Amendments to Certain Laws”. (2001, April). Retrived from https://www.slov-lex.sk/

* Law of Slovakia No. 362/2011 “On Medicines and Medical Devices and on Amendments to Certain Laws”. (2011, September). Retrived from

® Code of Conduct for the Australian Pharmaceutical Industry. (2025, March). Retrived from https://code.medicinesaustralia.com.au/code/.
¢ Controlled Drugs and Substances Act of Canada. (1996, June). Retrieved from https://laws-lois.justice.gc.ca/eng/acts/C-38.8/page-1.
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Nevertheless, each of these countries has quite well-de-
veloped drug markets.

For comparison, in France, which is a member
state of the European Union, where there is a ban on
advertising medicines that can only be purchased with
a doctor’s prescription (including drugs), only 3.4% of
people used drugs regularly, according to the results
of the study by S. Spilka et al. (2024). According to the
2023 United States National Survey on Drug Use and
Health (2023), in the United States of America, 16.7%
of people over the age of 12 struggled with a sub-
stance-related disorder, and 9.7% of people over the age
of 12 struggled with a drug-related disorder. According
to Statistics Canada (n.d.), just 3% of Canadians used
illegal drugs in 2019. According to an online survey on
the prevalence and frequency of use of certain narcotic
and psychotropic substances in Ukraine conducted by
the Institute of Psychiatry, Forensic Psychiatric Exami-
nation, & Drug Monitoring of the Ministry of Health of
Ukraine (2023), 21.6% of respondents reported drug
use in the last 30 days, which is 68% of those who re-
ported drug use in the last 12 months. Referring to the
National Study of Mental Health and Wellbeing (2023),
it can be argued that in 2020-2022, only 3.3% of people
in Australia struggled with a substance use disorder.
Although accurate statistics on the share of drug users
in Cuba are not available, the country’s leader, Miguel
Diaz-Canel, acknowledged that Cuba in 2024 faced a
growing problem of the spread of narcotic substances
and drug addiction, which, among other things, is also
caused by the fact that drugs are cheaper there, relative
to neighbouring countries (Torres, 2024). Thus, consid-
ering the above information, it can be assumed that the
lack of responsibility for advertising drugs and psycho-
tropic substances, among other possible factors, leads
to the expansion of illegal trade, because in countries
that do not have such responsibility for advertising
drugs and psychotropic substances, the number of de-
pendent persons on drugs and psychotropic substances,
or the number of persons who struggled with disorders
related to the use of drugs and/or psychotropic sub-
stances, was higher than those countries in which re-
sponsibility for such advertising is provided for by law.

Criminalisation of advertising of narcotic drugs,
psychotropic substances, their analogues, and precur-
sors would provide law enforcement agencies with an
additional tool for bringing to justice persons involved
in illegal trafficking of these substances, even in cases
where drugs were not found directly during the search.
After all, often offenders, realising the risk of exposure,
destroy or hide narcotic substances until the arrival of
investigators, and the funds themselves can be stored
in separate premises that are not officially connect-
ed with the suspect (for example, informally rented

garages, basements, warehouses, etc.). Establishing a
storage location for such substances takes time, which
plays into the hands of intruders, allowing them to dis-
guise or destroy evidence.

The introduction of criminal liability for the crea-
tion and/or distribution of advertising of narcotic sub-
stances will allow law enforcement officers to focus on
proving the fact of participation of a person in advertis-
ing activities aimed at popularising or selling narcotic
drugs. In this case, the main subject of proof will be the
presence of signs of advertising of narcotic substances
and the involvement of a particular person in its distri-
bution, and not the fact of direct storage or transporta-
tion of drugs.

This approach will allows using the results of secret
investigative (search) actions in criminal proceedings
more effectively. In particular, the ability to document
placed ads in Telegram channels or other internet re-
sources greatly simplifies the process of fixing an of-
fence. For example, if, as part of an operational event,
a police officer discovers a publication with an offer to
buy narcotic substances, even if the seller does not have
the goods with them (since they could have already car-
ried out the so-called “stash”), the very fact of the pres-
ence of advertising content can serve as evidence in
court. Clicking on an Internet link leading to a resource
with a similar offer indicates the presence of advertis-
ing, which should be the basis for bringing the guilty
person to justice.

Moreover, the criminalisation of advertising of nar-
cotic drugs, psychotropic substances, their analogues
and precursors will have a significant preventive effect
for individuals involved in the creation and distribution
of relevant content. These include, in particular, graphic
designers who create visual materials of an advertising
nature, people who apply graffiti with links to channels
or groups in messengers on buildings, bridges, or edu-
cational institutions, and those who distribute printed
materials with similar content. These individuals are
not always direct distributors of drugs - they are often
unemployed, teenagers, or socially vulnerable citizens
who are looking for quick earnings. Now they are aware
that even if they are detained, they face only a minor
penalty, because they did not carry out the storage or
sale of narcotic drugs included in the list approved by
the resolution of the Cabinet of Ministers of Ukraine of
May 6, 2000 No. 770. However, their actions cause no
less harm, as they contribute to the dissemination of
dangerous information among socially vulnerable seg-
ments of the population.

The introduction of criminal liability for advertis-
ing drugs will effectively deter such activities, as po-
tential offenders will be aware of the reality of more
severe legal liability than, for example, administrative

I ! Resolution of the Cabinet of Ministers of Ukraine No 770 “Regulations on the Approval of the list of Narcotic Drugs, Psychotropic Substances
and Precursors”. (2000, May). Retrieved from https://zakon.rada.gov.ua/laws/show/770-2000-%D0%BF#Text.
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liability for petty hooliganism. Hypothetically, this will
significantly reduce motivation to participate in such
activities and help to prevent the spread of narcotic
substances through advertising channels.

At the moment, paragraph 14 of Resolution No. 4
of the Plenum of the Supreme Court of 26 April 2002*
to a certain extent, fills the gap created by the lack of a
definition of a separate crime - advertising of narcot-
ic drugs, expanding the meaning of Article 315 of the
Criminal Code of Ukraine? (Persuasion to use narcotic
drugs, psychotropic substances or their analogues),
providing that “persuasion” should be understood as
“any intentional nonviolent actions aimed at arousing
another person’s desire to use these drugs or substanc-
es at least once (suggestion, persuasion, advice, etc.)”.
However, such filling in the gaps of legislation is not al-
ways appropriate, because in cases such as this one, it
weakens the compliance of such a legislative norm with
the principle of “predictability of the law”, because in or-
der for the law to be of high quality, it must be easily ac-
cessible and understandable to a wide range of people.
Moreover, “persuasion to use narcotic drugs” should
not imply personal inducement, where the subject of
such an action is only one person, and inducement to
use drugs to the general public, which is already, in
fact, advertising, because inducement to use drugs to
the general public has an impact on a larger number of
people, and therefore is more dangerous, and therefore,
accordingly, for such actions and the sanction should be
greater, reflecting the impact that specific actions had.

It is also worth noting that within the framework
of this study, the concept of “advertising” is not equat-
ed with “propaganda”. As noted by J. Denysiuk (2021),
propaganda is a form of spreading knowledge and ide-
as aimed at forming fundamental worldview attitudes
that are recognised as acceptable within a particular
political or ideological system. This is a much broader
concept than advertising. According to paragraph 15 of
Article 1 of the Law of Ukraine “On Advertising”?, ad-
vertising is defined as information about a person, idea,
and/or product, disseminated for remuneration or for
the purpose of self-promotion in any form, with the aim
of forming or maintaining consumer awareness and in-
terest in such objects. Thus, advertising is a commer-
cially oriented means of influence that differs both in
its functional purpose and regulatory status from prop-
aganda. The concept of “propaganda” is quite broad
and ambiguous, which creates the risk of excessive
interpretation and, accordingly, possible abuse. The in-
troduction of liability for “propaganda” of drug use can

3Law of Ukraine No. 270/96
%D0%B2%D1%80#Text.
*Ibidem, 1996.

“On Advertising”.
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create prerequisites for restricting freedom of expres-
sion, in particular, by giving judges excessive freedom
to interpret what is and is not propaganda.

Thus, the most appropriate and legally verified ap-
proach for Ukrainian legislation is the introduction of
criminal liability for “advertisement of narcotic drugs”.
This term is clearly defined in the legislation, in par-
ticular, in the Law of Ukraine “On Advertising”*, which
avoids over-interpretation, ensures legal predictability,
effective application of the rule, and reduces the risks of
abuse. The ease of establishing the elements of a crime
based on the presence of advertising content greatly
facilitates the work of law enforcement and judicial au-
thorities, while maintaining a balance between the in-
terests of the state and human rights.

A.Fuller et al. (2023) pointed out that despite a sig-
nificant number of cases of drug advertising on social
networks, the researchers concluded that a significant
part of transactions takes place within the framework
of pre-established contacts with dealers. This model of
trade is characterised as a social supply, which further
complicates its detection by law enforcement agencies.
It is also important that the main audience targeted
by advertising remains young people - teenagers and
young people, which, given their age vulnerability,
poses a particular threat. The researchers noted that
platforms popular among teenagers rarely become the
objects of systematic scientific research. With this in
mind, in the Ukrainian context, it is advisable to con-
duct further interdisciplinary research, considering ex-
actly the platforms that young people actively use. This
would help to better understand the mechanisms of
drug distribution in the digital environment and create
effective prevention tools.

Based on official statistics, there is a clear upward
trend in the number of recorded criminal offenses in-
volving the trafficking of narcotic drugs, psychotropic
substances, their analogues or precursors, and other
criminal offences that pose a threat to public health.
Especially significant is the dynamics of increasing
the number of crimes related to the illegal production,
manufacture, acquisition, storage, transportation, or
shipment for the purpose of sale, and with the illegal
sale of narcotic drugs, psychotropic substances, or
their analogues. This trend intensified with the begin-
ning of the armed aggression of the Russian Federation
against Ukraine. For clarity, the dynamics of commit-
ting these offences is presented in Table 1, which al-
lows visually assessing the scale of the increase in drug
crime in war conditions.

! Resolution of the Supreme Court of Ukraine No. 16 “On Amendments and Supplements to the Resolution of the Plenum of the Supreme
Court of Ukraine of April 26, 2002 No. 4 “On Judicial Practice in Cases of Crimes in the Sphere of Trafficking in Narcotic Drugs, Psychotropic
Substances, Their Analogues or Precursors”. (2009, December). Retrieved from https://zakon.rada.gov.ua/laws/show/v0016700-09#Text.
% Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

(1996, July). Retrieved from https://zakon.rada.gov.ua/laws/show/270/96-

15 I



I 16

B /nalysis of the practice of criminalising advertising...

Table 1. Comparison of the total number of criminal offences in the sphere
of trafficking in narcotic drugs, psychotropic substances, and their analogues for 2021-2025

2021 2022 2023 2024 2025*
Illegal production, manufacture,
L. acquisition, Storage, transportation, or Total 10,994 10,162 14,302 17,601 8478
C“mm‘!' offen(_:es shipment for the purpose of sale, and ot ! g ! ! !
were cons_ldered_m the illegal sale of narcotic drugs, psychotropic
reporting period substances, or their analogues Sales 7,448 6,960 11,651 14,770 6,879
Total 114,460 | 134,739 | 153,240 | 184,142 | 90,574
L. . ) Illegal production, manufacture,
Criminal offences in which acquisition, storage, transportation, or Total 8,323 7839 11611 | 145971 5571
persons hz?ve been se‘r\.led shipment for the purpose of sale... Sales 6,088 5,698 9,913 12,921 6,629
with a notice of suspicion
Total 85,071 88,599 | 124,574 | 155,696 7,094
Criminal offences for which Illegal production, manufacture, Total 6,330 6,215 9,967 11,914 3,819
the proceedings were sent acquisition, storage, transportation, or
to the court (paragraphs shipment for the purpose of sale... Sales 5,008 4,612 8,655 10,590 | 4,433
2.3 of Article 283 of the
Criminal Procedure Code Total 73,918 | 77,779 | 115,141 | 137,427 | 55,983
of Ukraine)
Illegal production, manufacture, Total 6,314 6,202 9,909 11,887 3,815
) .. acquisition, storage, transportation, or
With an indictment shipment for the purpose of sale... Sales 4,999 460 8,601 10,569 4,428
Total 72,792 77,054 | 114,227 | 136,735 | 55,718

Note: 2025* - January-April

Source: developed by the authors based on data from General Prosecutor’s Office of Ukraine (n.d.).

It is worth noting that according to statistics, in
2021, the total number of registered criminal offenc-
es in the sphere of trafficking in narcotic drugs, psy-
chotropic substances, their analogues or precursors,
and other offences against public health amounted
to 114,460 cases. In 2022, this figure increased to
134,739, which is 20,279 cases (15%) more. In 2023,
153,240 such offences were recorded, which is 18,501
cases (13%) more than in the previous year. In 2024,
184,142 cases were registered, which is 30,902 (17%)
more than in 2023. A similar trend can be traced when
comparing January-April 2024 (70,518 cases) with the
corresponding period in 2025 (90,574 cases), where
the increase was 20,056 cases, or 22%. Thus, there is
a steady trend of annual growth in the number of these
criminal offences by an average of 22,435 cases, or ap-
proximately 17%. This indicates a progressive criminal
situation in the field of drug trafficking in Ukraine.

As for specifically crimes related to the illegal sale
of narcotic drugs, psychotropic substances or their ana-
logues, 7,448 such offences were taken into considera-
tion in 2021. In 2022, their number decreased to 6,960
(by 488 cases or 7%), but in 2023 the number of such
crimes increased sharply to 11,651 (by 4,691 cases or
40.26%).1n 2024, 14,770 cases were recorded, which is
3,119 (27%) more. In January-April 2025, 8,478 cases
were registered, which is 2,463 (41%) more than in the
same period of 2024 (6,015 cases).

This increase in the level of drug crime is condi-
tioned by only to the influence of armed aggression and
the active use of cryptocurrencies for anonymous trans-
actions, but also to a sharp increase in open advertising
of narcotic drugs and psychotropic substances. Given
the constant increase in the number of such crimes, it is
obvious that there is a need for legislative changes that

would provide effective mechanisms for combating
drug trafficking offences and have a preventive effect
aimed at denormalising their use. One of the positive
side effects of this approach may be a reduction in the
number of graffiti advertising prohibited substances on
buildings, infrastructure facilities, and in public places.

It is worth emphasising that one of the factors of
the spread of drug addiction is the almost free adver-
tising of narcotic drugs. Nowadays, such advertise-
ments can be seen anywhere: in the form of stickers
with QR codes, inscriptions on the walls of houses, in
underground passages, at public transport stops, near
metro stations, and in social networks, instant messen-
gers and anonymous online resources. Such advertis-
ing, distributed both in the real space and in the digital
environment, creates new opportunities for the sale of
drugs, expands the scale and geography of the activi-
ties of intruders. However, despite the threat posed by
this phenomenon, the current criminal legislation of
Ukraine does not provide for liability for advertising
narcotic substances.

That is, among the factors that determine the need
to criminalise advertising of narcotic drugs, psycho-
tropic substances, and their analogues in Ukraine, the
following can be distinguished:

1) growing level of drug advertising in the digi-
tal environment. Advanced means of communication
(instant messengers, social networks, anonymous fo-
rums) have become a powerful tool for popularising
and secretly advertising drugs. Moreover, advertising
is carried out purposefully for a young audience, using
manipulative and psychologically attractive forms of
influence.

2) imperfection of the current legislation. The
criminal legislation of Ukraine does not clearly define
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advertising of narcotic drugs, and also does not regu-
late the specific signs of a criminal offence related to the
promotion of drugs as a commodity. This creates gaps
in law enforcement and makes it impossible for law en-
forcement agencies to respond effectively.

3) low efficiency of administrative and legal meas-
ures. Practice shows that administrative responsibility
for propaganda or popularisation of drugs does not
have the proper deterrent effect, especially in cases of
repeated or systemic nature of such offences.

4) distribution of “street” and visual drug adver-
tising. Graffiti, QR codes, and pseudo-marketing are
actively used, which avoids direct prohibition, but ac-
tually performs the function of an advertising tool. This
requires new legal approaches to the qualification of
relevant acts.

5) growing social risks and dangers for young peo-
ple. Advertising drug use leads to a decrease in critical
perception of threats, romanticisation of drug culture,
and, as a result, to an increase in drug addiction and
criminalisation of young people. The study by A. Ok-
sanen et al. (2020), demonstrated that the majority of
young people who buy drugs using the Internet do so
through social networks, which, in fact, contain adver-
tising content of narcotic substances. M.A. Petersen et
al. (2021) pointed to the unregulated use of so-called
“learning stimulants” by young people, especially stu-
dents, including amphetamines and methylphenidates.
The use of such substances without medical indica-
tions and medical supervision can have serious long-
term health consequences. After analysing the content
on Instagram, the researchers concluded that most of
the publications related to these drugs were positive
and often had an advertising character. Some of them
directly offered these substances for sale, which indi-
cates the presence of advertising elements. The study
demonstrates a close relationship between social me-
dia and drug promotion. A study conducted by J.V. Cris-
tello et al. (2023) showed that 75% of adolescents who
regularly saw photos of their peers, other young people
using drugs or alcohol on social networks were encour-
aged to also use similar substances, despite the possi-
ble risks. In addition, M.A. Motyka & A. Al-Imam (2021)
argued in their academic paper that promoting frivo-
lous attitudes to drugs by famous pop culture figures is
one of the predictors of the beginning and continuation
of drug use for a general audience.

6) need for harmonisation with international prac-
tice. In accordance with the provisions of the 1988

zakon.rada.gov.ua/laws/show/995_096#Text.

Bills/Card/26587.
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UN Convention for the Suppression of Illicit Traffic in
Narcotic Drugs and Psychotropic Substances?, states
are required to take effective criminal-law measures to
combat all forms of involvement in drug trafficking, in
particular, with their advertising and propaganda.

Draft laws aimed at criminalising drug advertising
have been repeatedly submitted to the Verkhovna Rada
of Ukraine. In particular, in 2021, the Verkhovna Rada
Committee on Law Enforcement Issues registered Draft
Law of Ukraine No. 54962 The authors of the bill pro-
ceeded from the fact that advertising and propaganda
of drugs are significantly broader concepts than just in-
ducing them to use them. In particular, they are aimed
at a wide audience in order to encourage the use of nar-
cotic drugs and create conditions for their further sale
with the receipt of illegal profits. Special attention in
the explanatory note was paid to threats related to the
use of the Internet, social networks, and instant mes-
sengers to spread information about narcotic drugs.
Such actions, according to the authors, significantly in-
crease the risks of distribution, marketing and use of
drugs, which justifies the need to introduce liability for
such actions at the level of criminal law.

In general, the proposed bill deserves a positive
assessment, as it is aimed at protecting public health
and preventing drug addiction. However, the use of the
term “propaganda” in the text, even with subsequent
attempts to detail it through exceptions, creates an ex-
cessive breadth of interpretation. Given the complexity
and variety of life situations, the use of the concept of
“propaganda” as a legal category can have negative con-
sequences, in particular - abuse of law enforcement.
But the concept of “advertising”, clearly defined in the
legislation of Ukraine, is narrow and precise enough to
achieve the goals of this draft law, including prevent-
ing exposure to vulnerable categories of the population
and limiting the spread of narcotic substances.

In thisregard, itis advisable to introduce a new draft
law, which would provide for criminal penalties for ad-
vertising narcotic drugs, psychotropic substances, their
analogues or precursors, without appealing to the term
“propaganda”. Such an approach would avoid ambigu-
ous interpretation, promote legal certainty, and make
law enforcement more effective and more predictable.

There is also an alternative bill that proposes to
introduce liability for advertising narcotic drugs. This
refers to the Draft Law of Ukraine No. 75583 This
draft law focuses on introducing administrative liabil-
ity for illegal advertising that violates the architectural

! United Nations Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances. (1991, November). Retrieved from https://

2 Draft Law of Ukraine No. 5496 “On Amendments to the Criminal Code of Ukraine Regarding the Criminalisation of Advertising or Propaganda
of Narcotic drugs, Psychotropic Substances, their Analogues or Precursors”. (2021, May). Retrieved from https://itd.rada.gov.ua/billinfo/

3 Draft Law of Ukraine No. 7558 “On Amendments to the Code of Ukraine on Administrative Offenses and the Criminal Code of Ukraine to
Improve Liability for Illegal Placement of Advertising on Territories, Buildings and Structures, as Well as for Advertising of Narcotic Drugs”.
(2022, July). Retrieved from https://itd.rada.gov.ua/billinfo/Bills/Card /40015.
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aesthetics of localities and distorts urban space. The
text of the document contains a proposal to criminal-
ise advertising of narcotic substances. The explanatory
note to the draft law notes that when determining the
type and amount of sanctions, the authors proceeded
from the logic of the need to establish liability that is not
milder than that provided for in Article 315 of the Crim-
inal Code of Ukraine®. - for inducing the use of narcotic
drugs, psychotropic substances, or their analogues. This
approach isjustified given the functional relationship of
these crimes, and the consequences that they entail for
society, in particular, vulnerable categories of citizens?

The adoption of this draftlaw could be an important
step towards comprehensive prevention of offences re-
lated to drug trafficking, and would allow responding
more effectively to contemporary challenges, including
the mass distribution of graffiti advertising drugs, stick-
ers with QR codes, and digital advertising in social net-
works and instant messengers. It would be appropriate
to supplement the Criminal Code of Ukraine® with Arti-
cle 315 with the following content:

“Article 315!

Advertising of narcotic drugs, psychotropic sub-
stances, their analogues or precursors

1. Placement of advertising on territories, build-
ings, and structures in any form, for the purpose of
selling narcotic drugs, psychotropic substances, their
analogues or precursors, in particular advertising of
technical resources (websites, web pages, electronic
communication networks, information (automated)
systems, other technical means of electronic communi-
cations, etc.) or means of communication (in particular
mobile) used for the purpose of selling narcotic drugs,
psychotropic substances, their analogues or precur-
sors, is punishable by restriction of liberty for a term
of three to seven years or imprisonment for a term of
three to seven years.

2. The same action committed repeatedly or by a
person who has previously committed one of the crimi-
nal offences provided for in articles 307, 308, 310, 314,
317 of this Code, or also committed with the involve-
ment of a minor, is punishable by imprisonment for a
term of seven to twelve years.

Note. The terms “website” and “web page” are used
in the meaning defined in the law of Ukraine “On copy-
right and related rights”.

The terms “electronic communication network”
and “technical means of electronic communications”

*EU  Drugs Action Plan 2021-2025. (2021,

TXT/?uri=0]%3AJ0C_2021_272_R_0002.

html#docCont.

are used in the meaning defined in the law of Ukraine
“On electronic communications”.

The term “information (automated) system” is used
in the meaning defined in the Law of Ukraine “On infor-
mation protection in information and communication
systems”.

Turning to international experience, it is worth
noting that the EU Drugs Action Plan 2021-2025* stop-
ping the use of logistics and digital channels for the
distribution of illicit narcotic drugs in small and medi-
um volumes is identified as one of the key goals. This
demonstrates an internationally accepted understand-
ing of the threats posed by the use of the digital space
for the distribution of narcotic substances. Considering
Ukraine’s European integration aspirations, the adap-
tation of national legislation to the relevant EU stand-
ards is relevant and necessary. In particular, legislative
initiatives should be aimed at effectively blocking the
use of digital channels (social networks, instant mes-
sengers, anonymous platforms) for drug distribution
and related advertising activities. This approach will
not only promote rapprochement with EU legal norms,
but will also strengthen internal security and increase
the level of protection of public health in the face of hy-
brid warfare and threats to the information space.

In particular, direct advertising of medicines is pro-
hibited in most high-income countries, with the excep-
tion of the United States of America and New Zealand
(Menkes et al.,, 2023). Such restrictions are aimed at
protecting the health of citizens, in particular, to pre-
vent self-medication. In some countries, certain types
of narcotic drugs may also be classified as medicinal
products. For example, in Canada, opioids may be rec-
ognised as medicinal products®. It is stated that no per-
son shall be entitled to seek or receive opium from a
medical practitioner unless that person discloses to the
medical practitioner information about the acquisition
of each substance from the controlled drug lists, and
any authorisation to obtain such substances from any
other medical practitioner within the preceding thirty
days. To address the issue of opioid advertising, there is
a pre-screening procedure: the advertising pre-approv-
al agency evaluates all opioid-related medications. Only
after the official approval of this agency, which must be
recognised by the Canadian Ministry of Health, is the
placement of such advertising permitted. Such meas-
ures are aimed at preventing advertising of prohibited
narcotic substances.

! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

2 Draft Law of Ukraine No. 7558 “On Amendments to the Code of Ukraine on Administrative Offenses and the Criminal Code of Ukraine to
Improve Liability for Illegal Placement of Advertising on Territories, Buildings and Structures, as Well as for Advertising of Narcotic Drugs”.
(2022, July). Retrieved from https://itd.rada.gov.ua/billinfo/Bills/Card /40015.

3 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

July).

Retrieved  from  https://eur-lex.europa.eu/legal-content/EN/

5 Controlled Drugs and Substances Act of Canada. (1996, June). Retrieved from https://laws-lois.justice.gc.ca/eng/acts/C-38.8/page-1.
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It should also be noted that the International Nar-
cotics Control Board (INCB), an independent body
operating under the auspices of the UN, calls on gov-
ernments to step up efforts to regulate social networks
that romanticise drug-related behaviour and encour-
age the illegal sale of controlled substances. In its an-
nual report, the INCB highlights the growing body of
evidence for a link between digital content exposure
and drug use, which is particularly reflected in young
people - the main audience of social platforms. United
Nations (2022) also calls on private sector represent-
atives to actively moderate, self-regulate, and restrict
advertising for non-medical drug use.

In the context of the study of the situation in the
Nordic countries, J. Demant et al. (2020) emphasised
that social networks are a common tool for drug dis-
tribution. The researchers emphasised that it is the
availability of communication channels that is crucial
when choosing the media used to distribute drugs and
other prohibited substances. In this regard, researchers
recommend supplementing police strategies with pre-
ventive information campaigns to prevent and limit the
spread of narcotic substances.

Thus, around the world, traditional forms of drug
sales - when drugs are transferred personally from
hand to hand - are gradually being replaced by new
formats, in particular online trading. The number of
so-called “online dealers” is growing both in Ukraine
and in other countries. This is facilitated by the rapid
development of digital technologies and the growing
anonymity of internet users. The digital environment
allows for drug advertising campaigns on a scale that
was not possible before the Internet age. The use of ad-
vertising by people involved in the sale of drugs plays a
significant role in increasing the volume of illegal trade
in harmful substances. Therefore, the fight against drug
advertising at the legislative level becomes particular-
ly relevant as a component of the overall strategy for
countering drug addiction and reducing the level of
drug addiction among the population.

Discussion

As the consequences of the spread of drug advertising,
in particular, through the Internet, become more and
more threatening, researchers around the world are
increasingly raising the issue of the need to criminalise
such advertising and studying its impact on society. The
accumulated results of these studies form a weighty
theoretical basis for further development of an effective
legal policy in the field of countering drug addiction, in
particular, in the aspect of information security. This
problem remains relevant and unresolved in a number
of countries, including Ukraine.

In this context, the study by A. Oksanen et al. (2020)
deserves attention, which emphasises that young peo-
ple are increasingly using social networks as a plat-
form for the purchase and distribution of drugs and

Law Journal of the National Academy of Internal Affairs, 15(3), 9-23

Bryskovska et al. |G

other prohibited substances. The study showed that
most people who buy drugs online do so through social
networks, where there is advertising content of a cor-
responding nature. The researchers emphasised that
social networks promote impulsive decision-making,
especially among young people, who are most vulner-
able to such influence. In this regard, researchers em-
phasise the need for increased control over advertising
activities in social networks, as one of the key areas of
preventive anti-drug policy. The conclusions are quite
appropriate, because the study was conducted in a gen-
der-balanced way, based on the responses of adoles-
cents and young people aged 15 to 25 years, consider-
ing the psychological state of respondents.

In turn, B.N. Rutherford et al. (2022) noted that a
large number of videos are distributed on the TikTok
platform in which teenagers smoke cannabis to attract
attention and gain popularity. Most of the comments
on such videos were flattering, and none of them had
age restrictions. This indicates that on such social plat-
forms, the demonstration, advertising or even sale of
narcotic substances can be carried out openly. Given the
results of this study, the findings of these researchers
can also be considered as part of a larger phenomenon:
trends in increasing advertising in social networks, the
target audience of which is teenagers.

M. Gansner et al. (2024) focused on the growing
number of overdose deaths among adolescents asso-
ciated with counterfeit prescription drugs purchased
through social media. The researchers found that the
likelihood of substance use increases significantly on
days when adolescents come into contact with relevant
digital content published by their peers. The findings
support concerns that social media may play a role as
an intermediary in shaping drug-related behaviour.
This study highlighted the critical need to criminalise
drug advertising in the digital environment, which is an
important component of the overall strategy to combat
drug addiction among young people.

R.Van der Sanden et al. (2021) pointed to the grow-
ing number of reports about the use of social networks
to buy and sell illegal drugs internationally. The survey
showed that the main advantages of making purchases
through social networks, according to respondents, are
“high convenience” (74% of respondents) and “transac-
tion speed” (43% of respondents). Narcotic drugs were
purchased from individuals who positioned themselves
as drug dealers. The researchers emphasised the im-
portance of integrating social platforms into national
drug addiction prevention strategies, especially among
young people. The results once again confirmed that
the latest digital technologies significantly facilitate the
possibility of advertising narcotic drugs. However, a
more detailed study of the seller’s side, not just the buy-
er’s, would be a valuable scientific addition to this study.

T.V. Shevchenko (2024) noted that the illegal sale
of narcotic drugs through electronic information
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resources allows malefactors to avoid exposure for a
long time and involve more young people in drug addic-
tion. The researcher proposed to amend the legislation,
as a result of which an attacker who sold drugs through
electronic information resources would receive more
punishment than when committing this crime without
using such resources. To some extent, the changes pro-
posed by the researcher can serve as an alternative to
the changes proposed in this study. However, they did
not provide for penalties for persons who did not sell
drugs, but only manufactured or distributed their ad-
vertising, and therefore such legislative changes cannot
fully replace those proposed in this paper.

Conclusions

The subject of this study was the criminalisation of ad-
vertising of narcotic drugs, psychotropic substances,
and their analogues. The study assessed the need to
criminalise advertising of narcotic drugs, psychotrop-
ic substances, and their analogues: in particular, the
production and distribution of such advertising. The
harmfulness of drug use for the individual and for the
surrounding society was also emphasised: depressive
states, loss of social ties, increased crime, etc. The pa-
per analysed the research on the negative impact of
narcotic substances on the mental health of a person
dependent on them. It was considered that the number
of drug-related crimes increased significantly in 2024,
compared to previous years. It was also noted that the
distribution of advertising of narcotic drugs often oc-
curs through popular social networks or instant mes-
sengers used by teenagers and young people. It was
pointed out that it is mainly young people who buy nar-
cotic and psychotropic substances through social net-
works and instant messengers, who choose this meth-
od of purchasing drugs and other prohibited means for
convenience. [t was proposed to criminalise advertising
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AHoTauia

AKTyaNbHICTb TEeMH NOJISATAE BTOMY, Il0 iHPopMaliiHa cdpepaTanpocyBaHHSI HAPKOTUKIBYACTO 3a/IUILIAIOTHCS
mo3a MexaMu epeKTHUBHOI0 NpaBoBOro pearyBaHHsA. 0co6/MBOI rOCTPOTH 1l Tpo6sieMa HabyBa€ B YKpaiHi,
a/pKe BilHa, colia/ibHA HECTAbi/NbHICTD | Mocaa6aeHHA IHCTUTYLIIHHOI0 KOHTPOJIIO COPUSIOTh aKTHUBi3anii
HapKO3JIOUMHHOCTI, 30KpeMa, B iHdopmauiiHOMy mnpoctopi. MeToio craTTi 6y/a oOliHKa MmOTpe6u B
KpuMiHasi3anil pekjJaMyd HapKOTHYHUX 3ac006iB, MCUXOTPOMHUX PEYOBHH Ta iX aHasoriB B YkpaiHi. [us
L[bOT0 3aCTOCOBAHO CUCTEMHO-CTPYKTYPHHUM, TOPIBHAJBHUHN, CTATUCTUYHUH, CHCTEMHUH, EKCTPaNOJIIOBaHHA
MeTou. OGIPYHTOBAHO, 110 36i/bLIeHHS KiJIbKOCTI 0Ci0, AKi BXXMBalOTh HAPKOTHYHI PEYOBUHH, MalXKe B
niBTOpa pasa Moxe OyTH MOB’I3aHO, 30KpeMa, 3 JIErKOK JOCTYMHICTIO peKJlaMHd HAapKOTUYHUX PEYOBUH Y
MOBCAKAEHHOMY XUTTI JIIOJUHU: sIK 0dJIaliH, TaK i OH/IaWH. 3’siCOBaHO, L0 Mij] 4ac coniabHOI HeCTabiIbHOCTI,
3yMOBJIEHOI Cy4aCHMMH 3MiHAaMH Ta COLiiaJbHUMHU peasisfiMU BiliHH, sIKi NCUXOJIOTi{4YHO TPaBMYKOTb 0OCib,
BUHUKJM NPUJATHI YMOBU s 00iry HapKOTHUYHHUX 3aco6iB Ta ix peksaMy. 3almpoNOHOBAHO 3MiHHM [0
KpPUMiHAJbHOTO 3aKOHO/IaBCTBA YKpaiHH, AKi KpUMiHa/Mi3yl0Th pekaaMy HapKOTHYHUX 3aco6iB B YkpaiHi,
CHPOILLYIOYH /ISl IPAaBOOXOPOHHUX OpPraHiB po3ciifyBaHHS Ta [JOBeJleHHS MPaBOIOPYIIeHb, OB A3aHUX 3
HapKOTUKaMU. BcTaHOBJIEHO, 1110, TONPU HAasIBHICTh OKPEMUX 3a60POH i HOPM, KpUMiHaJIbHE 3aKOHOJaBCTBO
Ykpainu, BpaxyBaBIlIM 3allPOINIOHOBAHI B IIif CTATTi 3MiHH, MOXKe CTaTU epEKTUBHILINM JIJ1s 3aXUCTY HaceJIeHHS
Bii HAPKOTUYHOI 3aJIEXKHOCTI. Y [JbOMy KOHTEKCTi 0CO6JIMBOT0 3Ha4eHH HabyBa€e BUBYEHHS Mi>)KHapO/JHOT'O
ZJOCBiZly, 30KpeMa NpaKTUK KpaiH EBponeiicbkoro Coro3y, Cnonydyenux llltatiB AMepuku ta Kanaau. Takum
YUHOM, I0CJiPKeHHS KpUMiHaJi3alii pekJiaMy HApKOTUYHHUX 3aC00iB i ICUXOTPOMHUX PEYOBHUH MA€ HAYKOBY
A NpaKTHU4YHY 3HAYYILiCTh, OCKIJIbKM CHpUSAE BAOCKOHAJEHHIO KPHUMIHAJIBHOIO 3aKOHOJABCTBA YKpaiHW,
$bopMyBaHHIO EAUHOI MPABO3aCTOCOBHOI MPAKTHUKHU Ta 3a6e3MeUyeHHI0 3aXUCTy CYCHiJIbCTBA BiJ| MOIIUPEHHS
3JIOYMHHOCTI, MOB’s1I3aHO0I 3 HAPKOTUYHUMH 3aCO0aMHU
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Abstract

The relevance of the study was determined by the need for legal and technical rethinking of state regulation
of cryptographic information protection under the conditions of Ukraine’s digital transformation. The aim
of the article was to identify the effectiveness of the existing regulatory, institutional, and technical model
for data cryptographic protection, taking into account the provisions of international standards. The study
applied methods of structural-functional analysis, systematic comparison of legal provisions, and content
analysis of technical requirements. As a result of the study, it was established that the regulatory field
covered two levels of influence - general technical and specialised - yet only approximately sixty percent
of the provisions on electronic signature, cryptographic key management, and timestamps corresponded to
international technical requirements. Fragmentation in the definition of mandatory certification procedures
and the absence of unified regulations in the field of digital identification and electronic seals were recorded.
Within the framework of interinstitutional interaction, it was found that only three out of eight functional
areas were governed by formalised mechanisms, which complicated the response to cryptographic incidents.
Technical analysis confirmed that the average key length in cryptographic algorithms resistant to quantum
computing systems exceeded three thousand bits - two to three times higher than the parameters of
traditional algorithms - yet the implementation of such solutions into the state certification system was
limited. It was also established that only a portion of cryptographic protection hardware complied with
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international technical security level requirements. The practical significance of the study results lay in the
potential application for updating the regulatory architecture, forming technical regulations, developing
state control procedures, and supporting public authorities, technical expert units, and developers in the

implementation of the national cybersecurity strategy
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digital identification; electronic signature; certification of means; information security; technical standard;

interagency coordination; digital transformation

Introduction

In the field of information security, the importance of
forming a comprehensive system of cryptographic pro-
tection capable of ensuring the continuity of state infor-
mation resources and maintaining the confidentiality
of critical data is increasing. Under conditions of rapid
development of digital services and the expansion of
personal and official data processing in the public sec-
tor, there arises a need for formalised, legally and tech-
nically harmonised regulation of cryptographic mech-
anisms. The problem lies in the absence of a unified
model that would combine the requirements of techni-
cal compliance, legal status of protection tools, and or-
ganisational responsibility of the entities involved in the
implementation of information protection solutions.

The relevance of the studied issue was driven by the
limited nature of existing state oversight instruments,
the insufficient unification of cryptographic certifica-
tion procedures, and the lack of standardised models
of inter-agency coordination. The need to develop ef-
fective mechanisms for technical control, legal author-
isation, and centralised monitoring reveals structural
deficiencies in the current regulatory and institutional
architecture. This issue complicates the implementa-
tion of a coherent state policy in the field of information
protection and creates risks in processes of electronic
identification, digital document management, and the
functioning of access management systems to informa-
tion resources.

In the study by J. Kazimi & H. Thalwal (2024), atten-
tion was focused on legal challenges and technological
risks associated with modern models of cryptographic
protection. As a result, it was established that existing
regulatory frameworks largely do not cover the dynam-
ics of quantum threats, creating a gap between the level
of regulation and current technical needs. Separately,
it was noted that the implementation of cryptographic
service control tools in the public sector is uneven. In
the work of A. Vargiolu (2022), the approaches of the
Organisation for Economic Co-operation and Develop-
ment to the formation of a global privacy policy were
analysed. The author identified that the existence of a
single principled approach to encryption in the context
of cross-border data exchange contributes to strength-
ening trust between states but requires technical adap-
tation in each specific case.

K. Limniotis (2021) examined the significance
of cryptography as a tool for protecting fundamental

Law Journal of the National Academy of Internal Affairs, 15(3), 24-44

Turchina et al. NG

rights and freedoms, emphasising its role in the forma-
tion of digital inviolability. It was shown that the use of
cryptographic solutions significantly reduces the risk
of violations of privacy rights in digital ecosystems.
S. Bommareddy et al. (2022) focused on the security of
medical data, identifying the key role of authentication
mechanisms and protection of transmission channels.
The authors confirmed that the level of protection di-
rectly depends on the technical compatibility of cryp-
tographic protocols with electronic healthcare systems.
In the work of Y. Kokarcha & A. Lalueva (2022), the im-
pact of martial law on the protection of personal data
on social networks was studied. It was shown that legal
guarantees remain limited without an appropriate level
of technical cryptographic support.

In the study of M.V. Zinchuk (2024), the legal reg-
ulation of confidential information in Ukraine was
examined, with emphasis on contradictions between
legislation and technical regulations. It was established
that the growth of digital threats was not accompanied
by a proportional development of state control mecha-
nisms. Y.V. Kostiuk et al. (2025) analysed cryptographic
protection hardware and the compliance with interna-
tional standards. It was revealed that hardware solu-
tions certified under international protocols demon-
strate higher effectiveness in complex information
environments. In the publication by A.K. Yanamala &
S. Suryadevara (2024), the interdependence between
transparency of certification procedures and the level
of trust in cryptographic services was studied. The au-
thors confirmed that the absence of open audit mech-
anisms significantly reduces the legitimacy of imple-
mented solutions.

A second contribution by A. Vargiolu (2022) con-
sisted in clarifying the international challenges of har-
monising cryptographic privacy standards. The anal-
ysis established that the inconsistency of technical
parameters made operational interaction between state
cryptographic platforms impossible. In the study of
T. Riebe et al. (2022), the dual status of cryptography in
the context of security and surveillance was discussed.
It was established that the US policy of controlling the
export of cryptographic solutions limits the global in-
teroperability of protection tools, which resulted in
decreased effectiveness of transnational coordination.

J. Chen (2020) studied the evolution of China’s
cryptographic legislation, paying attention to the
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transition to centralised regulation. It was shown that
such a model increases manageability but may hinder
technological innovation in the case of strict adminis-
trative dependence of the technical sector. In the work
of B. Firmansyah & R. Bansal (2024), the processes of
cryptographic standardisation under growing com-
plexity of digital platforms were considered. It was
found that updates to the regulatory and technical base
lag behind developments in the field of post-quan-
tum security, and certification systems demonstrate
low adaptability to new infrastructures, including the
metaverse and blockchain models.

The analysed academic studies showed the absence
of a comprehensive assessment of the effectiveness of
the regulatory, institutional and technical model of state
cryptographic protection governance under conditions
of digital transformation. A systematic analysis of the
content of current legal and regulatory acts in compar-
ison with international technical standards - particu-
larly in the field of certification, key management and
digital identification - was not presented. The studies
did not highlight the structure of powers of author-
ised cryptographic control bodies, nor did the studies
analyse the actual state of inter-agency cooperation in
identifying and responding to cryptographic incidents.
The results of comparative assessment of classical and
post-quantum protection algorithms also remained un-
interpreted, which limits the opportunities for forming
a modern technical policy in the field of cryptographic
certification. These gaps determined the need to con-
duct a study aimed at integrating legal and technical in-
formation protection mechanisms, assessing the level
of compliance of national solutions with international
standards, and formulating recommendations for up-
dating the regulatory architecture.

The purpose of the study was a comprehensive
investigation of the regulatory, institutional, and tech-
nical foundations of state governance of cryptograph-
ic information protection under conditions of digital
transformation, taking into account the requirements
of international standards. To achieve this aim, the fol-
lowing objectives were set: to analyse the content and
coherence of the main legal and regulatory acts govern-
ing cryptographic data protection; to assess the struc-
ture of powers of authorised bodies and the nature of
inter-agency cooperation in the field of cryptographic

https://zakon.rada.gov.ua/laws/show/80/94-Bp.
laws/show/803-14.

2155-19.

control; to determine the level of compliance of nation-
al technical requirements with international standards
in the areas of certification and digital identification.

Materials and Methods

The study had an applied interdisciplinary nature with
a predominance of qualitative analysis, including el-
ements of comparative, regulatory-legal and techni-
cal-standardisation approaches, and was based on an
extended source base covering the period from 1994
to 2025. The methodology of the study was based on
a combination of analysis of regulatory acts, evaluation
of technical specifications and institutional modelling
of regulatory practices. The analysis was carried out
considering the dynamics of regulatory changes, the
evolution of cryptographic algorithms, and the trans-
formation of the institutional architecture of executive
bodies responsible for the implementation of policy in
the field of digital security.

To ensure the completeness of the empirical base,
a set of open regulatory acts, technical standards,
methodological guidelines and official reports related
to state regulation in the field of cryptographic infor-
mation protection was used. The core of the source
base consisted of the current editions of the Law of
Ukraine “On Information Protection in Information and
Telecommunications Systems”!, Law of Ukraine “On
Cryptographic Protection of Information”? and Law of
Ukraine “On Electronic Trust Services”®. To provide a
comprehensive description of the administrative-legal
model, the norms of the Code of Ukraine on Administra-
tive Offences?* Criminal Code of Ukraine® Ta Decree of
the President of Ukraine “On the Decision of the Nation-
al Security and Defence Council of Ukraine of May 14,
2021 “On the Cybersecurity Strategy of Ukraine”® were
also used. In the field of institutional regulation, the
Law of Ukraine “On the State Service for Special Com-
munications and Protection of Ukraine”” was involved,
along with materials on the activities of the National
Security and Defence Council of Ukraine (n.d.), the Se-
curity Service of Ukraine (n.d.) and the National Police
of Ukraine (n.d.). The technical parameters of cryp-
tographic algorithms were evaluated based on docu-
ments from the International Organisation for Stand-
ardisation/International Electrotechnical Commission
(ISO/IEC): ISO/IEC No. 15408-1 “Evaluation criteria for

! Law of Ukraine No. 80/94-VR “On Information Protection in Information and Telecommunications Systems”. (1994, July). Retrieved from
2 Law of Ukraine No. 803-XIV “On Cryptographic Protection of Information”. (1999, December). Retrieved from https://zakon.rada.gov.ua/
3 Law of Ukraine No. 2155-VIII “On Electronic Trust Services”. (2017, October). Retrieved from https://zakon.rada.gov.ua/laws/show/

* Code of Ukraine on Administrative Offenses. (1984, December). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10.

® Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14.

¢ Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defense Council of Ukraine of May 14, 2021
“On the Cybersecurity Strategy of Ukraine”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/96/2021.

7 Law of Ukraine No. 3475-1V “On the State Service for Special Communications and Information Protection of Ukraine”. (2006, February).
Retrieved from https://zakon.rada.gov.ua/laws/show/911-2006-m.
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IT security” (2009), ISO/IEC No. 18033-1 “Encryption
algorithms” (2021), and ISO/IEC No. 19790 “Security
requirements for cryptographic modules” (2012), as
well as using data from the National Institute of Stand-
ards and Technology (2008; 2019; 2020). Within the
framework of the analysis, the specifications of ISO/IEC
No. 7816-4 “Integrated circuit cards” (2020), the re-
sults of the Post-Quantum Cryptography (PQC) stand-
ardisation project of the US National Institute of Stand-
ards and Technology, and the recommendations of the
European Union Agency for Cybersecurity (2014) were
taken into account. To evaluate certification compatibil-
ity, the provisions of the European Telecommunications
Standards Institute (2016a; 2016b; 2018) were ap-
plied, taking into account the compliance criteria of the
Federal Information Processing Standard (FIPS) 140-2
(National Institute of Standards and Technology, 2001).
Additionally, the provisions of the updated Regulation
of the European Parliament and of the Council “On Elec-
tronic Identification and Trust Services for Electronic
Transactions in the Internal Market and Repealing Di-
rective 1999/93/EC”" were used, which allowed na-
tional mechanisms to be compared with the require-
ments of cross-border regulatory harmonisation.

The method of structural-functional analysis was
used to study the organisational structure of state reg-
ulation mechanisms in the field of cryptographic in-
formation protection. This method allowed for a clear
division of responsibilities among the main divisions
of the State Service of Special Communications and In-
formation Protection of Ukraine by functional areas, in
particular in relation to strategic management, techni-
cal expertise, standardisation, and control. The results
of the analysis made it possible to compare the institu-
tional structure with approaches used in EU countries
and to evaluate its compliance with the European mod-
el of regulatory distribution.

The method of comparative law was applied to com-
pare the regulatory acts of Ukraine in the field of cryp-
tographic protection with the relevant acts of EU law.
Within this approach, the provisions of Ukrainian laws
on information security and cryptographic protection
were analysed and compared with the provisions of the
European regulation on electronicidentification, as well
as with the technical standards of the European Tele-
communications Standards Institute and the European
Union Agency for Cybersecurity. On this basis, the level
of harmonisation was established in the areas of certifi-
cation of cryptographic protection tools, electronic sig-
natures, digital timestamps, key, and seal management.

content/EN/TXT /?uri=CELEX%3A32014R0910.

https://zakon.rada.gov.ua/laws/show/80/94-Bp.

laws/show/803-14.
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Content analysis of technical regulations was con-
ducted to determine the requirements for the imple-
mentation of cryptographic algorithms, authentication
hardware, and the compliance with certification stand-
ards. The analysis covered technical profiles of classical
algorithms, including Rivest-Shamir-Adleman (RSA),
Advanced Encryption Standard (AES), Elliptic Curve
Digital Signature Algorithm (ECDSA), and promising
post-quantum solutions: Dilithium, Kyber, SABER. The
data obtained allowed for a comparative assessment
of cryptographic key length, cryptographic robust-
ness, and the level of integration of the mentioned al-
gorithms into national certification procedures. The
interpretation of results was carried out by integrating
regulatory, institutional, and technical aspects, which
made it possible to form a comprehensive model of the
current state of cryptographic regulation and its align-
ment with international approaches. The effectiveness
assessment was conducted by comparing legal regula-
tion, organisational functionality, and technical imple-
mentation with established international compatibility
criteria, which enabled the formulation of generalised
conclusions and recommendations.

Results

Regulatory and legal support for cryptographic in-
formation protection: evolution and current state
in Ukraine. In the process of forming a systemic model
of state regulation of cryptographic information protec-
tion in Ukraine, a key analytical task is the study of the
legal and regulatory foundations that define the legal
status and operational conditions of cryptographic se-
curity tools. The basis for such regulation is set out in
the provisions of the Law of Ukraine No. 80/94-VR? and
Law of Ukraine No. 803-XIV3. These acts establish the
principles of technical admissibility, mandatory certifi-
cation, and the legal regime for the circulation of cryp-
tographic protection of information (CPI) tools, while
differing in terms of the structure of subject regulation
and the allocation of competencies.

A comparative analysis of these laws allows iden-
tifying systemic overlaps in the definition of regulated
objects, user categories, and liable entities, while also
highlighting differences in the formulation of technical
criteria and the scope of supervisory powers of author-
ised bodies. It is also important to identify gaps that
arise in the context of the absence of coordinated pro-
cedures for inter-agency verification of CPI tools and
legal liability for the unauthorised use. This approach
makes it possible not only to identify areas of legislative

! Regulation of the European Parliament and of the Council No. 910/2014 “On Electronic Identification and Trust Services for Electronic
Transactions in the Internal Market and Repealing Directive 1999/93/EC”. (2014, July). Retrieved from https://eur-lex.europa.eu/legal-

2 Law of Ukraine No. 80/94-VR “On Information Protection in Information and Telecommunications Systems”. (1994, July). Retrieved from

3 Law of Ukraine No. 803-XIV “On Cryptographic Protection of Information”. (1999, December). Retrieved from https://zakon.rada.gov.ua/
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uncertainty, but also to formulate initial provisions for
updating the regulatory framework in line with interna-
tional practices. To visualize the correlation of key legal
parameters, a generalised Table 1 is presented below.
It reflects the content of the relevant legal and regula-
tory acts according to the criteria of regulatory subject,

categories of entities, requirements for technical tools,
institutional control, and legal liability measures in cas-
es of violation of the established procedure for the ap-
plication of CPI. Such structuring lays the groundwork
for further comparative analysis of the effectiveness of
legal enforcement practices.

Table 1. Comparative characteristics of Ukrainian laws in the field of cryptographic information protection

Criterion

Law of Ukraine No. 80/94-VR!

Law of UKkraine No. 803-XIV?

Subject of regulation

Information protection in information and
telecommunications systems through the use of
technical and software and hardware methods

Organisation, implementation, and regulation
of cryptographic protection of restricted access
information

Circle of subjects

Owners of information and telecommunications
systems, information managers, security
administrators, authorised bodies

Business entities developing, supplying or
operating CPI and government bodies

Requirements for technical means

The need for certification and compliance of
equipment with established safety requirements has
been identified

The mandatory nature of state expertise,
certification, and the use of only permitted
means is outlined.

Control

Control is carried out by relevant state authorities
through security audits of information and
telecommunications systems.

Licensing, control by the State Service of
Special Communications and Information
Protection of Ukraine, maintenance of the state
register of certified CPI devices

Administrative liability for violation of information
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Responsibility

protection requirements in information and
telecommunications systems

Liability for using uncertified CPIs and
conducting activities without a licence

Source: developed by the authors

Comparative Table 1 illustrates the distribution of
regulatory functions and the structural differentiation
of legal benchmarks in the field of cryptographic infor-
mation protection. The Law of Ukraine No. 80/94-VR
focuses on ensuring the integrity of information infra-
structure through technical regulation, which provides
for mandatory certification of protection tools, compli-
ance with technical security policies, and the exercise of
administrative control. Meanwhile, the Law of Ukraine
No. 803-XIV focuses on narrowly specialised aspects of
cryptography as a component of information security,
providing for licensing of entities, evaluation of cryp-
tographic solutions, and the maintenance of state re-
cords of CPI tools.

The functional division of the circle of entities cov-
ered by these laws highlights differences in the purpose
of regulatory oversight: in the first case, it concerns
owners, administrators, and users of information and
telecommunications systems; in the second - produc-
ers, developers, integrators, and suppliers of CPI tools.
This model enables the construction of a hierarchical
responsibility structure, in which general informa-
tion security requirements are specified through a

specialised cryptographic control regime. At the same
time, a lack of coordination between these subsystems
becomes evident, creating grounds for reviewing and
updating approaches to the interaction within a unified
cybersecurity system.

Within the study of legal and regulatory approaches
to cryptographicinformation protection, itisalsoimpor-
tant to determine the level of compliance of Ukrainian
legislation with international regulatory frameworks.
Due to increased demands for cryptographic security of
digital platforms - particularly in the areas of key man-
agement, CPI tool certification, electronic identifica-
tion support, and IT product security assessment - the
need for harmonising national regulation with stand-
ards such as ISO/IEC No. 15408-1 (2009), the Europe-
an Telecommunications Standards Institute (2016a),
the European Union Agency for Cybersecurity (2014),
and the recommendations of the National Institute of
Standards and Technology (2020) is growing. In this
context, Table 2 systematises the compliance of key
Ukrainian information security documents with inter-
national requirements and allows for an assessment
of the current level of legal and technical alignment.

! Law of Ukraine No. 80/94-VR “On Information Protection in Information and Telecommunications Systems”. (1994, July). Retrieved from

https://zakon.rada.gov.ua/laws/show/80/94-Bp.

2 Law of Ukraine No. 803-XIV “On Cryptographic Protection of Information”. (1999, December). Retrieved from https://zakon.rada.gov.ua/

laws/show/803-14.
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Table 2. Compliance of Ukrainian regulatory documents with international standards in the field of CPI

Regulatory document of Ukraine

International standard/document

Comment on compliance

Law of Ukraine No. 803-XIV*

National Institute of Standards and Technology SP
800-57, 1SO/IEC No. 19790 (2012) - cryptographic
key management policy

Provisions are partially harmonised; related
principles of key information security policies
are used

Law of Ukraine No. 80/94-VR?

ISO/IEC No. 27001 (2022) - information security
management system

A general information security model
is regulated in accordance with I1SO
No. 27001 (2022), partial coverage

Decree of the President of Ukraine

3
No. 447/2021 products

ISO/IEC No. 15408-1 (2009) (Common Criteria) -
requirements for assessing the security of IT

Technical requirements are adapted to Common
Criteria; national compliance profile is used

Licensing conditions for the
provision of services in the field
of CPI

elDAS*, European Union Agency (2014) for
Cybersecurity Guidelines - regulation of electronic
identification and cryptographic services

The main requirements are harmonised;
differences in the procedure for recognising and
using electronic signatures remain

Source: developed by the authors

The analysis of Table 2 demonstrates a gradual,
albeit uneven, integration of the national regulato-
ry framework in the field of cryptographic informa-
tion protection into the architecture of international
regulatory standards. Despite existing differences in
certification systems, the structure of cryptographic
policies, and methods of subject identification, there
is a clear movement towards the implementation of
the provisions of ISO/IEC No. 15408-1 (2009), ISO/
IEC No. 18033-1 (2021), the European Telecommuni-
cations Standards Institute (2016a), and the recom-
mendations of the National Institute of Standards and
Technology (2020). Particular attention has been given
to the adaptation of key management procedures, tech-
nical audits of CPI tools, and minimum security criteria
aligned with international profiles.

At the same time, Ukrainian regulation retains spe-
cific features, driven by the need to align legal norms
with national models for the functioning of information
systems. This is reflected, in particular, in differences
in the procedure for recognising electronic signatures,
limited application of unified electronic seal formats,
and the absence of a centralised trust infrastructure.
In view of this, the further development of harmoni-
sation policy requires not only the formal alignment

of technical requirements but also the updating of
cross-border verification procedures, standardisation
of post-quantum algorithms, and formalisation of mu-
tual recognition of cryptographic certificates.

Within the analysis of the legal and regulatory
support for cryptographic information protection,
special attention should be paid to the mechanisms
of state oversight and legal liability instruments for
non-compliance with established requirements. Law
enforcement practice in this area serves not only a su-
pervisory but also a preventive function, creating an
environment with heightened responsibility for sub-
jects of information interaction. This issue becomes
particularly relevant given the increasing role of CPI
in public administration, the financial sector, national
defence, and digital identity verification. To system-
atise the main types of violations, corresponding le-
gal measures, and authorities authorised to exercise
control, it is appropriate to refer to the generalised
Table 3. It provides a structural classification of insti-
tutional powers, types of sanctions, and typical over-
sight application domains, allowing for a comprehen-
sive assessment of the effectiveness of state regulation
in the area of legal enforcement within the field of
cryptographic protection.

Table 3. Types of CPI violations, sanctions and regulatory authorities

CPI violation type

Liability/sanctions

Competent control authority

Illegal use of uncertified CPI tools

Administrative liability under Article 188-39
of the Code of Ukraine on Administrative
Offences®: fine up to UAH 1,700 with
confiscation of equipment

State Service of Special Communications
and Information Protection of Ukraine

laws/show/803-14.

https://zakon.rada.gov.ua/laws/show/80/94-Bp.

content/EN/TXT /?uri=CELEX%3A32014R0910.
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! Law of Ukraine No. 803-XIV “On Cryptographic Protection of Information”. (1999, December). Retrieved from https://zakon.rada.gov.ua/
2 Law of Ukraine No. 80/94-VR “On Information Protection in Information and Telecommunications Systems”. (1994, July). Retrieved from
3 Decree of the President of Ukraine No. 447/2021 “On the Decision of the National Security and Defence Council of Ukraine of May 14, 2021
“On the Cybersecurity Strategy of Ukraine”. (2021, August). Retrieved from https://zakon.rada.gov.ua/laws/show/96/2021.

* Regulation of the European Parliament and of the Council No. 910/2014 “On Electronic Identification and Trust Services for Electronic

Transactions in the Internal Market and Repealing Directive 1999/93/EC”. (2014, July). Retrieved from https://eur-lex.europa.eu/legal-

5 Code of Ukraine on Administrative Offenses. (1984, December). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10.
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Table 3, Continued

CPI violation type

Liability/sanctions

Competent control authority

CPI activities without a licence

Administrative liability under Article 164
of the Code of Ukraine on Administrative
Offences®: fine from 17,000 to 34,000 UAH
with confiscation of equipment

State Service of Special Communications and
Information Protection of Ukraine, National
Police (in cases of business activity without

alicence)

Disclosure or leakage of key information

Criminal liability under Art. 328 or 361
Criminal Code of Ukraine?: up to 5 years of
imprisonment

Security Service of Ukraine, National Police,
Prosecutor’s Office

Improper storage or transfer of
cryptographic protection means

Warning or fine in accordance with the
internal regulations of the State Service of
Special Communications and Information

Protection of Ukraine or based on the results
of the audit

State Service of Special Communications
and Information Protection of Ukraine,
information security auditors

Use of cryptographic algorithms not
permitted for use

Suspension of the certificate of conformity;
requirement to remedy the violation

State Service of Special Communications and
Information Protection of Ukraine, Technical

I 30

Committee for Certification

Source: developed by the authors based on Law of Ukraine No. 3475-1V3, Law of Ukraine No. 803-XIV*

The analysis of Table 3 confirms the existence of a
multi-level system of legal liability in the field of cryp-
tographic information protection in Ukraine. Under
the current legislation, both administrative and crim-
inal sanctions are provided depending on the nature
and consequences of the violation. Particular attention
is given to liability for conducting activities without a
licence, violating certification procedures, and using
uncertified CPI tools, which directly impacts the guar-
antees of confidentiality, integrity, and availability of
critically importantinformation in IT systems. The com-
petence of state authorities responsible for supervision
in this area is regulated, particularly the State Service
of Special Communications and Information Protec-
tion of Ukraine, which is authorised not only to impose
fines but also to initiate the suspension or termination
of operation of tools that do not meet approved re-
quirements. This mechanism ensures both reactive and
preventive functions in response to threats associated
with the use of vulnerable or illegitimate CPI. The ap-
plication of criminal liability in cases of unauthorised
disclosure or leakage of cryptographic information that
constitutes state secrets or is protected within restrict-
ed access systems demonstrates the existence of legal
instruments focused on protecting critical elements of
national security. At the same time, there is a modern
need to improve violation detection procedures, par-
ticularly through the introduction of digital monitoring
mechanisms, post-audit procedures, and risk indica-
tors in the application of CPI.

To ensure effective control, it is advisable to revise
interaction practices among state oversight entities
performing sanctioning, supervisory, and analytical
functions. Specifically, coordination between the State
Service of Special Communications and Information

Protection of Ukraine, the Security Service of Ukraine,
and the National Police of Ukraine should provide for
joint responses to violations of cryptographic protec-
tion requirements, harmonisation of certification pro-
cedures for protective tools, and the rapid exchange of
analytical information. Improving the reporting system,
introducing transparent decision-making mechanisms,
and enhancing the analytical capacity of oversight bod-
ies will serve as an institutional precondition for build-
ing trust in the regulator and ensuring the sustainable
development of the enforcement environment in the
field of cryptographic protection.

Institutional architecture and regulatory pow-
ers of the state in the field of cryptographic protec-
tion. Within the study of state governance in the field
of cryptographic information protection, the analysis
of the institutional architecture of the body tasked with
implementing the relevant policy becomes crucial.
The activities of the State Service of Special Communi-
cations and Information Protection of Ukraine, as the
central executive authority, are defined by a multi-com-
ponent structure that includes a functional division
of responsibilities among administrative, technical,
expert, and supervisory units. This model is aimed at
ensuring subject-specific specialisation, consistency in
conformity assessment processes, certification, regula-
tory supervision, and operational response.

The internal distribution of competencies with-
in the State Service of Special Communications and
Information Protection of Ukraine is based on the
principle of integrated implementation of regulato-
ry and technical tasks. This includes the development
of CPI requirements, conducting evaluations, certifi-
cation, maintaining registers, and coordinating with
other cybersecurity bodies. Such an approach avoids

! Code of Ukraine on Administrative Offenses. (1984, December). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10.
2 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14.
3 Law of Ukraine No. 3475-1V “On the State Service for Special Communications and Information Protection of Ukraine”. (2006, February).

Retrieved from https://zakon.rada.gov.ua/laws/show/911-2006-m.

* Law of Ukraine No. 803-XIV “On Cryptographic Protection of Information”. (1999, December). Retrieved from https://zakon.rada.gov.ua/

laws/show/803-14.
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duplication of functions, ensures hierarchical subordi-
nation, and optimises processes of licensing, standard-
isation, and post-control compliance of cryptographic
protection tools.

To visualise the institutional configuration and re-
flect specialised responsibilities, Table 4 is presented
below. It summarises the functional division of respon-
sibilities among the four key structural units of the State

Turchina et al. NG

Service of Special Communications and Information
Protection of Ukraine, which play a decisive role in the
organisation and implementation of state policy in the
field of cryptographic security. This approach makes it
possible to clearly identify the areas of responsibility
for each component of the institutional system, provid-
ing the basis for further analysis of the effectiveness of
the interaction.

Table 4. Functional division of powers between the divisions of the State Service of Special Communications and
Information Protection of Ukraine

Unit

Main functions

Administration

General management of the service; strategic planning; coordination of interaction with other bodies

Expert units

Conducting state examination of CPI equipment; preparation of conclusions on compliance; analysis of

characteristics

Technical Committee for
Standardisation

Development of technical requirements for CPI; adaptation of international standards; maintenance of
national compliance profiles

Licensing and Certification
Department

Acceptance of applications; organisation of certification procedures; maintenance of registers; monitoring of

compliance with conditions

Source: developed by the authors based on Law of Ukraine No. 3475-1V!

The analysis of Table 4 allows concluding that there
is a structured functional division of responsibilities
within the unified system of state governance in the
field of cryptographic information protection. The ad-
ministrative level of the State Service of Special Com-
munications and Information Protection of Ukraine is
responsible for strategic planning, managerial coordi-
nation, and organisational support in the implementa-
tion of CPI policy. Expert departments carry out pro-
fessional evaluation of cryptographic solutions subject
to certification, conduct technical examinations, and
formalise conclusions on the compliance of tools with
approved technical profiles.

The Technical Standardisation Committee plays a
key role in the development of regulatory and techni-
cal documents and in the implementation of interna-
tional approaches, in particular by adapting standards
such as ISO/IEC No. 15408-1 “Evaluation criteria for
IT security” (2009), ISO/IEC No. 18033-1 “Encryption
algorithms” (2021), ISO/IEC No. 19790 “Security re-
quirements for cryptographic modules” (2012), Euro-
pean Telecommunications Standards Institute (2016a;
2016b; 2018), and the European Union Agency for Cy-
bersecurity (2014) to the national regulatory environ-
ment. Its activities ensure methodological consistency
in certification procedures and unify the criteria for as-
sessing cryptographic security. The Licensing and Cer-
tification Department, in turn, is responsible for admin-
istering procedures for granting market entities access

to provide cryptographic services, verifying compliance
with licensing conditions, as well as maintaining certifi-
cate renewals and state records.

This division ensures subject-specific specialisa-
tion of each unit, which helps to improve the effec-
tiveness of regulatory functions and simplifies com-
munication mechanisms with market participants,
licensing authorities, CPI users, and international
partners. The internal structure of the State Service
of Special Communications and Information Protec-
tion of Ukraine corresponds to the typical model of
European regulators, which provides for the separa-
tion of strategic, technical, expert, and supervisory
functions to enhance transparency and reasoned de-
cision-making.

Within the general architecture of cryptograph-
ic security governance, coordination among bodies
whose powers are distributed across analytics, su-
pervision, law enforcement, and counterintelligence
remains crucial. Inter-agency cooperation ensures the
functional continuity of processes of prevention, de-
tection, and response to incidents involving violations
of the cryptographic information protection regime.
To systematise the distribution of responsibilities and
cooperation mechanisms among actors in the nation-
al cybersecurity system, Table 5 is presented below,
summarising the key tasks, coordination formats, and
institutional responsibilities of the main bodies in-
volved in CPI policy implementation.

I ! Law of Ukraine No. 3475-1V “On the State Service for Special Communications and Information Protection of Ukraine”. (2006, February).

Retrieved from https://zakon.rada.gov.ua/laws/show/911-2006-m.
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Table 5. Interaction of key bodies in the field of cryptographic protection

Authority Main tasks in the field of CPI

Forms of coordination Form of responsibility

State Service of Special
Communications and
Information Protection of
Ukraine

Development of regulatory
framework; CPI certification;
licensing; technical audit; record
keeping

Participation in interdepartmental
working groups; coordination with
other bodies of regulations and

Regulatory responsibility;
ensuring technical compliance

standards and certification

Formation of strategic
decisions in the field of cyber
defence; coordination of
interdepartmental policy

National Security and
Defence Council of Ukraine

Decision of the National Security and
Defence Council of Ukraine; control of
the implementation of the cybersecurity
strategy through the National

Political responsibility for the
implementation of national
decisions in the field of

Lo information securit
Coordination Centre y

Counterintelligence activities
in the field of protecting
state secrets; investigation of
information leaks

Security Service of Ukraine

Information exchange with the State
Service of Special Communications
and Information Protection of Ukraine;
participation in joint inspections;
prompt response to incidents

Criminal procedural liability

within the framework of the

Criminal Procedure Code of

Ukraine!; protection of state
secret objects

National Police of Ukraine CPI compliance monitoring

Joint activities with the State Service
of Special Communications and
Information Protection of Ukraine;
coordination of actions in case of
violations; prompt reporting of

Criminal and administrative
liability within the framework of
pre-trial investigation

incidents

Source: developed by the authors based on National Security and Defence Council of Ukraine (n.d.), Security

Service of Ukraine (n.d.), National Police of Ukraine (n.d.)

The analysis of Table 5 indicates the existence of
a coordinated functional distribution among the key
bodies involved in the implementation of state policy in
the field of cryptographic information protection. The
State Service of Special Communications and Informa-
tion Protection of Ukraine performs the functions of the
central regulator, responsible for the development of
technical standards, certification of CPI tools, mainte-
nance of state registers, and expert evaluation of tech-
nical solutions. Its activities provide the technological
and administrative foundation for building a trusted
environment in the field of cryptographic security.

The National Security and Defence Council of
Ukraine plays a strategic role in setting priorities in the
field of cyber protection, in particular through the ap-
proval of conceptual documents, coordination of inter-
departmental measures, and monitoring the effective-
ness of plan implementation within the framework of
the National Cybersecurity Coordination Centre. This
institutional level creates the framework conditions
for uniting the efforts of executive authorities, security
forces, and analytical platforms.

The Security Service of Ukraine and the National
Police of Ukraine operate within the law enforcement
vertical, ensuring compliance with legislation in the
field of cryptographic protection. The powers of the
Security Service of Ukraine cover the protection of
state secrets, the maintenance of counterintelligence
regimes in systems with restricted access, and the iden-
tification of threats related to the use of CPI tools in
critical infrastructure. The National Police focuses on
investigating cyber incidents, administrative violations,
and the procedural support of crimes related to the un-
authorised use of CPIL.

This model of interaction is based on a combina-
tion of preventive, regulatory, analytical, and law en-
forcement functions within an integrated institutional
system that corresponds to the principles of multi-level
information security governance. Ensuring the resil-
ience of cryptographic infrastructure requires contin-
uous coordination among these entities, as well as the
updating of rapid response mechanisms, joint audits,
and the exchange of technical threat indicators. This
approach makes it possible to build an integrated archi-
tecture of state governance in the field of CPI, focused
on proactive response and maintaining a high level of
technological readiness.

Technical standards and cryptographic protec-
tion: Modern solutions and certification require-
ments. Modern technical approaches to cryptographic
information protection are based on the use of cryp-
tographic algorithms that must meet criteria of cryp-
tographic robustness, functional compatibility with
information systems, and performance in data pro-
cessing. Over the last decades, classical symmetric and
asymmetric cryptographic algorithms - in particular
AES, RSA, and ECDSA - have remained dominant. These
algorithms provide a sufficientlevel of protection under
the classical computing model; however, the algorithms
lose effectiveness in the context of quantum technology
development, especially under the influence of Shor’s
and Grover’s algorithms, which can significantly reduce
the cryptographic complexity of existing ciphers.

Taking into account these threats from quantum
computing, the National Institute of Standards and
Technology (2020) launched an open competition to
standardise algorithms resistant to quantum attacks.
As a result of years of testing, several finalists were

I ! Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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selected, including CRYSTALS-Kyber, CRYSTALS-Dil-
ithium, SABER and others, which form the core of the
future PQC standard. These algorithms are based on
different mathematical approaches - lattice problems,
polynomial homomorphy, code-based structures, and
multivariate systems - providing high resistance to at-
tacks using quantum computing machines.

The comparison of classical and post-quantum al-
gorithms is of significant practical importance in the
design of CPI technical tools, especially in government
and critical information systems. Key characteristics for
such analysis include the type of cryptographic scheme,
key length, estimated resistance to classical and quan-
tum attacks, as well as the current certification status
based on evaluations by the National Institute of Stand-
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ards and Technology. This approach enables the devel-
opment of well-grounded recommendations for the
gradual implementation of post-quantum algorithms
into technical profiles approved by the State Service of
Special Communications and Information Protection
of Ukraine and helps to avoid the risks associated with
outdated cryptographic implementations. To system-
atise the core characteristics of the most widespread
classical crypto-algorithms and prospective post-quan-
tum solutions, Table 6 is provided below. It enables
comparative analysis according to basic parameters:
type of cryptographic algorithm, key length, resistance
level, and certification status. The information present-
ed is relevant for assessing the technical compliance of
CPI tools with current and future security standards.

Table 6. Characteristics of classical and post-quantum crypto algorithms

Algorithm name Type Key length (bits) Resistance to attacks Certification status
. Medium (vulnerable to Standardised (National Institute of
RSA-2048 Asymmetric 2048 quantum attacks) Standards and Technology)
. Medium (vulnerable to Standardised (National Institute of
ECDSA P-256 Asymmetric 256 quantum attacks) Standards and Technology)
) . High (resistant to Grover Standardised (National Institute of
AES-256 Symmetrical 256 attack) Standards and Technology)
High (Quantum Recommended for standardisation
CRYSTALS-Kyber Post-quantum (KEM) 768/1024/1536 81 . (National Institute of Standards and
computing resistant)
Technology PQC)
High (Quantum Recommended for standardisation
Dilithium Post-quantum (signature) | 2048/3072/4096 s . (National Institute of Standards and
computing resistant)
Technology PQC)
High (Quantum Finalist of the National Institute
SABER Post-quantum (KEM) 992/1312/1984 g1 . of Standards and Technology PQC
computing resistant) competition

Note: KEM - Key Encapsulation Mechanism

Source: developed by the authors based on ISO/IEC No.

Union Agency for Cybersecurity (2014)

The comparative analysis presented in Table 6
includes digital parameters that allow for a quanti-
tative assessment of the cryptographic strength of al-
gorithms. One of the key criteria is the length of the
cryptographic key, which directly correlates with the
level of computational complexity for an attacker. In
this context, post-quantum algorithms demonstrate
significantly higher parameter values. For example,
the CRYSTALS-Dilithium algorithm provides for a key
length of up to 4096 bits, which exceeds the typical
characteristics of classical signature algorithms such as
RSA or ECDSA, which use keys of 2048-3072 bits or 256
bits, respectively. The presence of a certification status
indicator allows for the evaluation of the level of prac-
tical implementation of cryptographic solutions. Clas-
sical algorithms have attained international standard
status and are components of approved cryptograph-
ic profiles, particularly in the recommendations of the
National Institute of Standards and Technology (2008;
2019; 2020) and ISO/IEC No. 15408-1 (2009), ISO/
IEC No. 18033-1 (2021), ISO/IEC No. 19790 (2012),

Law Journal of the National Academy of Internal Affairs, 15(3), 24-44

18033-1 (2021), ISO/IEC No. 19790 (2012), European

ISO/IEC No. 7816-4 (2020). Meanwhile, post-quantum
algorithms are in the final stages of standardisation,
but already demonstrate high potential compliance
with protection requirements under quantum com-
puting conditions. This fact provides a foundation for
the inclusion in future technical security policies, in-
cluding at the level of regulations by the State Service
of Special Communications and Information Protection
of Ukraine, considering the dynamics of post-quantum
environment development.

Within the framework of certification and technical
regulation of cryptographic protection, the classifica-
tion of hardware tools implementing key cryptographic
functions - such as encryption, authentication, and key
generation and storage - is also essential. These hard-
ware-software systems serve as the basic elements of
the information security architecture and enable the
implementation of cryptographic policy at the level of
transactions, state digital services, digital identification
systems, and critical infrastructure. The typologisation
of CPI tools by functional characteristics, standards
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compliance, and application domain allows for the eval-
uation of the relevance for integration into specialised
and multi-segment security solutions.

To systematise the characteristics of such tools, Ta-
ble 7 is presented below, which summarises the main
types of hardware components for cryptographic in-

formation protection according to the criteria of device
type, implemented functions, compliance standard, and
intended use. This approach enables instrumental sup-
port for the process of selecting technical solutions in
line with the specifics of sectoral tasks and regulatory
constraints.

Table 7. CPI hardware classification

Device type Cryptographic functions

Compliance standard Scope of use

Key generation/storage, signing,

HSM encryption, authentication

State registers, financial
transactions, certification centres

FIPS 140-2 Level 3, ISO/IEC
No. 19790 (2012)

Cryptographic token (USB) Key storage, signature, PIN access

FIPS 140-2 Level 2, 1SO/IEC
No. 7816-4 (2020)

E-government, digital signature
of citizens

Smart card with cryptographic
module

Authentication, digital signature,
certificate storage

ISO/IEC No. 7816-4 (2020),
European Telecommunications
Standards Institute TS 102 221

Bank cards, ID documents, access
to IT systems

Encryption/decryption,
authentication, key protection in
IoT systems

Secure microcontroller
(embedded device)

Embedded devices, telematics,
industrial IoT systems

ISO/IEC No. 15408 (2009),
EAL4+, PSA Certified

Key generation, signing,
encryption in the cloud
environment

Virtualised HSM (vHSM)

ISO/IEC No. 19790 (2012),
FIPS 140-3 (in the process of
certification)

Cloud services, e-commerce,
public cloud platforms

Note: HSM - Hardware Security Module; EAL - Evaluation Assurance Level; PSA - Platform Security Architecture;
IoT - Internet of Things; vHSM - Virtualised Hardware Security Module

Source: developed by the authors

Table 7 summarises the types of hardware compo-
nents that implement the functionality of cryptograph-
ic information protection tools, differentiated by archi-
tecture, functional purpose, and level of compliance
with international security standards. The highest
certification reliability indicators are demonstrated by
HSMs that meet the requirements of FIPS 140-2 Level 3
(National Institute of Standards and Technology, 2001)
or ISO/IEC No. 19790 (2012), and serve as key tech-
nological elements in protecting critical cryptographic
operations - particularly in certification centres, finan-
cial platforms, and national digital signature systems.
Meanwhile, smart cards and USB tokens have limited
functionality but, due to the ease of implementation
and compatibility with popular authentication proto-
cols, are widely used in e-government and registry ac-
cess systems.

A separate category consists of virtualised HSMs
(vHSMs) and secure microcontrollers, which, despite
the absence of definitive certification stability, show
high potential for use in cloud infrastructure environ-
ments, hybrid models of key information storage, and
industrial IoT systems. The implementation is becom-
ing increasingly relevant in the context of the gradual
migration of national information services to cloud-
based architecture, where decentralised cryptographic
modules with remote control are needed. This typolo-
gy makes it possible to conduct a technical-functional
assessment of the level of integration of hardware CPI

into modern information systems, taking into account
certification requirements, compliance with standards,
and implementation flexibility.

In the context of further harmonisation of regula-
tory and technical standards for CPI tools with Euro-
pean and international requirements, it is important to
analyse the degree of compliance of national technical
norms with the provisions of leading standards and
regulations. Of particular importance are the standards
of the European Telecommunications Standards Insti-
tute (2016a; 2016b; 2018) (in the areas of trust servic-
es and electronic signatures), the eIDAS! Regulation,
and the technical recommendations of the European
Union Agency for Cybersecurity (2014) in the fields
of electronic identification, communication channel
protection, and key management. The alignment of re-
quirements between the State Service of Special Com-
munications and Information Protection of Ukraine
and these documents creates a regulatory and legal
foundation for the cross-border functioning of public
services, including the exchange of certificates, digital
signatures, and the verification of identified subjects
within the EU.

To illustrate the compliance status of key Ukrainian
regulatory documents with the technical requirements
of the European Telecommunications Standards In-
stitute (2016a; 2016b; 2018), eIDAS, and the Europe-
an Union Agency for Cybersecurity (2014), Table 8 is
provided below. It reveals the level of harmonisation

! Regulation of the European Parliament and of the Council No. 910/2014 “On Electronic Identification and Trust Services for Electronic
Transactions in the Internal Market and Repealing Directive 1999/93/EC”. (2014, July). Retrieved from https://eur-lex.europa.eu/legal-

content/EN/TXT /?uri=CELEX%3A32014R0910.
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across specific types of cryptographic services and pro-
tocols that are crucial for Ukraine’s integration into the
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European Digital Market and the establishment of a
unified trust infrastructure.

Table 8. Compliance of Ukrainian technical requirements for CPI with international standards

Service type/protocol

Ukrainian technical requirements

Relevant international standards

Degree of compliance

Qualified electronic
signature

Use of certified CPIs; storage of keys
on tokens; DSTU 4145 (2002), DSTU
7624 (2014)

European Telecommunications Standards
Institute EN 319 411-2, eIDAS* Annex |,
XAdES, CAdES

High (adapted to
European formats and
algorithms)

Key management

Key management policies; security
profiles; compliance with a
comprehensive information security
system

European Union Agency for
Cybersecurity Guidelines Cryptographic
Solutions, National Institute of Standards
and Technology SP 800-57

Medium (not fully unified
policies and key rotation)

Communication channel
encryption

Mandatory use of TLS with Key
Certification Authority certificates;
cryptographic algorithms according to
the CPI registry

European Telecommunications Standards
Institute TS 103 097, ISO/IEC 27033-
5 (2016), National Institute of Standards
and Technology SP 800-52r2

High (certificate formats
and cryptographic
algorithms are agreed
upon)

Digital identification

Qualified electronic signature tools
+ identification in the Unified State

Register of Legal Entities or ID card;
verification of the reliability of the

eIDAS Regulation?, European
Telecommunications Standards Institute
EN 319 401

Medium (lack of full
interaction with eID and
eIDAS Bridge)

supplier

Qualified service systems with CPI
certification, archiving and registration in
the National Cybersecurity Coordination

Centre registry

Trust services
(timestamp, seal)

European Telecommunications Standards
Institute EN 319 421, eIDAS Trusted
Services, European Union Agency for

Cybersecurity Trust Services Guidelines

High (at the level of
procedures and technical
regulations)

Source: developed by the authors based on Law of Ukraine No. 3475-IV “On the State Service for Special
Communications and Information Protection of Ukraine”?, National Institute of Standards and Technology (2001;
2008; 2020), European Union Agency for Cybersecurity (2014), European Telecommunications Standards

Institute (2016a; 2016b; 2018)

The analysis of Table 8 confirms a high degree of
conformity between Ukrainian technical requirements
and international regulations in the areas of electronic
signatures, cryptographic key management, communi-
cation channel encryption, and the provision of trust
services. The most harmonised areas appeared to be
those related to electronic signatures - Ukraine has
already implemented cryptographic algorithms, signa-
ture formats, and verification protocols in accordance
with the XAdES, CAdES specifications and the require-
ments of eIDAS Annex I. Similarly, the implementation
of timestamp and digital seal procedures is based on
the requirements set out by the European Telecommu-
nications Standards Institute (2016b), ensuring tech-
nological compatibility with European trust platforms.

At the same time, certain areas - particularly dig-
ital identification and cryptographic key manage-
ment - demonstrate the presence of systemic barriers.
The main issues include the absence of an integrated
elD gateway for cross-border interaction, as well as
an underdeveloped key rotation model in line with
the recommendations of the European Union Agency
for Cybersecurity (2014) and the National Institute of
Standards and Technology (2020). These limitations
reduce the efficiency of integration with the European

trust space and complicate the technical implementa-
tion of unified authentication protocols. Addressing the
identified shortcomings requires the implementation
of interoperable interfaces, harmonised trust manage-
ment schemes, and technical regulations at the level of
intergovernmental coordination.

Despite these challenges, the overall architecture
of national technical requirements in the CPI sector
shows a stable trend towards unification with the Eu-
ropean cyber environment. The measures taken to im-
plement algorithmic compatibility, adapt cryptographic
formats, and align certification procedures are forming
the regulatory-technological basis for further develop-
ment of cross-border cooperation. This, in turn, lays
the groundwork for Ukraine’s full integration into the
European Digital Market and inclusion in the pan-Eu-
ropean trust infrastructure in the context of e-govern-
ance, financial transactions, and the exchange of legally
significant electronic data.

Promising directions for the development of
state policy in the field of cryptographic protec-
tion in the context of digital transformation. In the
process of digital transformation of public adminis-
tration, the issue of legal and technical harmonisation
of national legislation in the field of cryptographic

! Regulation of the European Parliament and of the Council No. 910/2014 “On Electronic Identification and Trust Services for Electronic
Transactions in the Internal Market and Repealing Directive 1999/93/EC”. (2014, July). Retrieved from https://eur-lex.europa.eu/legal-

content/EN/TXT /?uri=CELEX%3A32014R0910.
2 Ibidem, 2014.

3 Law of Ukraine No. 3475-1V “On the State Service for Special Communications and Information Protection of Ukraine”. (2006, February).

Retrieved from https://zakon.rada.gov.ua/laws/show/911-2006-m.
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information protection with EU regulatory require-
ments is of particular importance. The eIDAS 2.0 Reg-
ulation is the central EU legal act! establishing unified
rules for electronic identification, qualified electronic
signatures, electronic seals, and trust services. This
document defines not only the functional requirements
for the relevant services but also the technical param-
eters that cryptographic mechanisms, key information
carriers, signature generation protocols, and rules for
mutual recognition must comply with.

In the context of implementing the provisions of the
Association Agreement between Ukraine and the EU, a
priority task is to assess the level of conformity of the
national regulatory and technical framework with the
requirements set out in eIDAS 2.0, particularly concern-
ing the use of certified CPI tools in state digital services.

Special attention is given to the technical compat-
ibility of national qualified electronic signature tools
with European signature formats, the interoperability
of timestamp and seal mechanisms, and ensuring the le-
gal validity of cross-border digital identification. To sys-
tematise the points of convergence and identify existing
discrepancies between the provisions of Ukrainian leg-
islation and the norms of eIDAS 2.0, Table 9 is present-
ed below. It summarises the analysis of four key areas
that form the foundation of digital trust infrastructure:
qualified electronic signature, electronic identification,
timestamp, and electronic seal. The comparison is made
based on the parameters of regulatory content, techni-
cal requirements for the implementation of respective
services, and the overall level of harmonisation between
the Ukrainian and European systems of standards.

Table 9. Comparison of eIDAS 2.0 requirements and Ukrainian legislation regarding CPI

Direction

eIDAS 2.0 regulations

Requirements of Ukrainian legislation

Degree of harmonisation

Electronic signature

Definition of qualified electronic
signature; mandatory use of
certified means; unified signature
format (XAdES, PAdES)

Use of qualified electronic signature

on tokens; DSTU 4145 (2002), DSTU

7624 (2014); certification by the Key
Certification Centre

High (by algorithms and media,
but not entirely by formats)

Identification

Unified eID for cross-border use;
mandatory recognition of digital
identity in all EU member states

Identification via ID card, Unified State
Register of Legal Entities or Mobile ID; no
mandatory cross-border recognition

Medium (no integration into
eIDAS Bridge)

Timestamp

Trusted timestamp providers with
mandatory certification; evidence
preservation according to the
European Telecommunications
Standards Institute standard

Provision of timestamp services
based on national Key Certification
Centres; lack of adaptation to European
Telecommunications Standards Institute
TS 102 023

Low (local policies not in line
with European standards)

Electronic seal

Use of secure seal creation tools;
legal identification by automated
trust services

Signature of legal entities within the
framework of qualified electronic
signature; use of standard CPIs ; lack of
verification automation

Medium (partial compliance
without service infrastructure)

I 36

Note: XAdES, PAdES are electronic signature formats according to the European Telecommunications Standards

Institute
Source: developed by the authors

The analysis of Table 9 makes it possible to identify
both key achievements and critical gaps in the harmo-
nisation of Ukrainian cryptographic information pro-
tection tools with European requirements. The most
adapted areas are those related to the implementation
of qualified electronic signatures, where the conform-
ity of algorithms, carriers, and formats (particularly
XAdES and CAdES) with the provisions of eIDAS An-
nex I is noted. Meanwhile, areas related to timestamps
and electronic seals remain partially incompatible with
the technical specifications of the European Telecom-
munications Standards Institute (2016b), especially in
aspects of validation procedures, centralised manage-
ment, and trust identifiers.

The provisions on digital identification and trust
services require further harmonisation, particularly
through accession to the cross-border eIDAS Bridge

mechanism and the implementation of a national cer-
tification model in accordance with the framework
standards of the European Telecommunications Stand-
ards Institute (2016a) and the recommendations of the
European Union Agency for Cybersecurity (2014). The
underdevelopment of an interoperable infrastructure
for mutual recognition of identifiers and certificates
limits Ukraine’s ability to participate in the single Euro-
pean digital trust space, which reduces the effectiveness
of legally significant transactions and document flow.

Thus, the generalised analysis indicates the need
to modernise the regulatory and technical base to-
wards full cryptographic compatibility with Europe-
an standards. This includes not only the adaptation of
cryptographic algorithms, formats, and certification
policies, but also the revision of audit mechanisms,
post-certification monitoring, verification procedures,

! Regulation of the European Parliament and of the Council No. 910/2014 “On Electronic Identification and Trust Services for Electronic
Transactions in the Internal Market and Repealing Directive 1999/93/EC”. (2014, July). Retrieved from https://eur-lex.europa.eu/legal-

content/EN/TXT /?uri=CELEX%3A32014R0910.
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and supervision over the use of CPI tools. Improvement
of these components is a necessary prerequisite for
Ukraine’s inclusion in the EU digital ecosystem, particu-
larly in the area of trust services, digital identification,
and electronic document management.

Within the strategic development of state policy
in the field of cryptographic protection, a key task is
to enhance the effectiveness of the regulatory activi-
ty of the State Service of Special Communications and
Information Protection of Ukraine. Given the transfor-
mational challenges associated with the implementa-
tion of post-quantum cryptographic algorithms, the
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growing volume of state digital services, and the ex-
pansion of critical information infrastructure, the need
to functionally expand the regulator’s competences is
becoming more urgent. The systematic implementa-
tion of unified technical models for auditing, certifica-
tion, post-monitoring, and response should be based
on risk-oriented approaches to the evaluation of CPI
tools. To present such an approach, Table 10 below
summarises the prospective regulatory functions of
the State Service of Special Communications and In-
formation Protection of Ukraine under conditions of
digital transformation.

Table 10. Prospective regulatory powers of the State Service of Special Communications and Information Protec-
tion of Ukraine by functions

Function Promising powers

Regulatory effect

Audit

Conducting post-certification technical audits of CPI tools in
critical information systems; creating a risk-indexed audit registry

Strengthening control over the actual use of certified
CPIs; identifying discrepancies in the field

Certification

Expanding the scope of certification to include hybrid
cryptographic schemes and post-quantum algorithms;
implementing a model of mutual recognition of certificates

Increasing the technological compliance of certified
solutions to modern cryptographic challenges

Creation of an automated cryptographic monitoring system to

Ensuring preventive risk identification and increasing

Coordination Centre

Monitoring detect uncertified tools and vulnerabilities in real time the efficiency of regulatory influence
Formation of specialised cryptographic incident response teams;
Reaction participation in CERT/CSIRT; coordination with the National Reducing threat response time; centralising

Police, Security Service of Ukraine, National Cybersecurity

interaction processes in cryptographic incidents

Note: CERT/CSIRT - Computer Emergency Response Team/Computer Security Incident Response Team

Source: developed by the authors

Table 10 systematises the priority directions for
strengthening the regulatory function of the State Ser-
vice of Special Communications and Information Pro-
tection of Ukraine, taking into account the full life cycle
of cryptographic tools - from development and certifi-
cation to operation, control, and incident response. In
the audit sphere, the introduction of post-certification
inspections is proposed, involving technical audits of
CPI under real operating conditions. This would allow
for the timely detection of deviations from established
parameters, the identification of implementation short-
comings, and the formation of feedback for developers
of protective tools.

The certification component should transform
towards dynamic responsiveness to technological
challenges, primarily by incorporating post-quantum
algorithms into national cryptographic profiles and
implementing mechanisms for mutual recognition of
technical certificates with certification bodies of other
jurisdictions. This would ensure the interoperability of
protective tools and support Ukraine’s participation in
European trust schemes, particularly in the context of
complying with eIDAS 2.0 requirements.

The functional monitoring block envisages a shift
from a predominantly reactive to a preventive model
of state control. This refers to the creation of a digital

monitoring infrastructure for the circulation of CPI
tools, enabling real-time detection of uncertified or vul-
nerable components. Such systems should be capable of
autonomous signature analysis, tracking security policy
violations, and supporting decisions to block dangerous
objects before formal response procedures are initiated.

In the response section, emphasis shifts to the for-
mation of specialised technical-analytical teams capa-
ble of rapid detection and neutralisation of incidents in
cooperation with other actors of the national cyberse-
curity system - the Security Service of Ukraine, the Na-
tional Coordination Centre for Cybersecurity, the Cyber
Police, etc. This approach would foster the creation of an
integrated model for managing cryptographic risks that
combines institutional control, technological analytics,
and adaptive regulation based on risk-oriented scenar-
ios. It creates the preconditions for increasing the re-
silience of Ukraine’s information infrastructure and its
capacity to adapt to dynamically evolving threats.

The research findings demonstrated the existence
of a formed regulatory and institutional framework
for cryptographic information protection in Ukraine.
The analysis of legal regulation showed that the key
provisions of the Law of Ukraine No. 80/94-VR “On In-
formation Protection in Information and Telecommu-
nications Systems”! and Law of Ukraine No. 803-XIV

I ! Law of Ukraine No. 80/94-VR “On Information Protection in Information and Telecommunications Systems”. (1994, July). Retrieved from

https://zakon.rada.gov.ua/laws/show/80/94-Bp.
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“On Cryptographic Protection of Information”* form a
complementary structure aimed at ensuring basic in-
formation security requirements. At the same time, it
was found that inter-agency coordination, technical
unification, and control over the circulation of CPI tools
require further improvement at the level of regulations,
procedures, and accountability.

The assessment of national regulation compli-
ance with international standards - including ISO/
IEC No. 15408-1 (2009), ISO/IEC No. 18033-1 (2021),
ISO/IEC No. 19790 (2012), ISO/IEC No. 7816-4 (2013),
European Telecommunications Standards Insti-
tute (2016a; 2016b; 2018), National Institute of Stand-
ards and Technology (2008; 2019; 2020), and eIDAS
2.0 - revealed significant harmonisation in the field
of electronic signatures, timestamps, and certification
procedures. However, gaps were identified in the imple-
mentation of electronic identification, key information
protection, and integration into the cross-border trust
infrastructure. Relevant tasks remain the creation of a
centralised elD gateway, the introduction of key rotation
mechanisms, and the adaptation of post-quantum cryp-
tographic algorithms to the national technical profile.

Within the framework of the strategic development
of state policy, it is recommended to strengthen the
powers of the State Service of Special Communications
and Information Protection of Ukraine by expanding its
audit, certification, monitoring, and response functions.
It is advisable to introduce risk-oriented management
models, build a digital infrastructure for monitoring the
circulation of CPI tools, and create technical-analytical
response teams. Moreover, a key task is the develop-
ment of a unified oversight architecture for CPI with
integrated modules for digital monitoring, automated
response, and risk analysis, which will ensure contin-
uous control over compliance with cryptographic pro-
tection standards. Such an approach makes it possible
to ensure institutional resilience of cryptographic pro-
tection, alignment with EU technical requirements, and
integration into the European digital market based on
mutual recognition of trust services. In this context, it
is also appropriate to legally consolidate the model of
mutual recognition of cryptographic solution certif-
icates within the EU digital market and develop tech-
nical requirements for the use of post-quantum algo-
rithms in public services, taking into account standards
for cross-border information protection.

Discussion

The conducted study made it possible to outline the
structural parameters of the regulatory model for
cryptographic information protection that functioned
under conditions of digital transformation of public
administration. It was demonstrated that the current

regulatory framework provided a basic level of tech-
nical control, certification of protective tools, and
administrative supervision, but showed insufficient
adaptability to challenges associated with the imple-
mentation of post-quantum solutions and ensuring
cross-border trust. The analysis identified achieve-
ments in the standardisation of electronic signatures
and timestamps, while also revealing institutional and
functional barriers to the implementation of integrated
solutions for digital identification, cryptographic key
management, and unified interaction protocols with
the European trust infrastructure. It was established
that an effective response to these challenges required
expanding the powers of regulatory actors, modernis-
ing audit tools, and implementing digital infrastructure
for preventive monitoring.

Within the analysis of functional models for man-
aging cryptographic security, it was found that the ad-
aptability of the regulatory architecture remained a
critical condition for implementing a digital protection
strategy. This was confirmed in the study by G.S. Lam-
pe (2023), which justified the advisability of introduc-
ing circular interaction models as a fundamental ap-
proach to ensuring the sustainability and coherence
of security processes in digital systems. The study em-
phasised the necessity of cyclical interaction between
technical, analytical, and regulatory subsystems as a
prerequisite for the effective functioning of the security
ecosystem. The results obtained were consistent with
this position, as the identified need for the implemen-
tation of post-certification audits, risk-oriented tools,
and procedural monitoring confirmed the relevance of
a comprehensive approach to regulatory management.

The comparison of the provisions of national tech-
nical regulations with international CPI standards
demonstrated partial harmonisation, primarily in com-
ponents of electronic signature and timestamp. In this
context, the analytics by P. Lopez (2025), devoted to
the National Security Framework as a regulatory mod-
el for compliance of cryptosystems with transnational
requirements, proved relevant. The author identified
key parameters for the certification of digital trust ele-
ments - qualified signature creation devices and cryp-
tographic modules, which are regulated by eIDAS and
the European Telecommunications Standards Institute
standards. Comparative analysis confirmed the advis-
ability of expanding the technical jurisdiction of na-
tional supervisory authorities, particularly in the field
of compliance assessment of certified tools with the re-
quirements of mutual recognition in the digital market.

Special attention within the study was paid to the
issues of organisational interaction between informa-
tion security actors, which significantly influenced the
effectiveness of regulation in the field of cryptographic

I ! Law of Ukraine No. 803-XIV “On Cryptographic Protection of Information”. (1999, December). Retrieved from https://zakon.rada.gov.ua/

laws/show/803-14.
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protection. As evidenced in the work by H. Sara-
gih (2025), the level of protection of state digital plat-
forms directly depended on coordinated activity be-
tween regulatory and technical structures. The author
emphasised that the fragmentation of managerial de-
cisions and the absence of integrated communication
channels led to low efficiency of cybersecurity policies.
In this context, the conclusions of the study confirmed
the systemic issue of insufficient interdepartmental
coordination in managing cryptographic risks, which
posed a threat of inconsistency in licensing, certifica-
tion, and rapid response procedures.

In the context of certification and licensing proce-
dures, the issue of digital maturity of public adminis-
tration systems was of particular importance, as it de-
termined the ability to integrate trust services into the
functionality of digital services. The analysis confirmed
that the full inclusion of cryptographic protection tools
in the infrastructure of e-government required not only
technological compatibility but also the existence of
formally regulated supervision mechanisms for the use.
Similar points were made by K. Balaji (2025), who high-
lighted the transformational impact of e-government
and e-governance on public administrative functions.
The author stressed the need to introduce automated
tools for verifying the legitimacy of using digital sig-
natures and certificates in state information systems.
The results obtained in the study confirmed this need,
pointing to the relevance of formalising control proce-
dures for the implementation of CPI within electronic
identification services.

The analysis of general trends in the development
of the institutional and technological component of reg-
ulation confirmed that cryptographic security is gaining
strategic importance in the context of the digital trans-
formation of administrative processes. As shown in the
analytical work by J. Millard (2023), the effectiveness
of implementing digital reforms directly depended on
the presence of a balanced regulatory framework, coor-
dinated interdepartmental cooperation, and long-term
planning of security policies. The results of the con-
ducted study corresponded with this position: it was
proven that the modernisation of the functional mod-
el of the State Service of Special Communications and
Information Protection of Ukraine is a critical factor in
the formation of a resilient system of state oversight,
encompassing certification, monitoring, and audit in
the field of CPI.

In the part concerning the analysis of the organi-
sational structure of regulatory policy actors, the re-
search findings aligned with the approaches proposed
by P. Ciancarini et al. (2024), which described the re-
lationship between digital transformation of public
administration and the technology lifecycle. It was em-
phasised that the effectiveness of implementing cryp-
tographic standards is directly related to the flexibility
of regulatory mechanisms for managing technological
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updates. Within the study, it was established that the
current operating model of specialised bodies required
adaptation to the dynamics of technological changes,
particularly through the creation of post-monitoring
audit procedures and the maintenance of lifecycle reg-
isters for certified CPI tools.

A separate analytical focus within the study was
placed on the standardisation of PQC as a key direction
of modern regulatory policy. In this context, a related
source was the work of S.A. Shamo (2024), which ana-
lysed the challenges of harmonising National Institute
of Standards and Technology and ISO standards in the
field of PQC and defined strategies for international co-
ordination of certification procedures. The authors em-
phasised that one of the key issues was the incompat-
ibility between national certification schemes and the
technical parameters of new cryptographic algorithms.
The findings of the study confirmed the relevance of
this issue, as the need was identified for the integration
of post-quantum solutions into Ukraine’s regulatory
environment alongside the updating of technical certi-
fication profiles and key management policies.

The analysis of post-quantum challenges con-
firmed that the effective adaptation of the state’s cryp-
tographic infrastructure required not only the updat-
ing of the regulatory base but also the modernisation
of the technical ecosystem for information protection.
As evidenced in the study by A. Joshi et al. (2024), the
implementation of PQC required a comprehensive ap-
proach that included support for national certification
centres, updates to key management systems, and in-
tegration with cross-border interaction mechanisms.
These conclusions aligned with the study’s results,
which underlined the critical necessity for a technical
review of CPI tools aimed at increasing resilience to
quantum computing.

In the context of interstate coordination of the mi-
gration process towards post-quantum cryptograph-
ic standards, a relevant position was presented by
L. Chen (2024), where emphasis was placed on the
need for technical mapping of interconnections be-
tween classical and new cryptographic protocols. The
author outlined the strategic role of national certifica-
tion agencies in ensuring the continuity of information
protection during the transition to PQC. Within the
study, this position was confirmed by the substantia-
tion of the need to create a digital infrastructure for al-
gorithm verification, functionally linked to the powers
of the State Service of Special Communications and In-
formation Protection of Ukraine and oriented towards
international standardisation requirements.

The study also demonstrated that the technical
integration of new algorithms into national security
systems was complicated by both hardware complexi-
ty and regulatory inertia. In the work of R. Bavdekar et
al. (2022), the main barriers to implementing PQC
were outlined, including incompatibility between the

39 I



I 40

B ~rospects for state regulation..

technical specifications of algorithms and current cer-
tification procedures. The authors stressed the need to
revise both infrastructural and regulatory components
of the digital security system. The facts established in
the study confirmed the relevance of these conclusions,
particularly regarding the need to expand the pow-
ers of certification bodies to assess the compliance of
post-quantum protection tools.

As shown in the work by A. Aydeger et al. (2024),
ensuring quantum resilience involved not only the
phased implementation of new algorithms but also
the development of coordinated interaction mech-
anisms between CPI providers, regulators, and crit-
ical infrastructure operators. Within the study, this
concept was reflected in the development of a model
for regulatory expansion of the functions of the State
Service of Special Communications and Informa-
tion Protection of Ukraine, including components of
post-monitoring analysis, auditing of cryptographic
processes, and rapid response to incidents involving
quantum-resistant tools.

The analysis of legal mechanisms regulating lia-
bility for violations of the cryptographic protection re-
gime demonstrated the presence of structural gaps in
the division of competences between oversight bodies.
This was particularly evident in cases of inter-agency
cooperation, where the lack of clear joint response pro-
cedures complicated the effective application of sanc-
tions. Similar problems were highlighted in the study
by 0.V. Cardoso (2022), which emphasised the need to
form a unified regulatory architecture for aligning the
powers of law enforcement and supervisory bodies in
the field of cryptographic protection, which is critically
important in the context of digitalisation of governance
processes. Within the conducted study, this issue was
specified by identifying the need to establish clear pow-
ers for the State Service of Special Communications and
Information Protection of Ukraine, the Security Service
of Ukraine, the Cyber Police, and the National Security
and Defence Council of Ukraine regarding control over
the use of uncertified CPI tools.

The general summary of the legal aspect of cryp-
tographic security was correlated with the analysis
proposed by ]. Kazimi & H. Thalwal (2024), which
characterised the current challenges of harmonising
the regulatory environment with the dynamics of dig-
ital transformation. The authors emphasised the need
to form flexible legal instruments capable of promptly
responding to technological changes and maintaining
the relevance of certification procedures. The study
results confirmed these conclusions, particularly re-
garding the need to synchronise Ukrainian regulations
with the requirements of mutual recognition under el-
DAS and adapt liability models to the specifics of dig-
ital services.

The relevance of unifying approaches to cryp-
tographic security found further confirmation in the
study by T. Bouraffa & K.-L. Hui (2025), which conducted
a systematic review of regulatory frameworks in the

field of information and network security. The authors
pointed out the presence of fragmentation among sec-
toral regulators, which hindered the effective imple-
mentation of unified technical and legal standards in the
field of information protection. Within the framework
of this study, the observation was specified through the
need to form a centralised model of certification and
monitoring, which would ensure the integrity of state
policy in the field of CPI.

Against the background of the problems of coordi-
nating certification regimes in different jurisdictions, it
was established that the issue of legal harmonisation of
cryptographic standards retained critical importance
for ensuring cross-border digital compatibility. In the
work by B. Firmansyah & R. Bansal (2024), barriers
arising in the process of standardising cryptographic
solutions in digital environments were considered, in
particular due to the risks of regulatory incompatibility.
The research results confirmed the identified problem,
demonstrating discrepancies between the provisions
of eIDAS 2.0, the European Telecommunications Stand-
ards Institute EN 319, and current national acts, which
limited the prospects for mutual recognition of CPI
tools at the EU level.

Within the framework of developing technical
standards for digital identification, special attention
was paid to the problems of transitional regulation re-
lated to the use of distributed ledger technologies. As
stated in the study by X. Jia et al. (2023), the process
of standardising blockchain and distributed ledger
technology was accompanied by numerous regula-
tory conflicts, particularly due to the lack of unified
approaches to certification and legal classification of
objects. The authors emphasised that without over-
coming these contradictions, it is impossible to form
a digital trust infrastructure compatible with global
regulatory requirements. The results obtained within
the framework of the study confirmed the presence of
similar challenges in Ukraine, particularly in the field
of regulation of timestamp procedures and the use of
electronic seals.

The legal aspects of protecting digital assets were
considered through the lens of liability for violations
of the cryptographic security regime, including the use
of uncertified tools or non-compliance with key man-
agement requirements. In this context, a generalised
analytical basis was provided by the study of N. Shaik et
al. (2025), which systematised the current regulatory
approaches to ensuring legal liability in the event of
cyber incidents. The study highlighted issues of legal
responsibility for cyber violations, in particular tertiary
liability, the duty of proper cybersecurity, employer lia-
bility for data leaks, and the specifics of legal regulation
of cross-border cyber incidents. Within the conducted
research, this position was specified in proposals to
strengthen the role of the State Service of Special Com-
munications and Information Protection of Ukraine in
terms of monitoring, auditing, and responding to viola-
tions in the field of cryptographic protection.
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A comprehensive analysis of the research results
in relation to scientific approaches covering digi-
tal security, cryptographic protocols, and regulatory
mechanisms demonstrated the systemic nature of the
identified problems. It was substantiated that ensuring
compatibility with international standards, modernis-
ing certification procedures, implementing post-quan-
tum solutions, and strengthening the institutional
functions of regulators are key prerequisites for the
sustainable development of the CPI sector. All the men-
tioned areas were found to be interconnected with dig-
ital transformation processes, which determines the
practical significance for the formation of next-genera-
tion cybersecurity policies.

The generalisation of the results made it possible
to identify critically important vectors for improving
state policy, among which the leading ones remain the
integration of legal and technical tools for managing
cryptographic risks, the development of digital identity,
the unification of key management procedures, and the
provision of proper response to security incidents. The
effectiveness of state regulation in the field of CPI large-
ly depends on the integrity of the normative, organisa-
tional, and technological architecture, which requires
further scientific research to adapt it to transnational
requirements, in particular the provisions of eIDAS 2.0,
and the implementation of risk-oriented models in the
processes of state cryptographic oversight.

Conclusions

As a result of the conducted study, it was established
that the regulatory and legal framework in the field
of cryptographic information protection in Ukraine
formed two main levels of regulatory influence: the
general technical level, focused in the Law of Ukraine
“On Information Protection in Information and Tele-
communication Systems”, and the specialised one, de-
fined by the Law of Ukraine “On Cryptographic Infor-
mation Protection”. A comparison of the substantive
provisions of these acts allowed for the identification
of distinctions in regulatory subject, subjects involved,
requirements for technical means, and control mecha-
nisms. In particular, it was determined that the first law
was oriented towards owners of information and tele-
communication systems, and the second - towards de-
velopers and suppliers of CPI, which created prerequi-
sites for a dual responsibility regime. It was generalised
in a tabular format that only a part of the provisions of
these acts aligned with international standards - for
example, certification requirements for CPI means only
partially conformed to the structure of ISO/IEC 15408
and elDAS.

Within the institutional analysis, it was record-
ed that the State Service of Special Communications
and Information Protection of Ukraine performed key
functions in certification, expertise, licensing, and su-
pervision, while the division of powers between its
structural units (Administration, technical commit-
tees, expert groups, licensing departments) was clearly
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outlined by functional criteria. The corresponding table
systematised that the administration was responsible
for coordination, technical committees for standardisa-
tion, and expert groups for technical implementation. It
was separately established that, in the sphere of inter-
departmental interaction with the Security Service of
Ukraine, the National Security and Defence Council of
Ukraine, and the National Police, there was partial frag-
mentation of functions - for instance, the control over
electronic signatures and digital marks was implement-
ed simultaneously by several entities without a formal-
ised division of responsibility. In the interaction table,
it was revealed that coordination procedures were de-
fined in only 3 out of 8 areas of competence.

The technical section of the study showed that the
existing means of cryptographic protection includ-
ed classical algorithms (AES, RSA, ECDSA) and new
post-quantum solutions (Dilithium, Kyber, SABER),
which differed in key length, level of resistance, and cer-
tification status. Table 6 presented that the key length
in post-quantum algorithms on average exceeded 3000
bits, which is 2-3 times more than the classical ones. It
was also determined that CPI hardware means were di-
vided into HSMs, tokens, smart cards, and virtualised
modules, each of which had a specific area of applica-
tion - for instance, HSMs conformed to FIPS 140-2 Lev-
el 3 and were used in state registers. In the comparative
table of technical standards, it was shown that Ukrain-
ian requirements partially aligned with European Tel-
ecommunications Standards Institute EN 319, eIDAS
Annex [ and recommendations of the European Union
Agency for Cybersecurity, particularly in signature for-
mats (XAdES, CAdES) and cryptographic management.
However, in the areas of timestamp, seal, and digital
identification, there was incomplete conformity, requir-
ing an update of regulations and interfaces.

The limitations of the conducted study included the
lack of full access to technical regulations of all catego-
ries of certified CPI means, limited transparency of de-
partmental security standards, and the absence of ag-
gregated public data on violations of the cryptographic
regime. This partially complicated the quantitative
representation of the compliance level of electronic
identification systems with eIDAS 2.0 requirements
and the assessment of supervisory procedure effective-
ness. In further studies, it would be advisable to focus
on analysing the lifecycle of cryptographic means in
information-critical systems, forming digital registers
of certified algorithms, and creating mechanisms for
post-certification auditing.
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AHoTauia

AKTyasnbHICTD JOCHI/PKEeHHS1 3yMOBJIEHA HeOOXiJHICTIO MpaBOBOr0 Ta TEXHIYHOro IepeoCMHUCIEHHS
Jlep>KaBHOI'0 peryJitoBaHHA KpunrtorpadidyHoro saxucty iHdopmanili B ymoBax nudpoBoi TpaHchopmaril
Ykpainu. Metorw crtarTi 6y/10 BUsIBJIEHHS e)eKTUBHOCTI YNHHOI HOPMATUBHOI, iIHCTUTYIiliHOI Ta TexHiYHOI
MoZiesli peryJitoBaHHS KpuUNTOrpadiyHOro 3axUCTy JAAaHHUX 3 ypaxXyBaHHAM II0JIO)KeHb MDKHapOJgHUX
cTaHzapTtiB. Y po6oTi 3acTocoByBasMCs MeTOAU CTPYKTYPHO-QYHKIIIOHA/JIBHOTO aHasi3y, CHCTEMHOrO
MOPiBHSIHHS NMPaBOBUX IOJIOXKEHb i KOHTEHT-aHa/li3y TeXHI{YHUX BUMOTI. Y pe3yJbTaTi A0CHi/PKeHHs 6yJIo
BCTAHOBJIEHO, 1110 HOPMAaTHMBHE II0Jie PEeryJiloBaHHS OXOIUIKE JBa PiBHI BIJIUBY — 3araJjbHOTEXHIYHHU i
crelliasli3oBaHUM, OJHAK JIKIEe MPUOJU3HO UIICTAECAT BiJICOTKIB MOJIOKEHb 100 eJEeKTPOHHOTO IiAIMHUCY,
ynpaBJiHHA KpuntorpadpiyHMMU K/IOYaMU Ta YacOBUX MITOK BiJNOBiJaloTh MIKHApPOJHUM TeXHIYHUM
BuMoraM. 3adikcoBaHo ¢parMeHTapHICTb y BHU3HAueHHI 06OB'sI3KOBUX cepTHUdiKaLiHHUX mHpoueayp
i BimcyTHicTh yHipikoBaHUX persiaMeHTIB y rauaysi nuédpoBoi ifeHnTrudikaLii Ta eseKTpoHHOI MmeyaTKH. Y
MeXkaX MDKIHCTUTYLiHHOI B3aeMoil BCTaHOBJIEHO, IO JIMIIE TPU 3 BOCbMHM QYHKI[iOHAJbHUX HANpPSMIiB
perjaMeHTOBaHi ¢opMasi3oBaHMMHM MexaHi3MaMH, [0 VCKJIAJHIOE pearyBaHHs Ha iHOUAEHTH
kpunrtorpadiuHoro xapaxkrtepy. TexHiYHHNM aHani3 mNiJTBEpAWB, L0 cepefHA [JOBXHUHA KJOYIB Yy
kpunTorpagiuHUxX aaropuTMax, CTiHKHUX [0 006pO6JIEHHS KBAaHTOBHMMU OOYMCIIOBAJbHUMH CUCTEMAMU,
nepeBUINy€E TPU TUCAY] GiTiB, [0 Y /Ba-TPU pa3y NepeBUILYE MOKA3ZHUKU TPAAULHHUX aJFOPUTMIB, OHAK
iMmieMeHTalifl TakUxX pilleHb y cucTeMy Jep:kaBHOI cepTudikaunii 3ailicHIOETbCs 06MexeHo. Takox 6yJ0
BCTAHOBJIEHO, L0 JIMIIe YAaCTHHA alapaTHUX 3aco6iB KpunTorpadivHOro 3axvcTy BiANoOBijae Mi>XKHapOJHUM
BUMoOraM /o piBHIB TexHiuHOi 6e3mneku. [IpakTHYHA 3HAYYLiCTb pe3y/abTaTiB JOCI/KEHHS MOJATraE
B MOXJIMBOCTI IX 3aCTOCYBaHHS /[JIsi OHOBJIEHHSI DPEryJIATOPHOI apXiTeKTypH, GOpMyBaHHS TeXHIYHHUX
perJlaMeHTiB, po3po06JIeHHS TPOIeAYP AEP>KaBHOTO KOHTPOJIIO, 2 TAKOXK MiITPUMKHY OpraHiB my6/1idHOI BIajy,
TeXHIYHUX eKCIEePTHUX MiZpo3AiniB i po3po6HUKIB y npoueci peasizalii HanlioHanbHOI cTpaTeril kKibep3axucty

Kniouosi cnoBa:

nudposa izeHTUdiKALlisA; eJIeKTPOHHUM mianuc; cepTudikalis 3acobiB; iHpopMarliiHa 6e3neKa; TeXHIYHUN
CTaHJIApT; MiXKBiJoM4Ya KoopAuHaLis; udpoBa TpaHchopMallis
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Abstract

The aim of this study was to analyse the development of Ukraine’s legal culture under the influence of
the strategic course towards European integration, and its impact on the modernisation of the national
legal system. The research employed interdisciplinary and terminological approaches, along with
dialectical, hermeneutic, historical-legal, comparative-legal, and systems-functional methods, as well as
legal modelling. The study clarified the concepts of “legal system” and “legal culture” and provides
their characteristics. Its core was an analysis of the role of European integration - both within the
Council of Europe and the European Union - in modernising Ukraine’s legal system and reforming its
structural elements, particularly legal culture. The paper substantiated the importance of adapting
Ukraine’s legal system to the legal order of the European Union, which entails not only approximating
Ukrainian legislation to the EU acquis communautaire, but also embracing the system of legal values and
principles, procedures and practices on which EU law is based, and reorienting towards European
standards in legal scholarship and legal education. The study analysed national normative legal acts and
acts of the European Union largely related to meeting the legal criterion for EU membership. Overall, the
results may be useful for a more thorough examination of the evolution of Ukraine’s legal system under the
influence of European integration - both within the Council of Europe and the European Union - and for
the potential development of a draft Concept for Enhancing the Legal Culture of Ukrainian Society, as well
as measures aimed at raising the level of legal culture among civil servants and their awareness of EU law
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Introduction
The relevance of this study is determined by the pro- between national legislation and European legal stand-

found transformations taking place in Ukraine’s legal ards, and to raise the level of legal culture in Ukraine,
system on its path towards integration with the legal a comprehensive process of legal-system modernisa-
order of the European Union (EU). To ensure coherence  tion is under way. This process envisages entrenching a
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system of universal European values, which necessi-
tates increasing the level of legal consciousness among
civil servants and the public at large, as well as form-
ing new foundations of legal culture. This applies above
all to young people (aged 14-35), making research into
legal culture essential for a deeper understanding of
the content and vectors of the evolution of Ukraine’s
legal system under martial law and European integra-
tion. The topic is directly linked to the need to improve
Ukraine’s legal system in order to accelerate alignment
with the EU’s legal standards. In the absence of such
theorisation, it is perhaps unsurprising that, although
several versions of the Strategy for the Development of
the Justice System and Constitutional Proceedings up
to 2029 were submitted to the President of Ukraine for
consideration, the final version of this document, as of
mid-2025, remains unapproved.

One avenue for improving the legal system, as not-
ed in the literature, is to raise overall legal culture (LC).
T. Herklotz (2023) devotes an overview study - root-
ed in the tradition of legal realism - to the conceptual
issues of legal culture, delineating the boundaries of
understandings and perspectives that view legal cul-
ture as a social practice embedded within a country’s
institutional framework. The author distinguishes sev-
eral types of LC - pragmatic, formalistic, and values-ori-
ented - which differently shape the interpretation and
application of legal norms. The core problem explored
is how different types of legal culture affect the effec-
tiveness and development of the legal system within its
institutional environment. The author finds that legal
outcomes depend on which type of LC prevails in soci-
ety and the extent to which it is institutionalised. Con-
sidering this in the Ukrainian context, it is noteworthy
that society’s legal culture comprises a mix of all types,
but, as of 2025, it remains in transition, still reflecting
residues of Soviet legal formalism.

Y. Chernykh (2023), in turn, analyses Ukrainian LC,
emphasising its restructuring under the influence of
decommunisation and European legal integration. The
author examines how Ukraine’s legal system has de-
veloped after breaking with the Soviet legal legacy and
during the process of approximating Ukrainian legis-
lation to that of the EU. Y. Chernykh (2023) notes that,
despite significant progress in modernising the legal
system to align with EU standards and in reforming
institutions, challenges persist, notably a shortage of
professional judges - an issue growing in importance
even as positive law remains the dominant channel for
norm creation.

Of particular interest is the work of O. Bandur-
ka et al. (2023), which examines the evolution of ju-
dicial reform in Ukraine and identifies key problems
such as corruption, the need to increase the efficiency

of justice, and excessive political influence over the
judiciary. The article analyses the outcomes of major
legislative reforms implemented after the events of
the Euromaidan, highlighting positive results such as
improved legislation, reorganisation of judicial insti-
tutions, and the implementation of anti-corruption
measures. At the same time, the researchers conclude
that the reforms have not significantly increased pub-
lic trust in the judiciary and judges - an important el-
ement of legal culture that reflects citizens’ confidence
in the fairness and effectiveness of Ukraine’s legal sys-
tem. According to the President of the Supreme Court
of Ukraine, S. Kravchenko (2025), the public’s largely
negative attitude towards Ukrainian courts is, regretta-
bly, substantially influenced by media coverage, which
tends to focus on doubtful decisions, corruption cas-
es, and high-profile scandals. The study underscores
the need to ensure judicial independence from politi-
cal influence and to secure support from international
institutions (the Council of Europe, the EU, the United
Nations, USAID, the International Development Law Or-
ganization (IDLO), and others). It should be noted that
a number of judicial officials oppose involving interna-
tional experts in reforming the judiciary, arguing that
such practice would undermine judicial independence
(The participation of international..., 2020).

In the study by Y. Kryvytskyi et al. (2024), emphasis
is placed on the idea that legal reforms are not mere-
ly technical processes but public endeavours requiring
broad support and a renewal of national values. The
authors analyse the course of reform of Ukraine’s legal
system in the context of EU legal integration and hybrid
threats from Russia. The article identifies and explains
four sequential stages in adapting national legislation
to the EU acquis communautaire'. To enhance reform
in the context of Ukraine’s EU integration under hybrid
threats, the authors recommend developing a single
EU-level strategy to counter such threats. Creating a
shared legal space that takes Ukraine’s experience into
account is also important in light of A. Piszcz & H. Si-
erocka (2020), who argue that legal culture is not only
professional command of the language of law but also
the ability to perceive and interpret it in accordance
with the cultural context of a specific jurisdiction. This
perspective is highly relevant for Ukraine as it advanc-
es through stages of European legal integration, since
successful implementation of European legal norms re-
quires not only formal translation but also alignment
with the culture-legal metaphors and principles char-
acteristic of Ukraine’s legal system.

Despite a substantial body of literature on specif-
ic aspects of legal culture and the legal system, studies
conceptualising their intersectionality remain scarce.
In view of this, the hypothesis of the present research

I ! Association Agreement between the European Union and its Member States, of the One Part, and Ukraine, of the Other Part. (2014, May).
Retrieved from https://publications.europa.eu/resource/cellar/4589a50c-e6e3-11e3-8cd4-01aa75ed71a1.0006.03/DOC_1
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is that European integration intensifies the interde-
pendence between legal culture and the legal system.
Accordingly, the article attempts to integrate legal
positivist approaches (analysing the legal system as
a set of norms and institutions) with legal realist ap-
proaches (studying how legal culture affects law en-
forcement and application).

Materials and Methods

The systematic approach was crucial for the compre-
hensive study of terminology, as it allowed individual
legal terms to be considered as components of a single,
interconnected system of legal concepts and terms.
Instead of studying terms in isolation, this approach
focuses on analysing their interrelationships and inter-
dependencies, not only within the national terminology
system, but also in the context of the integration of the
Ukrainian legal system into the legal order of the Euro-
pean Union. In interpreting and analysing normative le-
gal acts, a terminological approach was used to enhance
understanding of the terms and concepts denoting the
phenomena examined in the article, to trace their ori-
gins, and to reveal terminological differences between
Ukrainian and foreign (primarily Western European)
legal traditions. The hermeneutic method helped to dis-
close and compare the meanings of such terms as legal
culture, legal values, legal system, legal order, and legal
integration in the legal traditions of Ukraine, European
states, and the European Union.

An important place was given to historical-legal and
comparative-legal methods, which were used mainly
to compare approaches to defining the content of “le-
gal culture” and “legal system” in Ukrainian studies
(Chuvakov, 2023) and in international studies (Fried-
man, 1969; Michaels, 2011). These methods were par-
ticularly helpful in comparing approaches to interpret-
inglegal culture and legal consciousness that developed
in Ukraine and in Southern European countries (North
Macedonia and Croatia) on the eve of their accession
to the EU. The study’s normative-legal base comprises
the provisions of the Constitution of Ukraine!, Associ-
ation Agreement between the European Union and its
Member States, of the one part, and Ukraine, of the oth-
er part?, Law of Ukraine No. 1629-1V “On the State Pro-
gramme for Adaptation of Ukrainian Legislation to the
Legislation of the European Union”3, Consolidated ver-
sions of the Treaty on European Union*, and a number
of subordinate normative legal acts of Ukraine.

EN/TXT/?uri=0j:J0C_2016_202_R_0001.
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Results

The concept and core features of legal culture. Legal
culture is a component of the broader national culture
and, at the same time, of the legal system. It entails the
formation within society of shared legal values, princi-
ples, traditions, procedures, and practices (Mamasha-
rifovna, 2021; Lu & Wang, 2021). The systems of legal
values and principles that develop within legal culture
must correspond to the level of legal progress achieved
by society at each stage of its state-legal development
(Lomaka, 2022). The development of legal culture also
depends on the state of other forms of culture - eco-
nomic, political, and informational - which together
shape the social order. This interplay among cultural
forms determines societal and state attitudes towards
law and towards human rights and freedoms (Luki-
anets-Shakhova et al.,, 2024).

A common view is that legal culture rests on two
distinct notions - “law” and “culture” - with the bound-
ary between them being rather blurred. “Law” is a
system of generally binding, formally defined rules of
conduct, whereas “culture” encompasses shared values
and principles and a normative model of behaviour that
significantly influences how legal rules are perceived
and complied with in society. This interconnection
complicates attempts to separate legal norms from the
social context in which they operate. R. Michaels (2011)
defines legal culture as the cultural context of law that
is necessary for law’s formation and meaning - cov-
ering the place of law in society, the functions of legal
sources, and the powers of public authorities and in-
stitutions. By contrast, ].@. Sunde (2010) understands
legal culture as a set of expectations and ideas in the
realm of legal relations which are realised through in-
stitutional mechanisms (such as judicial procedure,
law-enforcement activity, and so forth). Law-making is
thus dynamic and dependent on the cultural and social
environment that shapes it.

A broader definition is proposed by N. Atamano-
va & 0. Diachenko (2022): legal culture is the aggre-
gate of legal values entrenched in society, arising and
developing as the result of socio-legal activity. At the
same time, legal culture reflects the social significance
of law, expressed in such factors as: the effectiveness
and fairness of the legal framework; the state of legality
and public order; and the quality of legal consciousness
among civil servants and the population as a whole.
Legal culture therefore functions as a social regulator,

! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254k/96-p#Text.

2 Association Agreement between the European Union and its Member States, of the one part, and Ukraine, of the other part. (2014, May).
Retrieved from https://publications.europa.eu/resource/cellar/4589a50c-e6e3-11e3-8cd4-01aa75ed71a1.0006.03/DOC_1.

3 Law of Ukraine No. 1629-1V “On the State Programme for Adaptation of Ukrainian Legislation to the Legislation of the European Union”. (2004,
March). Retrieved from https://zakon.rada.gov.ua/laws/show/1629-15#Text.

* Consolidated Versions of the Treaty on European Union and the Treaty on the Functioning of the European Union Consolidated Version of
the Treaty on European Union Consolidated version of the Treaty on the Functioning of the European Union Protocols Annexes to the Treaty
on the Functioning of the European Union Declarations Annexed to the Final Act of the Intergovernmental Conference which Adopted the
Treaty of Lisbon, Signed on 13 December 2007 Tables of equivalences. (2016, June). Retrieved from https://eur-lex.europa.eu/legal-content/

47 I


https://publications.europa.eu/resource/cellar/4589a50c-e6e3-11e3-8cd4-01aa75ed71a1.0006.03/DOC_1
https://zakon.rada.gov.ua/laws/show/en/1629-15
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=oj:JOC_2016_202_R_0001
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=oj:JOC_2016_202_R_0001

I 48

B -uropean integration - driving force behind...

safeguarding legal order through conscious adherence
to legal norms and encouraging citizens to participate
in legal processes. It unites legal ideas, knowledge, and
practice - from legislation to accepted social behaviour.
Most importantly, legal culture directly mirrors the
qualitative state of the legal system as a whole: the effec-
tiveness of that system and the degree to which the ide-
as of democracy, the rule of law, and respect for human
and civil rights are embraced at national level depend
on society’s attitude towards legality and public order.

The content of legal culture is revealed more fully
by identifying its distinctive features. Analysis of pri-
or research supports distinguishing the following key
characteristics of legal culture:

Im it is one of the key elements of the legal system
and influences all its components, with the national le-
gal system viewed as the formal embodiment of legal
culture;

Im knowledge of and respect for law, awareness of
its value, understanding of its principles and operating
mechanisms, the ability to determine the aims and tasks
of legal regulation, and the scope of normative acts;

Im the formation in individuals of an orientation to-
wards lawful behaviour and a habit of acting in accord-
ance with legal requirements in everyday life;

Im the creation and continuous improvement of the
legislative framework and of the mechanisms ensuring
its implementation;

Im the legislative entrenchment and guarantee of
fundamental human and civil rights;

I a high level of legal consciousness among civil
servants and society atlarge - preconditions for individ-
uals’ awareness of their rights and freedoms and their
readiness to use lawful mechanisms for protection; this
implies improvements to the system of legal education;

Im ongoing dialogue with other national legal cul-
tures, leading to mutual influence and permeation and
enabling legal integration (Petryshyn, 2015).

The level of legal culture in society is uneven and
should therefore be differentiated according to its bear-
ers. The broadest by subject is the legal culture of socie-
ty, commonly linked to a system of legal values, customs,
and established views shared by a state’s population.
This form presupposes a high level of legal awareness
among the general public; the legal sophistication and
effectiveness of domestic legal and legislative systems;
an efficient judiciary; widespread compliance with le-
gal norms; and public trust in state and local authori-
ties. This type of legal culture significantly influences
the creation, interpretation, and application of legal
norms at the national level (Del Mar & Giudice, 2010).

Y. Kryvytskyi (2023) notes that, within a society’s
legal culture, there may exist: first, legal subcultures
which, while differing from it in certain values, ele-
ments, or stances, broadly align with the overarching
culture; and, second, a legal counter-culture compris-
ing values, views, theories, orientations, and activities

of social groups that openly oppose the prevailing legal
culture and are thus in a state of antagonistic contra-
diction - or even open confrontation - with it (Petry-
shyn, 2015). Until recently, the legal counter-culture
of criminal communities and extremist groups was
considered the most dangerous. Under conditions of
Russian aggression against Ukraine, however, the coun-
ter-culture associated with collaborationism has be-
come the primary threat to the state and its legal sys-
tem (Rubashchenko et al., 2024).

Legal culture of specific social groups develops
within particular communities and professional or so-
cial strata. It does not conflict with society’s legal cul-
ture, though it may display minor specificities. Of par-
ticular importance is the legal culture of lawyers (which
can itself be differentiated into the cultures of judges,
prosecutors, advocates, etc.). It is generally character-
ised by a theoretical level of legal consciousness and by
skills used in law-making, law-application, and legal in-
terpretation. This form is crucial for the development of
the legal system as a whole and for its integration into
the legal orders of integration associations, notably the
European Union (Herklotz, 2023).

The legal culture of the individual is linked to an
individual’s body of legal knowledge, convictions, at-
titudes, and behaviour. It presupposes awareness of
one’s rights and freedoms, as well as of legal duties.
Its formation is substantially influenced by legal up-
bringing, legal education, legal communication, legal
information, and personal life experience (Drapushko
& Gorinov, 2021). Accordingly, legal culture is of excep-
tional significance for the development of the national
legal system (Cehuli¢, 2021). It ensures that legislation
aligns with social values and moral norms, which in turn
positively affects levels of law-abiding behaviour. A de-
veloped legal culture is a prerequisite for the successful
functioning of a democratic, social, law-governed state
and, consequently, for the stable development of society.

The essence and key elements of the legal sys-
tem. According to Y. Kryvytskyi (2023), the legal sys-
tem is a fundamental legal concept denoting the total-
ity of interrelated legal phenomena and processes that
form society’s legal sphere as an integrated whole. It is
a complex, multi-level structure consisting of diverse
yet related components with shared objectives and
the capacity for autonomous development and self-or-
ganisation. Y. Kryvytskyi (2023) stresses that the legal
system is not static; it is in constant motion, changing
and improving over time under the influence of objec-
tive social laws and of the challenges facing society at
particular stages of state-legal development (for exam-
ple, the inability of European governments to perform
state functions effectively on their own prompted the
launch of integration processes culminating in the Eu-
ropean Union, founded on an autonomous legal order
distinct from both international law and the laws of the
Member States).
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L.M. Friedman (1969), for his part, defines the legal
system as a single, comprehensive structure that is not
limited to a set of normative acts. He argues that legal
systems comprise: the normative apparatus (laws) cre-
ated by state actors at all levels; the constellation of state
institutions that implement and enforce legal norms in
society (judges, lawyers, law-enforcement bodies, etc.);
and the mechanisms that connect these institutions to
one another in their interaction with society.

Thus, a legal system is a systematised legal struc-
ture combining the normative component with the
presence of legal institutions and mechanisms that reg-
ulate compliance with legal rules. Although each state
operates on the basis of an autonomous national legal
system, the purpose of such systems is shared across
countries: to provide the preconditions for the effective
functioning and development of a society grounded in
legality, justice, public order, and democracy (Burgin &
Mestdagh, 2020).

As a rule, any legal system can function effective-
ly where members of society behave lawfully; conflicts
are resolved through legal mechanisms and proce-
dures; offences are prevented; and legal education, up-
bringing, and scholarship are developed. This does not
exclude the possibility or necessity of coercive enforce-
ment when certain actors evade compliance or engage
in unlawful behaviour. The complexity of any legal sys-
tem is indicated by the presence of certain structural
levels. Normative level: the body of legal norms that
make up the system of law, in which ideal conceptions
of justice are objectified and the needs of legal regula-
tion and a society’s mentality are reflected. Here, norms
are grouped into structured blocks according to legal
tradition (for Ukraine, belonging to the Romano-Ger-
manic family, these are institutions, sub-branches, and
branches of law). This level also includes the system
of legislation - an ordered set of all normative acts in
force regulating social relations. Institutional level: the
unified system of state-legal institutions (principally
supreme state bodies, courts, law-enforcement agen-
cies, and other actors) involved in developing, adopting,
interpreting, applying, and ensuring compliance with
the law. The configuration of these bodies has nation-
al specificities. Ideological level: the complex of legal
ideas, concepts, principles, and values underpinning
the legal system and defining its specificity, including
affiliation with a legal family and the potential for le-
gal integration within inter-state unions. At this level,
society’s attitude towards law and other elements of
the legal system takes shape, as does recognition of the
need for reform or modernisation. Functional level: the
mechanisms for creating, interpreting, and applying
legal norms, as well as the study of violations and the
imposition of corresponding sanctions. It is at this lev-
el that the effectiveness of the national legal system is
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determined - its capacity for development and im-
provement, the maintenance of legality and public or-
der, the protection of rights and freedoms, and the pro-
motion of social progress (Bogachova & Magda, 2021).

The elements of the legal system play a vital role
in creating a coherent framework for regulating so-
cial relations; through their interaction they make the
legal system a flexible and effective instrument of so-
ciety - typically allowing timely reform in a changing
environment. The specificity of a legal system can also
be revealed through several basic features. Systemicity
(structuredness) is provided primarily by the system of
law, whose norms are differentiated by subject-matter
and method of regulation into branches and institu-
tions. The structure of the system of law, in turn, serves
as a guide for the structure of the system of legislation,
although the two do not fully coincide. Legal scholar-
ship and legal education are likewise largely oriented
towards the structure of the system of law. Integrity is
ensured by the orientation of all structural elements to
a single aim: establishing a stable public order and a re-
gime of legality. Dynamism means the legal system is
in a process of constant development and self-improve-
ment, interacting with other national legal systems and
with international law - and, for European states, with
EU law as the legal order of an integration association
that Ukraine seeks to join.

Legal culture as an integral component of
UKkraine’s legal system. Given the ideological dimen-
sion of the legal system, legal culture is one of the deci-
sive factors in its development. The significance of legal
culture for the proper functioning and evolution of the
legal system lies in its capacity to influence the effec-
tiveness of legal norms and the operation of legal in-
stitutions. Where a mature legal culture has formed in
society - one grounded in a system of values and prin-
ciples - individuals are more inclined to comply con-
sciously and voluntarily with established norms, and
state institutions enjoy greater legitimacy and public
trust. Conversely, where legal culture is immature, poor
legal awareness, disregard for and distrust of the law,
as well as of legal procedures and mechanisms, tend to
be more prevalent. This, in turn, erodes the legal system
and its elements, with the result that the state’s ability
to maintain public order and the rule of law is signifi-
cantly reduced.

An indicator of a society’s mature legal culture is its
attitude to the principle of the rule of law, enshrined in
Article 8 Constitution of Ukraine!. The domestic legis-
lator defines this principle as follows: the Constitution
has the highest legal force, and therefore other norma-
tive legal acts are adopted on its basis and must conform
to it; the norms of the Constitution, as the Basic Law,
are norms of direct effect, which guarantees individuals
the right to apply directly to a court for the protection

I ! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254k/96-p#Text.
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of their constitutional rights and freedoms. In view of
Ukraine’s integration into the European Union - whose
legal order is likewise based on the principle of the
supremacy of EU law (Komarova & Lazovski, 2024) -
Article 9 of the Constitution of Ukraine acquires par-
ticular importance for the national legal culture and
for the development of Ukraine’s legal system: it stip-
ulates that international treaties in force, consent to
the binding nature of which has been given by Parlia-
ment, form an integral part of Ukrainian legislation.

Consolidated versions of the Treaty on European
Union! underlined that it draws inspiration from Eu-
rope’s cultural, religious, and humanist heritage, from
which have developed the universal values of the invi-
olable and inalienable rights of the person, freedom,
democracy, equality, and the rule of law. Ukraine’s legal
culture - having spent much of the twentieth century
within the Soviet Union - differs significantly from the
broader European legal heritage; this has complicated
its political and legal integration into the EU. Aware of
this problem, the Ukrainian authorities initiated a pro-
cess of decommunisation (freeing public life from the
consequences of communist ideology, deconstructing
the Soviet mythology of the Second World War and
gradually forming in its place a Ukrainian perspective
on the war (Honcharenko, 2025)), which proceeded
slowly after the collapse of the Union of Soviet Social-
ist Republics (USSR) and covered primarily the spheres
of education and upbringing. The decommunisation
process gained spontaneous momentum in 2014 dur-
ing the Revolution of Dignity (Kasianov, 2024). Its legal
foundations developed gradually. Decree of the Presi-
dent of Ukraine No. 432/2009? a general dismantling
of monuments and memorials dedicated to persons
involved in organising and carrying out the Holodom-
ors and political repressions during the Soviet period
was initiated. This process was effectively slowed dur-
ing President V. Yanukovych’s tenure. The Revolution
of Dignity gave fresh impetus to decommunisation,

symbolised by the “Lenin-fall” (leninopad) organised by
civil society groups (similar processes once took place
in the countries of Eastern Europe) (Grytsenko, 2019).
In January 2015, civic initiatives received the approv-
al of the Ministry of Culture, after which the organised
dismantling of monuments linked to communist figures
began. On 9 April 2015, the Verkhovna Rada adopted
a package of four laws - Law of Ukraine No. 314-VIII3,
Law of Ukraine No. 315-VIII% Law of Ukraine No. 316-
VIII®, Law of Ukraine No. 317-VIII¢, which spurred the
renaming of administrative units.

These processes met with some resistance, primar-
ily among those citizens whose political and legal con-
sciousness had been formed under the influence of So-
viet ideology and the glorification of events and figures
of the Soviet era. Thus, On Behalf of Ukraine Decision of
the Constitutional Court of Ukraine No. v009p710-19
“In the Case on the Constitutional Petition of 46 Peo-
ple’s Deputies of Ukraine on the Compliance with
the Constitution of Ukraine (Constitutionality) of the
Law of Ukraine “On the Condemnation of Communist
and National Socialist (Nazi) Totalitarian Regimes in
Ukraine and the Prohibition of the Propaganda of Their
Symbols”” was challenged before the Constitutional
Court by a group of MPs. However, on 16 July 2019 the
Constitutional Court of Ukraine - demonstrating the
maturity of the legal culture of its members - upheld
the constitutionality of the Law.

A logical continuation of decommunisation was
the course towards “de-Russification”, which gained
particular urgency and public support after the start
of Russian aggression in February 2022. On 21 March
2023, Parliament adopted Law of Ukraine No. 3005-1X
“On the Condemnation and Prohibition of the Prop-
aganda of Russian Imperial Policy in Ukraine and the
Decolonization of Toponymy”?, which brought decol-
onisation processes within a legal framework. By this
Law, the Verkhovna Rada recognised Russian imperi-
al policy as criminal and condemned it, prohibited its

! Consolidated Versions of the Treaty on European Union and the Treaty on the Functioning of the European Union Consolidated Version
of the Treaty on European Union Consolidated Version of the Treaty on the Functioning of the European Union Protocols Annexes to the
Treaty on the Functioning of the European Union Declarations Annexed to the Final Act of the Intergovernmental Conference which Adopted
the Treaty of Lisbon, Signed on 13 December 2007 Tables of Equivalences. (2016, June). Retrieved from https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=0j:J0C_2016_202_R_0001

2 Decree of the President of Ukraine No. 432/2009 “On Additional Measures to Commemorate the Victims of the Holodomor of 1932-1933 in
Ukraine”. (2009, June). Retrieved from https://zakon.rada.gov.ua/laws/show/432/2009#Text.

3Law of Ukraine No. 314-VIII “On the Legal Status and Commemoration of the Fighters for the Independence of Ukraine in the 20th
Century”. (2015, April). Retrieved from https://zakon.rada.gov.ua/laws/show/314-19#Text.

*Law of Ukraine No. 315-VIII “On the Perpetuation of the Victory over Nazism in the Second World War of 1939-1945". (2015, April).
Retrieved from https://zakon.rada.gov.ua/laws/show/315-19#Text.

5 Law of Ukraine No. 316-VIII “On Access to Archives of Repressive Bodies of the Communist Totalitarian Regime of 1917-1991”. (2015,
April). Retrieved from https://zakon.rada.gov.ua/laws/show/316-19#Text.

¢ Law of Ukraine No. 317-VIII “On the Condemnation of Communist and National Socialist (Nazi) Totalitarian Regimes in Ukraine and the
Prohibition of the Propaganda of their Symbols”. (2015, April). Retrieved from https://zakon.rada.gov.ua/laws/show/317-19#Text.

7 On Behalf of Ukraine Decision of the Constitutional Court of Ukraine No.v009p710-19 “In the Case on the Constitutional Petition of 46 People’s
Deputies of Ukraine on the Compliance with the Constitution of Ukraine (Constitutionality) of the Law of Ukraine “On the Condemnation of
Communist and National Socialist (Nazi) Totalitarian Regimes in Ukraine and the Prohibition of the Propaganda of Their Symbols”. (2019,
July). Retrieved from https://zakon.rada.gov.ua/laws/show/v009p710-19#Text.

8 Law of Ukraine No. 3005-IX “On the Condemnation and Prohibition of the Propaganda of Russian Imperial Policy in Ukraine and the
Decolonization of Toponymy”. (2023, March). Retrieved from https://zakon.rada.gov.ua/laws/show/3005-20#Text.
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propaganda and symbols, and defined mechanisms for
implementation.

Despite these measures, it must be acknowledged
that the Ukrainian authorities were late in adopting
them. This conclusion is borne out, above all, by the phe-
nomenon of collaborationism, which manifested itself
from 2014 and became widespread after the Russian
aggression of 2022. The prevalence of this phenome-
non - particularly in the spheres of education, training,
and culture - testified to the deformation of the legal
consciousness of many Ukrainian citizens, whom the
aggressor country regarded as targets of its ideologi-
cal influence (Dobrobog et al., 2023; Chuvakov, 2023;
Zhytnyi, 2024). This situation prompted the Verkhovna
Rada to refine criminal liability for offences against the
foundations of national security involving such conduct
(Rubashchenko & Movchan, 2023). Under present con-
ditions and for the post-war period, it is envisaged that
educational and outreach activities aimed at instilling
the European system of values among Ukrainian citi-
zens will be intensified (Todorov, 2020; Kalinicheva &
Bulvinska, 2023; Komarova, 2024). It is evident that
criminal-law measures alone cannot remedy the defor-
mation of legal consciousness or the formation of coun-
ter-culture in Ukrainian society.

Membership of the Council of Europe as a factor
in democratising Ukraine’s legal culture and legal
system. The history of Ukraine’s legal integration into
the legal order of a united Europe dates back to its very
independence: Resolution of the Supreme Council of
the Ukrainian SSR No. 581-XII “On the Implementation
of the Declaration on the State Sovereignty of Ukraine in
the Sphere of Foreign Relations™ instructed the Coun-
cil of Ministers to direct efforts towards ensuring our
state’s direct participation in the pan-European process
and European structures.

Co-operation with the Council of Europe has been
of great importance for the development of the national
legal culture and the modernisation of the legal system.
It began in 1992 2, when Ukraine started working with
the Council’s advisory body on constitutional law - the
European Commission for Democracy through Law
(the Venice Commission). Ukraine became a full mem-
ber of the Venice Commission in December 1996 after
the entry into force of Law of Ukraine No. 547/96-
vr “On Ukraine’s Accession to the Partial Agree-
ment on the European Commission “For Democracy
through Law”3. The Commission’s work is crucial for

?Committee of Ministers Resolution No. (92)29

zakon.rada.gov.ua/laws/show/398/95-Bp#Text.
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post-socialist countries seeking to align their legislative
and law-enforcement practices with European stand-
ards in democracy, human rights, and the rule of law.
Focusing its interpretive legal activity on three areas
(democratic institutions and fundamental rights; con-
stitutional justice; elections, referendums, and politi-
cal parties), the Venice Commission exerts both direct
and indirect influence on the development of Ukraine’s
legal system and legal culture (its opinions have been
taken into account by the European Court of Human
Rights in cases against Ukraine). As noted on the offi-
cial website of the Council of Europe Office in Ukraine,
the Commission’s opinions and other documents have
repeatedly been cited not only in Ukrainian legal schol-
arship but have also served as a theoretical basis for
addressing current problems in legislative work, and
are used as persuasive arguments when forming the
legal positions of the Constitutional Court and other
judicial bodies. Overall, the Commission’s assessments
of constitutional and legislative acts are perceived as
important indicators of whether Ukraine’s legal system
is developing and functioning in accordance with Euro-
pean standards and values (Council of Europe Office in
Ukraine, n.d.).

Ukraine acceded to the Council of Europe in No-
vember 1995 pursuant to Law of Ukraine No. 398/95-
VR “On Ukraine’s Accession to the Statute of the Council
of Europe”* Accession entailed commitments to imple-
ment seventy measures aimed at completing the reform
of the judicial and penitentiary systems; combating cor-
ruption and money-laundering; creating conditions for
the enforcement of European Court of Human Rights
judgments; and ensuring Ukraine’s participation in
Council of Europe treaties, among others. The first
major results in fulfilling these commitments included
adoption of the Constitution of Ukraine® and of basic
constitutional laws; new editions of civil, criminal, civ-
il-procedure, and criminal-procedure legislation; Law
of Ukraine No. 5076-VI “On the Bar and Legal Practice”®,
and a revision of the role and functions of the Prose-
cutor General’s Office (State Tax Service of Ukraine,
n.d.). Monitoring and oversight of the implementation
of Ukraine’s obligations began immediately through the
State Interdepartmental Commission for Implementing
the Norms and Standards of the Council of Europe in
Ukrainian Legislation, established by Order of the Pres-
ident of Ukraine No. 48-96-rp “On the Establishment
of the State Interdepartmental Commission on the

! Resolution of the Supreme Council of the Ukrainian SSR No. 581-XII “On the Implementation of the Declaration on the State Sovereignty of
Ukraine in the Sphere of Foreign Relations”. (1990, December). Retrieved from https://zakon.rada.gov.ua/laws/show/581-12#Text.

“On Ukraine”.
cm#{%22CoEldentifier%22:(%2209000016804f7beb%22],%22s0rt%22:[%22CoEValidationDate%20Descending%?22]} .

3 Law of Ukraine No. 547/96-vr “On Ukraine’s Accession to the Partial Agreement on the European Commission “For Democracy through
Law”. (1996, November). Retrieved from https://zakon.rada.gov.ua/laws/show /547 /96-%D0%92%D0%A0#Text.

* Law of Ukraine No. 398/95-VR “On Ukraine’s Accession to the Statute of the Council of Europe”. (1995, October). Retrieved from https://

(1992, September). Retrieved from https://search.coe.int/

® Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254k/96-Bp#Text.
¢ Law of Ukraine No. 5076-VI “On the Bar and Legal Practice”. (2012, July). Retrieved from https://zakon.rada.gov.ua/laws/show/5076-17.

S1 I


https://zakon.rada.gov.ua/laws/show/5076-17

B -uropean integration - driving force behind...

Implementation of the Norms and Standards of the
Council of Europe into the Legislation of Ukraine”’.

Significant for embedding pan-European legal
values within legal culture was Ukraine’s accession
to the European Convention on Human Rights?® Rati-
fication of the Convention on 17 July 1997 meant that
Ukraine undertook to bring its national legislation into
line with the international standards enshrined in the
Convention (as is well known, the Council of Europe’s
human-rights acquis - conventions, agreements, proto-
cols and other legal acts - comprises 173 instruments).
Initially, the Verkhovna Rada proceeded rather slowly
with amending its human-rights legislation in accord-
ance with these obligations. This prompted a debate in
the Parliamentary Assembly on 27 January 1999. The
Assembly concluded that, during the transition from
totalitarian to democratic statehood, Ukraine had failed
to achieve a clear separation between the judicial, leg-
islative and executive branches; progress on legislation
to reform the judicial system and the prosecution ser-
vice was limited; and adherence to the constitutional
principle of the rule of law was undermined by non-en-
forcement of court decisions and rising corruption and
crime. These and other shortcomings led the Parlia-
mentary Assembly, Resolution No. 1179 “Honouring
of Obligations and Commitments by Ukraine” to state
that unless substantial progress in meeting its obliga-
tions was achieved by the start of the June 1999 ses-
sion, the Assembly would be compelled to annul the
credentials of the Ukrainian parliamentary delegation
until full compliance; and to recommend that the Com-
mittee of Ministers begin suspending Ukraine’s right
of representation pursuant to Article 8 Statute of the
Council of Europe*.

A change in Ukraine’s approach to fulfilling its ob-
ligations to the Council of Europe occurred after the
Verkhovna Rada adopted, on 23 February 2006, Law
of Ukraine No. 3477-1V5. The preamble emphasised
that its adoption was linked to the need to enforce
judgments of the European Court of Human Rights
in cases against Ukraine; to eliminate the causes of
Ukraine’s violations of the European Convention on

Human Rights® and its Protocols; to introduce Europe-
an human-rights standards into Ukrainian judicial and
administrative practice; and to create preconditions
for reducing the number of applications lodged with
the European Court of Human Rights (ECtHR) against
Ukraine. According to the official website of the Per-
manent Representation of Ukraine to the Council of
Europe, as at 31 December 2020 Ukraine ranked third
among member states by number of cases (10,400
applications against Ukraine, accounting for 16.8%
of the total) pending before the ECtHR (Permanent
Representation of Ukraine to the Council of Europe,
2020). In the view of the Ukrainian judge of the EC-
tHR, M. Hnatovskyi, this situation stems primarily
from unresolved structural problems in the function-
ing of Ukraine’s legal system (including conditions of
detention in remand centres and penal colonies; the
length of criminal and civil proceedings; and insuffi-
cient grounds for remand in custody when choosing
preventive measures), which, regrettably, have gone
unresolved for more than twenty years. Cases against
Ukraine are, in fact, repetitive; the ECtHR has long had
mechanisms for handling such situations, yet they
remain substantively unaddressed domestically. The
number of ECtHR cases against Ukraine could, in the
judge’s opinion, be reduced through the use of the con-
stitutional complaint mechanism, thereby enabling
the Constitutional Court to address human-rights is-
sues in Ukraine (The European Court of..., 2023).
Pursuant to Article 15 European Convention on Hu-
man Rights” a High Contracting Party may, in time of war,
take measures derogating from its obligations under
the Convention. In 2022, Ukraine availed itself of this
right and informed the Secretary General of the Council
of Europe that, for the period of martial law, it might
introduce emergency measures in accordance with
its own legislation (Article 8 Law of Ukraine No. 389-
VIII®), namely the possibility of restricting constitution-
al rights and freedoms provided for in Articles 30-34,
38, 39, 41-44 and 53 of the Constitution of Ukraine®, as
well as temporarily restricting rights and legitimate in-
terests provided for in Articles 4(3), 8,9, 10, 11, 13, 14

1 Order of the President of Ukraine No. 48-96-rp “On the Establishment of the State Interdepartmental Commission on the Implementation
of the Norms and Standards of the Council of Europe into the Legislation of Ukraine”. (1996, March). Retrieved from http://zakon2.rada.gov.
ua/laws/show/48/96-pm.

2European Convention on Human Rights. (1950, November). Retrieved from https://www.echr.coe.int/european-convention-on-human-
rights.

3 Resolution No. 1179 “Honouring of Obligations and Commitments by Ukraine”. (1999, January). Retrieved from https://assembly.coe.int/
nw/xml/XRef/Xref-XML2HTML-en.asp?fileid=16671&lang=en.

* Statute of the Council of Europe. (1949, May). Retrieved from https://rm.coe.int/1680306052.

5 Law of Ukraine No. 3477-1V “On the Execution of Judgments and Application of the Case Law of the European Court of Human Rights”. (2006,
February). Retrieved from https://zakon.rada.gov.ua/laws/show/en/3477-15.

¢ European Convention on Human Rights. (1950, November). Retrieved from https://www.echr.coe.int/european-convention-on-human-
rights.

7 European Convention on Human Rights. (1950, November). Retrieved from https://www.echr.coe.int/european-convention-on-human-
rights.

8 Law of Ukraine No. 389-VIII “On the Legal Regime of Martial Law”. (2015, May). Retrieved from https://zakon.rada.gov.ua/laws/show/389-
19#Text.

? Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254k/96-Bp#Text.
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and 16 of the European Convention on Human Rights,
Articles 1, 2 and 3 of the Additional Protocol to the
Convention, and Article 2 of Protocol No. 4 to the Con-
vention. In 2024, Ukraine reviewed its notification and
removed reservations concerning the restriction of a
certain set of rights (in particular, references to certain
points of Article 8 Law of Ukraine No. 389-VIII' were
deleted as they did not concern derogation from the
Convention, and the list of articles potentially subject
to derogation was reduced). It should be stressed that
derogation from obligations must not be interpreted as
an admission that the state will be unable to guaran-
tee the rights enshrined in the European Convention on
Human Rights (see the explanatory notes to Article 15
of the Convention). In notifying a derogation, Ukraine -
like other states in similar circumstances - indicated
that the measures it might take may involve derogation
from its obligations under the Convention (Ministry of
Justice of Ukraine, 2024).

Thus, in 2006, Ukraine changed its approach to ful-
filling its obligations to the Council of Europe, focusing
on implementing the decisions of the European Court
of Human Rights, preventing repeated violations of the
Convention, and reducing the number of appeals to the
Court. Despite these efforts, as of 2020, Ukraine ranked
third in terms of the number of cases considered by
the ECHR. The main reason for this is deep systemic
problems in the country’s legal system, which have re-
mained unresolved for over 20 years. The introduction
of a constitutional complaint mechanism could help re-
duce the number of such cases.

Adaptation of Ukrainian legislation to the EU
acquis communautaire as a condition for Ukraine’s
successful legal integration into the European Un-
ion. In parallel with Ukraine’s entry into the Council
of Europe, its foreign-policy course towards European
integration proceeded through co-operation with the
European Union, initiated by the Partnership and Co-
operation Agreement between the European Commu-
nities and their Member States, and Ukraine (signed
in 1994, in force since 1998)2 The preamble to the
Agreement emphasised the importance of ensuring
the rule of law, and Article 59 provided for multifac-
eted co-operation in the field of education, creating
conditions for the mutual penetration of the legal
cultures of the European Union and Ukraine - some-
thing that positively influenced the development and
modernisation of Ukraine’s legal culture. The current
state of Ukraine’s legal integration is defined by the

19#Text.

TXT/?uri=0j:JOL_1998_049_R_0003_002.
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Association Agreement between the European Union
and its Member States, of the One Part, and Ukraine,
of the Other Part®. The Agreement refers to more than
400 EU legislative acts across over 30 different areas
to which Ukrainian legislation must be approximat-
ed. Such legislation must, in full and as precisely as
possible, be aligned with the relevant EU law, taking
account of changes therein and incorporating them
into the approximated legislation. The state must also
ensure the most effective possible application of such
legislation, reforming the relevant public authorities
where necessary. The leading role in the approxima-
tion process rests with the Verkhovna Rada of Ukraine.
It should also be noted that Ukrainian courts may ap-
ply provisions of the Association Agreement directly
where a specific provision contains a clearly formulat-
ed obligation whose implementation does not depend
on special measures by domestic authorities - that is,
where it has “direct effect”.

The main strand of Ukraine’s legal integration with
the European Union has been the adaptation of nation-
al legislation to the EU acquis communautaire, which
has, to some extent, touched virtually every element
of the national legal system. A matter of great, though
underestimated, importance is the Europeanisation of
legal scholarship and legal education, since these ele-
ments of the legal system shape the legal consciousness
of public officials - particularly future lawyers - and
provide doctrinal justification for the directions of
Ukraine’s state-legal development. In this connection,
higher-education institutions and legal research insti-
tutes must free themselves from outdated doctrines,
theories and concepts, especially those borrowed from
Soviet and contemporary Russian legal traditions. In-
stead, curricula for legal bachelor’s, master’s and doc-
toral programmes should include components that
help learners to embrace European legal values and to
understand EU law, taking account of its complex struc-
ture and distinctive system of sources.

It should be noted that a current shortcoming of le-
gal scholarship is a significant imbalance in the training
of Doctors of Juridical Science and PhDs in internation-
al law, as well as in the representation of internation-
al-law specialists among the membership of the Nation-
al Academy of Legal Sciences of Ukraine. This problem
reflects the Soviet disdain for the discipline of interna-
tional law - a legacy not yet overcome in Ukraine. As
of 2025, in the Department of Public Law and Interna-
tional Law of the National Academy of Legal Sciences of

! Law of Ukraine No. 389-VIII “On the Legal Regime of Martial Law”. (2015, May). Retrieved from https://zakon.rada.gov.ua/laws/show/389-

2 Partnership and Cooperation Agreement between the European Communities and their Member States, and Ukraine - Protocol on Mutual
Assistance Between Authorities in Customs Matters - Final Act - Joint Declarations - Exchange of Letters in Relation to the Establishment
of Companies - Declaration of the French Government. (1998, February). Retrieved from https://eur-lex.europa.eu/legal-content/EN/

3 Association Agreement between the European Union and its Member States, of the one Part, and Ukraine, of the Other Part. (2014, May).
Retrieved from https://publications.europa.eu/resource/cellar/4589a50c-e6e3-11e3-8cd4-01aa75ed71a1.0006.03/DOC_1.
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Ukraine, international law is represented by only one
corresponding member, namely M.V. Buromenskyi (Na-
tional Academy of Legal Sciences of Ukraine, n.d.).

A positive practice introduced in the early 2000s
is the involvement by the Ministry of Justice and other
central executive bodies of scholars to conduct com-
prehensive comparative-law studies of the conformity
of Ukrainian legislation with the EU acquis communau-
taire. Today, the Ministry’s website provides around
forty comparative-law studies on various aspects of the
conformity of Ukrainian law with the acquis commu-
nautaire (Central Interregional Directorate of the Min-
istry of Justice, n.d.).

Updated legal scholarship and education are in-
tended to streamline domestic legal terminology and
gradually align it with pan-European legal terminolo-
gy — without which the integration of Ukrainian law into
EU law, uniform understanding and interpretation, and
correct application of legal norms would be problemat-
ic (Moroz, 2020). An especially acute issue remains the
translation into Ukrainian of the vast body of EU law.
Although back in 2005 Ministry of Justice of Ukraine
Order No. z0921-09 “On Approval of the Procedure for
the Translation of Acquis Communautaire Acts into the
Ukrainian Language”! was adopted, Ukraine is still far
from completing this task. The legislative, executive and
judicial authorities, as well as law-enforcement bodies,
must have a sufficiently high level of awareness and un-
derstanding of the basic principles (Dudyk et al., 2024),
procedures and institutions of the European legal or-
der; accordingly, the professional development of pub-
lic officials - especially those engaged in law-drafting -
on EU law and its application remains a priority driven
by the adaptation process.

Discussion

Updating legal culture - one of the most important con-
ditions for modernising Ukraine’s legal system - has
become particularly urgent and practically significant
given the acceleration of the state’s course towards
integration into the European Union. Ukraine’s ac-
quisition of candidate status has provided additional
incentives to embed EU legal standards within the do-
mestic legal system and to complete reforms aimed at
the consistent acceptance and implementation, at all
levels of the legal system, of the principles of the rule
of law, the independence and effectiveness of the ju-
diciary, and the guarantee of the full spectrum of hu-
man rights and freedoms (Lomaka et al, 2025). The
success of this process depends directly on the extent
to which, above all among public officials, academics
and educators, the system of values of a united Eu-
rope and the principles, legal procedures and practices
of EU law are embraced - thereby aligning Ukraine’s

legislative, law-enforcement and interpretive activities
with pan-European legal standards.

Russian aggression against Ukraine has tested the
resilience of its legal system, demonstrating its capacity
to adapt to challenges in emergency conditions. Today,
the interaction of two factors - European integration
and martial law - creates an environment in which the
legal culture of society, of particular social groups and
of individuals is a crucial driver of the national legal
system’s development. Thus, ]. Bengoetxea (2022) an-
alysed the institutional theory of law, focusing on its
three components - norms, order and institutions -
in order to create a conceptual basis for comparative
studies of legal culture. The author established a link
between law, as an institutional normative order, and
its ability to adapt to the historical and cultural features
of alegal system’s functioning. In particular, he stressed
the importance of distinguishing branches of law for
comparative analysis, which enables the formation
of objective indicators for comparing legal cultures.
J. Bengoetxea (2022) also examined the role of conflicts
and their resolution within the national legal order, and
raised questions about fairness and equity in the appli-
cation of legal norms and mechanisms.

Both this study and J. Bengoetxea’s (2022) work ex-
amine legal culture through the lens of institutional and
normative aspects that are integral to any legal system.
The distinctive feature of the present study is its focus
on the relationship between Ukraine’s legal culture and
legal system, especially in the context of European in-
tegration. By contrast, ]. Bengoetxea’s (2022) research
is more general and concerns the use of institutional
theory to compare different legal cultures. Overall, both
studies emphasise the need to employ clear institu-
tional criteria that take account of the complexity and
uniqueness of legal systems and cultures.

For her part, M. Krdlikova (2022) focused on
Ukraine’s borrowing of EU legal norms, procedures and
practices to improve domestic anti-corruption mech-
anisms. She analysed the effectiveness of applying EU
standards and tools in combating bribery, concluding
that, despite active EU support, Ukraine’s reform of its
anti-corruption system faces difficulties linked to re-
sistance within certain social groups. In author’s view,
despite some progress in tackling corruption, the prob-
lem of ensuring the effectiveness of these reforms re-
mains unresolved.

Both M. Kralikova's (2022) research and the present
study address the obstacles arising from societal resist-
ance to reforms. Such resistance is undoubtedly linked
to low levels of legal culture among certain individuals
and social groups. This study devotes greater attention
to a comprehensive examination of the phenomenon of
national legal culture and its development under the

I ! Ministry of Justice of Ukraine Order No.z0921-09 “On Approval of the Procedure for the Translation of Acquis Communautaire Acts into the
Ukrainian Language”. (2009, September). Retrieved from https://zakon.rada.gov.ua/laws/show/z0921-09#Text.
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influence of external geopolitical factors - issues not
at the heart of M. Krélikovd's (2022) work. Important-
ly, both studies conclude that, while EU-driven reforms
have improved institutional systems in Ukraine, signifi-
cant barriers remain in the form of corruption.

K. Wolczuk (2021) likewise drew attention to Eu-
ropean integration as a factor in the development of
the legal system, focusing particularly on the post-Eu-
romaidan period (from November 2013 to February
2014). She notes that the Association Agreement be-
tween the European Union and its Member States, of the
one part, and Ukraine, of the other part?, was designed
not only to ensure economic and political partnership
between the Parties, but also to drive deep institution-
al reforms in Ukraine. K. Wolczuk (2021) emphasises
that, after 2014, European integration became an ef-
fective instrument for modernising both state and legal
institutions in Ukraine, supported by the EU, and that
the assistance provided by the EU to Ukraine has been
exceptional compared with that given to other candi-
date countries (e.g., Georgia, Moldova).

Comparing K. Wolczuk’s (2021) study and the pres-
ent one, both highlight the transformational role of
European integration in developing Ukraine’s legal sys-
tem and system of governance. However, while K. Wol-
czuk (2021) focuses primarily on reforms to improve
state institutions in meeting the political criteria for EU
membership, this study is devoted specifically to legal
culture as a driver of Ukraine’s legal system. It also pays
attention to the transformation of societal legal con-
sciousness and to the role of socio-political factors in
that process. In general, both K. Wolczuk (2021) and
the authors of this study offer similar assessments of
the impact of European integration on state-legal re-
forms in Ukraine.

F. Besimi (2025) analysed North Macedonia’s inte-
gration into the EU, focusing on obstacles such as block-
ades by neighbouring states on the one hand and do-
mestic political instability on the other. He underscored
the country’s commitment to EU accession despite the
difficulties, arguing for membership as a means to meet
obligations to the European community and to resolve
disputes with neighbouring states, particularly Bulgar-
ia. Overall, the article examined internal and external
factors slowing the state’s integration process.

Compared with F. Besimi’s (2025) study, the pres-
ent research likewise treats European integration as
a factor influencing the development of Ukraine’s le-
gal and political systems, but differs in its regional fo-
cus and its emphasis on the interdependence of legal
culture and the legal system. In general, both studies
agree on the importance of EU integration for Ukraine
and North Macedonia, though they differ in context and
subject matter.
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Analysis of the above publications allows us to con-
clude that there is a consensus among foreign and do-
mestic researchers recognising European integration
as a driver of reforms to national legal cultures and
systems in EU candidate countries. Legal integration
objectively promotes the entrenchment of the value of
the rule of law within national legal cultures. The stud-
ies reviewed highlight the need to raise the qualitative
level of legal culture, especially among public officials
and within Ukrainian society as a whole; to foster civic
engagement; and to combat manifestations of collab-
orationism. An important factor in democratising the
legal system and all its elements is the reform of legal
education and the overcoming of outdated legal tra-
ditions that hinder the process of adapting Ukrainian
legislation to the EU acquis communautaire. Overall, the
authors concur that, notwithstanding visible progress
driven by European integration, further development
of Ukraine’s legal system and its elements - including
legal culture - continues to be constrained by a range of
internal and external challenges.

Conclusions

Legal culture is a driving force in the construction and
modernisation of Ukraine’s legal system, of which it is a
constituent part. The evolution of legal culture is linked
to Ukraine’s state-legal development, the formation of
national identity, and the articulation of a national idea.
The trajectory, sophistication and effectiveness of the
national legal system thus depend significantly on the
qualitative state of legal culture. This article has shown
that European integration stimulates not only legisla-
tive approximation but also the transformation of legal
notions and values that shape legal culture. Legal cul-
ture is not merely an object but also a factor in reform-
ing the legal system - particularly at its ideological and
functional levels. The effectiveness of law-enforcement
and adjudication depends on the legal consciousness of
public officials and citizens, directly linking the cultural
component with legal practice. The impact of legal cul-
ture is evident in judicial reform, where - even with up-
dated legislation - problems of public trust in the courts
persist, indicating cultural barriers to the realisation of
norms. The legal system cannot be modernised without
a profound conceptual re-thinking and embedding of
European legal values - that is, the institutionalisation
of elements of a new legal culture - confirming an in-
tersectional analytical approach in which legal culture
and the legal system are viewed not in isolation but in
dynamic interaction.

Since Ukraine chose the strategic course of joining
the Council of Europe and the European Union, Euro-
pean integration has acted as a catalyst for the devel-
opment of legal culture and the reform of the legal

I ! Association Agreement between the European Union and its Member States, of the One Part, and Ukraine, of the Other part. (2014, May).
Retrieved from https://publications.europa.eu/resource/cellar/4589a50c-e6e3-11e3-8cd4-01aa75ed71a1.0006.03/DOC_1.

Law Journal of the National Academy of Internal Affairs, 15(3), 45-58

55 I


https://publications.europa.eu/resource/cellar/4589a50c-e6e3-11e3-8cd4-01aa75ed71a1.0006.03/DOC_1

I 56

B -uropean integration - driving force behind...

system. Through the adaptation of Ukrainian legislation
to the legal standards of the Council of Europe and the
EU, significant progress has been achieved in democ-
ratising legislative, law-enforcement and interpretive
practice and in entrenching the principles of the rule
of law. Changes in legal scholarship and legal education
are of critical importance in modernising the legal sys-
tem. This entails rejecting outdated doctrines, theories,
concepts, procedures and practices borrowed from the
legal traditions of the former Soviet Union and contem-
porary Russia, and embracing conceptual approaches
based on Europe’s system of legal values and princi-
ples. In this connection, the introduction of a normative
ban on the use of Russian-origin information sources in
scholarly work should be viewed positively.
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AHoTauia

Y pocnimxeHHI npoaHasi30BaHO pPO3BUTOK IPaBOBOI Ky/JbTypH YKpalHM 1nij BIUIMBOM peaJii3anil
CTpaTeTivHOro Kypcy Ha €BpONEUCHKY iHTerpaui, il posib y MoJepHizalil HallioHa/JbHOI IPaBOBOI CUCTEMH.
Y npoueci gocsiP)keHHSI 3aCTOCOBAHO MDKAMCLUMIIIHAPDHUKA 1 TepMIHOJIOTIYHUK NiJAXOAH, AiaJIeKTUYHUH,
repMeHeBTHYHHUN, iCTOPHUKO-NPABOBHU, MOPIiBHAJBHO-NPABOBUM, CUCTEMHO-QYHKLiOHAJIbHUM MeTOAH, a
TaKO0> METO/, IPaBOBOT0 MO/eJII0BaHHA. PO3KPUTO 3MICT NOHATH «IIpaBOBa CUCTEMa» Ta «IIPaBOBA KyJIbTypa,
HaBeJleHO IXHI0 XapaKTepUCTUKY. LleHTpaJbHUM esleMeHTOM JOCJIi/PKeHHA CTaB aHaJli3 poJii €BPONenChKol
inTerpanii (y mexax Pagu €Bponu Ta EBpomeiicbkoro Cor3y) y mpolieci MoaepHisalii mpaBoBoi cUCTeMHU
YkpaiHy, a Takok pedpopMyBaHHs 11 CTPYKTYPHUX eJIeMEHTIB, 30KpeMa MpaBoBoi KyJabTypH. O6rpyHTOBaHO
BaXKJIMBIiCTh aZjanTallii mpaBoBoi cUCTeMHU YKpaiHU 10 TpaBonopsaAKy EBporneiicbkoro Coro3y, o nepegoadae
He Jiulle HaOJMKeHHSI 3aKOHOJABCTBa YKpaiHU A0 acquis communautaire €C, a i COPUHHATTSA CUCTEMU
MPaBOBUX LIIHHOCTEX | MPUHLMIIB, NpOLeAYp | NPAaKTUK, HAa AKUX I'PYHTyeTbcA npaso E€C. [IpuaineHo ysary
nepeopieHTalil Ha €BPONENCHKI CTaHAAPTH NpPaBOBOI HAyKW Ta OpUAUYHOL ocBiTU. [lig 4ac gocsiifxkeHHsA
MpoaHaJi30BaHO HaljioHAJbHI HOPMAaTUBHO-NIPABOBi akTH Ta akTH EBpomneiicbkoro Coro3y, 10 3/,e6i1bII0ro
CTOCYIOTbCSl BUKOHAHHSI NPaBOBOr0 KpUTepilo HaOyTTs ujeHcTBA B EBponeicbkoMy Corosi. PesysnbraTu
JLOCJTiPKEHHS] MOXKYTb 6y TH KOPHCHI /11 'PYHTOBHIILIOTO AOC/Ii/PKeHHS eBoJIoLii mpaBoBoi cucTeMu YKpaiHu
i/l BIVIMBOM IIPOLIECiB €EBpOIeNchbKOI iHTerpanii y Mexax Pagu €Esponu i EBponelicbkoro Corsy, a TaK0X JJ14
MOJIMBOTO po3po6JieHHsI NpoeKTy KoHuemnuii nifBuIleHHs MpaBoBOI KYJIBTYPHU YKPAaiHCbKOIO CYCITiJIbCTBA,
a TaKOX 3ax0/iB, CHPSIMOBAaHMUX Ha MiJBUILEHHS piBHSA NMpPaBOBOI KY/JbTYPH [iepKaBHUX CJIYKOOBLIB, ix
o6i3HaHoOCTi B mpaBi EBponelicbkoro Cow3y

Kniouosi cnosa:
IpaBOBa IHTerpauid; ajanTayid 3aKOHOJAaBCTBA; LIHHOCTI; BEpPXOBEHCTBO IIpaBa; IpaBOBa CBiJJOMICTh;
IIpaBOBe BUXOBAHHA

B S Law Journal of the National Academy of Internal Affairs, 15(3), 45-58



https://orcid.org/0000-0002-3239-322X
https://w2.uib.no/filearchive/campagne-at-the-funeral-an-introduction-to-legal-culture.pdf
https://court.gov.ua/press/interview/1510856/
https://court.gov.ua/press/interview/1510856/
https://unba.org.ua/news/6109-uchast-mizhnarodnih-ekspertiv-u-formuvanni-vkks-superechit-nezalezhnosti-sudovoi-vladi-volodimir-macko.html
https://doi.org/10.24144/2218-5348.2020.1(21).139-150
https://doi.org/10.24144/2218-5348.2020.1(21).139-150
https://doi.org/10.4324/9781003083634
https://journals.pnu.edu.ua/index.php/lsp/article/view/7658

Prysiazhniuk IEG——

UDC 347.78:355.4
DOI: 10.63341/naia-chasopis/3.2025.59

Intellectual property rights as proactive means
of narrative field protection in the context
of information warfare and counter-propaganda

Marianna Prysiazhniuk®

Postgraduate Student

University of Bucharest

050663, 90 Panduri Str., Bucharest, Romania
https://orcid.org/0000-0001-6636-7620

Abstract

The Russian-Ukrainian war shows that information and cognitive space are critical dimensions of
confrontation and aggression. Strategic narratives, on the other hand, are both a resource and a target for
attacks. The study aimed to identify the potential of intellectual property rights as a means of asymmetrical
counteraction to information threats through semiotic control, the establishment of authentic meanings, and
ensuring the dominance of national narratives in the narrative field. The research was conducted using a
methodology based on dogmatic analysis of Ukrainian and international legal acts, systemic-structural and
conceptual approaches to narrative typology, as well as elements of interdisciplinary analysis in the field of
security and communications and analysis of specific cases. Based on the results of the study, conclusions
were proposed regarding the narrative field, which is a multi-level structure of strategic, regional and local
narratives, each of which can become the subject of protection in the legal field. This approach can reinforce
traditional tools for countering propaganda (fact-checking, strategic communications, sanctions), which
cannot ensure political and legal superiority, while the use of intellectual property mechanisms makes it
possible to legitimise national counter-narratives and thus prevent their exploitation by the aggressor.
National legislation and international mechanisms that create the basis for the legal protection of authentic
meanings were analysed. The study concluded that this approach has advantages in terms of democratic
standards, as the IP approach does not restrict freedom of speech or focus on censorship, but instead offers
forms of protection for the expression of content and the rights of the author. Accordingly, intellectual
property instruments can be used as a proactive tool in the context of strengthening information security,
as they reinforce the strategic discourse of the state. The proposed approach may, in the future, become the
basis for the formation of a policy to protect national narratives and strengthen information sovereignty
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Introduction

Russian aggression against Ukraine continues not only
in conventional but also in unconventional ways. The
information war takes various forms: propaganda cam-
paigns, disinformation campaigns, misinformation and
malinformation campaigns, etc., and the search for ad-
equate legal mechanisms to counteract it remains rele-
vant. Accordingly, the information space acts as a con-
tinuation of the confrontation and an additional theatre
of confrontation, in which meanings and semantic con-
structions are both resources and means of confronta-
tion. Therefore, the key instrument and semantic form
that organises certain words, events, and facts into the
desired “architecture” is narrative. In practice, narra-
tive can be embodied in various products of intellectual
activity and forms of authorial expression.

The legal dimension of information confrontation,
ranging from security aspects to strategies for coun-
tering various forms of information intervention, is the
subject of research of a range of Ukrainian and foreign
scholars. The philosophical and theoretical foundations
of information warfare are considered as a space for in-
tellectual confrontation in which “manipulative tactics
acquire the status of adominant means of influence” (Di-
atlova et al.,, 2025). V. Petrenko (2025) emphasises the
importance of protecting intellectual property rights as
an innovative approach integrated into Ukraine’s na-
tional security system. The author argues that intellec-
tual capital and intellectual security are components
of the state’s humanitarian security, and that effective
protection of intellectual property rights requires the
creation of an innovative system for their commercial-
isation, including in the field of military-industrial co-
operation. At the same time, while rightly emphasising
that intellectual property instruments can be a means
of forming competitive advantages, the researcher does
not sufficiently address their semantic significance for
strengthening the information and semantic field of the
state as an environment in which information warfare
is unfolding, which is only partially reflected in pro-
posed definition of the category of “intellectual capital”.

S. Mazurenko (2025), analysing trends and copy-
right infringements in the media space during the war,
noted that the legal vacuum that arises as a result of
the unlawful use of content potentially creates several
long-term threats. These include a loss of trust in in-
formation sources and institutions that disseminate in-
formation through the media, as well as a distortion of
reality and context in the context of irresponsible and
unlawful use of information products. At the same time,
such conclusions would also be valid for a broader an-
alytical framework that considers not only information
content but also other objects of intellectual proper-
ty rights. This is particularly relevant considering the
nature of Russian aggression, which includes signs of
systematic expropriation of Ukrainian intellectual cap-
ital, its integration into the Russian cultural and legal

environment, and the simultaneous destruction of
Ukrainian identity. Such practices are confirmed by nu-
merous examples both during the years of full-scale in-
vasion and in a broader historical context, which gives
reason to consider them as a deliberate strategy of sym-
bolic and legal expansion.

M. Vedeniapina & M. Pidvysotska (2024) consider
the issue of intellectual property rights violations in a
broader context. The study emphasised thatin wartime,
there is an increased range of threats related not only to
the spread of disinformation and pirated content, but
also to cyberattacks targeting commercially sensitive
information that constitutes intellectual property. The
study highlighted the problem of the unlawful use of
such objects in temporarily occupied territories, where
the lack of adequate legal protection creates conditions
for systematic abuse and expropriation.

The legal mechanisms for protecting intellectual
property in the context of armed conflict were high-
lighted by K.Yu. Peter (2024), which analyses the po-
tential of intellectual property law instruments during
wartime. The study by A. Hasani et al. (2024) raised the
issue of intellectual rights in the context of the growing
use of deepfake technologies and justifies the need for
an interdisciplinary approach to ensuring the repre-
sentativeness of individuals, including legal, ethical and
cybernetic components.

A review of published works indicates that despite
growing attention to information threats, mechanisms
for countering them are primarily considered through
the lens of public law, media and communication stud-
ies, and political science. However, analysis of this
phenomenon in the context of private law, particularly
intellectual property law, remains fragmented. The po-
tential of an interdisciplinary approach to the forma-
tion of asymmetric strategies for protecting informa-
tion sovereignty and creating the advantage of truthful
strategic narratives in the context of external informa-
tion threats remains undeveloped, both in the domestic
academic environment and in the European scientific
tradition. In the context of researching various aspects
of security, scholars practically do not consider intel-
lectual property law instruments as a proactive means
of legal protection of narratives that are embodied in
various forms of expression and may be subject to intel-
lectual property protection. In practice, this means the
possibility of strategic commercialisation of meanings
through intellectual property rights, ranging from copy-
right on information content to commercial names with
geographical references. At the same time, it should be
noted that the practical sphere itself is already generat-
ing demand for such a strategic approach. In particular,
the head of the Ukrainian National Office of Intellectu-
al Property and Innovation, O. Orliuk (2025), empha-
sises the need for comprehensive law enforcement.
The study highlighted that “proof of registration will

Law Journal of the National Academy of Internal Affairs, 15(3), 59-69



not only help with financial transactions involving the
relevant intangible asset, but will also save a lot of re-
sources in case of IP rights violations”. This approach
directly correlates with the determination of informa-
tion threats, which, as evidenced by the analysis of ac-
ademic literature, constitute one of the key dimensions
of contemporary challenges to national security.

The study aimed to identify the potential of intellec-
tual property rights as a tool for asymmetric response
to information threats, which consists of ensuring se-
miotic control, as well as to create conditions for the
dominance of authentic meanings and the formation of
strategic advantages in the narrative field for national
narratives embodied in various forms of expression.

Materials and Methods

The study was based on an interdisciplinary approach
that combined several conceptual frameworks, includ-
ing the theory of strategic narratives in international re-
lations by A. Miskimmon et al. (2012), which proposes a
notion of the key semiotic form of “narrative” not simply
as a communicative tool, but as a mechanism for exert-
ing influence; the concept of information warfare as a
component of hybrid conflict by G. Pocheptsov (2015);
the paradigm of civil law, in particular, the institution
of intellectual property law, including developments
in the field of intellectual property law in wartime (Pe-
ter, 2024), which addressed IP instruments as part of
a broader national security system. The classic work
by L. Freedman (2006) emphasises the growing role
of information and narrative components in modern
conflicts. Although the study does not consider the le-
gal mechanisms for protecting narratives, his analysis
of the strategic environment confirms the relevance of
approach used in the present study. This combination
provides an interdisciplinary approach in which intel-
lectual property is understood not only as a mechanism
for protecting the results of creative activity, but also as
a proactive mechanism for ensuring the superiority of
the national strategic narrative in the context of infor-
mation (cognitive) warfare.

The methodological basis of the study includ-
ed several levels. At the primary level, using the dog-
matic method, the regulatory and legal framework of
Ukraine was examined, in particular, the Constitution of

show/3792-12#Text.
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Ukraine’, the Civil Code of Ukraine?, the Law of Ukraine
“On Copyright and Related Rights”3, the Criminal Code
of Ukraine (2001, as amended in 2025)*; international
treaties, in particular the Paris Convention®, the Berne
Convention®, the UNESCO Convention for the Safe-
guarding of the Intangible Cultural Heritage’, and EU
Regulation No. 1151/20128 which made it possible to
systematise the existing regulatory provisions. At a fur-
ther level, a systemic-structural analysis was applied to
classify narratives at the macro, meso and micro levels
(Doichyk & Hanzin, 2025) and to determine their po-
tential as objects of legal protection. The conceptual
method revealed the possibility of integrating the theo-
ry of strategic narratives with the provisions of intellec-
tual property law and analysing the potential of IP tools
as a functional mechanism capable of ensuring semiotic
control in the specified conditions.

Results

Strategic advantages in the information space.
Countering information interventions, as evidenced
by Ukrainian and European experience, mainly takes
place in the form of countering disinformation, external
information interference and manipulation (FIMI), as
well as efforts by various media literacy, fact-checking
and other programmes. Despite the significant achieve-
ments of each of these approaches to the definition of
information confrontation and cognitive warfare, none
of them is a predictive tool that provides a stable sys-
tem of sustainable regulation and long-term counter-
balance. In Ukraine, as in most jurisdictions, there are
no direct legal mechanisms for holding people account-
able for spreading disinformation if it is not related to
hate speech, the overthrow of the constitutional order,
or direct calls for violence. Moreover, mechanisms for
protecting the information environment remain limit-
ed: in particular, there is liability for the dissemination
ofinaccurate (unverified) information and mechanism s
for refuting such information at the request of a person
about whom information has been disseminated that
violates their right to honour, dignity or business rep-
utation. At the same time, any state intervention moti-
vated by information security can easily be classified as
censorship. This situation is actively exploited by Russia
in the context of its aggression against Ukraine and by

! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
2 Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.
3 Law of Ukraine No. 3792-XII “On Copyright and Related Rights”. (1993, December). Retrieved from https://zakon.rada.gov.ua/laws/

* Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
SParis Convention for the Protection of Industrial Property. (1883, March). Retrieved from https://zakon.rada.gov.ua/laws/

¢ Berne Convention for the Protection of Literary and Artistic Works. (1886, September). Retrieved from https://zakon.rada.gov.ua/laws/
7UNESCO Convention for the Safeguarding of the Intangible Cultural Heritage. (2003, October). Retrieved from https://zakon.rada.gov.ua/

8 Regulation of the European Parliament and of the Council No. 1151/2012 “On Quality Schemes for Agricultural Products and
Foodstuffs”. (2012, November). Retrieved from https://eur-lex.europa.eu/eli/reg/2012/1151/0j/eng.
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other authoritarian regimes, which effectively creates
unlimited opportunities to legitimise their presence in
the information space of liberal democracies under the
guise of “alternative opinion”, while engaging in hybrid
interference through the systematic exploitation of vul-
nerabilities in democratic systems.

The idea of creating strategic advantages in the
information space is not new and is conceptually re-
flected in works analysing the information dimension
of war as a component of hybrid conflict. In this con-
text, intellectual property law can be seen as a legal tool
that helps create a bunch of advantages for intellectu-
al products, especially those that shape and reinforce
counter-narratives in the narrative field of information
warfare. Thanks to the timely legal protection of rel-
evant objects by means of intellectual property, it be-
comes impossible for hostile information interventions
(propaganda, disinformation, etc.) to parasitise on
protected counter-products. This creates the possibil-
ity of applying civil liability mechanisms for violations
of established rights without resorting to censorship
or administrative blocking of information. In other
words, a propagandist who illegally uses a protected
counter-narrative or its elements may be held liable
not for the content of the statements themselves, but
for violating the owner’s rights to the relevant product,
which reduces the risk of accusations of censorship and
restriction of freedom of speech and also brings the is-
sue of countering information threats to the civil law
level, which in turn complements the state’s efforts in
this counteraction.

The proposed strategy envisages expanding the
scope of intellectual property rights instruments in the
context of responding to information threats. Intellectu-
al property is not only an instrument for protecting the
results of creative activity, but also as a legal mechanism
for identifying, legitimising and protecting strategically
relevant products of symbolic production that shape,
fill and concretise the strategic discourse of the state in
the context of a highly intense information war aimed
to delegitimise and culturally erode Ukrainian identity.

Narrative and narrative warfare. The concept of
“narration” in different disciplines may have interpre-
tations that differ slightly from one another. However,
in the context of military conflict, its meaning takes
on a semantic form that can be reproduced in vari-
ous informational (virtual) and material formats and
genres that influence society. As O. Kyrylyuk (2021)
notes, “by changing narratives, it is possible to change
the system of mentality and build a new system of so-
cial action”. Narratives as semantic constructions can
be differentiated by the scale of the idea they convey.
The most complex is the strategic narrative, which is
a semantic framework that formulates comprehensive
explanations of the state’s positions in the interna-
tional arena, determines the nature of inter-state rela-
tions, and influences public opinion within the country

regarding these positions: “Ifthe ideas actualised in such
narratives are substantial for the existence of the state,
they are called strategic narratives” (Kyrylyuk, 2023).
Therefore, strategic narratives are the focus of most re-
search in the fields of political science, international re-
lations and communications. At the same time, the pro-
cess of narrative articulation also occurs at other levels,
and as follows from the structure of narrative warfare
proposed by O. Doichyk & V. Hanzin (2025), which, ac-
cording to the authors, occurs at the macro, meso, and
micro levels, the typology of narratives can also be re-
produced in this hierarchy. Accordingly, there are mac-
ro-narratives, meso-narratives, and micro-narratives.
According to the logic of confrontation, each of these
narratives performs a specific function in the structure
of semantic aggression or counter-strategy to counter it.

In particular, the macro-narrative covers ideologi-
cal or civilisational frameworks, meso-narratives form
regional, historical-cultural or socially significant plots,
and micro-narratives form localised images, events,
personalities or narratives that have a specialised pur-
pose (mission). Thus, the narrative field is formed as
a multi-level structure in which each type of narrative
performs a separate function in legitimising or delegit-
imising meanings that compete in the narrative field.
The concept of a “narrative field” refers to a space of
competing stories and meanings in which there is a
struggle to interpret the pastand define the values of the
present. Defending this space is a component of infor-
mation sovereignty as an element of national security
(Lipkan, 2022). In the context of hybrid warfare analy-
sis, the concept of V.P. Horbulin (2017) of the multidi-
mensionality of modern conflicts emphasises that the
information component is one of the key ones, which is
consistent with the need for a comprehensive approach
to protecting the narrative field, where IP tools act as
one of the components of the overall strategy.

Therefore, the “narrative field” is a kind of battle-
field where different interpretations, meanings, values,
etc., compete. Thus, in an information war, the aggres-
sor seeks a narrative that will convey and legitimise its
interpretation, adjusting people’s perceptions of a par-
ticular event in accordance with its goal, which is gen-
erally subjugation.

The most well-known manifestations of narrative
confrontation or information warfare are propaganda,
disinformation, external information campaigns, and
manipulation (FIMI, foreign information manipulation
and interference). These forms of narrative warfare are
not only conducted in the information environment,
where they are most visible, but are also present in cul-
tural, political, scientific, and educational spaces. The
penetration of hostile narratives occurs through the cre-
ation and dissemination of content in various formats
or through the organisation of events that reproduce,
broadcast or legitimise certain ideas that constitute the
content of the strategic narrative. In the case of Russia,
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such narrative aggression is mostly associated with the
distortion, appropriation and misrepresentation of the
opponent’s narratives, in particular the Ukrainian stra-
tegic narrative, to influence the general discourse and
the information and cultural dominance. In this con-
text, any format, as a means of representing meaning or
ideas that has been subject to such interference or ex-
ploitation for propaganda purposes, can be considered
as an object in respect of which Ukrainian intellectual
property rights holders have the potential to exercise
legal protection. This approach not only contributes to
the protection of the results of intellectual and creative
activity but also creates conditions for strengthening
the position of the Ukrainian strategic narrative, which
is based on a set of authentic intellectual products that
are legally protected.

Practices for countering propaganda and disin-
formation. Many jurisdictions lack a direct mechanism
for holding individuals accountable for disinformation
as a form of hybrid warfare, with the exception (as in
the case of Ukraine) of situations where such infor-
mation campaigns are not linked to the spread of hate
speech, which in most cases is one of the signs of a vi-
olation of Article 161 of the Criminal Code of Ukraine!
(Kryzhanovskyi & Kryzhanovskyi, 2025) or public calls
against the constitutional order, in particular, its over-
throw or violent change, which are signs of a violation
of Article 109 of the Criminal Code of Ukraine?. Moreo-
ver, any restriction on freedom of expression can easily
be interpreted as censorship (Huyvan, 2020), especial-
ly when it comes to enemy content in times of war or
hybrid conflict. This is actively exploited by aggressor
states, which legitimise their presence in the informa-
tion space of liberal democracies under the guise of “al-
ternative opinion”.

Scientific literature noted that Russia skilfully con-
structs narratives to legitimise its actions, including the
legitimisation of a full-scale invasion (Zavershinskaia
& Spera, 2024), which is a manifestation of a strategic
narrative, given the inter-state context of the semantic
meaning of the event. Such “strategic narratives” can
take the form of short slogans or clichés, and be sim-
plified and concretised at lower levels. Such narratives,
especially strategic ones, formulate ideas that fill the
“narrative field”, for example: “Russia is the older broth-
er”, “Ukraine is a failed state”, “The rights of Russian
speakers are being violated everywhere”, etc. (Rom-
anyshyn et al, 2023). However, the implementation
of these narratives exceeds the scope of information

2 Ibidem, 2001.

show/3792-12#Text.
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campaigns or media content. They can be embodied
throughbooks, pseudo-historicallectures, publicevents,
as well as through the appropriation and incorporation
of Ukrainian meanings as derivatives of Russian cul-
ture. This involves the distortion of historical memory,
the devaluation of Ukrainian cultural, scientific and po-
litical figures, and the belittling of their role in shaping
the national strategic discourse, both in terms of cultur-
al heritage and in the context of information resistance.

Protection of intellectual property rights in
Ukraine. The Constitution of Ukraine guarantees every
citizen the right to the results of their intellectual and
creative activity. This is enshrined in Article 54 of the
Constitution. The Basic Law also guarantees freedom of
literary, artistic, scientific and technical creativity and
the protection of intellectual property and copyright,
and censorship of creativity is expressly prohibited?.
According to Articles 14 and 15 of the Law of Ukraine
“On Copyright and Related Rights”, the rights of the
author are divided into personal non-property rights
and property rights, and among non-property rights.
According to Article 14 of this Law, the author has per-
sonal non-property rights, in particular: to demand rec-
ognition of his authorship (proper attribution) or to re-
main anonymous; to choose a pseudonym; to demand
the preservation of the integrity of the work and to op-
pose any distortion or misrepresentation of the work
that may harm the honour and reputation of the author.
The property rights of the author (or other person who
has copyright) include, for example, the exclusive right
to use the work, to authorise or prohibit the use of the
work by other persons, etc.

The Civil Code of Ukraine (Article 420)° defines a
wide range of intellectual property rights. These in-
clude traditional creative works such as literary and
artistic works, computer programs, as well as objects
that are directly relevant to the formation of narrative
policy: data compilations (databases), folklore expres-
sions, plant varieties, geographical indications, com-
mercial (brand) names, trademarks (signs for goods
and services), and trade secrets. Such objects differ in
the way they are created, their legal nature and protec-
tion mechanisms, which can be used in the selection
of a protection tool addressing the nature of the coun-
terproduct itself. Article 5 of the Law of Ukraine “On
Copyright and Related Rights”® provides an open list
of copyright objects, which includes works of science,
literature, art, information products, compilations of
knowledge, conceptual models, cultural codes, etc. This

! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

3 Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
*Law of Ukraine No. 3792-XII “On Copyright and Related Rights”. (1993, December). Retrieved from https://zakon.rada.gov.ua/laws/

5 Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.
¢Law of Ukraine No. 3792-XII “On Copyright and Related Rights”. (1993, December). Retrieved from https://zakon.rada.gov.ua/laws/
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list is not complete: the legislator emphasises that life
brings new forms of creative activity, and all of them
can be protected by law. At the same time, it should
be noted that it is the form of expression of the work
that is protected, not the ideas or facts themselves. In
other words, legal protection extends only to the form
of the work and does not extend to any ideas, theories,
methods, or concepts, even if they are described or il-
lustrated in the work. Accordingly, a propagandist who
parasitises on the structure or terms of a counter-nar-
rative protected in this way is liable not for the content
of what is expressed, but for infringement of property
rights, which also reduces the risk of accusations of
censorship and restriction of freedom of speech.

At the national level, in the event of intellectual
property rights infringement, Article 431 of the Civ-
il Code of Ukraine! establishes a general rule that any
infringement of intellectual property rights (including
non-recognition of such rights or encroachment upon
them) entails liability as provided for by the Code, other
laws or contracts. Article 432 of the Civil Code specifies
the types of judicial protection, including: immediate
cessation of the infringement and preservation of ev-
idence; suspension of customs clearance of infringing
goods; seizure and destruction of infringing products;
seizure of means and materials used primarily for in-
fringement; application of a one-time monetary penalty
(alternative to compensation for damages); publication
of information about the infringement in the media.

Therefore, Russian illegal exploitation of intellectu-
al property, including for propaganda purposes, which
is protected by the above-mentioned mechanisms of
national legislation, can be considered not only as a ba-
sis for response at the level of strategic communications
(i.e. at the semantic level), but also as a legal basis for
civil law protection of the rights of a specific author or
copyright holder of the relevant intellectual or creative
product, especially in cases where such a product is of
strategic importance for Ukrainian national discourse.

International mechanisms for the protection of
intellectual property rights. Ukrainian participation
in international treaties on intellectual property rights
also creates several prerequisites that could significant-
ly improve its position in the narrative war through the
protection of intellectual rights. These include the Paris
Convention for the Protection of Industrial Property?,

show/995_123#Text.
show/995_051#Text.

https://zakon.rada.gov.ua/laws/show/995_052#Text.

laws/show/995_d69#Text.

show/995_123#Text.

the Berne Convention for the Protection of Literary and
Artistic Works?, the Universal Copyright Convention®,
the UNESCO Convention for the Safeguarding of the In-
tangible Cultural Heritage>® and others. All these con-
ventions operate within the framework of the World
Intellectual Property Organisation (WIPO), of which
both Ukraine and Russia are members. Accordingly,
and based on the provisions of the Berne and Universal
Conventions, as well as Ukrainian copyright law, texts,
analytical materials, speeches, podcasts, videos, visual
materials, etc. that embody the author’s vision or inter-
pretation of a strategic narrative are subject to protec-
tion. Violations, in particular the distortion or appropri-
ation of such materials, give grounds for filing a lawsuit
or contacting online platforms to have them removed
or blocked. Visual elements of counter-narrative cam-
paigns can be protected as trademarks or industrial de-
signs under the Paris Convention’. Furthermore, follow-
ing Article 10bis of the Paris Convention, in cases where
imitated or similar designations are used that may mis-
lead the audience or discredit the original message,
legal mechanisms to counter unfair competition apply.

For elements of narrative warfare related to cultur-
al memory and identity, the mechanism of protecting
intangible cultural heritage through national regis-
ters and subsequent international recognition is also
effective. An example of this is UNESCO’s inclusion of
elements of Ukrainian heritage (such as the culture of
borscht preparation) in its relevant list, which provides
legal and political grounds for challenging attempts
by Russia to appropriate the narrative. Such examples
demonstrate that individual or collective intellectual
actions can develop into legally significant processes
at the international level. In cases of cross-border vi-
olations, especially in the digital environment, WIPO
alternative dispute resolution tools can be applied, the
WIPO Arbitration and Mediation Centre, which offers
mechanisms for resolving disputes over domain names
(Uniform Domain Name Dispute Resolution Policy,
UDRP) and other intellectual property objects in the
online environment (WIPO, 2024).

The list of forms of expression of intellectual prop-
erty objects subject to protection under copyright and
related rights, which is determined by Ukrainian legisla-
tion, is not exhaustive. Therefore, not only traditional in-
tellectual property objects (works of science, literature

! Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.
ZParis Convention for the Protection of Industrial Property. (1883, March). Retrieved from https://zakon.rada.gov.ua/laws/

3 Berne Convention for the Protection of Literary and Artistic Works. (1886, September). Retrieved from https://zakon.rada.gov.ua/laws/
*Brussels Convention Relating to the Distribution of Programme-Carrying Signals Transmitted by Satellite. (1974, May). Retrieved from

% Universal Copyright Convention. (1952, September). Retrieved from https://zakon.rada.gov.ua/laws/show/995_052#Text.
6 UNESCO Convention for the Safeguarding of the Intangible Cultural Heritage. (2003, October). Retrieved from https://zakon.rada.gov.ua/

7Paris Convention for the Protection of Industrial Property. (1883, March). Retrieved from https://zakon.rada.gov.ua/laws/
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or art, conceptual models, databases, etc.) can be rec-
ognised as objects of legal protection, but also modern
forms of information products, cultural codes, creative
performances, etc. Accordingly, the list of legal instru-
ments for their protection is not exhaustive, which cre-
ates room for flexible application of civil and interna-
tional law in new areas, particularly in the context of
information warfare as a component of hybrid threats.

In this regard, the category of unfair competition,
which is considered both in national doctrine and in
international legal acts (in particular, in Article 10bis
of the Paris Convention'), is of particular importance.
Its main feature remains the misleading of consumers,
discrediting or imitation, which in turn completely re-
produces the logic of information confrontation, when
the opponent (aggressor) aims to undermine trust in
authentic sources, substitute content or intercept the
opponent’s semantic positions (to establish semantic
control). Thus, mechanisms to counter unfair competi-
tion can be applied as a legal framework for respond-
ing to information attacks, which are conducted mainly
through distortion, discrediting and parasitising on oth-
er people’s narratives. Therefore, strategic responses in
the civil law sphere should focus not only on achieving
the broader goal of creating legal advantages for key ele-
ments of the national brand and consolidating the state’s
strategic narrative in the international information
field by restoring the violated rights of a specific entity.

Discussion

The results of the study redefined the role of intellectu-
al property rights in the context of modern information
threats and proposed a new conceptual approach to
protecting the narrative field. The conclusions of V. Pe-
trenko (2025) regarding intellectual capital as a com-
ponent of a state’s humanitarian security are valid, but
the author primarily addressed the commercialisation
of IP in the military-industrial sector. In contrast, the
proposed study reveals the potential of IP tools directly
for the protection of the semiotic space and strategic
discourse of the state. The reason for the discrepancy is
that V. Petrenko (2025) considers intellectual property
as an economic asset, while our approach integrates IP
into the context of information warfare, where mean-
ings and narratives expressed in specific results of in-
tellectual activity become objects of protection.

The assertions of S. Mazurenko (2025) regard-
ing the legal vacuum in the media space appear to be
valid, especially in terms of focusing exclusively on re-
active responses. The proposed approach provides for
proactive protection against post facto violations, and
IP tools can become a proactive mechanism through
the prior establishment of rights to key elements of
the national narrative. The study by M. Vedeniapina &

IIParis Convention for the Protection of Industrial Property.
show/995_123#Text.
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M. Pidvysotska (2024), which analyses protective
mechanisms against IP violations, can be viewed from
another perspective: IP as an offensive tool for actively
shaping strategic advantages in the narrative field.

K.Yu. Peter (2024) considers IP in the context of
war through the prism of protecting existing rights and
restoring them in the post-conflict period. However,
the proposed approach involves the proactive use of IP
tools during the active phase of the conflict. The reason
for the discrepancy lies in different conceptual frame-
works. K.Yu. Peter (2024) addressed IP as an object of
protection, while the present study considers it as an in-
strument of active counteraction. The study by O.L. Ky-
rylyuk (2023) on the discourse of information warfare
is fundamental to the research of the semantic mech-
anisms of conflict. The present study correlates with
the conclusion about the possibility of changing the
system of mentality through narratives but adds a legal
dimension by demonstrating specific IP mechanisms of
control over narratives at the level of civil-legal partici-
pation of intellectual property rights holders. The con-
cept of G. Pocheptsov (2015; 2019) creates a theoreti-
cal framework, but the assertion about the limitations
of legal mechanisms seems debatable: the IP approach
demonstrates that civil law mechanisms can effectively
complement traditional security instruments without
resorting to censorship. The study by 0.M. Bykov (2023)
emphasised the relevance of balancing the protection
of the information space with democratic freedoms,
which is consistent with the conclusion that the IP
approach emphasises the form of expression rather
than the content, shifting the issue from the public law
sphere to the civil law sphere. O. Spesyvtseva (2023)
emphasises the reputational risks of unverified infor-
mation, but IP tools create legally significant barriers
due to the possibility of civil liability. The analysis by
P. Horbulin (2017) and Ye. Mahda (2023) confirms that
the information component is a key element of hybrid
warfare, which justifies the relevance of the IP ap-
proach as an additional mechanism of national security.

The theory of strategic narratives by A. Miskim-
mon et al. (2012, 2014) provides a conceptual frame-
work for definition of narratives as instruments of
communicative power. The proposed study develops
this theory by adding a legal dimension to consolidate
strategic narratives through IP instruments, which
translates communication strategies into specific le-
gal actions and strengthens the soft power of the state
through the legitimisation of narratives.

C. Bjola & ]. Pamment (2019) and C. Bjola &
R. Zaiotti (2023) highlight technological and diplomat-
ic strategies to counter propaganda. However, IP legal
mechanisms can be equally effective in the long term by
creating durable legal barriers. A systematic review by

(1883, March). Retrieved from https://zakon.rada.gov.ua/laws/
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J. Pamment et al. (2018) catalogues existing approaches
to countering information influence but does not con-
sider the potential of intellectual property law, making
this study complementary. The concept of “truth decay”
by J. Kavanagh & M.D. Rich (2018) describes the sys-
tematic decline of the role of facts in public discourse.
The proposed approach offers a legal mechanism for
countering this by establishing the priority of authentic
sources through IP, creating legal liability for parasitis-
ing on verified narratives. The study by P. Bernal (2020)
emphasises the need for legal regulation of the digital
space. The claim that a new legal framework is need-
ed seems debatable: existing I[P mechanisms, adapted
to new challenges, can work effectively without creat-
ing new legal institutions, which accelerates practical
implementation. The study by L. Lixinski (2013) on
intangible cultural heritage provides a theoretical ba-
sis for the protection of cultural practices through the
UNESCO system. An example is the inclusion of Ukrain-
ian borscht in the UNESCO list (2022), which set a legal
precedent against Russian attempts at cultural appro-
priation. K. Carpenter et al. (2009) demonstrate that
IP can protect collective cultural practices, which is
relevant to Ukrainian national narratives. The analysis
by R. Chesney & D. Citron (2019) and P. Nemitz (2018)
on deepfakes and artificial intelligence confirms the
relevance of the IP approach to protect against techno-
logical manipulation, maintaining a balance between
innovation and democratic values. Detailed analysis
by G.B. Dinwoodie & M.D. Janis (2022) and D.J. Ger-
vais (2021) provide a legal basis for protecting visual
elements and cross-border IP mechanisms in the dig-
ital space. L. Freedman (2006) confirms the historical
evolution when narratives became an independent
object of conflict. 0. Orliuk (2025) notes that the prac-
tical sphere shapes the demand for comprehensive IP
enforcement, confirming the readiness of the approach
for implementation. O. Doichyk & V. Hanzin (2025) pro-
pose a typology of narratives at the macro, meso and
micro levels, which is consistent with the multi-level
structure of the narrative field.

The limitations of the proposed approach should
also be acknowledged. First, its effectiveness depends
on the willingness of the judicial system to recognise
narrative constructs as objects of legal protection. Sec-
ond, the cross-border nature of threats requires in-
ternational coordination, which is not always possible
with aggressor states. Third, the speed of the legal sys-
tem’s response may be slower than the pace of disin-
formation. Fourth, IP protection requires prior fixation
and registration of objects. The novelty of the research
lies in the synthesis of three previously isolated areas:
strategic narrative theory, intellectual property law,
and information security studies. This interdisciplinary
approach can be used to define intellectual property
law as a strategic element of ensuring national infor-
mation sovereignty.

Conclusions

For centuries, Ukraine was deprived of the right to write
and tell its history, and only today is it regaining the op-
portunity to formulate “stories about itself”, offering
the world a domestic view of the past and present. The
“soft” legal instruments, the non-application of which
does not entail restrictions on freedom of speech and
the introduction of censorship, can become a promis-
ing tool for establishing Ukrainian strategic discourse
through the recognition, protection and popularisa-
tion of intellectual property. The intellectual property
mechanisms discussed in this Article are precisely such
tools. They do not force people to believe in one story or
another by force of law, but at the same time create a le-
gal framework in which authentic narratives are given
priority status and protection from exploitation.

The study identified several key generalisations
that are both theoretically and practically significant for
determination of the potential of intellectual property
law in countering contemporary information threats.
First, intellectual property law should be viewed not
only as a tool for protecting the creative output of indi-
vidual authors or organisations, but also as a broader
protective mechanism capable of providing a strategic
advantage in the narrative field. This involves creating a
legal framework in which authentic national meanings
receive official recognition and legitimisation, which
significantly reduces the risks of their distortion, ap-
propriation or exploitation by an aggressor.

Secondly, intellectual property rights instruments
create opportunities for asymmetric responses to infor-
mation interference. Instead of direct censorship or ad-
ministrative bans, which are often interpreted as restric-
tionsonfreedom of speech, acivillawapproachisapplied.
This can be used to classify illegal use or parasitism on
counter-narratives as a violation of copyright or related
rights, which moves the fight into the realm of legitimate
legal procedures. This approach is more stable in dem-
ocratic societies and creates extra opportunities for in-
ternational advocacy and defending Ukraine’s position.

Thirdly, an analysis of current Ukrainian legislation
and international conventions has shown that the legal
framework already has significant potential for protect-
ing the narrative field. At the same time, a further chal-
lenge is to institutionalise practices aimed to register,
protect and commercialise national intellectual prod-
ucts, including symbols, cultural codes, creative for-
mats and information materials. Such steps will make it
possible to create a comprehensive system of semiotic
control, which is key in modern cognitive warfare.

Therefore, intellectual property rights should be
considered a promising element of a national security
strategy aimed to consolidate Ukrainian information
sovereignty. The use of its instruments in combination
with other measures to counter propaganda creates the
basis for the formation of a stable narrative environment
in which authentic meanings dominate and become the
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foundation of the state’s strategic discourse. Intellectu-
al property law, although not designed for information
warfare, offers an arsenal of protective tools suitable
for this purpose. It is necessary to view it not in isola-
tion, but in the context of the overall strategy of cultural
and information policy and national security strategy.

Promising areas for further study include the appli-
cation of intellectual property rights as an element of
national security to protect Ukraine’s information sov-
ereignty, through the institutionalisation of practices
for the registration, protection and commercialisation
of national intellectual products, as well as the use of a
civil law approach as an asymmetric response to infor-
mation interference.
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JocBig pocilicbko-ykpaiHcbKoi BilfHU 3acBifguye, mo iHpopManiiHuN, a TaKOXX KOTHITUBHUM NpPOCTIp €
KPUTUYHUM BHUMIpOM NPOTUCTOAHHA Ta arpecil. HaToMicTb cTpaTeridyHi HapaTHUBU € K pecypcoM, Tak i
06’exTOM Jis1s aTak. CTaTTs MaJsia Ha MeTi BUSIBUTH MOKJIMBOCTI IpaBa iHTeJIeKTYalbHOI BJJaCHOCTI Ik 3ac00y
acuMmeTpuyHoi npoTuAii iHpopMalniiHUM 3arpos3aM LIISIXOM CEMIOTHYHOrO KOHTPOJIIO, YTBEpJKEHHS
aBTEHTHUYHHUX CMUCJIB i 3a6e3NeyeHHs JOMiHyBaHHS HalliOHAJbHUX HApaTHUBIB y HAapaTUBHOMY IMOJIi.
JocnigxeHHsa NpoBeJleHO 3 BUKOPUCTAaHHAM MeTOJ0JIOTI], 1Ka I'PYHTYEThCA Ha JOTMaTUYHOMY aHaJisi
HOPMAaTUBHO-NIPAaBOBUX aKTiB YKpaiHM Ta MIDKHApOJHUX KOHBEHLIH, CUCTEMHO-CTPYKTYpPHOTO Ta
KOHLeNITyaJbHOTO NiZX0AIiB [0 TUIIOJIOTil HApaTUBIB, a TaKOX €JIeMEeHTIB MDXJUCLUIIJIIHAPDHOTO aHai3y
y cdepi Gesmeku ¥ KoMyHikaliil Ta aHa/ji3y KOHKpPeTHUX KeMlciB. 3a pesysibTaTaMU [JOCJIiPKeHHS
3anpoNnoHOBAaHO BUCHOBKM 1[0J0 HAPATUBHOTO M0JIs, 1110 € 6araTopiBHEBOIO CTPYKTYpPOIO CTpPaTEeriyHUX,
perioHaJbHUX i JJOKaJbHUX HAapPaTHUBIB, KOXKEH 3 IKUX MOXe CTaTH 06’€KTOM 3aXHUCTy B IPaBOBOMY IOJIi.
Takuii nifgxig Moxe MOCUIMTH TpaAuLiiHI iHcTpyMeHTH npoTuail nponaranai (dakTyekinr, cTpaTeriyHi
KOMYHiKauil, caHkii), iki He MOy Tb 3a6€3Me4YUTH NOJITUKO-IIPaBOBY IlepeBary, BoJHOYac 3aCTOCYBaHHSA
MeXaHi3MiB IHTeJIeKTyaJlbHOIO IpaBa Ja€ 3MOry JIeTiTUMi3yBaTH HallioHa/JbHI KOHTpHapaTHUBU U
YHEMOJIMBUTH B TAaKUH crioci6 ix excnyaTtalito arpecopoM. [[poaHanizoBaHo HaljioHa/IbHE 3aKOHOJaBCTBO
W MiXHapoJHI MeXaHIi3MH, Ki CTBOPIOIOTH MiAIPYHTA A/ IOPUAAYHOIO 3aXUCTY aBTEHTUYHUX CMHUCIIIB.
CdopMys1bOBaHO BUCHOBOK, 1[0 TAKUU MiAXiJ Ma€ nepeBary BiZMOBiAHO [0 JeMOKPaTUYHUX CTAaHAAPTIB,
ockinbku IP-nigxiz He o6Mexye cBo6oy c10Ba, He POKYCY€EThCS Ha LieH3ypi, HATOMICTb NponoHye GopMHU
3axucTy s GopMHU BUpaXKeHHs 3MicTy i mpaB aBTopa. BianoBigHO iHCTpYyMeHTH iHTe/IeKTyaJlbHOTO IpaBa
MOXYTb OYTH 3aCTOCOBAHI IK IPOAKTUBHUM IHCTPYMEHT y KOHTEKCTi mocuieHHs iHpopMaliiiHol 6e3mneKHy,
aJiKe MOCUJIIIOTh CTpaTeriyHui AUCKYpPC JepKaBU. 3alpONOHOBAHUM NMiAXif y NepcrneKTUBI MoXe CTaTHU
O0CHOBOIO ($OpMyBaHHSl INOJITHUKH 3axXUCTy HaliOHaJbHHUX HapaTUBIB i 3MinHeHHs iHdopManifiHOrO
CcyBepeHiTeTy
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Abstract

The research relevance is determined by the need to improve the methodology of proof in criminal proceedings
on the fact of violation of the laws and customs of war. The study addressed the disposition of Article 438
of the Criminal Code of Ukraine, according to which the norms of international humanitarian and criminal
law should be applied. The study aimed to determine the structure of the subject matter of proof in war
crimes cases, to identify its features in view of the principle of complementarity, and to develop a forensic
classification and characterisation of the relevant acts. The methodological toolkit included systemic and
structural, comparative legal, and formal legal methods, content analysis of case law, and inductive analysis,
which formulated theoretical generalisations based on the study of specific criminal proceedings. The practical
basis of the study was determined by the analysis of decisions of national courts of first instance and appellate
courts in cases involving war crimes on the territory of Ukraine. The study established that the process of
proof has a dual nature. It covers, on the one hand, the circumstances stipulated by criminal procedural law,
and, on the other hand, the facts that are key to qualifying acts as international crimes committed within the
framework of an armed conflict and having a direct connection with it. In this context, the investigation of
war crimes is characterised by an increased level of complexity, which can be conditionally differentiated
into two groups. The first group includes circumstances of an objective nature that cannot be influenced by
the pre-trial investigation authorities. The second group is formed by negative factors that can be influenced
within criminal proceedings to minimise their consequences. In this aspect, typical elements to be established
during the investigation of violations of the laws or customs of war were identified. The study substantiated the
expediency of supplementing Article 438 of the Criminal Code of Ukraine with qualifying circumstances which
specify its content. The scientific and practical significance of the results obtained includes the development
of a unified approach to the analysis, verification and evaluation of evidence in war crimes cases, as well as to
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develop a forensic classification and forensic characteristics of such offences to form a unified methodology for

investigating violations of the laws and customs of war
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war crimes; subject matter and limits of proof; contextual circumstances; armed conflict; international
humanitarian law; international criminal law; forensic characterisation; forensic classification

Introduction

The complexity of the process of proving in criminal
proceedings for violations of the laws and customs of
war is due to the blanket nature of the disposition of
Article 438 of the CC of Ukraine!, which requires addi-
tional specification through international legal norms
and case law of international tribunals. This circum-
stance indicates the complementary nature of interna-
tional and national law as complementary systems. Ac-
cordingly, pre-trial investigation bodies are obliged to
conduct criminal proceedings in accordance with inter-
national standards for the protection of human rights
and freedoms, as well as the key provisions of the Rome
Statute?, which is a fundamental but not the only instru-
ment of international criminal justice.

In this context, when investigating violations of the
laws and customs of war, authorised participants in
criminal proceedings should be guided not only by the
norms of national legislation, but also incorporate the
material, procedural and penal aspects of war crimes
investigation (Caianiello, 2022). This was addressed by
0. Kravchuk & M. Bondarenko (2022), noting that the
investigation of violations of the laws and customs of
war acquires specific features due to the peculiarities
of the subject of proof, its objective and subjective char-
acteristics that determine the participants in the of-
fence and their motives, ways of implementing criminal
intentions, the nature and scale of socially dangerous
consequences, as well as circumstances that may indi-
cate the systematic or massive nature of unlawful acts
and their connection with political or military plans,
strategies and/or structures.

In this regard, O. Agarkova (2024) noted that dur-
ing the identification and recording of violations of the
laws and customs of war, law enforcement activities
should focus on establishing both the general elements
of proof defined by criminal procedural law? and the
individual (specific) circumstances of a particular un-
lawful act, which can define the features of the objec-
tive side of a war crime and conduct its criminal law
qualification. In fact, this position is consistent with the
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provisions of Articles 214-216 of the CPC of Ukraine*
and Article 19 of the Basic Law®.

According to S. Sichko (2019), the correct and time-
ly determination of jurisdictional competence in crimi-
nal proceedings for violations of the laws and customs
of war is a substantial prerequisite for the effective
implementation of law enforcement activities and the
efficient fulfilment of criminal justice tasks. That is, fail-
ure to comply with the requirements for qualification
of the criminal offences under investigation and their
procedural jurisdiction may cause significant complica-
tions in the process of proof and lead to the incorrect
application of the methodology for collecting and ana-
lysing the evidence base, which, according to Yu. Tan &
S. Yang (2023), negatively affect the quality of criminal
proceedings and the legality of the results obtained.

According to the analysis of court practice, these
violations impede the effective interaction of pre-trial
investigation bodies with other participants in crimi-
nal proceedings, as well as lead to the loss of relevant
evidence and distortion of its assessment, which com-
plicates the administration of justice and increases the
risk of erroneous decisions®. In this regard, in some
criminal proceedings, there is an insufficient analysis
of the circumstances that establish the nature of the
armed conflict, which negatively affects the validity
of the qualifying features of war crimes and may lead
to an erroneous assessment of their composition’. In
some cases, despite the established link between the
unlawful act and the armed conflict, the key circum-
stances that determine the legal nature of the conflict,
the status of its parties, the place and time of the crime,
the nature of the accused’s activities, role in the conflict,
and the victims’ affiliation with persons not involved in
the armed conflict are not properly detailed.

In addition, the circumstances related to the peri-
od of illegal detention of victims, the fact of their forced
labour, the type and nature of work performed, etc., are
insufficiently investigated®. In several cases, the only
sources of evidence establishing a link between the

! Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.

2 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
3 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.

* Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

® Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
¢ Verdict of the Kelmenetsky District Court of Chernivtsi Region in Court Proceedings No. 1-kn/717/1/18. (2018, October). Retrieved from
http://www.reyestr.court.gov.ua/Review/77098737.

7 Ruling of the Luhansk Court of Appeal No. 415/2182/20. (2020, October). Retrieved from https://reyestr.court.gov.ua/Review/92065176.
8 Ruling of the Cassation Criminal Court of the Supreme Court No.415/2182/20. (2022, February). Retrieved from https://reyestr.court.gov.
ua/Review/103466917.
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armed conflict and the act committed are testimonies,
which are not always sufficient to fully and comprehen-
sively establish all the circumstances of the case, as no
testimony can be considered in isolation without cor-
roboration by other relevant and admissible evidence!.

Therefore, as noted by A. Szalai & V. Ahmeti (2025),
the quality of the evidence process in criminal proceed-
ings for violations of the laws and customs of war is
affected by a wide range of negative factors. Taken to-
gether, they require comprehensive research and care-
ful assessment. As a result, it is necessary to develop
new approaches to law enforcement, improve intera-
gency cooperation, enhance the education and training
of relevant specialists in the investigation of interna-
tional crimes, and integrate international experience to
improve international law enforcement mechanisms in
national legislation.

As noted by A. Shulzhenko (2022), the investiga-
tion of war crimes mostly encounters difficulties due
to the complexity of establishing objective features of
a particular offence, the peculiarities of its criminal law
qualification, as well as the uncertainty of the subjects
of the offence and the victims of its commission. There
are also problems with assessing physical, moral, ma-
terial and/or property damage, as well as the mecha-
nisms for its compensation. An additional complicating
factor is the lack of unified methods for investigating
violations of the laws and customs of war. This necessi-
tates a comprehensive scientific study of the material,
procedural and forensic aspects of war crimes investi-
gations. A significant condition in this process is to en-
sure proper coordination between national and inter-
national law enforcement and justice agencies to create
a single mechanism capable of responding immediately
to global challenges and needs arising in the context of
international criminal justice.

In this aspect, the study aimed to determine the
circumstances to be established in criminal proceed-
ings on the fact of violation of the laws and customs of
war, accounting for their significance for further devel-
opment of the criminalistics classification and crim-
inalistics characteristics of war crimes. In this regard,

gov.ua/Review/99929812.

laws/show/995_154.

http://www.reyestr.court.gov.ua/Review/77098737.

gov.ua/Review/99929812.

the main objectives of the study are, firstly, to outline,
based on a systematic analysis of scientific literature,
investigative and judicial practice, the range of factual
circumstances to be established in the process of prov-
ing violations of the laws and customs of war. Secondly,
following the identified circumstances, to determine
those which are essential for the investigation of war
crimes and should be reflected in the structure of their
forensic classification and characterisation.

Materials and Methods

The regulatory framework of the study is based on na-
tional and international legislation, which regulates the
material and procedural aspects of war crimes inves-
tigation. These are the provisions of the criminal law
of Ukraine?, the criminal procedure law of Ukraine?, the
Rome Statute of the International Criminal Court?, the
Geneva Conventions of 1949° and their Additional Pro-
tocols®, which define serious violations of international
humanitarian law. In addition, the study covered the
provisions of other international legal acts establishing
general standards in the field of protection of human
rights and freedoms, which are analysed through the
prism of their legal nature and significance for the qual-
ification and investigation of violations of the laws and
customs of war.

The practical basis of the study is the analysis
of court decisions of the first instance’®° and higher
courts’®™ in criminal proceedings on war crimes com-
mitted on the territory of Ukraine. This traced the pecu-
liarities of the legal qualification of the acts under study,
procedural approaches to recording and evaluating ev-
idence, and identified several problems related to the
interpretation of international humanitarian law with-
in the framework of national law enforcement. The col-
lected data provided an empirical basis for substantiat-
ing the conclusions and recommendations of the study.

Thus, the methodological basis of the study is a set
of general scientific and special legal methods which
ensured the comprehensiveness and scientific valid-
ity of the results obtained. In particular, the system-
ic-structural method was used to identify the internal

! Verdict of the Slavyanskyi City Court of Donetsk Region in case No. 243/6186/20. (2021, December). Retrieved from https://reyestr.court.

2 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.

3 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

* Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

% Geneva Convention relative to the Protection of Civilian Persons in Time of War. (1949, August). Retrieved from https://zakon.rada.gov.ua/

¢ Protocol Additional to the Geneva Conventions of August 1949, and Relating to the Protection of Victims of International Armed Conflicts
(Protocol I). (1977, October). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199.

7Verdict of the Kelmenetsky District Court of Chernivtsi Region in Court Proceedings No. 1-kn/717/1/18. (2018, October). Retrieved from
8 Verdict of the Slavyanskyi City Court of Donetsk Region in Case No. 243/6186/20. (2021, December). Retrieved from https://reyestr.court.

° Decision of the Kherson City Court No. 98716623. (2022, July). Retrieved from https://reyestr.court.gov.ua/Review/98716623.

10 Ruling of the Luhansk Court of Appeal No.415/2182/20. (2020, October). Retrieved from https://reyestr.court.gov.ua/Review/92065176.
1 Ruling of the Cassation Criminal Court of the Supreme Court No.415/2182/20. (2022, February). Retrieved from https://reyestr.court.gov.
ua/Review/103466917.
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links between the elements of legal regulation of war
crimes investigation. The comparative legal method
was used to compare national and international norms
governing criminal liability for violations of the laws
and customs of war. Formal legal method for analysing
legal acts and interpretations of legal concepts within
the scope of the study. The method of contextual anal-
ysis was used to study the content of court decisions
and the scientific base to identify typical approaches to
the qualification and investigation of war crimes. The
method of inductive analysis was used to draw general
conclusions based on specific empirical data and the re-
sults of legal analysis.

Results and Discussion

Before proceeding to the identification of facts to be es-
tablished in proceedings for violations of the laws and
customs of war, it is first necessary to outline the neg-
ative factors that affect the process of proof in cases of
this category. Such an approach is determined by several
reasons and is methodologically justified in the context
of the issues under study. Firstly, any process of proofin
criminal proceedings is not an isolated phenomenon. It
is an integral part of criminal proceedings, which func-
tions as a complex system in which legal, social, psycho-
logical, ethical and organisational aspects interact. Evi-
dence processing is always conducted within a specific
criminal situation, characterised by a set of circumstanc-
es that can both facilitate and hinder the investigation.
Secondly, timely identification of such factors at the
initial stage of the pre-trial investigation can be used for
an objective assessment of the real conditions and po-
tential possibilities of the evidence process, an outline
of the range of circumstances to be established, identi-
fication of those complicated by the influence of exter-
nal and/or internal factors, and timely determination of
the need to apply alternative approaches to collecting
evidence. This, in turn, ensures systematic and consist-
ent forensic analysis that considers the specifics of both
the commission of war crimes and their evidence.
Thus, a systematic analysis of the scientific litera-
ture, methodological recommendations and materials
of investigative and judicial practice can be used to clas-
sify the negative factors affecting the process of proof

Objective circumstances that cannot be directly influenced,
as they exist independently of the will and actions of the subjects of criminal proceedings

Due to dynamic changes in the combat situation
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in criminal proceedings for violations of the laws and
customs of war into two main groups. The first one cov-
ers conditions on which the authorised pre-trial inves-
tigation bodies have no real influence, since they exist
regardless of the will or procedural activity of the par-
ticipants in criminal proceedings. Under these condi-
tions, it is only appropriate to partially adjust or adapt
the tactics and methods of pre-trial investigation to the
specifics of the situation within which the process of
proofis carried out.

This group includes the dynamics of the develop-
ment of hostilities, characterised by high variability, in-
tensity and rapid change of the operational and tactical
situation in the armed conflict zone (Shulzhenko, 2022).
This significantly complicates the timely and complete
implementation of procedural actions necessary for
the collection, verification and legal assessment of evi-
dence. At the same time, the systematic movement and
change of deployment of military units can lead to the
loss or distortion of primary information, in particular,
that which records signs of a crime, and its identifica-
tion and research are a prerequisite for a full and com-
prehensive investigation (Hryha & Burnos, 2024). It is
also worth paying attention to the complete or partial
destruction of the crime scene as a result of hostilities
(Batiuk & Dmytriv, 2021), which significantly compli-
cates the process of identifying, recording and investi-
gating the circumstances of the crime at the scene.

This group also includes the death, injury, capture
or repatriation of potential participants in criminal pro-
ceedings (Yankovyi, 2023), which complicates the pos-
sibility of obtaining testimony that is essential to estab-
lish the circumstances of a criminal offence and form
a sufficient evidence base. The process of proof is also
complicated by the excessive burden on the authorised
pre-trial investigation bodies due to the large number
of criminal offences committed in the combat zone. In
addition, another reason that complicates the process
of investigating violations of the laws and customs of
war is the limited access to certain types of informa-
tion, including information related to state and/or mili-
tary secrets, which is necessary for the process of proof
but cannot be provided within the framework of the
proceedings (Fig. 1).

Related to human factors and access to information ;

Restricted
access to the
scene due to

active hostilities

Changes in the
situation as a
result of
hostilities

Deployment of
troops of the
parties to the

armed conflict

Limited opportunities
to involve individual
participants in the
proceedings due to
death, capture or
repatriation

Lack of access to
certain types of
classified
information

Limited human
resources and
technical capacity of
investigative bodies

Figure 1. Objective negative factors that complicate the process of proof in the investigation of war crimes

Source: compiled by the authors
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The second group consists of factors that author-
ised participants in criminal proceedings can influence
to minimise their negative consequences. These cir-
cumstances include legal uncertainty and insufficient
clarity of the regulatory provisions governing the pro-
cedural aspects of war crimes investigation (Kozmen-
ko et al, 2023). This can lead to misinterpretation of
legislation, difficulties in the legal qualification of an
act, as well as ambiguous application of criminal law
provisions in terms of legal assessment of serious viola-
tions of international humanitarian law. This group also
includes the insufficient level of legal awareness of au-
thorised participants in criminal proceedings regard-
ing the mechanisms of interaction with international
institutions, in particular, specialised institutions of in-
ternational criminal justice (Khavroniuk, 2022; Lebeni-
uk & Osypenko, 2024). This reduces the effectiveness of
coordination of procedural actions in cases with an in-
ternational context, and contributes to the emergence
of legal conflicts and slows down the establishment of
the contextual circumstances of war crimes in accord-
ance with international standards of justice.

Within the above reasons, it is worth highlighting
the lack of clearly formulated, scientifically based and
practically oriented methodological approaches to de-
termining the subject matter and limits of proof in war
crimes cases (Kovalenko, 2022; Antoniuk, 2023). This

problem is exacerbated by the influence of contextual
circumstances that cause difficulties with the legal in-
terpretation of the relevant rules and the sequence of
the evidence process. An equally significant problem is
the limited staffing capacity of pre-trial investigation
bodies due to the shortage of qualified professionals
with the necessary theoretical knowledge and practi-
cal experience (skills) in investigating international
crimes. Lack of proper professional training or retrain-
ing of employees involved in the investigation of war
crimes directly affects the quality and effectiveness of
the evidence process.

It is also worth noting the insufficient level of in-
teragency cooperation between pre-trial investigation
bodies, prosecutors, military formations, as well as oth-
er state institutions and local governments, including
military administrations, which consequently compli-
cates the effective cooperation of these bodies in solv-
ing the tasks of criminal proceedings (Kornev, 2022).
In addition, the insufficient level of development of
relevant forensic methods for investigating war crimes
aimed to collect, analyse and procedurally use evidence
in cases of this category (Hryha & Burnos, 2024), equal-
ly significantly reduces the effectiveness of the inves-
tigation and complicates the provision of an evidence
base that would meet both national and international
legal requirements (standards) (Fig. 2).

Circumstances that can be influenced by authorised participants
in the proceedings to improve the effectiveness of war crimes investigations

Related to legal uncertainty and the lack of
clarity of regulatory mechanisms

Related to the staffing and organisational
aspects of the investigative bodies
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Figure 2. Controllable (subjective) factors that complicate the investigation of war crimes

Source: compiled by the authors

In view of the above, a priority area for addressing
the problems referred to in the second group is a com-
prehensive analysis of the characteristics inherent in
war crimes, with an emphasis on the methods of their
commission. This approach will ensure a more accurate
interpretation of the disposition of Article 438 of the
Criminal Code of Ukraine!, which currently only frag-
mentarily defines the objective circumstances of seri-
ous violations of international humanitarian law. Ac-
cordingly, there is a need to systematise and structure
the elements of the act under investigation, which can

be utilised as a structured approach to analysis of the
subject matter and limits of proof in cases involving vi-
olations of the laws and customs of war.

This thesis is confirmed by several court deci-
sions. In their context, it is worth analysing the rul-
ing of the Kherson City Court of 30 July 2021 in case
No. 766/12962/212 on the election of a preventive
measure in the form of detention for committing a
crime under Part 5 of Article 27 and Part 1 of Arti-
cle 438 of the Criminal Code of Ukraine®. According to
this decision, security investigators served a notice of

! Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
2 Decision of the Kherson City Court No. 98716623. (2022, July). Retrieved from https://reyestr.court.gov.ua/Review/98716623.
3 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
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suspicion of committing acts in violation of the laws
and customs of war to a Ukrainian citizen for entering
into a contract with a military state institution of fed-
eral significance in March 2017, while permanently re-
siding with the family in the occupied Crimea and being
a business entity, relevant business agreements on the
provision of services for the transportation of persons
of military age from the military commissariats of the
Autonomous Republic of Crimea to the recruitment
points, which, according to the investigation, violated
the laws and customs of war in the form of aiding and
abetting, consisting in providing means for committing
war crimes by transporting persons protected by inter-
national humanitarian law.

The legal position of the prosecution in the crim-
inal proceedings under investigation is believed to be
insufficiently substantiated, as it does not fully com-
ply with the contextual and legal features or elements
that characterise the commission of war crimes. In this
context, V. Repetskyi & V. Lysyk (2009) distinguished at
least four general contextual features that are charac-
teristic of all war crimes. The latter includes, firstly, ac-
tions that form the objective side of war crimes, which
are committed exclusively during armed conflict or are
directly related to it. In other words, war crimes can
only be committed within the framework of an armed
conflict or have a direct connection with it. Otherwise,
as V. Novrotskyi (2022), these acts should be qualified
under general, special and/or casualty grounds of crim-
inal offences against peace, national security, life and
health, human security or international law and order.

This feature is highlighted by I. Hlovyuk & H. Tetery-
atnyk (2022), noting that war crimes can be commit-
ted exclusively in the context of an armed conflict of
an international or non-international nature, provided
that the perpetrators of these offences are aware of the
factual circumstances confirming the existence of such
a conflict. This indicates the existence of a causal link
between the act and the armed conflict.

Accordingly, not all offences committed during an
armed conflict can be classified as war crimes. For ex-
ample, criminal offences with material elements that
are not directly related to the armed conflict occurring
in any part of the territory controlled by the parties to
the conflict cannot be considered war crimes. In fact,
this position is supported by T. Yefimenko (2024), il-
lustrating the opinion with the Basic Investigative
Standards for International Crimes Investigation (Com-
pliance with global rights, 2016), developed by an in-
ternational non-profit human rights organisation spe-
cialising in legal protection, human rights and justice in
the context of international crimes.

Secondly, acts committed by war crimes perpe-
trators must infringe upon the fundamental princi-
ples (foundations) of international humanitarian law,
which define the limits of acceptable behaviour of
participants (parties) to an armed conflict. Violation
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of these fundamentals gives war crimes the status of
serious violations of international humanitarian law,
which fundamentally distinguishes them from other
socially dangerous acts by the nature of the offence,
the legal context and international legal responsibili-
ty. Some researchers include the following principles
of international humanitarian law: protection of per-
sons not directly involved in an armed conflict, which
implies the obligation of the parties to the conflict to
refrain from attacks on civilians and persons not in-
volved in hostilities; distinction, which requires a clear
separation of civilians and infrastructure from military
objectives by the parties to the conflict; selectivity and
proportionality, which relates to the reasonable choice
of the object of attack; limitation of means and meth-
ods of warfare, which

Thirdly, war crimes are usually committed by com-
batants or other persons with the authority to give or-
ders in an armed conflict. This means that only persons
authorised by a party to the conflict to take partin hostil-
ities, endowed with the relevant rights and obligations,
and acting within the framework of an armed conflict,
on behalf of a party to the conflict, a subject of inter-
national legal relations (state, union, coalition, or other
recognised entity) can be the subjects of violations of the
laws and customs of war. Combatants and the military
and political leadership of the country have a direct ob-
ligation to comply with international humanitarian law,
as they are the only ones with the relevant authority to
conduct armed struggle and issue military and politi-
cal orders within the framework of military resistance.

Fourthly, the object of war crimes are persons, their
rights, freedoms and property protected by interna-
tional humanitarian law, as well as other benefits, sub-
jects and objects protected by its norms, including au-
thorised representatives of international organisations
whose activities are governed by relevant conventions
and institutional norms of international law (author-
ised representatives of the Red Cross, IAEA, OSCE, etc.),
cultural property and World Heritage sites, the natural
environment, etc. (Rubanenko, 2024a).

A similar opinion is shared by O. Pchelina & V. Pche-
lin (2022), adding that the complexity and specificity
of war crimes investigations are due not only to the
need to amend national legislation to harmonise or
unify it with international legal standards, but also to
the development of scientifically sound approaches to
the tactics and methods of investigating these crimes.
In other words, scholars substantiate the expediency
of forming a forensic methodology for investigating
war crimes. In this context, based on legal regulation
and case law on documenting the acts under investiga-
tion, it is proposed to develop a forensic classification
of these crimes in scientific circles, with due regard for
their forensic characterisation.

The relevance of developing a methodology for
investigating war crimes, as well as determining the
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subject matter and limits of their proof, is confirmed
by court practice, which reflects the application of na-
tional legislation, considering the implementation of
international criminal law in criminal proceedings. In
this regard, it is worth paying attention to the verdict
of the Solomianskyi District Court of Kyiv of 23 May
2022 in case No. 760/5257/22'. According to this de-
cision, a Russian serviceman was charged with a war
crime, namely the intentional killing of a civilian in the
execution of a criminal order. The criminal proceedings
established that the convict, being in the combat zone,
mistakenly perceived the civilian as a threat because of
the telephone conversation, assuming that the civilian
could pass on information about the location and num-
ber of Russian troops. Executing a criminal order from
a military superior, the perpetrator used a firearm, in-
tentionally causing the victim’s death, which is a viola-
tion of the laws and customs of war under international
humanitarian law.

However, the analysis of scientific discussions on
the legal assessment of this situation suggests that
some researchers have a well-founded position on the
erroneous criminal law qualification of this act. When
analysing the event under study, scholars note that not
every fact of killing a civilian during an armed conflict
by the relevant participants is a violation of the laws and
customs of war. According to I. Hlovyuk & G. Teteryat-
nyk (2022), this is explained by several aspects, where
one approach to assessing the situation is to analyse the
legal status of a civilian in the context of possible partic-
ipation in hostilities.

Firstly, if a civilian is viewed as a subject who trans-
mits information about the location of enemy armed
forces, status as a noncombatant may be lost, as such
actions may be regarded as direct participation in an
armed conflict. This may lead to the loss of legal immu-
nity guaranteed to subjects of civilian legal relations
under international humanitarian law.

At the same time, it is worth noting that when as-
sessing any situation, military personnel had to be cer-
tain that there were signs that the telephone conversa-
tion did indeed concern the transmission of information
of military significance. This means that the question of
direct intent and full awareness of the violation of in-
ternational humanitarian law requires separate proof.
If the above circumstances cannot be properly proven,
in accordance with the presumption of innocence, any
doubts regarding the commission of a war crime should

Review/104432094.

laws/show/995_154.

be interpreted in favour of the accused. However, this
does not eliminate legal responsibility for the act of tak-
ing a life, since even if there is suspicion of a person’s
possible participation in hostilities, the principles of
distinction, proportionality and necessity enshrined in
international humanitarian law must be observed (Ru-
banenko, 2024b).

This fact is confirmed by several international legal
acts. According to Article 3 of the Universal Declaration
of Human Rights, everyone is guaranteed the right to
life, liberty and security of person?. Article 6, paragraph
1, of the International Covenant on Civil and Political
Rights defines life as an inalienable right of everyone
protected by law and prohibits arbitrary deprivation of
this right®. Article 2(1) of the European Convention on
Human Rights enshrines the right to life of everyone,
while providing for exceptions in cases of execution of
a death sentence, protection of others, prevention of
escape from custody, and the lawful use of force to sup-
press riots or uprisings*.

Similar provisions are contained in the Geneva Con-
ventions and their Additional Protocols regulating the
protection of civilians in armed conflicts. Articles 27
and 32 of the IV Convention prohibit any acts of vio-
lence against the civilian population, including those
involving intentional killing®. Article 51(2) of Addition-
al Protocol I prohibits attacks directed against civilians.
The same applies to attacks on civilian infrastructure
(Article 52)°. In this context, according to Article 57 of
the Protocol, the parties to the conflict have an obliga-
tion to exercise due care for the protection of the civil-
ian population, civilians and civilian objects at all times,
and to take the necessary measures to distinguish be-
tween military objectives and objects of special protec-
tion to prevent their destruction. In addition, the par-
ties to the conflict are obliged to use all possible means
and methods of warfare that do not cause unnecessary
civilian casualties, including incidental deaths.

Therefore, in the process of investigating war
crimes, it is of particular importance to establish con-
textual and legal elements (circumstances) that de-
termine the specifics of the subject matter of proof in
criminal proceedings for violations of the laws and cus-
toms of war. At the same time, the circumstances are to
be established in accordance with Article 91 of the CPC
of Ukraine’ must be causally related to the contextual
characteristics of the offence. That is why, as noted by
I. Hlovyuk & H. Teteryatnyk (2022), the structure of the

!Verdict of the Solomyanskyi City Court of Kyiv No. 760/5257/22. (2022, May). Retrieved from https://reyestr.court.gov.ua/

2 Universal Declaration of Human Rights. (1948, December). Retrieved from https://zakon.rada.gov.ua/laws/show/995_015#Text.

3 International Covenant on Civil and Political Rights. (1966, February). Retrieved from https://zakon.rada.gov.ua/laws/show/995_043#Text.
* European Convention on Human Rights. (1950, November). Retrieved from https://zakon.rada.gov.ua/laws/show/995_004#Text.

® Geneva Convention relative to the Protection of Civilian Persons in Time of War. (1949, August). Retrieved from https://zakon.rada.gov.ua/

¢ Protocol Additional to the Geneva Conventions of August 1949, and Relating to the Protection of Victims of International Armed Conflicts

(Protocol I). (1977, October). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199.
7 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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subject matter of war crimes evidence has a two-ele-
ment characteristic.

The first element is general and includes circum-
stances stipulated by the rules of procedural law
and individual facts that depend on the specific case
of a criminal offence and the specifics of its investi-
gation. The second element, in turn, is contextual or
special legal in nature, due to the specifics of objective
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and subjective factors defined by international law.
A substantial aspect is the assessment of the objec-
tive and subjective features of the act under investi-
gation and their relationship to the armed conflict. In
other words, when investigating war crimes, it is nec-
essary to first establish a causal link between a par-
ticular act and the armed conflict in which it was com-
mitted (Fig. 3).

[
. [
General circumstances to be L
established in the investigation of war b
crimes i i

[

Causal
the consequential link
between general and

Contextual circumstances to be
established during the investigation of war
crimes

contextual characteristics

Circumstances that characterise the event of a criminal
offence and justify its criminal law qualification, including time,
place, method of committing the crime, information about the
identity of the victim, the identity of the perpetrator, motives and
goals of committing the crime, the type and amount of damage
caused, as well as other circumstances that affect the criminal

! law qualification, the degree of punishment, etc.

Circumstances that characterise the armed conflict as a
mandatory element of the causal link of the act, the legal status of
the perpetrator, the victim in accordance with international
humanitarian law, the specifics of the object of the criminal
offence, the nature of the damage caused following
international law, as well as other factors that determine the
specifics of legal assessment and have a significant impact on the

process of proof in criminal proceedings. !

Figure 3. Two-element structure of the subject matter of proof in war crimes cases

Source: compiled by the authors

Other researchers have also drawn attention to
this feature. Thus, analysing the process of proof in
war crimes cases, D. Lazareva (2025) emphasises the
obligation to establish contextual elements that must
have a causal relationship with other circumstances to
be proved in accordance with Article 91 of the CPC of
Ukraine. As the author notes, this affects the specifics
of criminal procedure and the peculiarities of inves-
tigative actions. According to M. Yankovyi (2023), the
general characteristics of criminal offences committed
by military personnel in armed conflict have a three-
tiered structure, consisting of generic, group and spe-
cies aspects of their commission. The study proposed
to consider the differences between these groups
through a set of features inherent in the respective ge-
nus, group or specific type of criminal offence. Accord-
ing to the author, generic features are inherent in all
unlawful acts committed by military personnel in the
context of armed conflict.

Group features relate to certain types of criminally
similar offences determined by the circumstances of
hostilities and the conditions of their commission dur-
ing international or internal conflicts. Specific features,
in turn, are inherent in certain types of criminal offenc-
es that are directly related to the conduct of hostilities
and their course in a combat situation. From this per-
spective, the formation of circumstances to be estab-
lished in the investigation of war crimes is determined
by both the subject of proof and the criminal law and
forensic assessment of a particular criminal offence.
In this context, researchers rightly emphasise that the
subject of proof in war crimes proceedings covers not

only the general circumstances provided for in Arti-
cle 91 of the CPC of Ukraine!, but also special or contex-
tual elements that reflect the specifics of the category
of crimes under investigation.

Developing this position, D. Lazareva (2025) ad-
dressed the close relationship between the subject mat-
ter of proof and the circumstances to be established in
war crimes cases. The study noted that the determina-
tion of such circumstances directly affects the subject
matter of proof, which integrates both criminal law and
forensic components of a particular offence. In this con-
text, K. Shevchyshyna (2024) identified an indicative
list of circumstances to be proved in the investigation of
war crimes. These include information that characteris-
es the event of the war crime itself, the circumstances
that determine its criminal law qualification, informa-
tion on the time, place, manner and means of commit-
ting the unlawful acts, data on the traces of the crime,
information on the victim, witnesses, eyewitnesses and
complainants, characteristics of the offender, circum-
stances related to the intent, motives and purpose of
the unlawful act, other information and/or data relat-
ing to the specific event and its consequences.

0. Taran (2022) employed a more specificapproach.
Analysing the issues of legal regulation and law enforce-
mentinthe processofinvestigating violations of the laws
and customs of war, the study proposed that the circum-
stances to be proved in war crimes cases (the subject of
proof) include the circumstances of the crime, which
covers the totality of conditions under which the war
crime was committed. In this regard, the author divides
these circumstances by physical and legal features. The

I ! Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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researcher refers to the physical ones as the very fact of
committing a crime and its consequences, and to the le-
gal ones as the correlation of this fact and consequenc-
es with the norms of national and international law.

In addition, the study highlighted the methods of
committing a crime that result from the wording of
international law, in particular those contained in the
Rome Statute, the Geneva Conventions, their protocols,
as well as other international instruments of treaty
value, the provisions of which cover the relevant area
of legal regulation. In this context, the study identified
specific methods of ill-treatment of prisoners of war, ex-
pulsion of civilians for forced labour, looting of national
property in the occupied territories, use of means of
warfare prohibited by international treaties and other
violations of the laws and customs of war, as well as or-
dering them to be committed.

Equally relevant is the connection of the offender’s
unlawful actions with the conditions of martial law. That
is, the offender’s awareness of the fact that unlawful acts
are committed within the framework and in pursuance
of the military and political plan, policy and strategy of
the state, where a participant is involved in an armed
confrontation of international or non-international sig-
nificance, and actions are or may be part of the func-
tions, tasks, orders or correspond to their context. It is
not necessary for a person to be aware of all the details
of a military-political nature. A cognitive awareness and
perception of the situation as part of the military-po-
litical context is sufficient to determine the purpose,
motives and circumstances of the unlawful actions.

The existence of an order, its execution, as well as
the duties of military commanders and superiors who
are authorised to issue orders to subordinate military
personnel, deserve special attention. The issuance and
execution of an order must include subjective and sub-
stantive components to prevent violations of the laws
and customs of war. Any order should incorporate the
requirements of international humanitarian law and
not violate them, and should be aimed to ensure com-
pliance with the rules governing the behaviour of par-
ticipants in armed conflict.

This feature is also highlighted in the provisions
of Article 87 of Additional Protocol I, entitled “Duties
of commanders”®. In fact, this provision emphasises
the importance of the legality of orders in the context
of armed conflict and establishes the responsibility of
commanders for non-compliance with international
humanitarian law. That is, commanders are responsi-
ble for the orders they give to their subordinates. They
are obliged to take measures to ensure that their subor-
dinates do not violate international humanitarian law
and execute orders only within the limits of permit-
ted actions. They must ensure that organisational and

preventive measures are in place to prevent their sub-
ordinates from conducting orders that are clearly crim-
inal or from committing unlawful acts in violation of
international humanitarian law.

In general, these circumstances form two main pur-
poses of proof, which form the evidence base within the
investigation. The first relates to evidence of the event
of the criminal offence (time, place, manner, circum-
stances of commission, mechanism of development of
unlawful acts, their consequences, connection between
the event, circumstances and consequences, etc.) The
second is evidence of involvement (who, with whom,
how, in what manner, on whose orders, plan committed
the crime, its purpose, motives, etc.). It is the evidence
of involvement that creates the basis for proving the
causal link between the act committed and the military
and political structures involved in and managing the
military conflict (Compliance with global rights, 2016).

As 1. Hlovyuk & H. Teteryatnyk (2022) noted, with-
out establishing the contextual elements and their caus-
al relationship with the unlawful act, it is impossible to
make a proper criminal law assessment of the act and
determine the subject matter of its proof. The existence
of a special subject matter in war crimes cases is due
to the peculiarity of their criminal law qualification in
accordance with international criminal law, as well as
the need to establish a causal link between the contex-
tual (special) and general (mandatory) elements of the
subject matter of proof.

According to O. Agarkova (2024), the evidence
should contain facts and circumstances that make it
possible to establish individual signs of a specific event
of a criminal offence and clearly outline the form of the
objective side of the violation of the laws and customs of
war. Therefore, when investigating war crimes, the anal-
ysis of the methods of their commission is of particular
importance, which is assessed in the light of interna-
tional law governing the relevant area of legal relations.

In this context, war crimes can be classified into
acts that encroach on: life and health of a person, hon-
our and dignity, inviolability and security; property
rights; special international immunity of the relevant
subjects of international legal relations and their activi-
ties as defined by international law; functioning of vital
infrastructure to ensure the basic needs of the popula-
tion and the stability of the state; established rules and
methods of warfare.

This affects the choice of methods and means for
collecting and analysing information about the criminal
offence, the object of the offence, the victim, the place
of commission, as well as the socially dangerous con-
sequences and their causal relationship with the per-
petrator’s actions (Pchelina & Pchelin, 2022). These
elements are substantial for establishment for relevant

I ! Protocol Additional to the Geneva Conventions of August 1949, and Relating to the Protection of Victims of International Armed Conflicts
(Protocol I). (1977, October). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199.
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circumstances of the act, which is necessary for its
proper legal assessment, as well as for the formation
and construction of the evidence base in a particular
criminal proceeding.

Conclusions

The process of proving in criminal proceedings for vio-
lation of the laws and customs of war is characterised
by high legal and evidentiary complexity. This is due to
the blanket nature of the disposition of Article 438 of
the Criminal Code of Ukraine, which provides for liabil-
ity for war crimes. In this regard, pre-trial investigation
bodies are obliged to implement the principle of com-
plementarity, which requires reference not only to the
provisions of national legislation, but also to the pro-
visions of international humanitarian law and the case
law of international criminal tribunals integrated into
the domestic legal system. This approach ensures the
unity and consistency of the evidentiary procedure in
cases of this category, in conditions when international
standards complement national jurisdiction.

In this regard, pre-trial investigations should be
conducted with due regard to the need to achieve an
appropriate balance between domestic law and the re-
quirements of international criminal justice. The har-
monisation of these two legal systems concerns both
substantive and procedural aspects. Therefore, pre-trial
investigation bodies should have the appropriate level
of legal training to properly apply international law in
the process of proving war crimes at the national level.

In this context, the subject matter of proof in crim-
inal proceedings for violations of the laws and customs
of war is of a dual nature. On the one hand, it covers the
establishment of general circumstances to be proved in
accordance with the provisions of the criminal proce-
dure legislation, including the factual data that charac-
terise the event of a criminal offence. On the other hand,
itinvolves establishing contextual and legal features de-
fined by international humanitarian and criminal law,
as well as proving their connection to the unlawful acts,
their consequences and the armed conflict itself. In this
context, the key is not only to prove the existence of an
armed conflict, but also to determine its legal nature,
classification, and establish the fact that prohibited acts
were committed by participants in the armed conflict
within its borders.

Clarifying these circumstances is key to the process
of proving violations of the laws and customs of war, as
they form the basis for applying international legal ap-
proaches and recommendations developed in the prac-
tice of war crimes investigation. Their establishment
contributes to the formation of a holistic view of unlawful
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acts committed in armed conflict and ensures the analyt-
ical capacity of pre-trial investigation bodies in the com-
plex legal and factual structure of international crimes.

The limits of the subject matter of proof in cases of
violations of the laws and customs of war are closely
related to the theoretical foundations of forensic clas-
sification and forensic characterisation of war crimes.
This connection is due to the fact that these scientific
tools make it possible to identify typical elements of a
criminal event, identify its characteristic features and
formulate a unified approach to the analysis of this
category of offences, considering their division into
relevant groups, types and subtypes. In turn, these el-
ements are components of the subject matter of proof,
as they reflect both the circumstances that characterise
the methods of committing war crimes and the pecu-
liarities of their detection, recording and investigation
within a particular event.

The special qualifying circumstances of war crimes
are notable. This refers to cases when authorised par-
ticipants in an armed conflict who are vested with pow-
er (military and political leadership, commanders, mili-
tary chiefs) give orders to their subordinates to commit
acts contrary to the laws and customs of war. This is
because such situations not only complicate the mecha-
nism of qualification of an act but are also of fundamen-
tal importance for establishing individual responsibility
within the collective execution of a criminal order. In this
aspect, the main criterion for assessing the commission
of a war crime within the process of proof is to estab-
lish the role of the relevant official in making a criminal
decision that violates the laws and customs of war, the
degree of participation of both this person and other
participants in the armed conflict in their implementa-
tion, as well as the ability of law enforcement agencies
to provide an adequate and admissible evidence base.

In further research, it is advisable to outline the
forensic aspects of war crimes investigation. First, it is
necessary to form a holistic forensic classification and
forensic characterisation of violations of the laws and
customs of war, which will ensure a unified approach to
the collection, verification and evaluation of evidence
during their investigation.
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AHoTauis

AKTyanbHICTh JOCHiIKEeHHS 3yMOBJeHa HeOOXiZHICTI0 BJOCKOHAJIeHHs MeTOJoJIoTil JoKa3yBaHHS B
KpUMiHa/JIbHUX NpPOBA/PKEHHSAX 3a (aKTOM MOpYIIeHHs 3aKOoHIB i 3BM4aiB BiHU. YBary socepekeHO
Ha gucnosunii ct. 438 KpuMiHanbHOro Kojekcy YKpaiHH, BiOBiAHO 10 SIKOI CJIiJi 3BepTaTUCH 0 HOPM
MiXKHapOJHOTO I'YMaHiTapHOI0 i KpMMiHa/IbHOIO NMpaBa. MeTo0 AOC/i/PKeHHs1 6y/10 BU3HAYEeHHS CTPYKTYPHU
npejMeTa [OKa3yBaHHS y COpaBaX NP0 BOEHHI 3JI0YMHM, BUSIBJEHHS HOro ocobJHUBOCTEN 3 OrJAAYy Ha
MPUHIUI KOMILJIIMEHTAPHOCTI, a TaKOX pO3p006JIeHHsI KpUMiHa/NiCTUYHOI KiacudiKalil Ta XapaKTepUCTHKHU
BimoBiAHUX AiAHb. MeTo0/IOTIYHUM iHCTpYyMeHTapill OXOMJIIOBAaB CUCTEMHO-CTPYKTYPHUM, MOPiBHSJIBHO-
NpaBoBUH, GOPMaNbHO-IOPUAUIHUN METOJM, KOHTEHT-aHali3 cyZi0oBOi MPaKTHUKK N iHAYKTUBHUN aHasis,
KUY faB 3Mory cGopMyJII0BATH TEOPETHYH] y3arajbHEHHs HA OCHOBI BUBYEHHS KOHKPETHUX KPUMiHAJIbHUX
npoBagkeHb. [IpakTUYHY OCHOBY [OCJIJKEHHS CTAHOBUB aHaJli3 pillleHb HALllOHAJIbHUX CyZiB Ieplioi Ta
anesALiMHOI IHCTAHIIA y cnpaBax, L0 CTOCYIOTbCA BYMHEHHA BOEHHHUX 3JI0YMHIB Ha TepUTOpil YKpaiHu.
BcTaHoBJIeHO, 110 Ipolec JOKa3yBaHHA Mae NMoABiHHY npupofy. BiH oxomnoe, 3 ogHOro 60Ky, 06CTaBUHH,
nepesbayeHi KpUMiHaJbHUM MpOLeCyaJbHUM 3aKOHO/ABCTBOM, a 3 iHIIOTro — GAKTH, AKi € KJIIOYOBUMH JJI5
kBasidikanii AifgsHp K MiXXHapOJHUX 3JI0YMHIB, YIMHEHUX Yy Mexax 30poMHOro KOHQJUIKTY Ta siKki MalOTh
NPSAMHUM 3B’130K 3 HUM. Y [1bOMY KOHTEKCTi PO3CJli/lyBaHHS BOEHHHUX 3/I0YHHIB XapaKTepHU3y€eThCA NiJIBULLIEHUM
piBHEM CKJIaIHOCTI], 1Ky YMOBHO MOXHa v depeH1iiloBaTH Ha ABi rpynu. [lepiry rpyny cTaHOBJISITb 00CTaBUHU
06’EKTHBHOTO XapaKTepy, 110 He MiJJIAraloTh BIJIMBY 3 OOKY OpraHiB JOCYZOBOTO po3caifyBaHHsA. Jpyry
rpyny ¢opMyoThb HeraTUBHI YNHHUKH, Ha IKi MO’KHA BIJIMHYTH B MeKaxX KPUMiHaJIbHOI'O IPOBA/XKEHHS /15
Yyac po3c/ilyBaHHS MOpylleHb 3aKOHIB i 3BU4aiB BiiHU. OGIPYHTOBAHO AOLIJIBHICTH JONMOBHEHHS CT. 438
KpumiHanbHOTO KoZlekcy YKpaiHu KBasidpiKyrouMMH 06CTaBUHAMY, 110 KOHKPeTU3yIOTh ii 3MicT. HaykoBa
i mpakTH4YHa 3HAUylLliCTh OJlepKaHUX pe3y/abTaTiB moJisirae y ¢opMmyBaHHiI yHidikoBaHOro migxoay mao
aHauizy, nmepeBipkHu U OLIHKU A0Ka30Boi iHpopManii y cnpaBax po BOEHHI 3/JI0YMHH, a TAKOX PO3POGJIEHHI]
KpUMiHa/icTH4HOI Kaacudikalii Ta KpUMiHATICTUYHOI XapaKTEPUCTHKHA TAKHUX NPaBONOPYUIEHb 3aJJIs
dopmyBaHHS yHidiKOBaHOI METOAMKHU PO3CJIilyBaHHSA NOPYLIEHb 3aKOHIB i 3BUYaiB BiliHU

KniouoBi cnoBa:

BOEHHI 3JI0YMHH; TpeAMeT i Mexi /l0Ka3yBaHHs; KOHTEKCTyasJbHi O6GCTaBHHM; 30POWHUN KOHQIIKT;
Mi>KHapoZiHe TyMaHiTapHe IpaBo; MiKHapoJHe KpHUMiHa/IbHe MpPaBO; KPUMiHa/NiCTUYHA XapaKTEepPHUCTUKA;
KpUMiHaJicTU4YHa Kaacudikaris

Law Journal of the National Academy of Internal Affairs, 15(3), 70-81

81 I


https://orcid.org/0009-0001-2958-4228
https://orcid.org/0000-0001-5714-1873
https://doi.org/10.32782/2524-0374/2022-7/100
https://doi.org/10.32782/2524-0374/2022-7/100
http://dx.doi.org/10.5281/zenodo.7795218
http://dx.doi.org/10.5281/zenodo.7795218
https://doi.org/10.32631/vca.2024.3.25
https://doi.org/10.32631/vca.2024.3.25

B rom retribution to humanity...

UDC 343.3+343.9(594)
DOI: 10.63341/naia-chasopis/3.2025.82

From retribution to humanity: Adapting the “rarest
of the rare” doctrine in Indonesian criminal law

Erwin Susilo’

Doctoral Student

Syiah Kuala University

24415,1 Tgk. Hasan Krueng Kalee Str., Banda Aceh, Republic of Indonesia
https://orcid.org/0009-0000-9990-8112

Abstract

This study examined the legal relevance and urgency of applying the Rarest of the Rare doctrine within the
Indonesian criminal justice system as a limiting principle on judges’ authority to impose the death penalty.
Law No. 1 of 2023 brings fundamental changes by no longer categorising the death penalty as a primary
punishment but rather as an alternative special punishment subject to strict substantive and procedural
requirements. This research employed a normative legal research method through statutory, conceptual, and
comparative approaches and refers to several jurisprudences of the Supreme Court of India, such as in the case
of Bachan Singh v. State of Punjab. This doctrine requires that the death penalty be imposed only in extremely
exceptional cases with a high level of brutality, demonstrating moral depravity, and when the rehabilitation of
the perpetrator is deemed impossible. This research recommended the establishment of judicial guidelines
in Indonesia to limit judicial discretion, ensure accountability of decisions, and align penal practices with the
values of Pancasila and the theory of dignified justice. This doctrine was proposed as a filtering mechanism so
that the death penalty is applied only as an ultimum remedium in a proportional, cautious, and humane manner
to protect the right to life and reflect a more just and humane direction in criminal law policy

Keywords:
death penalty; rarest of the rare; judge; dignified justice; Pancasila

Introduction

I 52

The death penalty is one of the heaviest types of pun-
ishment regulated in the Indonesian legal system. In
the constitutional system, judges hold a strategic role
as independent and autonomous actors of the judiciary
in upholding law and justice, as emphasised in Arti-
cle 24 paragraph (1) of the 1945 Constitution of the Re-
public of Indonesia (Indonesian Constitution)®. Based
on this constitutional mandate, judges have the discre-
tion to impose sentences on defendants who are proven

by law and convincingly to have committed a crime.
However, the Indonesian Constitution also guaran-
tees a very fundamental right for every citizen, namely
the right to live. This is reflected in Article 28A, which
states that everyone has the right to live and to defend
their life and livelihood. Furthermore, Article 28H para-
graph (1) emphasises the right to a prosperous life and
a satisfactory living environment, while Article 28I par-
agraph (1) mentions that the right to live is a human

I ! Constitution of the Republic of Indonesia. (1945, August). Retrieved from https://www.dpr.go.id/jdih/uu1945.
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right that cannot be reduced under any circumstances.
In the old Indonesian Penal Code! (IPC), the death pen-
alty was established as the primary punishment and
occupied the first position in the list of types of pun-
ishments, as stated in Article 10. However, in the new
IPC? based on Law of the Republic of Indonesia No. 1
of 2023, which will come into effect in 2026, the death
penalty is no longer categorised as a primary punish-
ment but rather as a special punishment, as regulated
in Article 67.

Various previous studies have shown that the death
penalty is a complex and controversial legal issue in re-
lation to human rights and Indonesia’s social dynamics.
Law No. 1 of 20233 introduces a death penalty scheme
with a 10-year probation period, during which the sen-
tence can be converted to imprisonment if the convict-
ed person demonstrates good behaviour. The legisla-
tion reflects a compromise position that seeks to bridge
the debate between pro and contra groups while align-
ing with the values of human rights and Islamic law
(Tongat, 2024). Islamic law, in this case, is considered
to have a significant influence on the formulation of the
death penalty policy in Indonesia because it prioritises
the principle of balanced justice and deterrence against
serious criminals. One of the issues that has sparked
sharp controversy is the application of the death pen-
alty to drug offenders. This practice often receives criti-
cism, for example in study S. Suyatno & H. Yusuf (2023),
because it is considered to violate the right to life and
is deemed cruel. Nevertheless, some circles still view
the death penalty as legitimate to apply to safeguard
public interest, as long as it is carried out in accordance
with legal provisions. In comparative research with
China LK. Duan & M.D. Susilawati (2023) showed that,
although both countries still retain the death penalty in
their legal systems, Indonesia has positioned it as a spe-
cial punishment within the framework of Law No. 1 of
2023. On the other hand, there is an urgent need to re-
form the penal system so that Indonesia’s legal system
aligns with the dynamics of social values and the de-
velopment of international law. One form of this reform
is the introduction of the concept of the conditional
death penalty as a compromise between the retributive
and rehabilitative approaches. Ha gymky ]. Cahyono &
F. Santiago (2023), in this framework the death pen-
alty is no longer regarded as the primary punishment
but rather as a last resort when rehabilitation is no
longer possible. As indicated in the study by P. Riya-
di (2023), the debate between guaranteeing the right
to life in the constitution and the continued existence
of the death penalty persists, further complicated by
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execution-related issues that generate legal uncertain-
ty and conflicts among law enforcement institutions
(Sidabukke, 2023). According to D.R. Dewanto & R. Su-
santi (2023), although Law No. 1 of 2023 embodies a
spirit of reform, the death penalty remains a significant
subject of reflection within the context of human rights
and the nation’s fundamental ethical values.

However, among all the studies, none have explicit-
ly examined and compared the application of the death
penalty in Indonesia with the “rarest of the rare” doc-
trine used in criminal law in India. The “rarest of the
rare” doctrine in India is a principle of very strict lim-
itation on the use of the death penalty, which can only
be imposed under the most extraordinary conditions,
when the crime committed reaches a level of brutality
or moral repugnance that is extremely high and reha-
bilitation, as stated M. Deshpande & S. Gurpur (2023),
is deemed impossible. This doctrine serves as an im-
portant guideline for judges in India in determining the
proportional and cautious imposition of the death pen-
alty (Phulwary, 2018).

Judges, as the last bastion of justice, hold a mor-
al and constitutional responsibility in deciding some-
one’s life (Widijowati & Adji, 2020). Therefore, clear,
careful, and justice-oriented guidelines are needed in
imposing the death penalty. In this context, it is impor-
tant to build a relevant concept for judges in Indonesia
by adopting best practices from India through the “rar-
est of the rare” doctrine. This research aims to address
two issues: first, the regulation and application of the
“rarest of the rare” doctrine within the Indian legal sys-
tem; and second, how this doctrine can be normatively
and practically adapted for use by judges in Indonesia.
Thus, the aim of this research lied in the effort to build
a more measured and cautious framework for the
death penalty in Indonesia by drawing lessons from
practices in India that have developed mechanisms to
limit the death penalty through the Rarest of the Rare
doctrine. This approach has not been comprehensively
discussed in previous studies, and it is expected to con-
tribute to the formulation of a more just criminal law
policy in line with Pancasila as the philosophy of the
Indonesian nation.

Materials and Methods

This study employed a normative legal research meth-
od using three complementary approaches: statutory,
conceptual, and comparative. The statutory approach
was used to examine the formulation and positioning of
the death penalty under Indonesian criminal law, par-
ticularly the transformation under Law of the Republic

! Penal Code of Indonesian. (1915, May). Retrieved from https://peraturan.bpk.go.id/Details /44289 /kuhp.
2 Law of the Republic of Indonesia No. 1 “On Criminal Code”. (2023, January). Retrieved from https://peraturan.bpk.go.id/Details/226204/

uu-no-1-tahun-2023.
3 Ibidem, 2023.
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of Indonesia Number 1 of 2023, This included analysis
of relevant provisions such as Articles 64, 65, 67, 98,
and 100, which reclassify the death penalty as a spe-
cial and conditional punishment. The statutory analy-
sis served as a foundation to identify the legal status
and constraints of the death penalty in the Indonesian
criminal code reform.

The conceptual approach was employed to exam-
ine the underlying philosophical and normative prin-
ciples that govern the imposition of the death penal-
ty. This included an in-depth analysis of the “Theory
of dignified justice” developed by T. Prasetyo (2019),
which positions human dignity as the core of legal
reasoning, balancing legal certainty, justice, and util-
ity. This approach was crucial for assessing whether
Indonesia’s evolving penal policy aligns with Pancasila
values and international human rights standards. Key
concepts such as ultimum remedium, individualisation
of punishment, and restorative justice are critically ex-
plored within this framework.

The comparative approach was utilised to exam-
ine the Indian “rarest of the rare” doctrine through
case law analysis and jurisprudence from the Su-
preme Court of India. Seminal cases such as Bachan
Singh v. State of Punjab? Santosh Kumar Bariyar v.
State of Maharashtra®, and Manoj v. State of Madhya
Pradesh” are scrutinised to extract applicable criteria
and judicial reasoning that could inform Indonesian
legal practice. The aim was to assess the feasibility of
adopting such a doctrine to limit judicial discretion
and ensure proportional sentencing. The research
methodology followed a systematic sequence. First,
identified the doctrinal shift in Indonesian criminal
law. Second, was analysed the philosophical justifica-
tions and normative values that underpin death pen-
alty reforms. Third, was compared these findings with
the Indian jurisprudential model. Finally, it offered
normative recommendations for adapting the “rarest
of the rare” doctrine in Indonesia. The uniqueness of
the source base lied in the integration of two nation-
al legal systems (Indonesia and India), linked through
shared constitutional commitments to the right to life
but differentiated in their doctrinal and jurispruden-
tial approaches to capital punishment. The inclusion
of philosophical concepts such as dignified justice and

uu-no-1-tahun-2023.

indiankanoon.org/doc/1235094/.

Retrieved from https://indiankanoon.org/doc/1312651/.
https://indiankanoon.org/doc/113383276/.
indiankanoon.org/doc/1766147/.

Retrieved from https://indiankanoon.org/doc/1312651/.

restorative justice allowed this research to move be-
yond textual analysis and propose a transformative
model of judicial sentencing.

Results

Regulation and implementation of the rarest of the
rare doctrine in India. The term “rarest of rare” does
not have an official definition in Indian legislation. Its
meaning has evolved through the jurisprudence of the
Supreme Court and is determined based on the facts
and circumstances of each case, including the degree of
brutality of the act, the character of the accused, their
criminal history, and the possibility of rehabilitation
(Rajkumari & Singh, 2022). Although normatively India
limits the death penalty to extraordinary cases classi-
fied as “rarest of rare”, court practices show that the
death penalty is still imposed quite frequently, espe-
cially by first-instance courts. This phenomenon raises
concerns about the consistency in the application of the
doctrine. Since 1962, the Indian Law Commission has
been discussing this issue. At that time, it was conclud-
ed that India was not yet ready to abolish the death pen-
alty. However, in 2015, the Commission recommended
abolishing the death penalty for general crimes while
retaining it only for acts of terrorism and treason. One
of the reasons underlying the recommendation is that
the death penalty is final, irreversible, and highly sus-
ceptible to judicial errors (Rao & Sharma, 2022).

In India, judicial discretion plays a central role in
imposing the death penalty because, prior to the exist-
ence of clear guidelines, verdicts heavily depended on
the individual judgment of each judge. This has the po-
tential to create inconsistencies that threaten the prin-
ciple of justice. Through the ruling in Bachan Singh w.
State of Punjab®, the Supreme Court of India established
that the death penalty can only be imposed in truly ex-
treme situations and when there are no adequate al-
ternative punishments. The “rarest of rare” doctrine
was born to limit the judge’s excessive discretion and
reduce the chances of deviation (Jain, 2025).

The Court then reaffirmed this principle in Santosh
Kumar Bariyar v. State of Maharashtra®, stating that the
death penalty is only an exception to the general prin-
ciple of life imprisonment. The provision of Article 21
of the Indian Constitution’, which guarantees the right

! Law of the Republic of Indonesia No. 1 “On Criminal Code”. (2023, January). Retrieved from https://peraturan.bpk.go.id/Details/226204/
?Judgement of the Supreme Court of India in Case No. 273 “Bachan Singh v. State of Punjab”. (1980, May). Retrieved from https://
3 Judgement of the Supreme Court of India in Case No. 1478 “Santosh Kumar Satishbhushan Bariyar v. State of Maharashtra”. (2009, May).
*Judgement of the Madhya Pradesh High Court in Case No. 4069 “Manoj v. The State Of Madhya Pradesh”. (2025, May). Retrieved from
% Judgement of the Supreme Court of Undia in Case No. 273 “Bachan Singh v. State of Punjab”. (1980, May). Retrieved from https://
¢ Judgement of the Supreme Court of India in Case No. 1478 “Santosh Kumar Satishbhushan Bariyar v. State of Maharashtra”. (2009, May).

7 Constitution of India. (1950, January). Retrieved from https://legislative.gov.in/sites/default/files/COI_1.pdf.
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to life, necessitates a highly selective and proportional
application of the death penalty, considering its irrev-
ocable nature (Jain, 2025). Problems arise when the
application of that doctrine is not always consistent. In
the Death Penalty India Report, it was found that many
death sentences were given discriminatorily against
marginalised groups - those who are poor, have low
education, or come from minority communities (Rao &
Sharma, 2022). During the investigation process, death
row inmates often experience torture and do not re-
ceive timely legal assistance; additionally, their families
become victims of pressure from the authorities (Rao &
Sharma, 2022).

The Supreme Court of India reinforced caution in
death penalty cases through the ruling in Mohd. Arif v.
Registrar!, which stipulated that petitions for review of
the death penalty must be heard in open court, rather
than merely through file examination. This decision is
based on the principle that the death penalty is irre-
versible and has a direct implication on a person’s right
to life (Chaturvedi, 2023). An example of the applica-
tion of this doctrine can be seen in the case of Ishwari
Lal Yadav v. State of Chhattisgarh? where the perpetra-
tor kidnapped and sacrificed a child in a mystical ritual.
Because his crime was classified as extremely heinous
and inhumane, the Court imposed the death penalty. On
the other hand, in State of UP v. MK Anthony?, the Court
did not impose the death penalty because the perpetra-
tor’s actions were influenced by economic pressure and
medical disturbances, resulting in a life imprisonment
sentence. The Supreme Court of India has also classi-
fied crimes that can be categorised as the rarest of the
rare into five groups:

Im extreme cruelty that shocks the public con-
science;

Im the motive for the crime that indicates the moral
depravity of the perpetrator;

Im widespread social impact, such as genocide;

Im large-scale criminal acts;

Im the characteristics of the victims, such as children
or the elderly.

Nevertheless, there are still many rulings that de-
viate from that principle. After Bachan Singh*, many
judges have used penological arguments such as

Retrieved from https://indiankanoon.org/doc/80457116/.
https://indiankanoon.org/doc/51591697/.
doc/1381651/.
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7 Penal Code of India. (1860, October). Retrieved from https://www.indiacode.nic.in/repealedfileopen?rfilename=A1860-45.pdf.

8 Code of Criminal Procedure (Amendment) Act of India. (2005, June). Retrieved from https://www.mha.gov.in/sites/default/files/2022-09/
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deterrence and public morality as the main justification
for imposing the death penalty. These arguments should
only be used in the general discourse on the death pen-
alty’s existence, not as concrete reasons in case-by-case
situations. This approach leads to a crime-centric penal
system and neglects the principle of individualisation
in punishment upheld by Bachan Singh.

The issue of inequality also arises in the context of
gender, where it is found that domestic crimes or hon-
our-based violence are often considered momentary
deviations and forgiven, while crimes in public spaces
are more quickly categorised as deserving of the death
penalty. This reflects that a normatively neutral legal
system actually reinforces structural inequalities if it
does not take into account the vulnerabilities of certain
groups (Chandra, 2012). In the case of Manoj v. State
of Madhya Pradesh®, the Court began to consider the
potential for rehabilitating the offender before impos-
ing the death penalty. Now, the task of evaluating the
possibility of reform is entrusted to probation officers
in accordance with the Probation of Offenders Act of
1958¢. This step is considered an important reform in
the practice of capital punishment, making it more hu-
mane and based on procedural justice (Bhaskar, 2023).

Historically, the implementation of the death penal-
ty in India has deep roots. Since ancient times in India,
the death penalty has been carried out to eliminate dan-
gerous elements from society. During the British colo-
nial period, although there were ideas about abolishing
the death penalty, the colonial government continued
to uphold it. After independence, Godse was sentenced
to death for killing Mahatma Gandhi, and since then the
death penalty has been strictly regulated in the Indian
Penal Code’ and the Code of Criminal Procedure®.

The judges face a major dilemma when deciding on
the death penalty. A wrong decision will have fatal con-
sequences and cannot be corrected. Therefore, the Indi-
an legal system provides various legal remedies such as
appeals, review petitions, curative petitions, and clem-
ency to the President or Governor. Many cases where the
trial court imposed the death penalty have been over-
turned or commuted by the Supreme Court (Pattnaik &
Shahi, 2024). However, a survey of Supreme Court de-
cisions between 2000 and 2011, as examined by Deva,

! Judgement of the Supreme Court of India in Case No. 77 “Mohd. Arif Ashfaq v. The Reg. Supreme Court of India & Ors”. (2014, September).
?Judgement of the Supreme Court of India in Case No. 1095 “Ishwari Lal Yadav v. State of Chhattisgarh”. (1978, January). Retrieved from
3 Judgement of the Delhi District Court in Case “State of U.P. v. M.K. Anthony”. (1984, November). Retrieved from https://indiankanoon.org/
*Judgement of the Supreme Court of India in Case No. 273 “Bachan Singh v. State of Punjab”. (1980, May). Retrieved from https://

% Judgement of the Madhya Pradesh High Court in Case No. 4069 “Manoj v. The State Of Madhya Pradesh”. (2025, May). Retrieved from

(1958, May). Retrieved from https://www.indiacode.nic.in/
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shows that there is not always a consistent standard in
imposing or rejecting the death penalty, thereby open-
ing up excessive discretionary space. This shows that
although the Supreme Court is viewed as progressive
in Bachan Singh, in practice, there are still interpreta-
tive gaps (Deva, 2014). ]. Diwakar’s (2022) research
proposes detailed criteria for applying this doctrine:

1) it should be applied only to extremely extraordi-
nary crimes with extreme culpability;

2) the death penalty must be considered an excep-
tion, not the rule;

3) it should be imposed only if no other alternatives
exist;

4) each case must be assessed individually and con-
textually;

5) there must be a balance between aggravating
and mitigating factors;

6) the interpretation of mitigating factors should be
broad, including potential for rehabilitation;

7) it is insufficient that the crime is rare; it must
also exhibit extreme brutality.

Several other cases also demonstrate the flexibility
of this doctrine. In Shankar Kisanrao Khade v. State of
Maharashtral, the Court deemed that the severity of the
crime did not meet the threshold of the rarest of rare,
despite its cruelty. Conversely, in Deepak Rai v. State of
Bihar? and Md. Mannan Abdul Mannan v. State of Bihar?,
the Court imposed the death penalty because there
were no other alternatives and because the crime was
truly heinous and deeply undermined human values.

Thus, the “rarest of the rare” doctrine in India has
developed as a limiting principle rooted in jurispru-
dence and is used to ensure that the death penalty is
imposed only in truly extreme conditions, when no
other punishment is adequate. Through a series of im-
portant rulings, the Supreme Court of India emphasised
the importance of a selective, proportional approach
based on a thorough evaluation of the offender’s char-
acter, the level of brutality of the crime, and the possi-
bility of rehabilitation. This doctrine reflects the judges’
prudence in imposing sentences and demonstrates the
transformation of punishment toward a more humane
and just approach.

The concept of the “rarest of the rare” doctrine
is relevant for judges when imposing the death
penalty in Indonesia. In the old Indonesian criminal
justice system, the death penalty occupied the highest
position as the main type of punishment, as stated in

from https://indiankanoon.org/doc/79577238/.
indiankanoon.org/doc/178668154/.
https://indiankanoon.org/doc/125632384/.

uu-no-1-tahun-2023.
¢ Ibidem, 2023.

Article 10, letter a, of the IPC* a remnant of Dutch co-
lonialism (Lumbanraja, 2023). This model of punish-
ment assumes that the death penalty can be imposed
on certain types of crimes normatively, without first
undergoing a contextual assessment of proportionali-
ty elements, the background of the perpetrator, or re-
habilitation opportunities. The pattern of punishment
reflects a classical retributive approach that prioritises
retribution for criminal acts (Clemens Dion, 2023).

However, this paradigm underwent a fundamental
change with the enactment of Law No. 1 of 2023°, which
is the result of national codification based on the spirit
of criminal law reform (Susilo, 2025). Law No. 1 of 2023
no longer categorises the death penalty as a primary
punishment. Article 65, paragraph (1), of Law No. 1
of 2023 explicitly mentions five types of primary pun-
ishments, namely “imprisonment, confinement, super-
vision, fines, and community service”. Meanwhile, the
death penalty is classified as a special alternative pun-
ishment, as stated in Article 64, Letter C, and Article 67.
This systematic change indicates a shift in orientation
from retributive punishment to a more humanistic and
corrective approach, which makes substantive justice
and the protection of human rights the main pillars (Tri
Setiawan & Kurnianingsih, 2023; Zulkipli, 2023). The
placement of the death penalty as a conditional sanc-
tion - not a normative obligation - implies that its ex-
ecution can only be carried out after a comprehensive
evaluation of the perpetrator’s circumstances and the
impact of their crime.

Furthermore, Law No. 1 of 2023 introduces an
important mechanism in the form of a probation pe-
riod for the death penalty through Article 100 (Fitri-
ani, 2023). This provision allows judges to impose
the death penalty with a ten-year probation period in
cases where there are mitigating circumstances such
as the defendant’s remorse, a non-dominant role in
the crime, or the potential for rehabilitation. If dur-
ing the probation period the convict shows exemplary
behaviour, the death penalty can be commuted to life
imprisonment through a Presidential Decree with con-
sideration from the Supreme Court. Law No. 1 of 2023
also regulates the postponement of the death penalty
execution under special conditions as stipulated in Ar-
ticles 98 to 102, such as when the convict is pregnant,
suffers from a mental disorder, or is applying for clem-
ency. The execution of the death penalty must also not
be carried out in public.

! Judgement of the Supreme Court of India in Case No. 362-363 “Shankar Kisanrao Khade v. State of Maharashtra”. (2013, April). Retrieved
2 Judgement of the Supreme Court of India in Case No. 249-250 “Deepak Rai v. State of Bihar”. (2013, September). Retrieved from https://
% Judgement of the Supreme Court of India in Case No. 308 “Md. Mannan Abdul Mannan v. State of Bihar”. (2019, February). Retrieved from

* Penal Code of Indonesian. (1915, May). Retrieved from https://peraturan.bpk.go.id/Details /44289 /kuhp.
5 Law of the Republic of Indonesia No. 1 “On Criminal Code”. (2023, January). Retrieved from https://peraturan.bpk.go.id/Details/226204/
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This normative framework aligns with the “rarest
of the rare” doctrine developed by the Supreme Court
of India in the case of Bachan Singh v. State of Pun-
jab! (1980), which emphasises that the death penalty
can only be imposed in cases that reach an extraordi-
nary level of brutality and cruelty and when there are
no adequate alternative punishments to fulfil the ob-
jectives of sentencing (Bharadwaj, 2021). This doctrine
serves as a judicial filter to prevent the excessive and
disproportionate use of the death penalty. It demands
caution and a restrictive approach, which is consistent
with the spirit of the 2023 Penal Code? in placing the
death penalty as an ultimum remedium (Sulistiani &
Fakhriah, 2023). Related to Indonesia, the application
of the death penalty must be accompanied by a strict
filtering mechanism to ensure that the judge’s decision
truly reflects justice. Therefore, the adoption of the
“rarest of the rare” doctrine becomes relevant, both as
a limiting principle in criminal justice practice and as a
guideline for judges in drafting their decisions.

The Supreme Court needs to issue judicial guide-
lines or Supreme Court Regulations to ensure that the
implementation of this doctrine has normative power
and is operationalised consistently, providing judges
with a practical basis for its application. In the guide-
lines, it must be emphasised that the death penalty can
only be imposed if three cumulative conditions are met,
namely: the crime committed has a very high degree of
cruelty and shakes the collective conscience of society;
the perpetrator shows no potential for rehabilitation,
either socially or psychologically, based on an objective
and scientific assessment; all other forms of punish-
ment are deemed incapable of achieving the goals of
justice, security, and protection for society.

Practically, the application of this doctrine re-
quires the use of a multifactorial assessment approach
by judges (Gunawardena et al., 2017), which includes
analysis of (a) the personal character of the perpetrator,
including age, psychological condition, and socio-eco-
nomic background; (b) the characteristics of the crime,
including modus operandi, escalation of violence, and
impact on victims and society; and (c) the vulnerability
of the victim related to power relations, age, or physical
condition. All these elements must be analysed based
on objectively testable data, not just the judge’s opinion.

In the procedural dimension, it is very important
to form a rehabilitative assessment team consisting of
community supervisors, forensic psychologists, and
criminal law experts. This team is tasked with prepar-
ing a pre-sentencing report, which is an instrument
that must be considered by the judge when imposing
the death penalty. Judges must publicly state, based
on the report, that all other forms of punishment have
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been considered but deemed insufficient to achieve
substantive justice. To ensure judicial accountability
and public control, every death penalty ruling must in-
clude detailed, argumentative, and evidence-based le-
gal reasoning that explicitly explains why the case falls
into the “rarest of the rare” category.

The above concept is in line with the Indonesian
nation, which cannot be separated from the values
of Pancasila and the living legal character in society
(Wijayanto, 2022). Therefore, appreciation for commu-
nity-based conflict resolution mechanisms such as for-
giveness from the victim’s family or customary-based
penal mediation can be considered as long as they do
not contradict public interest and the principle of jus-
tice. This approach reflects the importance of consider-
ing sociocultural aspects in sentencing without dimin-
ishing the authority of national law. Thus, the “rarest of
the rare” doctrine can serve as a substantive standard
in assessing the appropriateness of the death penal-
ty and as an embodiment of the principle of dignified
justice. It prioritises life above all else, allowing it to be
sacrificed only in extreme situations. Law No. 1 of 2023
changes the position of the death penalty to conditional
and special penalties, reflecting the transformation of
Indonesian legal values towards a more just direction
(Andriawan, 2022). In this case, the role of judges be-
comes very central as protectors of the fundamental
values of Pancasila, especially the first principle about
the One and Only God (Syahlin et al., 2024) and the sec-
ond principle regarding Just and Civilised Humanity
(Prasetyo & Wartoyo, 2021). The law should not merely
be a formalistic instrument but must be able to honour
humans as legal subjects (Prasetyo, 2019). Therefore,
the death penalty must truly be an ultimum remedium
imposed only in extreme cases that tear apart the sense
of collective justice.

In this case, the “Theory of dignified justice” de-
veloped by T. Prasetyo (2019) provides a strong phil-
osophical foundation. This theory, as elaborated in his
book and further examined in collaborative studies
such as E. Sukardi et al. (2021), emphasises that law
must balance legal certainty, justice, and utility by plac-
ing the human person at its centre. T. Prasetyo (2019)
rejects the rigid positivistic paradigm that relies solely
on normative texts and instead promotes a legal frame-
work that integrates the moral, ethical, and spiritual
values inherent in Indonesian society. In penal practice,
particularly regarding the death penalty, this theory
urges judges to go beyond formal legality by consider-
ing broader humanistic and spiritual dimensions. Ap-
plying the “rarest of the rare” doctrine in the spirit of
the Theory transforms the death penalty from a mech-
anistic form of punishment into a reflection of judicial

!Judgement of the Supreme Court of India in Case No. 273 “Bachan Singh v. State of Punjab”. (1980, May). Retrieved from https://

indiankanoon.org/doc/1766147/.

2 Law of the Republic of Indonesia No. 1 “On Criminal Code”. (2023, January). Retrieved from https://peraturan.bpk.go.id/Details/226204/
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prudence, social responsiveness, and respect for hu-
man dignity, which aligns with the Pancasila-based In-
donesian legal system. Judges who embody these con-
siderations are thus expected to deliver decisions that
uphold justice as a profoundly humanistic ideal.

Discussion

This study demonstrates the relevance and urgency
of adopting the “rarest of the rare” doctrine as a guid-
ing principle in the application of the death penalty in
Indonesia. The transformation initiated by Law of the
Republic of Indonesia Number 1 of 2023 on the Crim-
inal Code! marks a substantial shift in the legal policy
regarding capital punishment, wherein the death pen-
alty is no longer considered a primary punishment
but is repositioned as a special and conditional sanc-
tion. In contrast to Indonesia’s statutory approach,
the doctrine in India emerged from jurisprudential
development, particularly through the seminal case of
Bachan Singh v. State of Punjab? which restricted the
death penalty to cases of extreme brutality and irre-
deemable offenders. This judicially created filter was
later reaffirmed in other cases such as Santosh Kumar
Bariyar v. State of Maharashtra® and Manoj v. State of
Madhya Pradesh?, stressing the exceptional nature of
the death penalty and the need for individualised sen-
tencing assessments. However, empirical studies such
as the Death Penalty India Report revealed inconsistent
applications and discriminatory tendencies, especial-
ly against marginalised groups (Rao & Sharma, 2022).
Unlike India, where judicial discretion historically dom-
inated sentencing in capital cases, Indonesia now has
the opportunity to codify a coherent filtering mecha-
nism through Articles 64, 65, and 100 of Law No. 1 of
20235, The law introduces a 10-year probation period
for death row convicts, allowing sentence conversion to
life imprisonment upon demonstration of good behav-
iour. This structure inherently reflects the values of jus-
tice, humanity, and legal proportionality, aligning with
A. Bharadwaj’s (2021) interpretation of Bachan Singh
as a framework of restraint, not vengeance.

The Indonesian approach is also philosophically
grounded in the “Theory of dignified justice” devel-
oped by T. Prasetyo (2019), which centres legal deci-
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bitstream/123456789/15408/1/the_probation_of_offenders_act%2C_1958.pdf.
8 Law of the Republic of Indonesia No. 1 “On Criminal Code”. (2023, January). Retrieved from https://peraturan.bpk.go.id/Details/226204/

sion-making on human dignity, moral responsibility,
and the balance of justice, certainty, and utility. This
differs from India’s secular jurisprudence, where pro-
portionality is viewed primarily through a liberal-legal-
istlens. The author’s claims in the Indian context seem
to be debatable because they often ignore spiritual and
cultural elements that are essential in Indonesian legal
philosophy. In implementing this doctrine, the creation
of a rehabilitative assessment team is essential. Judges
should not rely solely on their perception of remorse
or potential for rehabilitation. As practiced in India fol-
lowing Manoj v. State of Madhya Pradesh®, evaluation
must be conducted by trained professionals under the
Probation of Offenders Act, 1958’. In Indonesia, the in-
troduction of similar mechanisms would improve the
credibility of pre-sentencing reports and minimize
judicial arbitrariness. S.A. Gunawardena et al. (2017)
similarly argue for a multidisciplinary approach, incor-
porating forensic, social, and psychological evaluations.

Nonetheless, caution is necessary. In India, the mis-
use of penological justifications - such as deterrence
and public morality - has often overshadowed individ-
ualised assessments (Surendranath et al., 2019). This
is not consistent with the results of this study because
the Indonesian model, based on Law No. 1 of 20238
and dignified justice, explicitly discourages automatic
or mechanistic reasoning. The reason for the different
interpretations may lie in the greater normative clarity
offered by statutory reform compared to India’s frag-
mented jurisprudence. Furthermore, this study sup-
ports A. Chandra’s (2012) findings on the gender bias
in Indian capital sentencing. Crimes against women in
domestic contexts were frequently trivialised, while
public crimes were deemed more deserving of the
death penalty. In Indonesia, this highlights the need to
incorporate sociological vulnerability assessments into
the guidelines. The conclusions drawn by the research-
er are quite appropriate, because, as the results of this
study show, neutrality in law must not ignore structural
inequalities. To operationalise the doctrine effectively,
the Indonesian Supreme Court should issue a Supreme
Court Regulation defining strict, cumulative criteria
for death penalty cases: (1) the crime must involve ex-
treme cruelty shocking the public conscience, (2) the

! Law of the Republic of Indonesia No. 1 “On Criminal Code”. (2023, January). Retrieved from https://peraturan.bpk.go.id/Details/226204/

?Judgement of the Supreme Court of India in Case No. 273 “Bachan Singh v. State of Punjab”. (1980, May). Retrieved from https://

*Judgement of the Madhya Pradesh High Court in Case No. 4069 “Manoj v. The State Of Madhya Pradesh”. (2025, May). Retrieved from
5 Law of the Republic of Indonesia No. 1 “On Criminal Code”. (2023, January). Retrieved from https://peraturan.bpk.go.id/Details/226204/

¢ Judgement of the Madhya Pradesh High Court in Case No. 4069 “Manoj v. The State Of Madhya Pradesh”. (2025, May). Retrieved from

(1958, May). Retrieved from https://www.indiacode.nic.in/
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perpetrator must demonstrate no potential for rehabil-
itation, and (3) no other punishment must be adequate
to achieve justice and social protection. These criteria
reflect ]. Diwakar’s (2022) proposal for a structured
and contextualised application of capital punishment.

All of this is consistent with the philosophy of Pan-
casila and the Indonesian legal tradition that integrates
community values and local wisdom. Incorporating el-
ements such as forgiveness by the victim’s family, cus-
tomary reconciliation, and restorative measures would
enhance legitimacy without weakening state authority
(Wijayanto, 2022). Such hybridisation of justice re-
flects a broader humanistic commitment, similar to th
e intention behind Article 10 of the Indonesian Penal
Code! in the past, albeit now reformulated under Law
No. 1 of 20232 In sum, the Indonesian legal system is
currently positioned to adopt a more structured and
principled application of the death penalty. The adop-
tion of the “rarest of the rare” doctrine - adjusted for
Indonesia’s normative landscape - can serve as both a
judicial filter and a moral compass. This convergence
of comparative jurisprudence and indigenous legal
philosophy signifies a shift from punitive retribution
to justice that humanises.

Conclusions

This Article focused on the relevance and possible ad-
aptation of the rarest of the rare doctrine from India
into the Indonesian criminal justice system, particu-
larly in the context of imposing the death penalty. The
study aimed to evaluate whether such a doctrine could
serve as a limiting principle aligned with the recent pe-
nal reforms in Indonesia as stipulated in Law No. 1 of
2023. Through a normative and comparative legal anal-
ysis, the Article explored how the Indian model - espe-
cially as articulated in the Bachan Singh v. State of Pun-
jab case - constructs a highly restrictive framework for
the death penalty based on three critical criteria: the
brutality of the act, the character of the offender, and
the prospects of rehabilitation.

At each stage, the study examined the philosophi-
cal, doctrinal, and judicial underpinnings of the rarest
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of the rare doctrine in India, then contrasted them with
the Indonesian penal structure, which is currently un-
dergoing transformation toward a more humane and
rehabilitative approach. This included an assessment
of Indonesia’s evolving legislative intent and judicial
trends, which increasingly emphasise the dignity of the
accused and the proportionality of punishment. It was
found that the Indian doctrine offers a structured meth-
od for ensuring that capital punishment is not imposed
arbitrarily but only in exceptionally extreme circum-
stances, thus aligning with the goals of penal modera-
tion and human rights. The findings suggested that the
conceptual core of the “rarest of the rare” doctrine -
namely, restricting judicial discretion through objective
criteria - provides significant insights for Indonesian
judges navigating capital cases under the new Criminal
Code. The analysis deepens the understanding of how
comparative legal doctrines can be selectively adapted
to strengthen safeguards against disproportionate sen-
tencing and to promote a justice system grounded in
humanity and restraint.

Future research could explore the practical inte-
gration of this doctrine into Indonesian jurisprudence,
especially through judicial training and guideline devel-
opment. It is also necessary to examine how this adap-
tation would interact with Indonesia’s cultural, legal,
and political context, including its constitutional provi-
sions and human rights commitments. A limitation of
this study is the absence of comprehensive empirical
data on judicial attitudes toward the death penalty in
Indonesia, as well as the restricted access to certain un-
published case decisions that might have enriched the
comparative dimension of the analysis.

Acknowledgements
None.

Funding
The study was not funded.

Conflict of Interest
None.

[1] Andriawan, W. (2022). Pancasila perspective on the development of legal philosophy: Relation of justice and
progressive law. Volksgeist: Jurnal [lmu Hukum Dan Konstitusi, 5(1). doi: 10.24090/VOLKSGEIST.V511.6361.

[2] Bhaskar, A. (2023). f reform mitigating factor in in India: [
challenges. Indian Journal of Law and Justice, 14(2).

[3] Cahyani, G.T, Bilkis Sholehah, S., Salsabillah, D.N., Ramadhana, M.A., Pratama, R.A., & Antoni, H. (2023).
Analysis of the death penalty in Indonesia from a human rights perspective and alternative legal enforcement.
Jurnal Universitas Muhammadiyah Jakarta, 7(1), 167-184.

[4] Cahyono, J., & Santiago, F. (2023). Reconstruction of conditional death penalty norms in the perspective of
renewing Indonesian criminal law. Edunity: Kajian IImu Sosial Dan Pendidikan, 2(1), 47-55. doi: 10.57096/

nity.v1i05.35.

! Penal Code of Indonesian. (1915, May). Retrieved from https://peraturan.bpk.go.id/Details /44289 /kuhp.
2 Law of the Republic of Indonesia No. 1 “On Criminal Code”. (2023, January). Retrieved from https://peraturan.bpk.go.id/Details/226204/
uu-no-1-tahun-2023.

Law Journal of the National Academy of Internal Affairs, 15(3), 82-91 89 IS


https://peraturan.bpk.go.id/Details/44289/kuhp
https://peraturan.bpk.go.id/Details/226204/uu-no-1-tahun-2023
https://peraturan.bpk.go.id/Details/226204/uu-no-1-tahun-2023
https://doi.org/10.24090/VOLKSGEIST.V5I1.6361
https://ir.nbu.ac.in/collections/0523e660-6b77-48ac-af97-14679ce5c400
https://ir.nbu.ac.in/collections/0523e660-6b77-48ac-af97-14679ce5c400
https://jurnal.umj.ac.id/index.php/al-qisth/article/download/17202/9074
https://doi.org/10.57096/edunity.v1i05.35
https://doi.org/10.57096/edunity.v1i05.35

B rom retribution to humanity...

[5]
[6]
[7]
(8]

[]

[10]
[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]
[20]

[21]
[22]
[23]
[24]

[25]

[26]

[27]

[28]

I 00

Chandra, A. (2012). Gender dimensions of the death penalty in India. SSRN Electronic Journal. doi: 10.2139/
ssrn.1617603.

Chaturvedi, A. (2023). The rarest of the rare. Retrieved from https://pure.jgu.edu.in/id/eprint/6184/1/

Delhi---The-Statesman-06-04-2023-page-11.pdf.
Clemens Dion, Y.T. (2023). An appreciation of the amendment to the death penalty provisions. Diskursus -

Jurnal Filsafat Dan Teologi STF Driyarkara, 19(2), 234-256. doi: 10.36383 /diskursus.v19i2.376.
Deshpande, M., & Gurpur, S. (2023). Connecting the dots in “rarest of rare”: Is judicial discretion the perfection
of reason? Tracking judicial discretion in death penalty cases in India. Cardiometry, 360-365. doi: 10.18137/
cardiometry.2022.25.360367.

Deva, S. (2014). Death penalty in the “rarest of rare” cases: A critique of judicial choice-making. In
Confronting capital punishment in Asia (pp. 238-286). Oxford: Oxford Academic Press. doi: 10.1093/
acprof:0s0/9780199685776.003.0014.

Dewanto, D.R., & Susanti, R. (2023). The death penalty under Law No. 1 of 2023 on the Indonesian Criminal
Code: A human rights perspective. Wijayakusuma Law Review, 5(1), 64-70. doi: 10.51921 /wlr.v5i1.239.
Diwakar, J. (2022). The court of bigotry: Contested sexuality of dalit and non-dalit women. Contemporary
Voice of Dalit, 14(2), 199-211. doi: 10.1177/2455328X221106537.

Duan, LK., & Susilawati, M.D. (2023). The death penalty for corruption offenders in China and Indonesia
(a comparative study). International Journal of Social Science and Human Research, 6(11), 6791-6797.
doi: 10.47191 /ijsshr/v6-i11-30.

Fitriani, F. (2023). The imposition of the death penalty on criminal offenders under Law No. 1 of 2023 on the
Indonesian Criminal Code. SENTRI: Jurnal Riset Ilmiah, 2(8), 3016-3024. doi: 10.55681 /sentri.v2i8.1327.
Gunawardena, S.A., Liyanage, U.A., Weeratna, ].B.,, Mendis, N.D.N.A., Perera, H.J.M., Jayasekara, RW, &
Fernando, R. (2017). Forensic age estimation in anti-piracy trials in Seychelles: Experiences and challenges
faced. Forensic Science International, 270, 278.e1-278.e7. doi: 10.1016/j.forsciint.2016.11.010.

Jain, Y. (2025). Life or death: Capital punishment in India. Retrieved from https://papers.ssrn.com/sol3/
papers.cfm?abstract id=5283267.

Lumbanraja, B. (2023). A holistic analysis of moral offenses punishable by death in Indonesia from the
perspective of human rights, Pancasila, and the moral ethics of Saint Thomas Aquinas. Fiat lustitia: Jurnal
Hukum, 3(2), 177-188. doi: 10.54367 /fiat.v3i2.2533.

Pattnaik, A., & Shahi, S.K. (2024). Death penalty in India: A review with sample cases. In Sustainability and
equity: Economic democracy and social empowerment. New York: Nova Science Publisher. doi: 10.52305/
NHGZ0466.

Phulwary, D. (2018). Criminological study of death penalty and ways to remove discrimination in death
award. SSRN Electronic Journal. doi: 10.2139/ssrn.2481602.

Prasetyo, T. (2019). Dignified justice from a legal theory perspective. Bandung: Nusamedia.

Prasetyo, T., & Wartoyo, F. X. (2021). Understanding Indonesian electronic data law through dignified justice
theory. Journal of Legal, Ethical and Regulatory Issues, 24(1).

Rajkumari, & Singh, R.D.P. (2022). “The doctrine of rarest of rare”: A critical analysis. Indian journal of
Integrated Research in Law, 2(4), 676-683. doi: 1JIRL/V2-14/A64.

Rao, R.V, & Sharma, P. (2022). Death sentence in India: Is it rare yet arbitrary? Retrieved from https://www.
project39a.com/dpir.

Riyadi, P. (2023). Construction of death penalty legal arrangements in Indonesia. Journal of Political and

Legal Sovereignty, 1(1), 5-14. doi: 10.38142 /jpls.v1i1.32.
Sidabukke, S.M. (2023). Double punishment in the waiting time for death penalty: A study of human rights

protection in Indonesia. Lex Prospicit, 1(1). doi: 10.19166/Ip.v1i1.6634.

Sukardi, E., Pasaribu, D., & Kwang, V.C. (2021). Efforts to address domestic violence triggered by COVID-19:
A perspective from the dignified justice theory. Jurnal Lemhannas RI, 9(1), 11-24. doi: 10.55960/jlri.
v9i1.373.

Sulistiani, L., & Fakhriah, E.L. (2023). The effect of extra judicial settlement in criminal cases based on
the principle of ultimum remedium. Padjadjaran Jurnal llmu Hukum, 10(3), 300-320. doi: 10.22304 /pjih.
v10n3.al.

Surendranath, A., Vishwanath, N, & Dash, PP. (2019). Penological justifications as sentencing
factors in death penalty sentencing. Journal of National Law University Delhi, 6(2), 107-125.
doi: 10.1177/2277401720972852.

Susilo, E. (2025). An analysis of the concept of the principle of legality in the New Indonesian Criminal Code:
A legal certainty perspective. In B. Sujatmiko (Ed.), Anthology of judicial studies (pp. 1-19). Yogyakarta: CV.

PUSTAKA HUKUM.

Law Journal of the National Academy of Internal Affairs, 15(3), 82-91


https://doi.org/10.2139/ssrn.1617603
https://doi.org/10.2139/ssrn.1617603
https://pure.jgu.edu.in/id/eprint/6184/1/Delhi---The-Statesman-06-04-2023-page-11.pdf
https://pure.jgu.edu.in/id/eprint/6184/1/Delhi---The-Statesman-06-04-2023-page-11.pdf
https://doi.org/10.36383/diskursus.v19i2.376
https://www.researchgate.net/publication/370384646_Connecting_the_dots_in_'Rarest_of_rare'_Is_judicial_discretion_the_perfection_of_reason_Tracking_judicial_discretion_in_death_penalty_cases_in_India
https://www.researchgate.net/publication/370384646_Connecting_the_dots_in_'Rarest_of_rare'_Is_judicial_discretion_the_perfection_of_reason_Tracking_judicial_discretion_in_death_penalty_cases_in_India
https://doi.org/10.1093/acprof:oso/9780199685776.003.0014
https://doi.org/10.1093/acprof:oso/9780199685776.003.0014
https://www.researchgate.net/publication/384574922_Hukuman_Mati_Menurut_Undang-Undang_Nomor_1_Tahun_2023_Tentang_KitabUndang-Undang_Hukum_Pidana_Dalam_Perspektif_Hak_Asasi_Manusia
https://doi.org/10.1177/2455328X221106537
https://ijsshr.in/v6i11/30.php
https://doi.org/10.55681/sentri.v2i8.1327
https://doi.org/10.1016/j.forsciint.2016.11.010
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5283267
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5283267
https://doi.org/10.54367/fiat.v3i2.2533
https://doi.org/10.52305/NHGZ0466
https://doi.org/10.52305/NHGZ0466
https://doi.org/10.2139/ssrn.2481602
https://www.abacademies.org/articles/understanding-indonesian-electronic-data-law-through-dignified-justice-theory.pdf
https://www.abacademies.org/articles/understanding-indonesian-electronic-data-law-through-dignified-justice-theory.pdf
https://ijirl.com/wp-content/uploads/2022/08/THE-DOCTRINE-OF-RAREST-OF-RARE-A-CRITICAL-ANALYSIS.pdf
https://www.project39a.com/dpir
https://www.project39a.com/dpir
https://doi.org/10.38142/jpls.v1i1.32
https://doi.org/10.19166/lp.v1i1.6634
https://doi.org/10.55960/jlri.v9i1.373
https://doi.org/10.55960/jlri.v9i1.373
https://doi.org/10.22304/pjih.v10n3.a1
https://doi.org/10.22304/pjih.v10n3.a1
https://doi.org/10.1177/2277401720972852
https://pustakahukum.com/product/bunga-rampai-kajian-dunia-peradilan/
https://pustakahukum.com/product/bunga-rampai-kajian-dunia-peradilan/

[29]

[30]

[31]

[32]

[33]
[34]

[35]

Susilo NG

Suyatno, S., & Yusuf, H. (2023). Death penalty for criminal actions in Indonesia in a legal perspective and
human rights. Journal of Social Research, 2(9), 2925-2933. doi: 10.55324 /josr.v2i9.1338.

Syahlin, EU., Andini, F.A., Lubis, M.A., & Usiono, U. (2024). Understanding the relationship between religion and
the state. [JEDR: Indonesian Journal of Education and Development Research, 2(1), 515-518. doi: 10.57235/

ijedrv2i1.1822.
Tongat. (2024). Death penalty in Indonesia: Between criminal law and Islamic law perspectives. Legality:

Jurnal limiah Hukum, 32(1), 90-104. doi: 10.22219/ljih.v32i1.32335.

Tri Setiawan, W.,, & Kurnianingsih, M. (2023). Assessing community service sentences as a new paradigm of
corruption punishment based on cultural determinism. Justisi, 9(2), 116-132. doi: 10.33506/jurnaljustisi.
v9i2.2328.

Widijowati, D., & Adji, R.P. (2020). Legal psychology of judges to determine the defendant’s ability to commit a
crime. International Conference on Law, Economics and Health, 140, 60-63. doi: 10.2991 /aebmr.k.200513.012.
Wijayanto, E. (2022). Autonomy, Sharia regional regulations, and living law in the Pancasila-based rule of law
state. Wicarana, 1(2), 150-160. doi: 10.57123 /wicarana.v1i2.24.

Zulkipli, M\W.A. (2023). The application of the lex fravo reo principle in the criminal justice system in
Indonesia. Mandub: Jurnal Politik, Sosial, Hukum Dan Humaniora, 2(1), 199-208. doi: 10.59059/mandub.

v2i1.895.

Big BiannaTtu go nioaaHoCTI: aganTauia
OOKTPUHU KPaMHbOro 3acoby B iHAOHE3INCbKOMY
KPpUMiHaIbHOMY NpaBi

EpBiH Cycino

HOKTOpaHT

YHiBepcuTteT Cia Kyana

24415, Byn. XacaH KpyeHr Kani, 1, M. BaHga-Adex, Pecny6nika IHOoHe3iq
https://orcid.org/0009-0000-9990-8112

AHoTauia

Y boMy AOCTIXKEHHI PO3TJ/IAHYTO IPABOBY aKTYaJIbHICTD i TOTEHLIMHY MOKJIUBICTb 3aCTOCYBaHHA JJOKTPUHHU
KpalHBbOTrO 3aco0y B iHAOHE3IMChKiN cucTeMi KpUMiHAJBHOTO NMPAaBOCYAAs IK 0OMeXYBaJbHOT0 NMPUHIUITY
110/10 TTOBHOBaXKEHb CYZJiB MpHU3HAYaTH CMepTHY Kapy. 3akoH Ne 1 Bix 2023 poxky BHic ¢yHAaMeHTaJIbHI
3MiHH, OCKIZIbKY GinblIe He KJacudiKye CMepTHY Kapy sIK OCHOBHe [TOKapaHHs, a pajillie K aJlbTepHaTUBHE
cneniajbHe IOKapaHHA, W0 NijJArae CyBOpUM MaTepiaJlbHUM | IpolecyajJbHUM BHUMOraM. Y LbOMY
JOCJi/PKeHHI BUKOPUCTAaHO HOPMAaTUBHO-NPAaBOBHUM MeTOJ, Y MeXax 3aKOHO/AB4oro, KOHLENTYyaJbHOr0 Ta
MOPIBHAJIBHOTO MiAXOAIB, | MOCKUIaHHA Ha KiJIbKa CyJ0BUX pilleHb BepxoBHoro cyay IHAil, Takux K cnpasa
Bauyana Cinrxa npoTtu mrraty [leH/pxa6. JJokTprHA KpalHbOT0 3aCO00y BUMArae, o6 CMepTHY Kapy MpuU3HavaIu
JIYIlle B Ha/|3BUYallHO BUHATKOBUX BUNAJKax 3 BUCOKHUM piBHEM >XOPCTOKOCTI, 110 AEMOHCTPYIOTh KPalHIO
aMOpaJbHICTh, i KOJIM peabisiTanito 3/JI04YUHIS BBAXKAIOTh HEMOXKJIHUBOIO. Y JOCTIPKEHHI peKoMeH/I0BaHO
BCTAHOBUTU B IHJ0He3ii KepiBHI NpPUHIUNU [JiS OOMEXeHHsS CyJO0BHX IOBHOBaXKe€Hb, 3abe3NedyeHHs
MiA3BITHOCTI pilleHb ¥ Y3ro/pkeHHs1 KpUMiHaJIbHOI IPAaKTHUKM i3 LiHHOCTAMM [laHKaciiy 1 Teopi€to rifHOrO
npaBocyans. Lo [OKTpHHY 3ampoloHOBAaHO fIK MexaHi3M ¢inbTpauii, 3aBAsKKM SKOMY CMEPTHY Kapy
3aCTOCOBYIOTB JiMlIe K ultimum remedium npomnopiiiHo, 06epexHO Ta r'YMaHHO, 11106 3aXUCTUTHU IPaBoO Ha
YKUTTS Ta Bi06pa3uTH cipaBeAIMBILIMN i r'yMaHHIIIMNA HAaNPSAM Y HOJITHLi KPUMiHAJIBHOTO MPABOCY A5
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Abstract

The study aimed to provide a comprehensive analysis of the legal nature of digital objects as a new type of civil
rights object and to develop the theoretical framework for their effective legal regulation in the context of the
digital transformation of society. The methodological basis of the study was the comparative legal method for
analysing approaches to the regulation of digital objects in the legal systems of China, Switzerland, Germany,
Japan, Singapore and the USA, the formal legal method for studying current Ukrainian legislation, and the
systemic analysis for studying digital objects as a complex phenomenon. The study established that digital
objects are a unique legal phenomenon which does not fully fit into classical civil law constructs and requires a
special legal regime. The study revealed the fragmented and contradictory nature of Ukrainian legal regulation,
in particular, systemic conflicts between the general property regime of a digital object in the Civil Code of
Ukraine and the special regime of a virtual asset in the relevant law. The study proved the problematic nature of
applying the legal fiction of extending property rights to intangible objects, which creates legal uncertainty and
complicates law enforcement. An analysis of court practice has revealed practical difficulties in applying the
current legislation, in particular when seizing cryptocurrencies as material evidence in criminal proceedings.
The study substantiated the need to revise the approach by abandoning the fiction of a digital object and
creating an independent category of digital assets with a special legal regime. The practical value of the study
is determined by the creation of a theoretical basis for improving the legal regulation of digital objects and the
possibility of using the results in lawmaking, law enforcement practice and further research

Keywords:
custody services; virtual asset; tokens; blockchain; transactions

Introduction

The research relevance is determined by the legal na-
ture of digital objects, due to fundamental changes in
economic relations caused by the digital transforma-
tion of society, which generates fundamentally new
forms of value without analogues in the traditional
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legal system. The rapid growth in the volume of trans-
actions with cryptocurrencies, non-fungible tokens
and other digital assets amid the exponential devel-
opment of the global digital asset market, the spread
of tokenisation of property rights, the development of
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blockchain technologies and the emergence of decen-
tralised autonomous organisations creates a critical
need for effective legal regulation to protect partici-
pants in civil turnover and ensure the stability of eco-
nomic relations. At the same time, the problem is that
legal systems are unprepared to regulate objects that
exist exclusively in the virtual space and have unique
properties not inherent in traditional goods, which,
combined with the lack of unified international ap-
proaches to the regulation of digital objects, requires a
different approach to the basic categories of civil law
and the development of scientifically sound theoretical
foundations for the legal qualification of digital objects
and the determination of adequate legal regimes.

The problem of tokenisation of property rights
turned out to be much more complicated than the sim-
ple transfer of traditional legal structures to the digi-
tal environment, as proved by R.M. Garcia-Teruel &
H. Sim6n-Moreno (2021) in the comparative study of
European and American practices analysed the peculi-
arities of legal regulation of digital assets in different
jurisdictions and identified specific challenges associ-
ated with adapting existing legal frameworks to new
technological realities. The researchers examined the
correlation between traditional legal institutions and
innovative forms of digital assets, focusing on the need
for more flexible approaches to legal regulation. The
issue of the legal qualification of tokens as objects of
civil rights was studied by J.M. Moringiello & C.K. Odi-
net (2022) in an analysis of the difficulties of applying
traditional legal categories to digital assets. The study
considered the problem of determining the legal na-
ture of tokens in the context of existing legal systems
and drew attention to the need to rethink approaches
to the regulation of digital objects. The study highlights
the importance of adapting legal mechanisms to the
specific characteristics of digital assets to ensure ef-
fective legal protection of the interests of owners. The
conclusions regarding the inadequacy of blockchain
technology regulation exclusively through the prism of
securities law were confirmed by M. Kiskis (2024). The
study proved that current attempts to regulate block-
chain, which consider crypto tokens and digital assets
only as securities, currencies or their derivatives, have
a fundamental limitation - they are unable to incorpo-
rate the various legal rights, obligations and assets that
blockchain technology can virtually reproduce. The
researcher emphasised that a regulatory approach fo-
cused exclusively on public law ignores the full poten-
tial of blockchain technology and risks stifling innova-
tion and practical applications.

In the Ukrainian scientific discourse, the termino-
logical ambiguity between virtual and digital assets
has long remained a source of legal confusion until the
publication of a study by O. Dmytryk (2021). The study
not only identified the roots of the problem in the im-
perfection of legislative definitions but also developed
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criteria for distinguishing between these concepts
based on technological properties and economic func-
tions. The issue of the legal nature of digital assets was
studied by L.Yu. Guleykov (2025). The study defined
digital assets as atypical objects of civil law, the legal
nature of which still lacks unity of approach in legal
doctrine. The finding that Ukraine currently lacks clear
legal regulation of relations relating to digital assets,
which naturally creates legal uncertainty in the course
of concluding and performing transactions with digital
assets, is notable. The study has developed a compre-
hensive classification of digital assets according to five
criteria: property, axiological, functional, technological
and depending on their use in civil circulation. E. Mi-
churin (2022) studied the trends in the legal regulation
of digital technology objects, identifying three main ap-
proaches to their study: technocratic, comprehensive
and special legal. The study analysed in detail the special
legal approach, which includes public law and private
law, as well as the study of digital technologies as ob-
jects of intellectual property rights. Legal terminology,
in particular, the correlation of the concepts of “virtual
assets”, “virtual goods”, “digital objects” and “objects of
digital technologies”, was emphasised, and the study
substantiates the expediency of using the term “virtual
good” in private law instead of the economic term “vir-
tual asset”. The study proved that the concept of proper-
ty rights can be applied to the legal regulation of digital
technology objects, suggesting that the actual owner of
a digital technology object is a person who has the right
to access it through authentication and verification.

At the same time, despite a considerable amount
of research, the issues of systematisation of digital ob-
jects (things) and determination of the most effective
approaches to their legal regulation in the current en-
vironment remain insufficiently studied. In particular,
the aspects of the correlation between different legal
regimes of digital objects, the mechanisms of their in-
tegration into the traditional system of civil rights ob-
jects, and the peculiarities of applying classical civil law
constructs to intangible goods require in-depth analy-
sis. In addition, additional research is required to de-
termine the legal nature of digital objects as a special
type of civil rights objects, to develop criteria for their
classification with due regard for technical and eco-
nomic features, to analyse the effectiveness of different
approaches to legal regulation based on a comparative
study, and to justify the need to create a special legal re-
gime for digital objects instead of extending traditional
legal constructs to them.

The study aimed to form a scientific basis for op-
timising the legal regime of digital objects. To achieve
this goal, the following tasks were set: to analyse the
views on the legal nature and criteria for classification
of digital objects; to analyse the current legislative reg-
ulation of digital objects in Ukraine; to substantiate the
need for a special legal regime for digital objects.
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Materials and Methods

A primary method of research was the comparative le-
gal method, which was used to analyse approaches to
the regulation of digital objects in different legal sys-
tems of the world, in particular in China, Switzerland,
Germany, Japan, Singapore and the United States. This
method was used to identify common trends and differ-
ences in legal regulation, as well as to assess the effec-
tiveness of various regulatory models for their poten-
tial adaptation in the Ukrainian legal environment. The
formal legal method was used for a detailed analysis of
the current Ukrainian legislation, including the provi-
sions of the Civil Code of Ukraine' and Law of Ukraine
No. 2074-IX “On Virtual Assets”2 The provisions of Law
of Ukraine No. 3321-IX “On Digital Content and Digital
Services” and Law of Ukraine No. 361-IX “On Preven-
tion and Counteraction to Legalisation (Laundering) of
Criminal Proceedings, Terrorist Financing and Financ-
ing of Proliferation of Weapons of Mass Destruction™
were also studied. This method identified systemic con-
flicts and gaps in legal regulation, as well as analysed
internal contradictions between different legal acts.
The system analysis was used to study digital ob-
jects as a complex legal phenomenon that requires
consideration of technical, economic and legal aspects
of their functioning. This approach was used to devel-
op a multidimensional classification of digital objects
and identify the interrelationships between different
legal regimes applied to them in Ukrainian legislation.
The legal framework of the study was based on na-
tional and international legal acts regulating relations
in the field of digital technologies, in particular Regu-
lation of the European Parliament and of the Council
No. 2024/1624 “On the Prevention of the Use of the Fi-
nancial System for the Purposes of Money Laundering
or Terrorist Financing (Text with EEA relevance)”®, Fed-
eral Act of Switzerland “On the Adaptation of Federal
Law to Developments in Distributed Electronic Register

Technology”®. The study also analysed US regulations,
including the Commodity Futures Trading Commission
orders (CFTC, 2015) and the Securities Act of 1933”.

The empirical basis of the study was the case law,
including the decisions of Ukrainian courts in cases
related to digital assets. In particular, the Decision in
case N0.991/1512/238, the Judgement of the Shepetiv-
ka City District Court of Khmelnytskyi Region in Case
No. 688/3758/23° and the Decision on the seizure of
property in Case No. 752/7557/22%° were analysed.
The provisions of the Civil Procedure Code of Ukraine!!
are additionally considered. The analysis of court prac-
tice has revealed practical problems of application of
the current legislation and demonstrated the conse-
quences of theoretical contradictions in the legal regu-
lation of digital objects.

Results

Conceptual framework and conceptual foundations
of digital objects. The first and most obvious sign of
the crisis in the legal regulation of relations in the dig-
ital sphere is the lack of a unified and consistent ter-
minology. Both scientific doctrine and legislation use
a large number of different, often synonymous or par-
tially overlapping terms to refer to objects existing in
the digital environment. Among them are such terms as
“digital objects”, “virtual assets”, “digital assets”, “cryp-
toassets”, “virtual goods”, “digital objects”, etc. Such ter-
minological diversity is not a purely linguistic problem;
it is a direct consequence of the lack of a unified con-
cept and a coherent approach to research of the legal
nature of these phenomena. Each term carries a certain
conceptual charge, reflecting the attempt of a legislator
or scholar to fit a new phenomenon into a certain, al-
ready known legal framework, which, as will be shown
below, is not always successful.

The “digital object” is a concept introduced by Law
of Ukraine No. 3320-IX'2. According to the new Article

! Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15.
2 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.
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3 Law of Ukraine No. 3321-IX “On Digital Content and Digital Services”. (2023, August). Retrieved from https://zakon.rada.gov.ua/laws/
show/3321-20#Text.

* Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction”. (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/show/
en/361-20.

% Regulation of the European Parliament and of the Council No. 2024/1624 “On the Prevention of the Use of the Financial System for the
Purposes of Money Laundering or Terrorist Financing (Text with EEA relevance)”. (2024, May). Retrieved from https://eur-lex.europa.eu/
eli/reg/2024/1624/o0j.

©Federal Act of Switzerland “On the Adaptation of Federal Law to Developments in Distributed Electronic Register Technology”. (2021,
February). Retrieved from https://www.bk.admin.ch/ch/d/pore/rf/cr/2019/20192205.html.

7 Securities Act of the USA. (1933). Retrieved from https://www.govinfo.gov/content/pkg/COMPS-1884/pdf/COMPS-1884.pdf.

8 Judgement of the High Anti-Corruption Court of Ukraine in Case No. 991/1512/23. (2023, June). Retrieved from https://reyestr.court.gov.
ua/Review/111590400.

? Judgement of the Shepetivka City District Court of Khmelnytskyi Region in Case No. 688/3758/23. (2023, December). Retrieved from
https://reyestr.court.gov.ua/Review/115427588.

1 Judgement of the Holosiivskyi District Court of Kyiv in Case No. 752/7557/22. (2022, November). Retrieved from https://reyestr.court.
gov.ua/Review/107216946.

1 Civil Procedural Code of Ukraine. (2004, March). Retrieved from https://zakon.rada.gov.ua/laws/show/en/1618-15#Text.

12 Law of Ukraine No. 3320-IX “On Amendments to the Civil Code of Ukraine Regarding the Expansion of the Scope of Civil Rights”. (2023,
August). Retrieved from https://zakon.rada.gov.ua/laws/show/3320-%D0%86%D0%A5#Text.
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179-1 of the Civil Code of Ukraine?, a digital object is “a
good that is created and exists exclusively in the digital
environment and has property value”2. This category is
generic, as part 2 of the same Article explicitly states
that a digital object is a virtual asset, digital content and
other goods (Neskorodzhena et al., 2024; Zozulyak &
Maksymiv, 2024). The key and most controversial as-
pect of this novelty is the extension to digital objects of
the legal regime of things “unless otherwise provided...
by law or follows from the essence of the digital object”.
This approach, based on a legal fiction, has been the
subject of fundamental criticism by a large part of the
legal community (Slipchenko & Slipchenko, 2024a).

The “virtual asset” is the central concept of the spe-
cial Law of Ukraine No. 2074-IX3. According to Article 1
of this Law, a virtual asset is an “intangible good that
is an object of civil rights, has a value and is expressed
by a set of data in electronic form”. At the same time,
a different definition is contained in Law of Ukraine
No. 361-1X, where a virtual asset is defined as “a dig-
ital expression of value that can be traded in a digital
format or transferred and can be used for payment or
investment purposes”. This ambiguity creates a direct
conflict, as Law of Ukraine No. 2074-IX in Article 4 ex-
plicitly prohibits the use of virtual assets as a means of
payment in Ukraine (Pochynok, 2023).

The “digital content” is a concept defined in Law
of Ukraine No. 3321-1X* According to this act, digital
content is “data created and provided in digital form”,
which includes computer programs, applications, video
files, audio files, music files, digital games and e-books.
The classification of digital content as “digital objects”
in the Civil Code of Ukraine® is controversial, as most of
such objects are the results of intellectual and creative
activity and are protected by copyright, which provides
for a completely different legal regime than property
law (Trofymenko & Fedorenko, 2022).

The debate on the correlation of these concepts in
the scientific doctrine also has no common denomina-
tor. The scientific literature lacks a unified approach to
the correlation between the terms “digital assets” and
“virtual assets”. 0. Dmytryk (2021) proposes to distin-
guish between them, considering “digital assets” as a
broader concept that covers any benefits in digital form
that have a real financial value, while “virtual assets”
exist mainly in the virtual world (for example, game
items) and may not have a direct link to real value. The
legislative construction of the Civil Code of Ukraine,
where “digital object” is a generic term for “virtual

en/361-20.

show/3321-20#Text.
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asset”, adds another layer of complexity to this termino-
logical confusion.

For further analysis, it is necessary to consider spe-
cific types of digital objects that have already become
an integral part of the digital economy. Cryptocurren-
cies (e.g., Bitcoin, Ethereum) are decentralised, fungible
tokens that operate on a distributed ledger technology
(blockchain). Their legal nature is one of the most dif-
ficult to qualify. On the one hand, they are not money
or currency values within the meaning of Ukrainian
law. On the other hand, they de facto perform some of
the functions of money, in particular, as a means of ex-
change and accumulation of value. The prevailing ap-
proach in legal doctrine and court practice is to qualify
them as a specific type of property (goods) that can be
the subject of sale and exchange agreements.

Tokens are accounts in a distributed ledger that can
represent a variety of rights and values. Their legal na-
ture is determined by the function they perform. Pay-
ment tokens are similar in purpose to cryptocurrencies
and are used asameans of paymentbetween users (Law-
range, n.d.). Security/Investment tokens certify rights
similar to those arising from traditional securities, for
example, the right to receive a portion of the profit, the
right to participate in the management of the company.
Ukrainian legislation does not yet contain clear crite-
ria for such qualification. Service/Utility tokens give
their holder the right to access a specific product or
service within a particular digital platform or ecosys-
tem (Shapovalova, 2024). Governance tokens give the
right to vote in decision-making on the development of
a decentralised project, protocol, or decentralised au-
tonomous organisation (DAO). NFTs, or non-fungible
tokens, are unique records in the blockchain that con-
firm the authenticity and right of control over a certain,
usually digital, object (Klyan & Selivakin, 2023). The key
legal issue related to NFTs is the relationship between
the rights to the token itself and the rights to the under-
lying object that it “tokenises” (e.g., a digital work of art,
music file, game item). The acquisition of an NFT does
not, by default, imply the transfer of copyright or any
other exclusive rights to the underlying object, unless
expressly provided for in the terms of the transaction.

Despite the diversity of digital objects, in the pro-
cess of analysing them, several common, inherent fea-
tures and properties can be identified that determine
their specificity as objects of civil rights. First, itis worth
noting the intangible nature of all digital objects, as
they lack physical, corporeal substance and exist in the

! Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15.
2 Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction”. (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/show/

3 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.
*Law of Ukraine No. 3321-IX “On Digital Content and Digital Services”. (2023, August). Retrieved from https://zakon.rada.gov.ua/laws/

® Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15.
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form of data or software code (Guleykov, 2025). Close-
ly related to this feature is the property of existence in
the digital environment, as such objects are created,
exist, circulate and cease to exist exclusively within the
digital environment, which is defined as a set of hard-
ware, software and network connections. A substantial
characteristic of digital objects is their property value,
which is manifested in the ability to meet certain needs
of participants in civil circulation (investment, consum-
er, gaming, etc.) and have a value equivalent, which is
usually determined by market supply and demand
(Michurin, 2022). This feature is directly correlated
with the property of negotiability, due to which digital
objects can be the subject of various civil law transac-
tions: sale and purchase, exchange, gift, inheritance, etc.
Finally, a characteristic feature of digital objects is their
controllability, which is the ability to establish dom-
inance over such an object, which is usually realised
through the possession of a unique set of cryptographic
data, a private key that provides access to the asset and
the ability to dispose of it (Neskorodzhena et al., 2024;
Zozulyak & Maksymiv, 2024).

An analysis of the conceptual framework reveals a
fundamental obstacle to the development of adequate
legal regulation. Ukrainian legislation has simultane-
ously introduced two parallel and partially contradic-
tory concepts: the broad category of “digital object”
in the Civil Code of Ukraine! and the more specialised,
but not fully correlate, concept of “virtual asset” in the
relevant Law of Ukraine No. 2074-1X% The Civil Code
of Ukraine attempts to apply a universal, but outdated,
property-law approach to all digital objects, extending
the regime of objects to them. At the same time, the
special Law of Ukraine No. 2074-IX creates a special re-
gime, but it itself contains internal contradictions (for
example, regarding the payment function, as noted by
V.0. Yarotsky (2023)) and, most notable, is not effective
due to the lack of tax regulation (Shapovalova, 2024).
The consequences of such uncertainty exceed the scope
of theoretical debates. They paralyse the development
of the legal market, scare away investors, make ade-
quate judicial protection impossible, and create a grey
area conducive to fraud and money laundering. Thus,
the problem lies not so much in the terminology as in
the lack of a unified state policy and a coherent legal
strategy for digital assets.

The legal nature of digital objects in the doc-
trine of civil law. The emergence and rapid prolifer-
ation of digital objects has raised a fundamental ques-
tion for the civil law doctrine about their place in the
traditional system of civil rights objects enshrined in
Article 177 of the Civil Code of Ukraine?. This system,
which includes things, property, property rights, results

of intellectual and creative activity, information and
other tangible and intangible goods, was not ready to
integrate such atypical phenomena (Guleykov, 2025).
The main academic debate has revolved around the di-
lemma of whether digital objects can be qualified with-
in one of the existing categories, perhaps through an
expansive interpretation or the use of legal fictions, or
whether they are objects of a completely new, special
kind (sui generis), requiring the creation of their own,
unique legal regime.

The most widespread and, at the same time, most
criticised in civil law is the proprietary concept, which
proposes to extend the legal regime of things to digital
objects, and, therefore, the key institution of property
law - the right of ownership with its classical triad of
powers (possession, use, disposal). E. Michurin (2025)
substantiated the pragmatism of the proprietary ap-
proach, whichmitigatestheneedto createanew complex
system from scratch, instead employing the institutions
of property law already developed over the centuries
to regulate the circulation and, most notably, protect
the rights to digital assets. The study also highlighted
the economic similarity of digital objects to things: they
have value, are individually identifiable (such as NFTs)
or generic (such as cryptocurrencies), can be alienat-
ed and are under the exclusive control of one person.

At the same time, the criticism of the proprietary
concept is much weightier and more systemic. The main
counterargument lies in a fundamental conceptual con-
tradiction: property rights as an absolute right are his-
torically, doctrinally and inherently associated with ma-
terial, corporeal objects over which physical domination
is possible (Slipchenko & Slipchenko, 2024b). Calling
an incorporeal good that is a collection of data an “ob-
ject” means resorting to a legal fiction that creates ter-
minological confusion and logical contradictions (Ne-
skorodzhena et al.,, 2024; Zozulyak & Maksymiv, 2024).
The legal regime of an object does not consider the key
specifics of digital objects: their intangibility, ease of
copying, cross-border nature, impossibility of physical
destruction or damage, and close connection with intel-
lectual property law (Slipchenko & Slipchenko, 2024a).
This creates practical legal uncertainty, in particular in
the application of a vindication claim (reclamation of an
object from someone else’s illegal possession) to stolen
cryptocurrency or a negator claim (removal of obsta-
cles to use) to NFTs. The concept of intellectual proper-
ty rights is most relevant to objects such as digital con-
tent and NFTs. It is based on the fact that the token or
file itself is only a form of embodiment of the copyright
object (work), and accordingly, the rights to it should be
regulated not by the law of property, but by intellectual
property law (Zerov, 2023).

! Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15.

2 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.

3 Law of Ukraine No. 3320-IX “On Amendments to the Civil Code of Ukraine Regarding the Expansion of the Scope of Civil Rights”. (2023,
August). Retrieved from https://zakon.rada.gov.ua/laws/show/3320-%D0%86%D0%A5#Text.
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The concept of sui generis appears as the most sci-
entifically sound, as it recognises the uniqueness of
digital objects as a legal phenomenon that cannot be
fit into any of the existing categories without distor-
tion. Therefore, they require the creation of a special,
separate legal regime that would organically combine
elements of property (exclusive control), obligato-
ry (relations within the system) and exclusive rights
(protection against unauthorised copying and use).
Regardless of the chosen concept, digital objects are
already integrated into civil circulation and interact
with traditional legal institutions. Property rights in
Ukraine are enforced through the fiction of a “digital
object”, with the key element of the ownership triad
being associated not with physical dominance but
with technical control over the private key to access
the asset (Neskorodzhena et al, 2024; Zozulyak &
Maksymiv, 2024).

Inheritance is one of the most problematic areas,
as the transfer of digital assets to inheritance is com-
plicated by both technical (the need for heirs to have
access to the testator’s private keys) and legal (prob-
lems with the identification and valuation of assets by a
notary, the lack of a clear procedure for their inclusion
in the estate) aspects. The possibility of pledging digital
assets remains controversial and directly depends on
their legal qualification. If they are defined as property,
then such a possibility exists, but the mechanisms for
the implementation of the pledge (for example, fore-
closure) are not developed (Klyan & Selivakin, 2023).
The circulation of digital objects mainly takes place
based on traditional contractual structures: sale and
purchase, exchange, provision of services (for exam-
ple, crypto-exchange services) (Guleykov, 2025). The
doctrinal conflict that has arisen around the legal na-
ture of digital objects goes beyond a purely academic
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dispute. The choice of the proprietary model (“digital
object”) has become a source of real and acute prob-
lems in law enforcement practice (Slipchenko & Slip-
chenko, 2024a). However, the Civil Procedure Code of
Ukraine! defines material evidence as a tangible object
that has retained traces of a crime.

Cryptocurrencies are intangible in nature and can-
not meet this criterion in the classical sense, which
creates an insoluble conflict. As a result, the courts are
forced to either refuse to seize the assets, leaving the
victims without any real protection, or resort to a “cre-
ative” interpretation of the law, as the High Anti-Cor-
ruption Court did, by seizing the assets not as material
evidence but to secure future confiscation of property.
This decision sets an significant precedent, but does
not solve the systemic problem. This example demon-
strates how a theoretically wrong choice (the use of an
unsuccessful legal fiction) directly leads to the practical
impossibility of effective and predictable justice.

Classification criteria and digital object sys-
tem. The classification of digital objects determines
approaches to their legal regulation and influences the
formation of differentiated legal regimes. It is impossi-
ble to apply the same legal regime to the cryptocurren-
cy Bitcoin, which serves as a medium of exchange, to an
NFT that certifies the uniqueness of a work of art, and
to a token that grants the right to vote in a decentralised
autonomous organisation. An effective classification
should be based on a system of criteria that considers
not only the legal but also the technical and econom-
ic nature of these objects (Guleykov, 2025). This will
avoid overgeneralisation and the development of a
special legal regime for each significant group of digital
goods. Table 1 demonstrates systematised main types
of digital objects and analysis of their legal status in the
Ukrainian jurisdiction.

Table 1. Classification of digital objects by legal nature

Object type Subtype Examples Legal regime Legislative framework
) _TX2
Unsecured Bitcoin, Ethereum Virtual asset Law of Ukram_e No. 2074-IX
(not yet in effect)
Crypto assets )
Secured Asset tokens Virtual asset Law of Ukram'e No. 2074-IX (not
yet in effect)
. . . . Civil Code of Ukraine® and Civil
Entertainment Video, music, games Data/copyright Procedural Code of Ukraine*
Digital content
- . Civil Code of Ukraine and Civil
Software Software, applications Data/copyright Procedural Code of Ukraine
Art Digital paintings Digital object Civil Code of Ukraine
NFT
Collectables Cards, items Digital object Civil Code of Ukraine

Source: compiled by the author based on R.V. Popov (2024) and E. Michurin (2025)

! Civil Procedural Code of Ukraine. (2004, March). Retrieved from https://zakon.rada.gov.ua/laws/show/en/1618-15#Text.

2 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.
3 Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15.

* Civil Procedural Code of Ukraine. (2004, March). Retrieved from https://zakon.rada.gov.ua/laws/show/en/1618-15#Text.
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This classification reveals critical gaps in the legal
regulation of digital objects in Ukraine. The most prob-
lematic is the situation with cryptoassets, the legal
status of which remains uncertain due to the failure to
enact a specialised law, which creates legal uncertainty
in the areas of taxation, inheritance and criminal lia-
bility. Digital content is regulated mainly through the
prism of copyright, which does not always adequately
reflect the economic nature of such objects, especially
in the context of their use as investment instruments
or means of payment. NFTs represent a special catego-
1y, as their legal qualification as “digital objects” under
the Civil Code of Ukraine contradicts traditional civil
law concepts of property law and creates difficulties in
applying property, contractual and consumer protec-
tion rules. This inconsistency indicates the need for a
comprehensive review of legislative approaches and
the creation of a unified conceptual framework for the
regulation of all types of digital assets, incorporating
their technological features and economic function in
the modern digital economy.

The current legislation of Ukraine, albeit fragment-
ed, has already laid the foundations for the primary
classification of digital objects based on their legal re-
gime. At the highest level, in accordance with the Civil
Code of Ukraine’, they are all grouped under the gener-
ic category of “digital objects”. The first group includes
virtual assets, the legal regime of which should be de-
termined by a special Law of Ukraine No. 2074-1X2 The
second group covers digital content, which is regulated
by special Law of Ukraine No. 3321-1X3. The third group
is the category of other goods with an open list, which
theoretically includes such objects as domain names,
accounts in social networks and other online services
that also exist in the digital environment and have prop-
erty value. The VA Law offers a more detailed internal
classification of virtual assets based on their economic
substance and the existence of a connection with other
civil rights objects. The first criterion is based on the
availability of collateral, which distinguishes between
unsecured virtual assets that do not certify any proper-
ty or other rights of their owner against any third party.
Their value is based solely on the trust of system partic-
ipants and market demand, with cryptocurrencies such
as Bitcoin being a classic example (Pochynok, 2023).

In contrast, secured virtual assets certify property
rights, in particular, the rights of their owner to claim
against the issuer or other obligated person in respect
of another; basic object of civil rights (Zerov, 2023). The

show/3321-20#Text.

eli/reg/2024/1624/o0j.

second criterion applied to secured VAs differentiates
them depending on the type of collateral. Financial vir-
tual assets constitute a specific category of secured VAs
that certify rights to financial instruments and are di-
vided into secured virtual assets collateralised by cur-
rency values (SVAs) and secured virtual assets collater-
alised by a security or derivative financial instrument
(SVAs)*. Alongside them, there are non-financial virtual
assets that are collateralised by other goods, such as
real estate, goods or services.

International practice, in particular Regulation of
the European Parliament and of the Council No. 2024/
16245 and the approaches of the Swiss regulator, the
Swiss Financial Market Supervisory Authority (FIN-
MA), offer a classification based not on formal legal
structures, but on the economic function performed
by the token (FINMA, n.d.; FINMA publishes guide-
lines..., 2018). This approach is more flexible and ade-
quate to the essence of the phenomenon, distinguishing
payment tokens (Payment/E-money tokens), the main
purpose of which is to function as a means of exchange
and payment, including classic cryptocurrencies and
stablecoins (Shapovalova, 2024; Kostyuchenko, 2021).
Investment tokens or asset-referenced tokens are char-
acterised by the fact that they are purchased for invest-
ment purposes, provide rights similar to those of securi-
ties (to profit, to a share in an asset), or their value is tied
to a basket of other assets, such as currencies or com-
modities. Service or Utility tokens provide their holder
with digital access to certain goods or services provid-
ed by the issuer on its platform (Shapovalova, 2024).

In a technical context, all tokens that exist based on
blockchain technology can be differentiated into two
broad groups depending on their fungibility. Fungible
tokens are characterised by the fact that each unit is
identical, indivisible and equivalent to any other unit of
the same type, as in the case of Bitcoin, where one token
is indistinguishable from another. Non-Fungible (NFT)
tokens are the opposite in nature, as each one is unique,
has individual characteristics recorded in its metadata,
and cannot be replaced by another similar token. It is
this uniqueness that determines their value in areas
such as digital art, collectables, and gaming (Klyan &
Selivakin, 2023).

The analysis of the criteria for classification of dig-
ital objects demonstrates the complexity and multidi-
mensionality of this legal phenomenon, which requires
an integrated approach to systematisation. The author
establishes that an effective classification should be

! Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15.
2 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.
3 Law of Ukraine No. 3321-IX “On Digital Content and Digital Services”. (2023, August). Retrieved from https://zakon.rada.gov.ua/laws/

* Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.

% Regulation of the European Parliament and of the Council No. 2024/1624 “On the Prevention of the Use of the Financial System for the
Purposes of Money Laundering or Terrorist Financing (Text with EEA relevance)”. (2024, May). Retrieved from https://eur-lex.europa.eu/
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based on a combination of technical properties (inter-
changeability, decentralisation), economic functions
(payment, investment, utilitarian) and legal regimes,
rather than on formal legal constructs.

Digital objects in Ukrainian law: Regulatory
analysis and issues. A key step in the attempt to in-
tegrate digital objects into Ukraine’s legal system was
the amendment to the Civil Code of Ukraine! in 2023,
which supplemented Article 177 with a reference to
“digital objects” alongside tangible objects and intro-
duced a legal definition in a new Article 179-1. The
most significant and at the same time problematic pro-
vision is part 2 of Article 179-1, which extends the legal
regime of objects to digital objects on a residual basis.
This decision is a legal fiction that equates intangible
goods with tangible objects, ignoring the fundamental
differences between them and creating logical obsta-
cles to law enforcement, in particular in terms of the
application of property rights remedies (Slipchenko &
Slipchenko, 2024a).

Law of Ukraine No. 2074-I1X?, adopted in February
2022, was the first attempt to comprehensively regu-
late the virtual asset market in Ukraine, defining the
legal status of virtual assets as intangible goods and
objects of civil rights, introducing a classification into
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secured and unsecured assets, establishing the prin-
ciples of service providers’ activities, and defining the
powers of state regulators (Hrytsay, 2022). However,
the key problem is that the law has not yet entered into
force due to the lack of adopted amendments to the Tax
Code on taxation of transactions with virtual assets,
which creates a paradoxical situation of “deferred regu-
lation” (Shapovalova, 2024).

In addition to these basic acts, relations in the dig-
ital sphere are regulated by Law of Ukraine No. 3321-
IX3, which establishes rules for contractual relations
regarding the provision of digital content to consumers
based on European directives, emphasising the obliga-
tion aspects, which conflict with the property-based
approach of the Civil Code of Ukraine, as well as Law
of Ukraine No. 361-IX, which establishes the status of
primary financial monitoring entities for virtual asset
service providers and uses specific definition of a virtu-
al asset, which differs from the relevant law.

The diversity of digital objects and the absence of
a unified classification system necessitate the system-
atisation of the criteria for their legal qualification. To
develop a comprehensive approach to regulation, it is
advisable to identify the main classification criteria in
Table 2 used in Ukrainian and international law.

Table 2. Classification criteria for digital objects

Classification criterion The basis for the distinction

Legal significance Source of regulation

Legal regime Special vs general regulation

Civil Code of Ukraine,
special laws

Identify applicable rules
and procedures

Functional purpose Purpose of use of the asset

Regulatory requirements

i 4
and circulation regime Regulation No. 2024/1624

Technical replaceability Interchangeability vs uniqueness

Peculiarities of transactions

< Blockchain technical standards
and valuation

Physical vs digital form of

Materiality existence

Application of law in rem vs law

. - )
of obligations Civil Code of Ukraine®, p. 179-1

Centralised versus decentralised

Issuer .
production

Liability and control Financial legislation

National versus cross-border

Territory of circulation ) -
circulation

Jurisdiction and applicable law International agreements, FATF

Degree of regulation Regulated vs unregulated market

Requirements for participants

; National financial law
and operations

Source: compiled by the author based on S.0. Hrytsay (2022), I.Yu. Guleykov (2025) and E. Michurin (2025)

The presented classification criteria reflect the
multidimensionality of legal regulation of digital ob-
jects and demonstrate the complexity of creating a
unified approach to their qualification. The criterion
of legal regime is the basis for the determination of
the hierarchy of regulations applicable to a particu-
lar object, but in the Ukrainian legal system, there is a

show/3321-20#Text.

eli/reg/2024/1624/o0j.
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conflict between the general provisions of the Civil
Code of Ukraine on “digital objects” and special rules
on virtual assets, which complicates law enforcement.
Functional purpose as a criterion is of particular im-
portance in the context of harmonisation with Euro-
pean law, in particular Regulation (EU) No. 2024/1624
of the European Parliament and of the Council, which

! Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15.
2 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.
3 Law of Ukraine No. 3321-IX “On Digital Content and Digital Services”. (2023, August). Retrieved from https://zakon.rada.gov.ua/laws/

*Regulation of the European Parliament and of the Council No. 2024/1624 “On the Prevention of the Use of the Financial System for the
Purposes of Money Laundering or Terrorist Financing (Text with EEA relevance)”. (2024, May). Retrieved from https://eur-lex.europa.eu/

® Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15.

99 I


https://zakon.rada.gov.ua/laws/show/435-15
https://zakon.rada.gov.ua/laws/show/2074-20
https://zakon.rada.gov.ua/laws/show/3321-20%23Text
https://zakon.rada.gov.ua/laws/show/3321-20%23Text
https://eur-lex.europa.eu/eli/reg/2024/1624/oj
https://eur-lex.europa.eu/eli/reg/2024/1624/oj
https://zakon.rada.gov.ua/laws/show/435-15

I 100

B Digital objects as a new type of civil rights objects...

distinguishes between payment, investment and utility
tokens, creating different regulatory regimes depend-
ing on the economic function of the asset.

The most fundamental problem of Ukrainian legis-
lation on digital objects is the existence of deep system-
ic conflicts and gaps. There is a conflict of regimes be-
tween the general property regime of a “digital object”
in the Civil Code of Ukraine and the special regime of a
“virtual asset” as an intangible good in the relevant law,
a conflict of definitions between different definitions of
a “virtual asset” in Law of Ukraine No. 361-IX!, and a
legal vacuum for many types of digital objects, such as
domain names, social media accounts, governance to-
kens, and decentralised autonomous organisations. In
general, the legislation is fragmented and unsystematic,
as the rules are scattered across different acts, making
them difficult to interpret and apply.

The uncertainty of the legal nature of objects cre-
ates serious problems with the legal qualification of
transactions involving them. When it is unclear wheth-
er an asset is an “object”, “property”, “property right” or
“intangible good”, it becomes difficult to determine the
type of contract (sale, exchange, provision of services),
essential terms, the moment of transfer of rights and
the consequences of default. Legal definitions are often
overly simplistic and do not consider the technical com-
plexity of digital objects. A striking example is the link-
ing of ownership to “key possession”, which ignores the
realities of the market: custodial services where private
keys are stored by the platform, multi-signature wal-
lets, complex smart contracts with autonomous asset
management. This gap between legal abstraction and
technical reality renders many rules virtually ineffec-
tive and demonstrates the limits of national law’s effec-
tiveness in the global digital environment.

The practical exercise of rights and their protec-
tion in the digital sphere face unique challenges that
the traditional legal system is not prepared for. The
case law is still being formed, but it already illustrates
all the problems of the legislation through specific cas-
es of cryptocurrency seizure. The most illustrative is
case No. 991/1512/232 of the High Anti-Corruption
Court of Ukraine, where the investigating judge grant-
ed the prosecutor’s motion to seize virtual assets in the
form of a ban on the alienation and disposal of Tether
(USDT), Tron (TRX), Ethereum (ETH) cryptocurren-
cies, which were held on the electronic multi-currency

en/361-20.

ua/Review/111590400.

https://reyestr.court.gov.ua/Review/115427588.

ua/Review/107216946.

crypto wallet of a suspect in a corruption crime under
Part 4 of Article 368 of the Criminal Procedure Code
of Ukraine?. The key legal issue was that the court was
forced to justify the seizure of intangible objects using
property law constructs. The court noted that although
Law of Ukraine No. 2074-I1X* has not entered into force,
“Ukrainian legislation prioritises identification of the
holder of the key to a virtual asset with the owner of
such a virtual asset”. This decision demonstrates the
forced application of the unsuccessful legal fiction of
a “digital object”, as the court was forced to establish
ownership of intangible objects through technical con-
trol over private keys.

The opposite approach was demonstrated by the
Shepetivka City District Courtin Case No.688/3758/23°%,
which cancelled the seizure of cryptocurrencies as ma-
terial evidence, recognising that the seizure of digital
assets “given their intangible and non-individualised
nature, is inconsistent with the stated purpose of the
seizure as the preservation of material evidence”. This
ruling highlights the conceptual contradiction between
the intangible nature of digital objects and attempts to
apply traditional property law mechanisms to them. The
court recognised that cryptocurrency cannot be mate-
rial evidence within the meaning of the Criminal Proce-
dure Code of Ukraine, which defines such evidence as
“a material object that has retained traces of a crime”.

The case No. 752/7557 /226 of the Holosiivskyi Dis-
trict Court also illustrates the practical difficulties: the
court seized crypto assets but failed to clearly define
the legal nature of such objects and the procedures ap-
plicable to them. An analysis of these decisions reveals
a systemic problem: courts are forced to resort to “crea-
tive” interpretation of legislation or alternative legal ap-
proaches to achieve the goals of justice due to the lack
of adequate legal regulation of digital objects. The pro-
tection of rights is complicated by the difficulty of iden-
tifying the infringer in pseudonymous networks, the
specificity of proof, the problems of enforcing court de-
cisions on assets on decentralised wallets or foreign ex-
changes, and the difficulty of inheritance due to techni-
cal and legal barriers (Vinnyk, 2023). These precedents
convincingly prove that the use of the legal fiction of a
“digital object” creates practical legal uncertainty and
makes effective justice in the digital sphere impossible.

The legal regulation being implemented in Ukraine
and globally is fundamentally transforming the subject

! Law of Ukraine No. 361-1X “On Prevention and Counteraction to Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction”. (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/show/

2 Judgement of the High Anti-Corruption Court of Ukraine in Case No. 991/1512/23. (2023, June). Retrieved from https://reyestr.court.gov.
% Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/en/4651-17#Text.

* Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.

% Judgement of the Shepetivka City District Court of Khmelnytskyi Region in Case No. 688/3758/23. (2023, December). Retrieved from

¢ Judgement of the Holosiivskyi District Court of Kyiv in Case No.752/7557/22. (2022, November). Retrieved from https://reyestr.court.gov.
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composition of legal relations in this area, shifting the
focus from anonymous users to identified and licensed
market participants. The early ideology of cryptocur-
rencies was based on the principles of anonymity,
decentralisation and the absence of intermediaries.
However, the high risks of using these technologies
for money laundering, terrorist financing and other
illegal activities have forced states, including Ukraine,
to respond by introducing strict financial monitor-
ing requirements for combating money laundering
and terrorist financing following the standards of the
Financial Action Task Force (FATF) (n.d.). These re-
quirements are implemented through the institution
of licensed intermediaries, VASPs, who control access
to the legal market and are required to know their cus-
tomers (KYC) (Pochynok, 2023). This fundamentally
changes the nature of legal relations. Instead of di-
rect peer-to-peer transactions between pseudonyms,
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the legal circulation of digital assets is increasingly
mediated by regulated entities. This approach un-
doubtedly increases the safety, transparency and se-
curity of participants, but at the same time it inevita-
bly reduces the level of decentralisation and privacy
that was the ideological core of these technologies at
the initial stage. Thus, the law effectively “centralises”
decentralised technologies, subjecting them to state
interests and control.

Comparative legal analysis of the regulation of
digital objects. Analysis of international experience
is critical for Ukraine, as it can be used to avoid mis-
takes, adopt best practices, and harmonise national
legislation with global trends. Table 3 shows the ap-
proaches of the jurisdictions of China, Switzerland,
Germany, Japan, Singapore and the United States, each
of which demonstrates unique models of legal regula-
tion of digital assets.

Table 3. Key differences in the regulation of digital objects

. Legal status of .
Jurisdiction cryptocurrency Key regulatory authority | Regulatory approach CBDC

“Virtual goods” with Strict control, ban on

China limited property rights; PBoC ! Digital yuan (e-CNY)

L o trade
trading is prohibited
“DLT rights” as a new
Switzerland asset class; payment FINMA Innovative, legal certainty No operating CBDC
tokens
“Cryptoassets” under the Adaptation of traditional
Germany Banking Act'; electronic BaFin P law No operating CBDC
securities
“Cryptoassets” with strict Investor protection and | Development of the digital
Japan . JFSA
regulation of exchanges transparency yen
Digital payment tokens
Singapore (DPT); ownership MAS A balanced approach The Guardian project
recognised by courts
USA Intangible property under IRS, state regulators Innovations at the state No federal CBDC
the UCC level

Note: PBoC - People’s Bank of China; BaFin - German Federal Financial Services Authority; JFSA - Japan Financial
Services Agency; MAS - Monetary Authority of Singapore; IRS - US Internal Revenue Service; UCC - Uniform
Commercial Code; CBDC - Central Bank Digital Currency; DLT - Distributed Ledger Technology.

Source: compiled by the author based on J. Feldman et al. (2021), NFT regulations in Japan (2021), TeraLex (2022),
S. Kaaru (2024), K. Low & M. Hara (2024), A. Fillman (2025), Internal Revenue Service (n.d.), KYC Hub (n.d.)

A comparative analysis of the presented jurisdic-
tions revealed three main regulatory models, each of
which reflects different conceptual foundations of state
policy towards digital assets. The restrictive model, im-
plemented by China, is characterised by a complete ban
on private cryptocurrency circulation while maintain-
ing limited property rights and active development of
the state’s digital currency, which reflects the priority
of financial stability and monetary sovereignty over
technological innovation. The liberal model, represent-
ed by Switzerland and certain US states, is aimed to cre-
ate the most favourable investment climate through the

introduction of new legal categories and flexible regu-
latory approaches, which attract capital and stimulate
the development of the fintech sector. The balanced
model implemented by Germany, Japan, and Singapore
combines technological openness with enhanced re-
quirements for investor protection and financial stabil-
ity, integrating crypto asset regulation into the existing
financial framework by adapting traditional legislation.
Of note is the approach to the development of digital
currencies by central banks, which demonstrates stra-
tegic differences: from active implementation in China
to experimental projects in Singapore and the absence

I ! Banking Actof the Federal Republic of Germany. (1961, July). Retrieved from https://www.gesetze-im-internet.de /kredwg/BJNR008810961.

html.
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of federal initiatives in the United States, reflecting dif-
ferent views on the role of the state in the digital trans-
formation of the monetary system.

The European Union’s approach is the most com-
prehensive and systematic among the existing regula-
tory models. Instead of fragmented regulation of cer-
tain aspects, the European Union has developed and
adopted a single comprehensive Regulation of the Eu-
ropean Parliament and of the Council No. 2024/1624"
(MiCA), which aims to create a harmonised legal frame-
work for the entire EU single market. The key feature
of MiCA is the functional classification of crypto assets,
according to which the regulation divides assets not by
formal features, but by their economic function into
electronic money tokens (EMT), asset-backed tokens
and utility tokens (UT) (Zetzsche et al, 2021). At the
same time, MiCA establishes strict requirements for
issuers and service providers (CASPs), providing de-
tailed rules for the authorisation, operation and super-
vision of issuers and service providers related to cryp-
toassets. A substantial element of the European model
is the concept of a “European passport”, according to
which a licence obtained by a service provider in one
EU member state entitles it to operate throughout the
Union, which contributes to the development of a sin-
gle market. The Regulation also contains a significant
set of rules aimed to protect consumer rights, prevent
market manipulation and ensure transparency. For
Ukraine, which has the status of a candidate for EU ac-
cession, the provisions of the MiCA provide a bench-
mark for harmonising national legislation with Euro-
pean standards for regulating virtual assets.

The US approach is fundamentally different and is
based on a fundamentally different regulatory philoso-
phy. Instead of creating a single special law, US regula-
tors apply existing securities, commodities, and finan-
cial services laws, such as the Securities Act of 19332,
to digital assets, resulting in what is known as “regu-
lation by enforcement”. Several agencies are central in
this system, with often overlapping responsibilities.
The Securities and Exchange Commission (SEC) applies
the well-known “Howey Test”? to determine whether a
digital asset is an “investment contract” and therefore a
security subject to its regulation, and the SEC has taken
the position that most tokens (except Bitcoin) are secu-
rities (Reiff, 2023).

At the same time, the CFTC (2015) considers some
cryptocurrencies, including Bitcoin, to be commodities

eli/reg/2024/1624/o0j.

cases/federal/us/328/293/.

and regulates the market for derivatives on them. The
Financial Crimes Enforcement Network (FinCEN) im-
poses strict anti-money laundering and counter-terror-
ist financing (AML/CFT) requirements on service pro-
viders that qualify as Money Services Businesses. For
tax purposes, the Internal Revenue Service (IRS) treats
digital assets as property rather than currency, which
means that they are subject to capital gains taxation
when sold. This approach creates significant regula-
tory uncertainty for businesses, as the status of many
assets is determined not by law, but by litigation initi-
ated by regulators. Switzerland has chosen the path of
progressive and flexible regulation, which made it one
of the world’s centres for the crypto industry, known as
the “Zug Crypto Valley”*. Instead of creating legislation
from scratch, Switzerland has made pointed but sys-
tematic changes to existing laws.

The emergence of competing draft laws from the
National Securities and Stock Market Commission (NS-
SMC) and the Ministry of Digital Transformation essen-
tially reflects a debate on how best and most efficiently
to implement MiCA approaches into the Ukrainian legal
system®. This means that the future of Ukrainian regu-
lation will be determined not so much by internal doc-
trinal disputes as by the external need to adapt to Euro-
pean standards. This sends a clear signal to Ukrainian
businesses and investors: it is strategically correct to fo-
cus on MiCA requirements, as any purely national regu-
lation is likely to be temporary and will be brought into
full compliance with the European one in due course.
Summarising the international experience of regulating
digital assets, it is possible to state that the global trend
is towards creating a comprehensive regulatory frame-
work that combines innovation with adequate investor
protection and financial stability. For Ukraine, as a candi-
date country for EU accession, it is strategically justified
to focus on the European MiCA model, which provides
legal certainty, consumer protection and the possibil-
ity of integration into the single European market. At
the same time, it is necessary to consider Switzerland’s
experience with technology neutrality and flexible li-
censing, and to avoid the American model of regula-
tion through enforcement, which creates significant
uncertainty for market participants. The key challenge
for Ukraine remains the need to rapidly implement Eu-
ropean standards while maintaining the competitive-
ness of the national jurisdiction in the global compe-
tition for attracting investment in digital technologies.

! Regulation of the European Parliament and of the Council No. 2024/1624 “On the Prevention of the Use of the Financial System for the
Purposes of Money Laundering or Terrorist Financing (Text with EEA Relevance)”. (2024, May). Retrieved from https://eur-lex.europa.eu/

% Securities Act of the USA. (1933). Retrieved from https://www.govinfo.gov/content/pkg/COMPS-1884/pdf/COMPS-1884.pdf.
3 Opinion of the Supreme Court of USA in Case “SEC v. W.]. Howey Co., 328 U.S. 293". (1946, May). Retrieved from https://supreme.justia.com/

*Federal Act of Switzerland “On the Adaptation of Federal Law to Developments in Distributed Electronic Register Technology”. (2021,
February). Retrieved from https://www.bk.admin.ch/ch/d/pore/rf/cr/2019/20192205.html.

® Draft Law of Ukraine No. 10225 “On Amendments to the Tax Code of Ukraine and Other Legislative Acts of Ukraine Regarding the Regulation
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Discussion

The findings of the study confirm the concept of digi-
tal objects as a unique sui generis legal phenomenon,
which correlates with the conclusions of internation-
al studies. The prospects for introducing the concept
of “digital objects” and “digital content” to expand the
scope of regulation of virtual assets, as considered by
S. Hrytsai (2023), confirm the problematic applica-
tion of traditional legal structures to intangible objects
identified in the study. At the same time, the results of
the analysis of Ukrainian legislation demonstrate deep-
er systemic conflicts than those indicated in foreign
works. In particular, the author reveals a fundamental
contradiction between the extension of the property
regime to intangible goods in the Civil Code of Ukraine
and the special regime of virtual assets as intangible
goods in the relevant law, which creates legal uncertain-
ty for market participants. O.M. Vinnyk (2023) studied
the specifics of the Ukrainian experience of forming the
legal framework for the digital economy and identified
critical shortcomings in coordination between different
regulatory authorities, which confirms the results of the
analysis of competing draft laws from the NSSMC and
the Ministry of Digital Transformation. The researcher
proved that the fragmentation of Ukrainian legislation
creates legal uncertainty and impedes innovative devel-
opment, proposing a model of a unified institutional ar-
chitecture for regulation, which fully coincides with the
conclusions on the need for a comprehensive review of
legislative approaches and the creation of a unified con-
ceptual framework for the regulation of digital assets.
The conclusions regarding the need to recognise
the unique legal nature of digital objects are consistent
with the research of ]. Wyczik (2025), analysing proper-
ty in the twenty-first century through the prism of digi-
tal asset law. However, the results of a comparative anal-
ysis of different jurisdictional approaches presented by
L. Lee (2024) show a more complex picture of the legal
status of digital assets than was revealed in the study of
the Ukrainian context alone. The critical analysis shows
that the Ukrainian model of a “digital object” is a more
radical attempt to integrate digital objects into the tra-
ditional legal system than the approaches used in other
jurisdictions, which makes it both more ambitious and
more problematic. The problematic application of the
rules of property law to cryptoassets identified in the
study is in line with the findings of P.C. Aksoy (2023) on
the applicability of the rules of real law to cryptoassets
from the standpoint of continental and Anglo-Saxon law.
At the same time, the results of the analysis show that
the Ukrainian model of a “digital object” creates more
serious conceptual contradictions than the approaches
considered in foreign studies. Particularly problemat-
ic is the application of vindication and negation claims
to digital assets, as demonstrated in court practice,
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particularly in cases of seizure of cryptocurrencies as
material evidence. The study of the legal status of dig-
ital financial assets as an object of civil rights conduct-
ed by T.G. ugli Pulatov (2024) demonstrates similar
problems in different legal systems. The results of the
analysis of the Uzbek experience indicate the general
challenges faced by post-Soviet countries when trying
to integrate digital assets into traditional legal frame-
works. At the same time, the Ukrainian model appears
to be more radical due to the use of the legal fiction of
extending property rights to intangible objects, which
creates unique legal conflicts.

The complexity of the correlation between the
rights to NFTs and underlying objects identified in this
study is confirmed by E.C. Lim (2024) on digital art,
tokenised assets, and virtual property in the context
of copyright. The results of the analysis of Ukrainian
legislation demonstrate the lack of a clear distinction
between these aspects, which creates additional legal
risks. It is critical that the classification of digital con-
tent as “digital objects” in the Civil Code of Ukraine!
directly contradicts the copyright regime of most
such objects, which confirms the need to develop a
special legal regime for different categories of digital
objects. The conclusions regarding the legal nature of
non-fungible tokens and property rights correlate with
the results of a study by ]. Kaisto et al. (2024) on to-
kenisation and property. However, the results of the
analysis of Ukrainian legal regulation reveal more fun-
damental problems in determining the legal status of
these objects. In particular, the absence of a distinction
between the rights to the NFT itself and the rights to
the underlying object creates legal uncertainty that
may lead to the violation of both property and exclu-
sive rights. Ukrainian legislation does not address the
complex nature of NFTs as a hybrid object combining
technological, artistic and legal aspects.

The legal issues of NFTs in the arts sector identified
in the study are consistent with the findings of W. Jia &
B. Yao (2024) on legal issues and case law. The results
of the analysis demonstrate the need to develop special
regulations for this area in Ukraine. It is necessary to
regulate the relationship between NFT rights and copy-
right in basic works, which requires a cross-sectoral ap-
proach. The necessity of using digital assets to enforce
intellectual property rights, substantiated in the study,
is supported by C.A. Makridis & J.D. Ammons (2025),
who consider the management of shared resources of
large language models through digital assets. At the
same time, the results of the study show that Ukrainian
legislation does not consider these promising areas of
development. The lack of regulation of governance to-
kens and decentralised autonomous organisations cre-
ates a legal vacuum for innovative models of intellectual
property management in the digital environment.

I ! Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15.
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The problems of the legal framework for new dig-
ital assets identified in the study correlate with the
conclusions of C.P. Sempere (2025) on the legal frame-
work for new digital assets, identities and data in the
European single market. The results of the analysis
demonstrate the need to adapt the Ukrainian legal sys-
tem to European standards. At the same time, the study
determined that the current Ukrainian Law of Ukraine
No. 2074-1X! contains significant differences from the
MiCA approach, including a unique classification of “se-
cured/unsecured” assets, which may complicate future
harmonisation with European law. A study of virtual
property in the metaverse and challenges to res digital-
is by J.P. Ricciardi (2023) revealed promising areas for
the development of legal regulation of digital objects.
The results of the analysis show that Ukrainian legisla-
tion is not ready to regulate complex virtual worlds and
the metaverse, where digital objects may have multiple
forms of existence and complex interconnections. The
concept of a “digital object” is too simplistic to cover the
diversity of objects in virtual environments.

The limitations of the current private law on dig-
ital assets identified in this study were confirmed by
J. Soukupova (2024). However, the results of the anal-
ysis show that in the Ukrainian context, these restric-
tionsare more critical due to the use of the unsuccessful
legal fiction of a “digital object”. Comparative analysis
shows that most European legal systems avoid such a
radical approach, preferring more flexible and adap-
tive regulatory mechanisms. The concept of property
as a right of virtual objects, developed by J.A.T. Fair-
field (2022), offers an alternative approach to research
of the legal nature of digital objects, which consists in
recognising virtual assets as objects of property rights
regardless of their physical nature, with an emphasis
on functional characteristics (exclusivity, transferabil-
ity, stability). The results of the study show that the
Ukrainian model partially borrows these ideas, but im-
plements them through a problematic legal fiction. The
critical analysis shows that the application of the con-
cept of “virtual objects” requires a more in-depth iden-
tification of traditional legal categories than is done in
Ukrainian legislation.

The need to redefine property rights in the con-
text of NFTs, identified in the study, correlates with the
findings of A. Juhész (2023) on non-fungible tokens and
property rights from a Hungarian perspective. The re-
sults of the study demonstrate that the Ukrainian model
needs a more radical rethink. The comparative analysis
shows that the Hungarian approach is more cautious
and considers the specifics of NFTs as objects that com-
bine technological and artistic aspects. The importance
of adapting legal regulation to the Fourth Industrial
Revolution, substantiated in this study, is supported
by the works of V. Giang & V..M. Huong (2023), who

analysed digital assets in the context of international
integration. At the same time, the results show specif-
ic challenges for the Ukrainian legal system related to
the need to simultaneously implement legal reforms
and European integration processes. Critically, current
Ukrainian regulation may create barriers to participa-
tion in global digital ecosystems.

A general analysis of international experience
shows that most leading jurisdictions avoid radical
changes in basic legal categories, preferring to create
special legal regimes for digital objects. The Ukrainian
model of a “digital object” is a unique but problemat-
ic attempt to integrate new technologies into the tra-
ditional legal system. The results of the study demon-
strate the need to revise this approach and employ a
more flexible and adaptive regulatory model that incor-
porates the diversity of digital objects and their specific
legal needs.

Conclusions

A comprehensive analysis of the legal nature of digital
objects has led to the conclusion that they represent a
unique sui generis legal phenomenon which does not
fully fit into classical civil law constructs. The study
demonstrated that the attempt to apply the outdated
legal fiction of “object” to digital objects, as enshrined
in the Civil Code of Ukraine, was determined to be the-
oretically contradictory, created systemic conflicts with
other laws, and proved to be practically ineffective, as
evidenced by the first attempts at law enforcement in
court practice. An analysis of the current legal regula-
tion in Ukraine has shown that it is fragmented, incom-
plete and largely ineffective. The key problem was the
ineffective status of the fundamental Law of Ukraine
No. 2074-IX, which hindered the development of the
legal market and left its participants without proper
legal protection. At the same time, the simultaneous
existence of several parallel and partially contradictory
legal regimes created additional legal uncertainty for
all digital market participants.

A comparative legal analysis of international expe-
rience has made it possible to identify three main regu-
latory models: restrictive (China), liberal (Switzerland,
certain US states) and balanced (Germany, Japan, Singa-
pore), which reflect different conceptual foundations of
the State policy on digital assets. The study established
that for Ukraine, as a candidate country for EU acces-
sion, it is strategically justified to prioritise the Euro-
pean MiCA model, incorporating the Swiss experience
of technological neutrality and flexible licensing. A sys-
tem of classification criteria for digital objects has been
developed, including legal regime, functional purpose,
technical substitutability, materiality, type of issuer,
territory of circulation, and degree of regulation. This
system can be used for the formation of differentiated

I ! Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20.
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legal regimes for different categories of digital assets
depending on their specific characteristics and eco-
nomic functions.

The study determined that to build an effective
and modern system of legal regulation of digital ob-
jects in Ukraine, it is necessary to conceptually revise
the approach enshrined in the Civil Code of Ukraine.
The author establishes the expediency of abandoning
the unsuccessful fiction of a “digital object” and sup-
plementing Article 177 of the Civil Code of Ukraine
with a new, independent category of civil rights ob-
jects called “digital assets” or “digital goods” with a
clear definition of their intangible nature and estab-
lishment of the specifics of the legal regime through
special legislation. The need to harmonise the termi-
nology by unifying the definition of a “virtual asset” in
all legal acts, incorporating international FATF stand-
ards and the functional classification of the MiCA Reg-
ulation, proved to be critical. The study has shown
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comprehensible and competitive rules for taxation of
transactions with virtual assets, which will enact the
basic law and launch the process of forming a legal
market. Prospects for further research include the
legal regulation of decentralised autonomous organ-
isations and governance tokens, the use of artificial
intelligence in the field of digital assets, central bank
digital currencies, personal data protection in block-
chain systems, and the development of international
instruments to harmonise the regulation of cross-bor-
der circulation of digital assets.
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LindppoBi 06'eKTN 9K HOBUM BUA, OG'EKTIB
LUBIZIbHMX NPaB: TEOPETUYHI aCNeKTH
Ta KpuTtepii Knacudikauii

borpaH LUyngaka

AcnipaHT

€BPONenCbKM yHIBEpCUTET
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AHoTauia

MeToro mociifpkeHHs 6YB KOMILJIEKCHUMN aHasi3 nmpaBoBol mpupojy HudpoBUX 06’€KTIB K HOBOrO BHUJY
06’€KTIB [IMBIIBHUX IPaB, a TAKOXK PO3PO06JIEHHS TEOPETUYHUX 3aca/ iX epeKTUBHOI'0 IPABOBOI0 PETY/II0BAHHS
B yMoBax nudpoBoi TpaHchopMmanil cycmibcTBa. MeTO[0JIOTIYHY OCHOBY JOC/Ti/PKEHHSI CTAaHOBUWJIU:
MOPiBHAJILHO-NPABOBUK MeTOJ| — AJIsl aHaJIi3y MiZX0/iB 10 IPaBOBOro peryJoBaHHA UPPOBUX 06’EKTIB y
npaBoBux cucteMax Kurato, llIBeinapii, Himeuunnu, Anownii, Cinranypy i CIIA; popmManibHO-IOpUAUIHUN
MeTOoJ, — [/ JOCJiJPKeHHS YUMHHOTO YKPAalHCbKOI'0 3aKOHOJABCTBA; CUCTEMHMM aHali3 - [Jis BUBYEHHHA
UPPOBUX 06 EKTIB SIK KOMIIJIEKCHOTO IBUILA. Y TOC/i>KEHH] BCTAaHOBJIEHO, 1[0 IMPPOBi 06’ €KTHU € YHIKAJIBHUM
MPaBOBUM SIBUILEM, IKe He TOBHOIO MipOI0 BiZ[TOBia€ KJIaCHYHUM IUBITICTUYHUM KOHCTPYKLisAM i moTpe6ye
CTBOPEHHS CIellia/IbHOI'0 IPaBOBOI0 peXXHMy. BusiBsieHo ¢parMeHTapHICTB i cynepe4ynBicTh yKpaiHCbKOTrO
MIPAaBOBOTO PeTryJII0BaHHs, 30KpeMa CUCTeMH] KoJ1i3il Mi>k 3arajibHUM pe4yoBO-IPAaBOBUM PEXUMOM LIUPPOBUX
pevelt y lluBinbHOMY Kozekci YkpaiHu ¥ cheliaJIbHUM peXHMOM BipTyasIbHUX aKTHUBIB y npodisibHoOMy
3akoHi. /loBeJieHO Mpo6JieMaTUYHICTh 3aCTOCYBaHHSA OpUUYHOI iKIil MOLIKMpPEeHHs pevyoBOro mnpaBa Ha
HeMaTepiasbHi 00’€KTH, 1[0 CTBOPIOE NMPABOBY HEBU3HAYEHICTh i yCKJIaAHIOE MPABO3acTOCyBaHHS. AHaJi3
Cy/10BOi MPAKTUKHU BCTAaHOBUB MIPAKTHUYHI IP0O6/IEMU 3aCTOCYBAaHHS YUHHOTO 3aKOHO/IABCTBA, 30KpeMa IiJ| yac
apelITy KPUNTOBAJIOT SIK PEYOBUX /0Ka3iB y KpUMiHaJIbHUX NPOBa/pKeHHAX. OGIPYHTOBAHO HeOoOXiZHICTh
neper/isJly miaxoAy missxoM BifiMoBH Biz ¢iknii nrdpoBoi pedi i cTBopeHHs okpeMoi kaTeropii LMdpoBUX
aKTHUBIB 3 OCOOJIMBUM IpPaBOBUM peXUMOM. [IpakTH4HA LiHHICTb AOC/I/P)KEHHS1 TOJIATa€E y CTBOPEHHI
TEOPETUYHOI0 MiAIPYHTS AJI BJAOCKOHAJIEHHS NMPABOBOI0 PEry/I0BaHHS [UPPOBUX 06'€KTIB i MOKJINBOCTI
BHUKOPUCTAHHS pe3yJbTaTiB Yy 3aKOHOTBOPYIM [islIbHOCTI, MPaBO3aCTOCOBHIA MNPAaKTHULi Ta MOAAJbLIMX
HAyKOBUX JOCJIPKEHHAX
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