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Abstract

The purpose of the study was to examine legal constraints, procedural requirements, and practical challenges
arising during the recording, verification, and use of information from open sources in proceedings concerning
public office offences. Contextual, legal and regulatory, and problem-oriented analysis methods were employed
to achieve the purpose. Given the increasing trend in the number of such offences in 2024-2025, the use of
information from open sources is appropriate for the timely identification of criminal schemes, prevention
of losses, and strengthening of public trust in state institutions. The study drew on an examination of the
regulatory framework and contextual analysis to identify strengths and prospects of evidence collection from
open sources, including broad access to relevant information, rapid data acquisition, and the possibility of
investigating offences across different segments of state activity, including military, educational, medical, and
other domains. The analysis found a number of problems and risks with using open-source information, such
as the lack of standard procedures, limited technical skills, and possible ethical issues. Examination of these
challenges informed recommendations aimed at improving the effectiveness of using open sources in the
investigation of public office offences. Improvement of investigative effectiveness involved transformation
across multiple dimensions, particularly regulatory, procedural, institutional, staffing, methodological,
technical, ethical, and control-related aspects. The results of the study may be used by legislators to improve
the regulatory framework, by law enforcement bodies and investigators to enhance the effectiveness and
quality of investigations into public office offences, by researchers for further analysis of methodologies for
processing information from open sources, and by educational institutions for the development of training
programmes and courses on the use of digital evidence in criminal proceedings
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Introduction

The importance of analysing the legal and practical di-
mensions of implementing Open Source Intelligence
(OSINT) methodologies in the pre-trial investigation
of public office offences is underscored by the digital-
isation of social interactions and the increasing signifi-
cance of open information resources in public adminis-
tration. When someone commits a crime while in public
office, they leave digital traces in open state registers,
electronic declarations, public procurement systems,
social media, and other online platforms. This makes it
easier to find them. The lack of clear regulatory recog-
nition of OSINT as a separate tool in the Criminal Proce-
dure Code of Ukraine, the uncertainty surrounding the
evaluation of the admissibility and evidentiary value
of results derived from open-source analysis, and the
potential for infringing on human rights and freedoms
necessitate a thorough academic investigation into the
legal parameters and practical application of OSINT in
the operations of pre-trial investigation entities.

The potential for OSINT methodologies in criminal
investigations is evidenced in academic literature, nota-
bly the research conducted by S. Bocharov et al. (2025).
These researchers highlighted the validity of utilising
information from open sources, including social me-
dia, government registries, mass media, and satellite
imagery, for criminal investigations. According to S. Bo-
charov et al., the effectiveness of OSINT methodologies
increases through integration with other intelligence
disciplines, namely Human Intelligence, Signals Intelli-
gence, and Imagery Intelligence. Drawing on a review
of thematic studies, academic literature, and industry
reports, R. Sazibur (2025) examined the application
of OSINT in threat detection, incident response, and
forensic investigations. The researcher concluded that
the use of OSINT methodologies improved threat detec-
tion, reduced the risk of data breaches, and increased
analytical effectiveness. N. Breuer (2025) investigated
the use of OSINT technologies to obtain data from an
[talian pre-trial detention order and to analyse the Ital-
ian business register for the construction of networks
representing the “Ndrangheta” group involved in infil-
tration into the legal business sector. The researcher
concluded that OSINT offers several advantages over
conventional closed sources, as it functions as a proxy
for analysing local network structures. S. Szymoniak &
K. Foks (2024) examined the advantages of using OSINT
technologies in a case of the Federal Bureau of Inves-
tigation involving a woman who participated in mass
protests in Philadelphia in 2020 and prepared criminal
offences, including phishing attacks. The evidence ob-
tained in that case indicated that the use of OSINT meth-
odologies supports effective verification of the accuracy
and reliability of information for objective investigation.
0.Yu. Amelin et al. (2025) analysed the possibilities for
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implementing international experience in investigat-
ing criminal offences in the sphere of official activity to
assess its applicability to the legal system of Ukraine.
These researchers said that some analytical tools are
okay to use, but their effectiveness depends on things
like the independence of investigative bodies, clear
jurisdiction, and openness of evidentiary procedures.

Challenges associated with the use of OSINT meth-
odologies in criminal investigations have also been
addressed previously, in particular by ]. Rajamaki et
al. (2022). The researchers examined the use of OSI-
NT technologies in the context of investigating cases of
child abuse. ]. Rajamaki et al. concluded that a barrier
to the use of the OSINT approach lies in procedures
related to data storage for further investigation, since
the fact of abuse cannot be documented or examined
by anyone other than a law enforcement officer spe-
cifically assigned and trained for this purpose. Similar
barriers were identified by B.S. Kosokhatko (2025),
who focused on the use of OSINT methodologies in the
investigation of war crimes committed by the Russian
Federation against Ukraine. The researcher identified
a gap concerning the procedural status of OSINT spe-
cialists in criminal investigations in Ukraine. This gap
arises because, despite the importance of expertise re-
quired for collecting and analysing open-source data,
the Criminal Procedural Code of Ukraine' does not rec-
ognise the opinion of a specialist as an official source;
therefore, this legal inconsistency constrains the use of
OSINT methodologies in criminal investigations. Ethical
aspects of the use of OSINT technologies were analysed
by M. Van der Woude & G. Torres (2024), who consid-
ered the use of open sources in journalistic investiga-
tions in the Netherlands. Interview results indicated
that participants involved in investigations relied to a
significant extent on personal judgement and contin-
uous dialogue with colleagues when making decisions
regarding confidentiality, which raises concerns about
the objectivity of conclusions.

Analysis of previous studies indicates that, despite
extensive examination of the potential of OSINT meth-
odologies in criminal investigations, several issues re-
main unresolved. One such gap is the lack of a system-
atic account of the specific features of applying OSINT
technologies in pre-trial investigations of public office
offences. There is also a lack of systematic research on
the procedural status of OSINT analysis results as evi-
dence in criminal proceedings in Ukraine, particularly
with regard to the requirements of admissibility, rel-
evance, and reliability. In this context, the purpose of
the study is to examine the legal and practical problems
associated with the use of OSINT methodologies for ev-
idence collection during the pre-trial investigation of
public office offences. The objectives of the study are

I ! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/en/4651-17#Text.
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to analyse the legal grounds and procedural possibili-
ties for the use of OSINT methodologies in pre-trial in-
vestigations of such offences, to identify key practical
challenges and risks associated with the use of OSINT
in investigative activities, and to propose directions for
improving national legislation and investigative prac-
tice with reference to international experience in the
use of OSINT methodologies.

Materials and Methods

To achieve the purpose of the study, contextual anal-
ysis was applied to identify trends in the commission
and investigation of public office offences in 2024 and
throughout 2025. The selection of this period reflects
changes in law enforcement practice and statistical
indicators of such offences under conditions of mar-
tial law and institutional transformations of law en-
forcement and anti-corruption bodies, as evidenced
by official statistical data for the respective periods.
Materials for the contextual analysis included offi-
cial reports of the National Anti-Corruption Bureau of
Ukraine (2024a; 2024b; 2025a; 2025b) and the Spe-
cialised Anti-Corruption Prosecutor’s Office for the
first half of 2024, the annual report for 2024, and re-
porting materials for the first half of 2025, which were
used to generalise statistical indicators relating to the
registration, investigation, and procedural progress of
criminal proceedings concerning public office offences.
The contextual analysis considered indicators such as
the number of initiated pre-trial investigations, notices
of suspicion, indictments submitted to court, as well as
the amounts of funds recovered for the state and the
value of prevented financial losses resulting from the
detection of such offences during 2024-2025. Given the
digitalisation of the evidentiary base in proceedings
concerning public office offences, the methodological
approach also encompassed an analysis of regulatory
and methodological documents governing the record-
ing, collection, and preservation of electronic (digital)
evidence, particularly in the context of OSINT use.

The task of the legal and regulatory analysis consist-
ed in examining the legal grounds for the use of OSINT
methodologies in the pre-trial investigation of public
office offences. The analysis was based on the following
regulations: the Constitution of Ukraine!, Criminal Code
of Ukraine?, Law of Ukraine No. 2297-VI “On Personal
Data Protection”?, Law of Ukraine No. 2135-XII “On Op-
erational and Investigative Activities”®. These legal in-
struments were examined in terms of their content and
key provisions, as well as their role in enabling the use of
OSINT methodologies in pre-trial investigations of such

offences. The classification of public office offences pre-
sented in this study was developed based on the Crimi-
nal Code of Ukraine and features the following articles:
364, 364-1, 365, 366, 367, 368, 368-3, 368-5, 369, 369-
2,and 370. This framework lists the name of each crime,
what it means, and how it relates to the use of OSINT.

The study utilised SWOT analysis to evaluate the
practical implications of employing OSINT technologies
in the investigation of public office offences. The recog-
nised benefits and obstacles of OSINT utilisation were
categorised through thematic grouping and allocated to
the classifications S, W, O, and T, reflecting the internal
attributes of the technologies, such as functional capa-
bilities and constraints, as well as the external circum-
stances of their implementation, encompassing legal,
institutional, and practical considerations. The results
were checked for consistency by comparing them to
other sources and doing the analysis again. Legal, tech-
nical, and ethical aspects of the use of open sources in
the investigation of such offences were examined using
the example of a case involving a judge suspected of il-
licit enrichment and submission of false declarations.
In this instance, open digital data, specifically electronic
declarations, open property registers, market listings,
and related sources, were used as part of the eviden-
tiary base to establish discrepancies between income
and assets (Ukrinfopress, 2025).

The study applied a problem-oriented analysis,
which involved step-by-step identification of key chal-
lenges associated with the use of OSINT technologies
in the investigation of public office offences based on
previously analysed material. Based on the synthesis
of identified challenges, recommendations were de-
veloped for improving OSINT strategies, including the
identification of responsible actors for implementation
and metrics for evaluating effectiveness, with consider-
ation of legal, technical, and ethical constraints associ-
ated with the application of such technologies.

Results

Legal basis for the use

of OSINT methodologies in pre-trial investigation
In this study, public office offences are defined as crimi-
nal offences committed by a public official in the course
of, or in connection with, the exercise of official duties,
through the use of granted authority or official position
(Amelin, 2024). The study indicates that Articles 364-
370 of the Criminal Code of Ukraine define, in different
ways, practical scenarios for the use of OSINT meth-
odologies in the investigation of public office offences.
For offences related to abuse of power and authority

! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
2 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
3 Law of Ukraine No. 2297-VI “On Personal Data Protection”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-

177?lang=en#Text.

*Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.ua/

laws/show/en/2135-12?lang=en#Text.
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(Articles 364, 364-1, 365 of the Criminal Code of
Ukraine), OSINT is used primarily for the analysis of
open data on managerial decisions, public procure-
ment, corporate linkages, and digital traces of official
activity. For cases of official forgery and negligence
(Articles 366 and 367 of the Criminal Code of Ukraine),
open sources are used to check the accuracy of official
documents and find differences between public re-
cords and what actually happened. Corruption offences
related to undue advantage and bribery (Articles 368,
368-3, 369, 369-2 of the Criminal Code of Ukraine) are
characterised by the use of OSINT to establish links
between benefits, official decisions, and socio-eco-
nomic relationships of the actors involved. The highest
evidentiary relevance of OSINT arises in cases of illic-
it enrichment (Article 368-5 of the Criminal Code of
Ukraine), where open digital sources enable the identi-
fication of inconsistencies between income and assets.
At the same time, in proceedings under Article 370 of
the Criminal Code of Ukraine, the use of OSINT remains
limited due to the prohibition of provocation of bribery.

Conclusions regarding the dynamics of public office
offences were drawn based on reporting materials of the
National Anti-Corruption Bureau of Ukraine (2024b;
2025a) and the Specialised Anti-Corruption Prosecu-
tor’s Office. According to data for 2024-2025, during
this period detectives of the National Anti-Corruption
Bureau of Ukraine, in cooperation with prosecutors
of the Specialised Anti-Corruption Prosecutor’s Office,
notified 115 individuals of suspicion in cases related
to high-level corruption and public office offences, and
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submitted 69 indictments to court concerning 154 in-
dividuals out of a total of 370 initiated investigations,
which is nearly twice the figure recorded in the first
half of 2024. This comparison of quantitative indica-
tors over time demonstrates a substantial increase in
the activity of law enforcement bodies in the investiga-
tion of public office offences in 2025 compared with the
previous year, which may be associated both with an
increasing number of offences involving high-ranking
officials and with procedural or institutional changes in
the operation of the National Anti-Corruption Bureau
of Ukraine and the Specialised Anti-Corruption Prose-
cutor’s Office. The reporting period is also character-
ised by the exposure, for the first time in the history
of the National Anti-Corruption Bureau of Ukraine and
the Specialised Anti-Corruption Prosecutor’s Office,
of a sitting Deputy Prime Minister. During the same
period, two corruption schemes within the Ministry
of Defence were uncovered, with a total value of 733
million hryvnias. The reported data also indicate that
in the first half of 2025, the National Anti-Corruption
Bureau of Ukraine initiated 370 investigations and
submitted 69 indictments to court concerning official
offences. These figures emphasise that the problem of
public office offences in Ukraine remains unresolved
and requires attention already at the stage of investiga-
tion. The investigation of public office offences can be
strengthened through the use of OSINT methodologies,
which, although based on the analysis of open-source
data, remain subject to specific legal provisions, as pre-
sented in Table 1.

Table 1. Legal grounds for the use of OSINT in pre-trial investigations

Regulation/source

Content/provisions

Role in the use of OSINT

Constitution of Ukraine
(Articles 31, 32, 34)

Guarantees of the right to privacy, protection of personal
data, secrecy of correspondence, and non-interference in
private life; principle of openness of information

Defines the balance between the protection
of privacy and the collection of open-source
information for evidentiary purposes

Criminal Procedure Code of
Ukraine (Articles 87, 89, 94)

Defines the procedure for the collection of evidence,
including documents, public sources, and other factual
information

Permits the lawful documentation and use of
information from open sources as evidence

Law of Ukraine “On Personal
Data Protection”

Regulates the procedure for the processing of personal
data, including data obtained from open sources;
establishes the principles of legality, proportionality, and
minimisation

Restricts and directs the use of OSINT in
relation to the collection and analysis of
personal data

Law of Ukraine “On Operational
and Investigative Activities”

Defines the procedure for the application of overt and
covert investigative and counterintelligence measures
conducted through the use of operational and operational-
technical means

Plays an important role in distinguishing
between OSINT and covert measures,
particularly during the use of specialised
software tools

Source: compiled based on Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”?, Constitution
of Ukraine?, Law of Ukraine No. 2297-VI “On Personal Data Protection”?

The presented table demonstrates that the use
of OSINT methodologies in pre-trial investigation in

Ukraine is grounded in a set of regulations that cov-
er constitutional guarantees, procedural provisions,

! Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.ua/

laws/show/en/2135-12?lang=en#Text.

% Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
3 Law of Ukraine No. 2297-VI “On Personal Data Protection”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-

177?lang=en#Text.
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legislation on information, and personal data protec-
tion. The Constitution of Ukraine establishes funda-
mental principles of privacy protection and confiden-
tiality of personal life, while also securing the right of
access to open information, which forms the legal basis
for the lawful collection of data from open sources. Law
of Ukraine No. 2657-XII “On Information”! and Law of
Ukraine No. 2297-VI “On Personal Data Protection”?
further specify the framework for the use of open in-
formation and personal data. The former regulates
access to information and distinguishes between open
and restricted information, thereby providing legiti-
macy for OSINT methodologies when operating with
open sources. The Law of Ukraine No. 2297-VI “On
Personal Data Protection” emphasises the need to lim-
it the processing of personal data and to comply with
the principles of proportionality and minimisation of
interference, which is critical for preventing violations
of individual rights and ensuring the admissibility of
evidence in court.

Practical challenges and risks

of applying OSINT methodologies

The conducted SWOT analysis identifies key external
and internal factors that influence the effectiveness of
applying OSINT methodologies in the pre-trial investi-
gation of public office offences in Ukraine; the results
are presented in Table 2. OSINT methodologies in
Ukraine have internal strengths, including rapid access
to open sources and the ability to collect evidence in a
timely manner. Nevertheless, weaknesses are present,
including the lack of standardised procedures, limited
technical resources, and a shortage of qualified analysts.
Opportunities include the use of OSINT for document-
ing war-related and corruption offences and the de-
velopment of international cooperation, while threats
include the risk of disinformation, violations of privacy,
and the potential legal inadmissibility of evidence. Ef-
fective use of OSINT therefore requires a combination
of technical, methodological, and legal measures that
maximise advantages and minimise associated risks.

Table 2. SWOT analysis of the application of OSINT methodologies
in the investigation of public office offences in Ukraine

declared inadmissible because of improper documentation,
which complicated the advancement of particular proceedings
before the High Anti-Corruption Court

Component Internal factors External factors
Speed of data collection and verification: the OSINT analysis
of declarations and open registers assisted the National Establishment of judicial practice: the Supreme Court of
Anti-Corruption Bureau of Ukraine in identifying corruption | Ukraine confirms the admissibility of electronic evidence
Strengths schemes involving illicit enrichment and the embezzlement | when properly documented, which permits the inclusion
of assets (for example, cases concerning the illicit enrichment | of OSINT data in cases concerning corruption and public
of members of parliament and high-ranking officials, where office offences
declaration data differed substantially from actual assets)
Absence of standardised protocols: in several proceedings, Inconsistency in judicial approaches: certain courts
detectives of the National Anti-Corruption Bureau of Ukraine | impose increased requirements concerning metadata and
Weaknesses encountered situations in which data from open sources were the methods used for documenting OSINT data, which

complicates their use in cases concerning public office
offences (for example, cases involving evidence related to
embezzlement schemes in the defence sector)

Opportunities

Integration of OSINT into investigative algorithms: in major
proceedings, such as the exposure of schemes involving the
embezzlement of food supplies for the defence sector or fraud
related to land rights during Operation “Clean City” conducted
by the National Anti-Corruption Bureau of Ukraine, OSINT
enabled the rapid identification of networks of individuals
and the connections between them during the early stages of
investigations

International harmonisation: the use of the practice of
the European Court of Human Rights concerning digital
evidence and the positions of the Supreme Court of
Ukraine contributes to strengthening the evidentiary
value of OSINT in cases concerning public office offences

Threats

Incorrect interpretation of data: without appropriate analytical
training, OSINT conclusions may be interpreted incorrectly,
which leads to delays in investigations or the exclusion of data
from proceedings

Recognition of evidence as inadmissible: strict
requirements concerning procedural documentation
and privacy rights may result in the rejection of OSINT
materials in court, and practice has demonstrated
such situations in particular episodes of corruption
investigations involving officials participating in large-
scale schemes

I 22

Source: compiled based on C. Adionyi (2024), S. Lehominova et al. (2024), National Anti-Corruption Bureau of
Ukraine (2024a; 2024b), A. Yadav et al. (2023), M.]. Yuthvek et al. (2024)

The analysis provides a basis for conclusions re-
garding the advantages and prospects of using OSI-
NT technologies in the investigation and prevention
of public office offences. According to the press ser-
vice of the Specialised Anti-Corruption Prosecutor’s

Office, a judge of one of the courts in Kyiv acquired as-
sets whose value exceeded his lawful income by more
than 16 million UAH, while declarations contained in-
accurate information regarding owned property and
its valuation, which formed the basis for notification of

! Law of Ukraine No. 2657-XII “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/show/2657-12#Text.
2Law of Ukraine No. 2297-VI “On Personal Data Protection”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-

177?lang=en#Text.
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suspicion under Article 368-5 and Part 2 of Article 366-
2 of the Criminal Code of Ukraine, namely illicit enrich-
ment and declaration of false information (Ukrinfo-
press, 2025). This case is illustrative, as conventional
mechanisms of control over declarations and financial
reporting often do not allow the identification of con-
cealed assets or discrepancies between declared data
and actual circumstances without the use of additional
analytical methods. In this context, OSINT technologies
significantly expand investigative capabilities through
the systematic collection, verification, and analysis
of large volumes of data from public registers, social
media, open databases, and other accessible sources,
which enables identification of undisclosed assets, es-
tablishment of network relationships between individ-
uals and property, and development of digital evidence
applicable in criminal proceedings concerning public
office offences, which is supported by contemporary
OSINT research indicating that the development of
methodologies and automated tools increases the effi-
ciency and accuracy of open-source data analysis, mak-
ing OSINT an important element of modern intelligence
practice (Ivkova & Opirskyy, 2025). Legal positions of
the Supreme Court of Ukraine (2024; 2025), set out in
decisions of 2024-2025 concerning admissibility, rele-
vance, and evaluation of digital evidence and informa-
tion from open sources in criminal proceedings on pub-
lic office offences, indicate the gradual development of
judicial practice that recognises the evidentiary value
of open-source data subject to compliance with proce-
dures of verification and assessment, which expands
the prospects for wider use of OSINT in such investiga-
tions and strengthens the evidentiary base, increasing
the effectiveness of anti-corruption proceedings.
Improvement of the effectiveness of OSINT meth-
odologies in the investigation of public office offences
occurs through systematic analysis of problems and
risks, followed by the development of procedures and
response strategies. One of the key practical challenges
is the identification, verification, and proper documen-
tation of reliable information within large volumes of
open data, which is essential for establishing facts that
may influence the course of criminal proceedings and
the legal liability of public officials (National School of
Judges of Ukraine, 2025). For example, OSINT data from
electronic declarations, property registers, or public
procurement systems are used to confirm discrepancies
between declared income and actual assets in proceed-
ings concerning illicit enrichment and abuse of power,
particularly through integrated analysis of declarations
and digital traces, and these approaches are described
as key practical elements in the analysis of open sourc-
es in legal research and practice. Law enforcement
and the judicial system in Ukraine are also improving
their skills and knowledge about OSINT. For example,
they are holding seminars and webinars for judges and
investigators on the best ways to collect, verify, and
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document digital evidence, including how to present
OSINT data as part of electronic evidence in criminal
cases. These kinds of projects are meant to make the
use of open sources in real investigations of public of-
fice crimes, like corruption cases involving abuse of
office or illegal enrichment, better. For example, courts
need proper recording, validation, and legal justifica-
tion of OSINT materials for them to be accepted.

Another practical problem is that there is too much
open data because new digital tools and platforms are
becoming more common. The Ukrainian Helsinki Hu-
man Rights Union (2021) says that the digital footprint
keeps getting bigger, which makes it harder to analyse
OSINT data when looking into crimes committed by
public officials. Social media, forums, videos, open da-
tabases, and other sources create a constant stream of
digital information that police and analysts must sort
through, filter, and organise to find signs of crimes,
such as abuse of power, overstepping authority, or
getting an unfair advantage. When there is so much
data, there is a real risk of evidentiary overload, where
important information might be missed or misinter-
preted because there aren’t good ways to process and
classify it all. This problem isn’t just a problem during
war; it also happens in criminal cases involving official
actions, where it’s important to tell the difference be-
tween useful digital traces and wrong or unimportant
data. The Ukrainian Helsinki Human Rights Union’s re-
port also says that even big government agencies like
the National Anti-Corruption Bureau of Ukraine and
the Specialised Anti-Corruption Prosecutor’s Office
have trouble processing a lot of data, especially when
it comes in different formats and contexts. To analyse
big datasets from open sources, you need systems for
storing, sorting, and processing them automatical-
ly. This includes software that lets you filter data in
a structured way, find the right indicators, and make
sense of the results. Without these tools, investigators
might miss important digital clues or misread open
data, which could lead to wrong conclusions in crim-
inal cases involving public officials.

In addition to the challenges identified, there are
also significant constraints on the available resources
and competence to analyse open sources, especially
due to the need to use more advanced platforms, soft-
ware, geolocation, and satellite imagery in the process.
Training programmes and courses on OSINT are in the
initial stages of development in Ukraine, and the level
of training varies. International courses and training
programmes organised by the Council of Europe have
focused on training prosecutors and investigators in
the use of open sources in criminal investigations, in-
cluding war crimes investigations (Council of Europe
Office in Ukraine, 2022). Another international train-
ing of trainers’ programme for academic institutions
has aimed to train specialists in OSINT who will train
law enforcement agents of Ukraine in the techniques
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for verifying and analysing open-source information
(Kharkiv National University of Internal Affairs, 2025).
Basic online courses, such as the OSINT School on the
Diia.Education platform offer training in searching for
and verifying open-source data, geolocation, and the
use of reverse image search techniques but do not in-
clude training on using that data in court proceedings.
The difference in the focus of each of these training
programmes accounts for the differences in the compe-
tence of practitioners in the field of OSINT.

Within the investigation of offences committed by
public office, the issue of the protection of personal
data of the individuals encountered within the open
sources presents a problematic issue. Investigations
based on open sources often require the analysis of
content published to social media platforms, videos
published online, and the geolocation data of the indi-
viduals in those videos to determine their involvement
in the commission of the offences. Each of these data
elements may contain personally-sensitive data about
the individuals in those videos, such as their names,
places of residence, contact information, photographs
of themselves, or data regarding the relationships of
those individuals to the members of their own families
and their finances. In the lack of rules regarding the
ethical use of such data, the information can be used
against those individuals without a legal basis for such
use, potentially leading to the violation of their human
rights and the incorrect interpretation of the actions of
the public officials involved in the offences. According
to the Ukrainian Helsinki Human Rights Union (2021),
while the open sources from which investigation of the
public officials can be performed may contain informa-
tion that is to be useful to the investigation, that infor-
mation has the potential to be harmful to the rights of
those individuals if it is incorrectly processed. For in-
stance, social media platforms can be analysed to reveal
the personal data of civilians who have little relation to
the offences being investigated. Due to the lack of es-
tablished standards for documenting open sources of
evidence, as well as the analysis of such evidence in
criminal cases, many courts and investigators are scep-
tical of the use of such information within criminal

investigations (Radeiko, 2025). Furthermore, as H.-
W. Huang et al. (2025) state in their publication on is-
sues related to the investigation of public officials, open
sources of digital data cannot be documented properly
without the inclusion of features to record the metada-
ta of that digital data, to cryptographically secure that
data, and to document the digital data and its analysis
in the reports of the investigators. Without such prop-
er documentation, the digital data from open sources is
often rejected as admissible in the courts, as has hap-
pened in the prosecutions of individuals in various in-
ternational jurisdictions.

Considering the above, it is possible to conclude
that the methodology of OSINT can be used in the in-
vestigation of offences committed by public office. The
selection of the tools to be utilized in the investigation
and the implementation of those tools indicates the
challenges that might exist in the investigation of these
types of crimes, such as the difficulty in accessing and
reviewing the data, the need for ethical and impartial
handling of the data, and the limited resources avail-
able to the police investigation itself. Understanding
these challenges enables the development of appro-
priate responses and supports the planning of further
use of OSINT technologies in the investigation of public
office offences.

Improvement of the use of OSINT methodologies

in pre-trial investigation of public office offences
The analysis of legal foundations and judicial practice
and the SWOT assessment of the application of OSINT
methodologies in pre-trial investigation of public office
offences in Ukraine indicate the potential of this set of
tools, while also identifying several systemic issues that
reduce the effectiveness of its practical use. Key chal-
lenges include the absence of unified standards for the
collection and documentation of OSINT data, risks of
legal inadmissibility of digital evidence, a shortage of
qualified analysts, overload of investigators with large
volumes of open data, and risks related to violations of
privacy and personal data protection. Recommenda-
tions aimed at addressing these challenges are system-
atised in Table 3.

Table 3. Support for the use of OSINT methodologies in the pre-trial investigation of public office offences

Area Recommendation Responsible entities Performance metrics
Development of official OPG, MIA’. National Anti- Existence of an approved document; number of
Regulatory . S Corruption Bureau of . . !
methodological guidelines on OSINT Ukraine proceedings referring to it
Procedural Standardisation of requirements for OPG, Supreme Court Reduction in cases where evidence is declared

documenting OSINT evidence

inadmissible

Establishment of specialised OSINT

Institutional .
units

NABU, SBI, SSU

Number of units established; number of investigations
conducted

Human
resources

Systematic OSINT training for
investigators

MIA, international
partners

Number of trained specialists; assessment results

Implementation of data verification

Methodological standards

Law enforcement agencies

Share of verified data; reduction in erroneous
conclusions

Procurement and deployment of

Technical analytical platforms

MIA, MDT

Data processing time; number of automated processes

Law Journal of the National Academy of Internal Affairs, 16(2), 18-30



Amelin G

Table 3, Continued
Area Recommendation Responsible entities Performance metrics
Ukrainian Parliament
Ethical Development (e)tf;ir;SOSINT code of Commissioner for Human | Number of complaints regarding privacy violations
Rights
Oversight Pros‘_ec_utorlal supervision and Prosecutor’s Office, courts Quality of judicial reasoning regarding OSINT
judicial control over OSINT evidence

Note: MIA - Ministry of Internal Affairs; MDT - Ministry of Digital Transformation of Ukraine; OPG - Office of the
Prosecutor General; SBI - State Bureau of Investigation; SSU - Security Service of Ukraine

Source: developed by the researcher

The analysis affirms that enhancing the application
of OSINT methodologies in the pre-trial investigation
of public office offences in Ukraine necessitates a ho-
listic and systematic approach that addresses the legal,
organisational, methodological, technical, and ethical
aspects of investigative practices. There needs to be
progress on both the legal and procedural fronts. The
lack of specific rules in the Criminal Procedure Code of
Ukraine and other laws about how to use OSINT makes
it unclear whether such evidence is acceptable in court.
It is therefore appropriate to develop and adopt unified
departmental methodological guidelines for investiga-
tors and prosecutors. These guidelines should set the
legal limits on how to gather information from open
sources, what makes it valid as evidence, and what
metadata needs to be recorded, including the source,
time of acquisition, publication context, and preserva-
tion. Standardisation like this helps create consistent
law enforcement practices and lowers the chance that
digital evidence will be thrown out of court.

One important area is making law enforcement
agencies better at open-source analysis. In practice,
the use of OSINT is often assigned directly to investi-
gators, who simultaneously conduct procedural actions
and analytical processing of data, which leads to over-
load and reduced quality of analysis. Institutionalisa-
tion of OSINT analytics through the establishment of
specialised units or inter-agency groups represents an
effective approach, as research has indicated that the
development and formalisation of OSINT methodolo-
gies increases the accuracy of collection and analysis
of open data and establishes OSINT as a key element
of modern intelligence and decision-making in the field
of national security (Ivkova & Opirskyy, 2025). Within
such a model, the investigator retains procedural re-
sponsibility for the use of information, while the ana-
lyst is responsible for its technical and analytical pro-
cessing, which contributes to improving the quality of
the evidentiary base in proceedings concerning public
office offences.

The methodological dimension of the use of OSINT
methodologies is also significant, as open sources are
characterised by high levels of informational noise, dis-
information, and manipulation. Minimisation of these
risks requires the implementation of standardised
approaches to assessing the reliability of information,
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including multi-level verification of data, analysis of
the context of dissemination, and critical evaluation of
sources; such approaches were described in interna-
tional OSINT research as a critical component of fact
verification and reduction of errors when working with
open data, particularly within models of multi-dimen-
sional truth verification and integration of contextual
information (Wang et al.,, 2022). The documentation of
the logic of the analytical conclusions that are made, the
tools used in the analysis, and the methods of verifying
the results of that analysis will become a mandatory el-
ement of OSINT investigations in order to ensure the
transparency of the investigation’s analytical processes.

The technical support of the OSINT analysis will
be a priority task due to the growing volume of digital
information and the increasing number of open digital
platforms from which that information can be obtained,
but which cannot be manually processed; automated
software analysis tools will improve the accuracy of in-
vestigations into corrupt and professional connections,
as well as reduce the amount of time that is required for
those investigations to be performed. The implementa-
tion of secure systems for the storage of OSINT data
with controlled access also remains important because
such systems will contribute to the preservation of the
confidentiality and integrity of information.

A separate set of recommendations concerns com-
pliance with standards for the protection of personal
data and the privacy of individuals whose information
appears in open sources. Although OSINT methodol-
ogies rely on the analysis of publicly available infor-
mation, this does not remove the obligation to adhere
to the principles of legality, proportionality, and the
minimisation of interference in private life. The use of
open-source data without appropriate ethical and pro-
cedural safeguards may lead to unjustified interference
with the rights of individuals who are not subjects of
criminal proceedings and may call into question the
legitimacy of the obtained evidence. For this reason,
the development of internal ethical standards for the
application of OSINT and the mandatory assessment of
risks to human rights during large-scale digital inves-
tigations remain important, similarly to internation-
al ethical codes and practices that require respect for
privacy, legality, and the minimisation of harm during
work with open-source data, which is widely discussed
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in academic research on OSINT and human rights, par-
ticularly in studies that examine the ethical limitations
of OSINT and the necessity of regulation for the protec-
tion of human rights during the use of open-source data
by E. Millett (2023).

Thus, the improvement of the use of OSINT meth-
odologies in the pre-trial investigation of public office
offences in Ukraine should occur through the combina-
tion of regulatory governance, institutional strength-
ening, methodological standardisation, technical mod-
ernisation, and adherence to ethical principles. The
implementation of such a comprehensive approach will
increase the effectiveness of the identification and doc-
umentation of official offences, ensure the admissibility
of digital evidence in court, and strengthen public trust
in the activities of law enforcement agencies under con-
ditions of the digitalisation of criminal justice.

Discussion

The study examined the prospects for the use of data
from open sources during the pre-trial investigation of
public office offences. These prospects were identified
through the analysis of the annual report of the Nation-
al Anti-Corruption Bureau of Ukraine and the SWOT
analysis. The conclusions regarding the application of
OSINT methodologies in investigations received full
or partial support in previous research, including the
study conducted by . Rajamaki & K. Tiitta (2024). After
examining international financial organisations, J. Ra-
jamaki & K. Tiitta concluded that the use of information
from open sources was advisable for the timely iden-
tification and prevention of threats. A similar position
appears in the present study, which emphasises that in-
vestigations conducted by the National Anti-Corruption
Bureau of Ukraine exposed schemes within the Minis-
try of Defence amounting to 733 million hryvnias. The
analysis nevertheless considered the different research
focuses, because the study conducted by J. Rajamaki &
K. Tiitta concentrated exclusively on the financial sec-
tor, whereas the present study examined public office
offences that may produce not only financial conse-
quences, but also broader forms of impact.

V. Bilous et al. (2024) supported the argument pre-
sented in this study that the use of information from
open sources contributes to situational awareness and
strategic planning. The present study considers this
issue, in particular, through the case of a judge whose
actual assets substantially exceeded declared income.
Despite the similarities between the current study and
the research of V. Bilous et al, the research of the au-
thors exclusively examined the use of OSINT methodol-
ogies within military contexts. In contrast, public office
offences may emerge in a variety of contexts. The re-
search of Z. Avrahami et al. (2025) investigated the use
of OSINT methodologies in the context of cybersecuri-
ty threats to organisations. The researchers analysed
the experiences of both public and private companies

to determine that the use of OSINT methodologies en-
abled those organisations to identify and respond to
cyber threats in a timely manner. Although there are
similarities between the study of Z. Avrahami et al. and
the present study, such similarities are only partial due
to the different focuses of the two studies. Whereas
Z. Avrahami et al. studied public and private organisa-
tions, the present study focused on public organisations.
Furthermore, the argument of the present study that
OSINT technologies can be applied to various sectors is
supported by the study conducted by V. Scuro (2025).
V. Scuro found that the use of information from open
sources enables organisations to identify the individu-
als who have committed offences in the digital space,
such as trafficking in cultural heritage. Though similar
to the present study, the research of V. Scuro relates to
the private sector only, whereas the majority of public
office offences occur within the public sector. Never-
theless, the ability of OSINT methodologies to assist in
the identification of and response to criminal activity
was recognised in the comparison of the research of the
present study to previous research studies on the topic.

Further analysis shows that, even though OSINT
methods have a lot of benefits, using data from open
sources also comes with a lot of risks and problems. The
study of how OSINT methods are used in investigations
of public office crimes found that it was hard to quickly
and fairly analyse large amounts of open-source data.
Similar conclusions appear in the study conducted by
D. Van Puyvelde & F. Tabarez Rienzi (2025), who exam-
ined the widespread perception of OSINT technologies
as a revolutionary approach to criminal investigations.
The researchers noted that the exponential growth of
data transforms the scale of intelligence activities and
encourages both state and non-state actors to seek
strategies for integrating OSINT methodologies and im-
proving digital literacy. In the present study, this issue
appears through the argument that one of the principal
practical problems associated with the use of informa-
tion from open sources is the high risk of disinforma-
tion, including the emergence of deepfakes. The study
also argued that the possibility of falsifying information
creates risks for individuals and legal entities that are
not connected with the commission of public office of-
fences. Issues concerning the protection of confidenti-
ality during criminal investigations also appear in the
study conducted by M. Konieczny & P. Wiecej (2025),
who emphasised that the use of information from open
sources involves a high risk of the unauthorised ac-
quisition and misuse of personal data on the Internet.
Unlike M. Konieczny & P. Wiecej, who opposed the use
of OSINT methodologies in criminal investigations cat-
egorically, the present study supports a more moder-
ate application of this technology. The idea of moderate
application also appeared in the study conducted by
G.P. Ramadhany (2024), who emphasised the potential
of research based on open sources while stressing the
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integration of such intelligence tools into the practice
of law enforcement agencies. The proposed approach-
es to integration included the development of policies
governing the application of OSINT methodologies, the
training and retraining of specialists, and the strength-
ening of the material and technical resources available
for investigations, strategies and recommendations
that received full or partial reflection in the present
study. The ethical application of OSINT methodolo-
gies also received attention in the study conducted by
A. Koenig (2024), who emphasised that, regardless of
the type of source used during an investigation, infor-
mation should be collected and analysed in accordance
with the principles of accuracy and respect for the
dignity of the involved parties. This position fully cor-
responds with the recommendation presented in the
present study concerning the development of a code
of ethics for OSINT, the implementation of which could
fall under the responsibility of the Commissioner for
Human Rights of the Verkhovna Rada of Ukraine. Thus,
the emphasis placed in the present study on adherence
to ethical standards during the use of open-source data
received strong support in previous research concern-
ing the application of OSINT methodologies.

The present study also examined the importance
of interdisciplinary cooperation for the effective ap-
plication of OSINT methodologies in investigations of
public office offences. The effectiveness of such cooper-
ation received more detailed consideration during the
development of recommendations aimed at improving
the effectiveness of the use of information from open
sources. The importance of interdisciplinary coop-
eration during criminal investigations also received
support in previous research, particularly in the study
conducted by A. Mukhopadhyay et al. (2024), who ex-
amined interdisciplinary cooperation in the context of
the continuously increasing volume of information. Ac-
cording to the researchers, the growing volume of data
and the complexity of investigative tasks indicate the
need to expand and accelerate OSINT investigations, in-
cluding through crowdsourcing practices involving ex-
perts. Such an approach may improve the effectiveness
of investigations within the national context, where
distinctions exist between specialists and experts who
possess different powers concerning the collection and
interpretation of obtained data. The importance of in-
terdisciplinary cooperation also appears in the study
conducted by A. Karakikes & K. Kotis (2025), who an-
alysed the prospects for the application of artificial in-
telligence tools in the analysis of open sources for the
protection of state borders. The researchers assert that
the execution of these strategies necessitates interdisci-
plinary collaboration among experts in machine learn-
ing, natural language processing, and computer vision.
The comparison between the current study and the
research by A. Karakikes & K. Kotis revealed only par-
tial alignment, as the studies examined distinct forms
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of interdisciplinary cooperation: the current study fo-
cused on collaboration among law enforcement agen-
cies, while their research concentrated on cooperation
within the realm of computer technologies.

The identified correspondences underscore the
significance of the current study and highlight the im-
perative for a more thorough investigation of the pro-
posed issue. The present study contributes to academic
discourse by delineating public office offences as a dis-
tinct category characterised by unique traits necessitat-
ing specialised investigative methodologies.

Conclusions

The study found that there was a trend toward more
public office crimes. In the first half of 2025, the Na-
tional Anti-Corruption Bureau of Ukraine informed 115
people of their suspicions in cases of high-level corrup-
tion. This is twice as many as the number reported in the
previous reporting period. The timely exposure of pub-
lic office offences helps to prevent losses and strength-
ens public trust in state authorities. The investigation
of public office offences benefits from the analysis of
open-source information, a practice that has proven
both advisable and effective across various contexts. In
Ukraine, the use of OSINT technologies in the pre-trial
investigation of public office offences is regulated by a
range of regulations that grant data from open sources
the status of admissible evidence, provided that such
data are properly documented and impartially verified
for authenticity.

The application of OSINT methodologies in the in-
vestigation of public office offences guarantees broad
access to open sources and rapid data collection. The
prospects of OSINT technologies include their use in the
investigation of public office offences across different
sectors, including the military, educational, and medi-
cal sectors, together with the development of a digital
evidence base. The analysis of the prospects for the
application of OSINT methodologies also considered
their weaknesses, including the lack of standardised
procedures and trained analysts, together with insuffi-
cient material and technical resources. The threats as-
sociated with the application of OSINT methodologies
include disinformation, fake content, and violations of
privacy. From a practical perspective, the obstacles to
the application of OSINT technologies in criminal in-
vestigations include difficulties related to the identi-
fication and processing of reliable information within
extensive volumes of open-source data, the overload
of open-source information and the impossibility of its
rapid processing, resource and competency limitations,
and the necessity of adhering to the ethical principles
of anonymity and confidentiality during investigations.

The identified problems require changes across
several areas, namely the regulatory, procedural, insti-
tutional, personnel, methodological, technical, ethical,
and supervisory dimensions. Changes in these areas
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include the development of official methodological rec-
ommendations concerning the application of OSINT
technologies, the unification of requirements for the
documentation of evidence obtained from open sourc-
es, the establishment of specialised OSINT units and
the organisation of systematic training programmes,
the implementation of unified standards for the verifi-
cation of obtained data, the development of a code for
the ethical use of OSINT approaches, and the provision
of prosecutorial supervision and judicial oversight re-
garding their application. The study proposed that such
state institutions as the Office of the Prosecutor Gener-
al, the Ministry of Internal Affairs of Ukraine, the Min-
istry of Digital Transformation of Ukraine, the National
Anti-Corruption Bureau of Ukraine, the Supreme Court
of Ukraine, the State Bureau of Investigation of Ukraine,
and the Security Service of Ukraine should bear respon-
sibility for the implementation of these recommenda-
tions. The study also developed metrics for evaluating
the effectiveness of the proposed strategies, includ-
ing the reduction in cases where evidence is declared

inadmissible, the number of established units, the num-
ber of trained specialists, the proportion of verified
data, the time required for data processing, the propor-
tion of automated processes, and the number of com-
plaints concerning violations of privacy.

Future studies should cover a broader sample of
cases, incorporating materials from open sources be-
ginning in 2020. The expansion of the sample will assist
in tracing the dynamics of public office offences, the use
of information from open sources during their investi-
gation, and strategies aimed at increasing the effective-
ness of such application.
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NMpaBoBi Ta NPaKTUYHI aCNEeKTU 3aCTOCYBaHHS
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AHoTauia

MeTa Jocii/PkeHHs1 NoJisirajla y BUBYEHHI NpPaBOBUX OOMeXeHb, MPOLEAYPHUX BUMOT | MPAKTUYHUX
npo6JsieM, 110 BUHUKAIOTh Mmif 4ac ¢ikcanil, mepeBipkuM Ta BUKOPHUCTAHHS BijoMOCTEH 3 BiAKPUTHX
JOKepeJsl y TpoBa/pKeHHSX MpOo Cayk60Bi 3/7104MHU. [l LOCATHEHHS MeTH BUKOPHUCTOBYBAJIMCS METOAHU
KOHTEKCTYaJIbHOTO, HOPMAaTUBHO-IIPAaBOBOI'0 Ta MpPOGJEMHO-OPiEHTOBAHOIO aHaslizy. 3 oAy Ha
TeH/IeHIi0 J10 361/1blIeHHs KiJIbKOCTI CIy»K60BUX 3/104MHIB y 2024-2025 pokax, 6y/10 3p061€HO BUCHOBOK
PO AOLiJMbHICTh BUKOPUCTAHHA iHopMaLii 3 BiIKPUTHUX JpKepeJ1 /IS CBOEYACHOI'0 BUSIBJIEHHS 3JI0OYHNHHUX
cXeM, YHUKHEeHHs 30UTKIB i miZiBUIIleHHs PiBHS CyCNiJIbHOI OBipHU [0 Jlep>kaBHUX iHCTUTYTiB. Ha mifcTaBsi
JOC/Ti/PKeHHsT HOPMATUBHO-IIPaBOBOI 6a3M Ta KOHTEKCTYaJIbHOI'0 aHaJi3y BU3HAUYeHO MO3UTHBHI acleKTH
/i NepcrneKTUBH MOLIYKY JAOKasiB y BIAKPUTHUX JpKepesax, 30KpeMa IIMPOKHUU AOCTYN A0 pesieBaHTHOL
inpopmanii Ta I wWBUAKKUNA 36ip, a TAKOX MOMJIMUBICTb PO3CJiJyBaHHS 3JI0YMHIB Yy DPI3HUX CerMeHTax
Jlep>KaBHOI AiIJIbHOCTI — BINCbKOBOMY, OCBITHBOMY, MeJUUHOMY TOI110. 1K HeZj0J1iKY ¥ 3arpO3U BUKOPHUCTAHHSA
BizkpuTux [mxepes iHdopmanii BHOKpeMJIEHO HEJOCTATHICTb CTaHAApPTHU30BaHUX MPOLEAYp, CJIaOKy
MaTepia/JibHO-TeXHIUHY 6a3y, a TAaKOX MOTeHLifiHe MOpYLIeHHS eTUYHUX HOpM. BUBYeHHS MpPo6JIeMHHUX
aCMeKTiB Jajo 3MOry poO3poOUTH peKoMeHAalii MoJ0 migBUIeHHS e(peKTUBHOCTI BUKOPHUCTAHHSA
BiAKPUTHUX [pKepes y po3ciifyBaHHI CiayK60BUX 3/104MHIB. [lizBUIleHHs epeKTUBHOCTI po3c/iyBaHHSA
nepesnbayae TpaHchopMaliiiHi npolecu B pi3HUX HampsiMax, 30KpeMa HOPMaTUBHOMY, MpPOIECyaJbHOMY,
IHCTUTYL[IHHOMY, KaJlpOBOMY, METOJUYHOMY, TEXHIYHOMY, €TUYHOMY, a TaKOX y HaNpsAMi KOHTPOJIIO.
Pe3yabTaTy JOCHIX)KEHHSI MOXKYTh 6yTH BUKOPUCTAHI 3aKOHO/IABLSIMU [I/1s1 BIOCKOHAJIEHHSI HOPMaTHUBHO-
MpaBoBOi 6a3u, MPABOOXOPOHHUMMU OpraHAMH U CHAIAYUMH - O MifgBUIEeHHS ePEeKTHUBHOCTI Ta SIKOCTI
po3cililyBaHHSA C/lyKO0BUX 3JI0YMHIB, HAYKOBLSIMU — /ISl MOZAAJIBLIOTO aHaIi3y MeTOJUK ONpalloBaHHS
inpopmarii 3 BiAKpUTHX JiXKepeJ1, a OCBITHIMHU yCTaHOBAaMHU — /1J1s1 pO3pO6KH HaBUYaJIbHUX IPOTpaM i TpeHiHTriB
i3 3acTocyBaHHAM UPPOBUX I0KA3iB y NPAKTULi KpUMiHAJIbHOTO IPOBA/PKEHHS

KnioyoBi cnosa:
BiikpuTi [mkepesa iHdopmauii; mepcoHanbHi AaHi; JAeksapauii; peectpu; gesiHdopmanis; Aindeiky;
He3aKOHHe 30araueHHs
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