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Abstract

This article analyses contemporary approaches to combating organised crime, with a focus on ensuring the
resilience of the security system. It identifies key elements of resilience, adaptive mechanisms and strategic
priorities in the context of transformational threats. The integration of the concept of resilience into state
criminal policy and international cooperation is examined. The aim of the article was to study the theoretical,
legal and managerial foundations for implementing European experience in combating organised crime in
Ukraine through the prism of ensuring the resilience of national security. The research methodology was based
on the use of formal-logical, systemic and comparative legal analysis, as well as methods of content analysis
of international strategic documents and statistical data. The study summarises the approaches of leading
European countries to combating organised crime and identifies key directions for adapting this experience in
the context of contemporary challenges and threats. Particular attention was paid to the role of EU institutions
in shaping security policy and the possibilities for their integration into Ukraine’s legal system. This made
it possible to identify the distinctive features of European models for preventing and combating criminal
organisations, their interaction with state and civil society institutions, as well as mechanisms for ensuring
the resilience of the security system. It has been confirmed that effective counteraction to organised crime
requires a combination of legal, managerial, technological and social tools. It has been demonstrated that the
integration of EU experience into Ukrainian legislation is possible provided that the regulatory framework is

Article’s History:

Received: 09.01.2026
Revised:  14.04.2026
Accepted: 26.05.2026
Published: 08.07.2026

Suggest Citation:

Kopan, 0., & Melnyk, V. (2026). Prospects for the implementation of European experience in combating organised crime in Ukraine: Theoretical,
managerial and legal foundations of state regulation in the field of national security. Law Journal of the National Academy of Internal Affairs,
16(2), 9-17. doi: 10.63341 /naia-chasopis/2.2026.09.

‘Corresponding author (kopan_a@ukr.net)
Copyright © The Author(s). This is an open access article distributed under the terms of the
BY Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)

Law Journal of the National Academy of Internal Affairs, 16(2), 9-17 o s


https://orcid.org/0000-0002-0797-7952
https://orcid.org/0000-0002-2659-9942

I 10

B ~rospects for the implementation of European experience...

harmonised, modern digital technologies are introduced into the field of criminal analytics, and the level of
inter-agency coordination is enhanced. The concept of a “resilient security system” has been formulated as
an adaptive institution capable of effectively responding to transnational threats and hybrid challenges. The
practical significance lies in the development of proposals for integrating territorial defence into Ukraine’s
national security architecture and the implementation of European standards into national legislation
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Introduction

Countering organised crime is regarded not merely as
a distinct area of criminal policy but as a component of
the state’s capacity to guarantee security, economic re-
silience, and institutional trust. For Ukraine, this issue
has been exacerbated by the full-scale war, population
displacement, the illicit arms trafficking, the shadowing
of logistics flows and the growing role of digital plat-
forms in criminal activity. An additional risk is posed
by the transformation of organised groups into flexible
network structures that combine illicit markets with
legitimate business, corrupt ties and cross-border co-
ordination. Under such conditions, the effectiveness of
the state’s response depends not only on the criminal-
isation of acts, but also on the quality of interagency
cooperation, analytical infrastructure, financial moni-
toring and international legal assistance. For a state si-
multaneously undergoing security transformation and
adaptation to the European Union’s acquis, the issue
of adopting European models for combating organised
crime has taken on both practical and theoretical-man-
agerial significance.

In contemporary literature, organised crime has in-
creasingly been interpreted as an adaptive network sys-
tem rather than as a collection of isolated, stable groups.
M. Bouchard (2020) examined the networked nature of
organised crime and concluded that effective state in-
tervention requires institutional flexibility and targeted
influence on coordination nodes, rather than merely in-
creasing repressive pressure. The author demonstrated
that criminal networks simultaneously combine coop-
eration and competition, so counter-crime policy must
take into account the internal volatility of criminal ties.
J. Ayling (2021), drawing on Australian practice, sub-
stantiated the advantages of shifting from a purely pu-
nitive model to a preventive one, focused on reducing
opportunities for criminal markets to operate.

Researchers examining the economic and institu-
tional dimensions of the problem emphasised the close
link between organised crime, legal markets and the
quality of governance. P. Campana & G.A. Antonopou-
los (2024) proposed arelational approach, within which
organised crime is viewed through the lens of configu-
rations of ties, intermediation and access to resources,
rather than solely through the formal characteristics
of a criminal organisation. The issues of digitalisation
and the cross-border nature of criminal practices were

actively explored in the research of R. Adel (2024), who
substantiated the concept of “digital organised crime”
and demonstrated that the digital environment alters
not only the ways in which crimes are committed, but
also the methods used to investigate and prevent them.
0. Farion et al. (2023), analysing cross-border crime
in border regions, demonstrated that the effective-
ness of strategies is enhanced when criminal analysis,
inter-agency data sharing and international cooper
ation are combined. A separate section of studies was
devoted to crisis, war and social prevention aspects.
Researchers M. Pardal et al. (2023) demonstrated that
during periods of crisis, illicit markets do not disappear
but rather reorient themselves, utilising new logistical
routes and distribution channels. According to R. Mug-
gah (2023), armed conflicts accelerate the interpene-
tration of organised crime, violence and shadow gov-
ernance. H.T. Luong (2024) demonstrated that, in the
context of weak control over the prison and local secu-
rity systems, criminal structures are capable of evolv-
ing from prison gangs into transnational networks.

Ukrainian researchers have focused primarily on
the security transformation of the state and the Euro-
pean adaptation of institutions. A. Murashko (2021)
analysed global trends in state policy in the field of
security and defence and concluded that the role of
integrated threat management is growing. Meanwhile,
H.T. Luong (2020), examining the dynamics of transna-
tional crime in South-East Asia, as well as A. Ofusori &
P. Hendradi (2023), analysing the spatial and commu-
nicative mechanisms of concealing criminal activity,
demonstrated that effective policy must go beyond for-
mal criminal law responses. Also important for public
perception of the issue is the study by Travaglino et
al. (2025), which showed that citizens’ perceptions of
organised crime significantly influence the legitimacy
of anti-crime policy.

Thus, the current state of scientific knowledge has
demonstrated significant progress in the study of the
networked, digital, preventive and security aspects of
organised crime; however, the issue of the compre-
hensive adaptation of European models to the Ukrain-
ian national security system in the context of war and
European integration remains insufficiently explored.
The limits of the permissible involvement of security
and defence institutions in countering criminal threats
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beyond the scope of traditional law enforcement juris-
diction also remain insufficiently defined.

The aim of the study was to define the theoretical,
managerial and legal foundations for implementing
European experience in combating organised crime in
Ukraine, taking into account the needs of national resil-
ience. To achieve this aim, three objectives were formu-
lated: to identify which features of modern organised
crime are of decisive importance for state regulation; to
ascertain which elements of European experience can
be adapted to the Ukrainian institutional model; and to
outline the regulatory and administrative changes nec-
essary for their practical implementation.

Materials and Methods

The object of the study was state regulation and insti-
tutional mechanisms for combating organised crime
in Ukraine, whilst the subject was the theoretical, legal
and managerial foundations for implementing Europe-
an experience within the national security system. The
conceptual framework of the study comprised three
interrelated approaches. The first was a network ap-
proach, which allowed organised crime to be analysed
as a configuration of connections, roles and resources,
rather than merely as a collection of formally defined
criminal organisations. The second was a resilience ap-
proach, within which the ability of state institutions to
adapt to complex criminal threats without losing key
functions was assessed. The third is the institution-
al-managerial approach, which focused the research
on analysing coordination, information exchange, the
responsibilities of actors, and strategic planning tools.

Methodologically, formal-legal, comparative-legal,
systemic-structural and content-analytical methods
were combined. The formal-legal method was applied
to analyse the content of the Law of Ukraine “On Organ-
isational Legal Principles of Struggle against the Organ-
ised Crime”?, Criminal Code of Ukraine?, as well as re-
lated legislation in the fields of cybersecurity, financial
monitoring and international legal assistance. The com-
parative legal method was used to compare Ukrainian
approaches with the EU Strategy to Tackle Organised
Crime 2021-20253. To verify the conclusions regarding
digitalisation and international cooperation, publicly
available analytical materials from the European Union
Agency for Law Enforcement Cooperation (2025) and
the Internet Organised Crime Threat Assessment (I0C-
TA) (2026) were also utilised.

The research process comprised four stages. In
the first stage, contemporary academic approaches
to understanding organised crime were summarised,
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and concepts suitable for analysis were identified: net-
worked criminality, governance approach, resilience
and dynamic decision-making. In the second stage, the
Ukrainian regulatory framework was analysed, and in-
stitutional nodes were identified where there are over-
laps in powers or gaps in coordination. In the third stage,
the Ukrainian model was compared with European
practices - criminal analytics, joint investigation teams,
financial investigations, preventive tools and digital in-
formation exchange. In the fourth stage, recommenda-
tions were formulated, the content of which correlated
with the results of the previous analysis and did not go
beyond the scope of the materials actually examined.

Results

The analysis carried out has shown that, for Ukraine,
the decisive factor is not so much the formal increase
in specific types of crime as the change in the way crim-
inal activity is organised. In Europol’s public reports,
notably those of the European Union Agency for Law
Enforcement Cooperation (2025) and the Internet Or-
ganised Crime Threat Assessment (I0CTA) (2026), it is
emphasised that modern criminal networks combine
violent, economic and digital forms of activity, actively
utilising legal business structures, anonymised com-
munication services, crypto-assets and instruments of
corruption. These conclusions are consistent with the
theoretical propositions of M. Bouchard (2020) and
P. Campana & G.A. Antonopoulos (2024), which allow
organised crime to be viewed as a system of flexible
connections capable of rapidly reconfiguring itself fol-
lowing external intervention. In the Ukrainian context,
this meant that a response model focused primarily on
detecting completed criminal offences proved insuffi-
cient without tools for the early detection of network ac-
tivity, financial analytics and inter-agency data sharing.

Materials from Ukrainian security and law enforce-
ment agencies for the years 2022-2024 showed that
martial law had heightened the risks of illicit arms traf-
ficking, smuggling channels, shadow logistics, fraud-
ulent schemes in the digital environment, and the ex-
ploitation of humanitarian or defence supply chains
for criminal enrichment. An analysis of official reports
from Ukraine’s law enforcement and security agencies
confirms that martial law has significantly increased
the risks of illicit arms trafficking, smuggling chan-
nels, shadow logistics, and fraudulent schemes in the
digital environment. Data from the National Police of
Ukraine (2023) show a significant increase in cases of
illicit trafficking in weapons and ammunition, linked to
the expansion of arsenals and illegal supply networks.

! Law of Ukraine No. 3341-XII “On Organisational Legal Principles of Struggle against the Organised Crime”. (1993, June). Retrieved from

https://zakon.rada.gov.ua/laws/show/3341-12?lang=en#Text.

% Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14?lang=en#Text.
? Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions “On the EU Strategy to tackle Organised Crime 2021-2025". (2021, May). Retrieved from https://eur-lex.europa.

eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021DC0170.
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Concurrently, the Centre for Security Studies (CEN-
SS) (2024) noted in its 2024 monitoring reports that
organised criminal groups are adapting their schemes
to current conditions and actively using digital channels
and postal services to move weapons and ammunition.

In the area of smuggling and illicit schemes involv-
ing humanitarian and defence cargo, the Economic
Security Bureau of Ukraine (2023) uncovered cases of
illegal imports of goods disguised as humanitarian aid,
which were subsequently misused or ended up on the
black market. Similarly, investigations by the National
Anti-Corruption Bureau of Ukraine (2024) uncovered
organised schemes to evade customs procedures at
the border, indicating abuse of the customs system for
the smuggling of goods. The excessive burden on law
enforcement agencies in wartime also creates a fertile
ground for the development of fraudulent schemes in
the digital environment, in particular fake platforms
and transactions that exploit citizens’ crisis-driven
sentiments and information uncertainty. All these fac-
tors point to a transformation of organised crime in
Ukraine, where traditional risks are exacerbated by
new forms of shadow economic activity during martial
law. In this regard, R. Muggah'’s (2023) conclusions re-
garding the convergence of organised crime and situ-
ations of armed violence have been particularly clear-
ly confirmed by the example of Ukraine. M. Pardal et
al. (2023) convincingly demonstrated that crises do not
destroy illegal markets, but rather alter routes, inter-
mediaries and forms of concealment, and it is precisely
this logic that has been observed in wartime conditions.
Consequently, the focus of state intervention should
have been not only on individual groups but also on in-
frastructure - financial, communications, transport and
corruption-related.

A comparative legal analysis has shown that the
European approach to combating organised crime has
not been limited to tightening criminal liability. The
EU Strategy to tackle Organised Crime 2021-2025!
guided Member States towards dismantling criminal
business models, strengthening digital investigative
tools, asset confiscation, coordinating financial inves-
tigations and building international cooperation. This
approach aligns with the findings of J. Ayling (2021),
according to which preventive and environmental
measures often prove more effective than a purely pu-
nitive response. Similarly, M. Pardal et al. (2023) con-
cluded that preventive tools are effective when they si-
multaneously reduce access to resources, recruitment
channels, and institutional “windows of opportunity”
for criminal groups.

A key feature of European approaches has been the
reliance on criminal analytics and robust information
sharing. A. Di Nicola et al. (2025) convincingly demon-
strated that, in a digital society, organised crime is shift-
ing to environments where traditional investigative
tools lose their effectiveness, and therefore new analyt-
ical methods, access to large datasets, and technologies
for detecting risk patterns are required. The conclusion
by J. Kerstholt et al. (2024) regarding the need for dy-
namic decision-making also had direct practical value:
in situations where criminal networks rapidly change
communication channels, financial instruments and
intermediaries, decisions by law enforcement agencies
must be made not as one-off actions, but as a continu-
ous cycle involving constant adjustment. This explained
why European institutions, including Europol and Eu-
rojust, place such emphasis on information-sharing
platforms, joint analytical products and cross-border
investigation teams.

Of particular interest to Ukraine was the example of
countries that have combined the fight against organ-
ised crime with policies on economic security and local
resilience. R. Leukfeldt et al. (2017), analysing the inter-
connection between organised, financial and property
crime, demonstrated that effective state policy must
focus on assets, beneficial ownership structures, real
estate and money laundering schemes, as it is precisely
there that criminal networks conceal their presence in
the legal economy. For Ukraine, this meant the need to
move from a narrow criminal procedural approach to
an integrated model combining law enforcement, finan-
cial, regulatory and local levels of governance.

An examination of the Ukrainian regulatory frame-
work revealed that current regulation remains frag-
mented. Law of Ukraine No. 3341-XII? etains its status
as a foundational act, but its structure is shaped by
the institutional architecture of the 1990s and does
not fully reflect contemporary digital, financial and
cross-border risks. The Criminal Code of Ukraine?
establishes liability for the creation of a criminal or-
ganisation, money laundering, terrorist activities
and related offences; however, this is insufficient for
the systematic regulation of issues concerning intel-
ligence sharing, risk management, the use of digital
evidence and the coordination of the work of various
authorities. It is precisely this problem that was high-
lighted by R. Adel (2024), O. Farion et al. (2023) and
H.T. Luong (2020): in a transnational and digital en-
vironment, the state requires not only punitive provi-
sions but also legal mechanisms that facilitate opera-
tional coordination and information gathering.

! Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions “On the EU Strategy to tackle Organised Crime 2021-2025". (2021, May). Retrieved from https://eur-lex.europa.

eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021DC0170.

2Law of Ukraine No. 3341-XII “On Organisational Legal Principles of Struggle against the Organised Crime”. (1993, June). Retrieved from

https://zakon.rada.gov.ua/laws/show/3341-12?lang=en#Text.

3 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14?lang=en#Text.
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It has also been established that there are three
key issues within the Ukrainian model. The first is
institutional duplication, whereby several bodies si-
multaneously hold overlapping powers in the areas
of anti-corruption, economic crime, terrorism and or-
ganised crime, yet lack a fully-fledged shared analyti-
cal platform. The second is the insufficient integration
of financial investigations into the logic of combating
organised groups, although European approaches are
based precisely on the “follow the money” concept. The
third is the limited access to international information
exchange in a manner commensurate with the needs
of wartime and cross-border investigations. In this re-
gard, the findings of R. Roks et al. (2021) and A. Ofusori
& P. Hendradi (2023) was instructive: criminal groups
actively exploit spatial gaps, local contacts and informal
codes of silence; thus, without combining operation-
al work, analysis and local prevention, the state’s re-
sponse remains belated.

Based on the analysis conducted, it was established
that the adaptation of European experience in Ukraine
should not take place through the mechanical copying
of individual institutions, but through the coordinated
modernisation of the law, governance and analytical in-
frastructure. Firstly, it is advisable to adopt a separate
strategic document - the National Strategy for Combat-
ing Organised Crime until 2030 - which would define
a unified conceptual framework, state policy priorities,
coordination mechanisms and performance indicators.
Secondly, a mechanism for inter-agency criminal intel-
ligence requires regulatory consolidation, with a clear
demarcation of data access, exchange standards and re-
sponsibility for their use. Thirdly, provisions of Ukraini-
an legislation in the areas of financial monitoring, asset
confiscation, digital evidence and joint investigations
with EU states require harmonisation.

These conclusions were consistent with the works
of J. Cubides-Cardenas et al. (2025), in which regional
cooperation was viewed as a prerequisite for the sus-
tainable deterrence of transnational crime, as well as
with the study by G.A. Travaglino et al. (2025), which
emphasised the importance of public legitimacy for an-
ti-crime policy. In practice, this meant that, alongside
purely law enforcement measures, it was necessary to
enhance the transparency of procedures, local preven-
tion programmes, and cooperation with the banking
sector, customs authorities, local government bodies
and international partners. The role of territorial de-
fence forces and other security structures within this
system was to be viewed as limited and supportive -
primarily in terms of protecting critical infrastructure,
strengthening security measures in border and front-
line areas, identifying risky logistical anomalies, and
supporting community resilience. Granting such enti-
ties independent law enforcement functions in the fight
against organised crime would not be consistent with
the principle of a clear division of jurisdictions.

Law Journal of the National Academy of Internal Affairs, 16(2), 9-17
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Discussion

The findings confirmed that the most productive ana-
lytical framework for understanding organised crime
in the Ukrainian context is a combination of network,
institutional and security approaches. In this respect,
the study’s conclusions align with the positions of
M. Bouchard (2020), N. Breuer & F. Varese (2023) and
P. Campana & G.A. Antonopoulos (2024), who proposed
basing analysis not on a formal classification of groups,
but on the nature of their connections, access to re-
sources and methods of embedding themselves in legal
markets. For Ukraine, this perspective was particularly
important, as martial law created numerous “friction
zones” between security, logistics, the economy and the
digital environment, within which criminal actors are
capable of operating in a hybrid manner. It is precisely
for this reason that the conclusion regarding the need
to transition to integrated governance, rather than
maintaining an exclusively criminal law model, should
be regarded not as a theoretical generalisation, but as a
practical requirement.

At the same time, the study has helped to clari-
fy exactly how resilience should be understood in the
context of combating organised crime. In contrast to a
simplistic approach, where resilience is interpreted as
a system'’s ability to withstand shocks without altering
its own structure, the study’s findings align with the
conclusions of ]. Ayling (2009): resilience means the
state’s ability to rapidly adapt procedures, coordination
channels and analytical tools in line with the dynamics
of threats. In this sense, P. Finkenbusch (2024) rightly
cautioned against the “naturalisation of danger”, where
references to resilience mask a lack of deep reforms.
For Ukrainian practice, this meant that the slogan of en-
hancing national resilience is not sufficient in itselfifitis
not accompanied by concrete changes in data architec-
ture, financial investigations, the separation of powers,
and the legal framework for international cooperation.

The findings also provided grounds for a critical as-
sessment of the idea of directly transplanting individual
foreign models without adapting them to the Ukrainian
institutional reality. ]. Ayling (2021) and M. Pardal et
al. (2023) have shown that preventive tools are effec-
tive only when they are embedded in a stable intera-
gency environment and supported by relevant data. In
EU countries, the prevention of organised crime relies
on mature registers, established information-sharing
practices, the role of local authorities, advanced finan-
cial investigations and constant liaison with European
agencies. In Ukraine, however, some of these elements
are either in the early stages of development or oper-
ate in a fragmented manner. Consequently, the practical
conclusion is that the primary priority should be capac-
ity-building rather than the declarative adoption of in-
dividual instruments.

This is confirmed by the digital dimension of the
problem. The work of A. Di Nicola et al. (2025) has
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convincingly demonstrated that the digital environ-
ment has transformed both organised crime itself and
the methodology used to study it. Within the scope of
the analysis conducted, this conclusion was further re-
fined: for Ukraine, the digitalisation of the fight against
organised crime cannot be limited to the development
of the cyber police or the investigation of individu-
al cybercrimes. What is required is the creation of an
analytical infrastructure capable of integrating data on
financial transactions, customs risks, telecommunica-
tions patterns, logistics chains and transnational con-
tacts. The conclusion by J. Kerstholt et al. (2024) proved
particularly relevant here: in the fight against adaptive
networks, it is not a one-off reaction that matters, but
a managed decision cycle that can change in line with
the adversary’s behaviour. Thus, digitalisation was in-
terpreted not as a technical add-on to law enforcement
activities, but as a new logic of risk management.

The discussion regarding the relationship between
the national and international levels required separate
attention. O. Farion et al. (2023) and ]. Cubides-Carde-
nas et al. (2025) emphasised that cross-border crime
cannot be effectively deterred by the forces of a single
state, especially if illicit markets utilise regional trans-
port corridors, financial hubs and differences in regu-
latory regimes. The present study confirmed this con-
clusion, but at the same time highlighted the limits of
its applicability: international cooperation works only
when the national system is capable of rapidly produc-
ing high-quality analytical outputs, properly document-
ing evidence and maintaining consistent channels of
communication with partners. Without domestic insti-
tutional capacity, even expanding formal participation
in Europol, Eurojust or joint investigation teams does
not yield the expected results. Thus, recommendations
regarding international integration were justified only
in light of the need for domestic administrative and reg-
ulatory modernisation.

The issue of the local dimension of security has
also proved contentious. R. Roks et al. (2021) demon-
strated that criminal markets are embedded in specif-
ic locations - ports, transport hubs, warehouses, and
border communities - while A. Ofusori & P. Hendra-
di (2023) showed how silence, social ties and local
loyalty complicate the detection of criminal activity.
For Ukraine, this had two consequences. Firstly, local
administrations, self-governing bodies, and border
and customs units must be regarded as participants in
anti-crime policy, rather than merely as recipients of
instructions from law enforcement agencies. Secondly,
the involvement of territorial defence forces and other
security institutions in maintaining community resil-
ience can only be useful as a supplementary, clearly
regulated mechanism that does not replace criminal
investigations or operational-search activities. It is
precisely this conclusion that distinguishes the pres-
ent study from more declarative approaches, where

any expansion of the security sector is automatically
regarded as positive.

A comparison with international cases has also
helped to clarify the significance of the social-preven-
tive component. H.T. Luong (2024) demonstrated that
organised crime can expand due to the weakness of
control institutions in places of confinement, whilst
H.T. Luong (2020) and R. Muggah (2023) showed that
prolonged crises open up new channels for recruitment,
logistics and the violent control of territories. It follows
that, for Ukraine, anti-crime policy must not be limited
to operational measures. It must include strengthening
integrity within the prison system, customs control, the
arms trade, defence procurement, as well as in areas
where funds are laundered through property and busi-
ness. This is precisely why the study’s findings align
with the arguments of R. Leukfeldt et al. (2017): with-
out focusing on the financial and property presence of
criminal networks, the dismantling of their organisa-
tional foundations remains incomplete.

Another aspect of the discussion concerned the
public legitimacy of anti-crime policy. G.A. Travaglino et
al. (2025) drew attention to the fact that citizens have
different understandings of “organised crime”, and this
influences support for state measures. In the Ukrain-
ian context, where the discourse on security often fo-
cuses on external threats, there is a risk of underesti-
mating those criminal practices that operate through
corruption, financial fraud or infiltration of legitimate
business. Consequently, state policy must be not only
effective but also communicatively clear: society needs
to be shown why the fight against organised crime is an
element of national security, economic stability and a
just post-war recovery.

The analysis also highlighted the issue of criminal
networks’ economic infiltration into legal markets.
R. Leukfeldt et al. (2017) specified this phenomenon
using examples of property and financial schemes. Fur-
thermore, the work by N. Breuer & F. Varese (2023)
provided grounds for distinguishing between groups
focused on the trade in illicit goods and groups that
effectively perform informal governance functions in
certain environments. For Ukraine, this distinction is
methodologically important, as the response to drug
trafficking, illegal arms, smuggling or money launder-
ing cannot be identical. Accordingly, the state strategy
must comprise separate components - law enforce-
ment, financial, digital and local prevention - each with
its own performance indicators.

Conclusions

The study found that European experience in combat-
ing organised crime is valuable to Ukraine not so much
as a set of isolated repressive measures, but rather as
a comprehensive model of integrated governance that
encompasses prevention, analysis, financial investi-
gations, international cooperation and inter-agency
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coordination. The study confirmed that modern organ-
ised criminal structures operate as adaptive networked
systems, capable of rapidly changing their methods of
communication, channels for the illicit trafficking of
goods, digital platforms and financial schemes under
the influence of new technologies and crisis situations.
In this context, traditional repressive methods used by
law enforcement agencies prove insufficient, as they
often fail to ensure the timely identification of risks, do
not monitor digital and financial flows, and do not inte-
grate information across different agencies and levels
of management.

An analysis of European practices has shown that
the effectiveness of combating organised crime is
largely ensured through the application of compre-
hensive strategies that combine legal regulation with
coordination between the police, financial institutions,
judicial authorities and specialised analytical units.
For Ukraine, this means the need to modernise not
only criminal legislation but also procedures for in-
ter-agency data exchange, the collection and process-
ing of analytical information, as well as the introduc-
tion of uniform standards for financial monitoring and
the processing of digital evidence. In particular, it has
been established that effectively combining preventive
measures with active investigations helps to reduce
the scope for criminal organisations to infiltrate the
legal economy and lowers the risks of financial crime,
money laundering and smuggling.

The study also confirmed the need to adopt a na-
tional strategy to combat organised crime, which would
integrate the approaches of various agencies, establish
clear procedures for joint investigations and promote
the harmonisation of national legislation with interna-
tional standards. An important element of such a strat-
egy should be the strengthening of local prevention, the
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protection of critical infrastructure and digital security,
and raising public awareness of the risks of involvement
in criminal schemes. At the same time, it is necessary to
maintain a clear distinction between the functions of
law enforcement agencies and security forces, so as not
to create overlapping or conflicting competences.

The application of integrated approaches makes
it possible to enhance Ukraine’s national resilience in
the face of contemporary threats, reduce opportunities
for criminal groups to exert unlawful influence on the
economy, improve the effectiveness of legal and analyti-
cal mechanisms, and create the conditions for Ukraine’s
more successful integration into the European security
space. At the same time, the results obtained indicate
that the adaptation of European practices requires a
systematic approach, the incorporation of modern ana-
lytical technologies, the development of staff skills, and
the assurance of transparency and coordination among
all stakeholders. Thus, the comprehensive implementa-
tion of these recommendations can ensure an effective
fight against organised crime and enhance the overall
security of the state at national and international levels.
Prospects for further research lie in a comprehensive
study of the adaptive network structures of organised
crime in Ukraine, with a focus on digital platforms, fi-
nancial schemes and the inter-agency integration of
preventive and analytical mechanisms.
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AHoTauia

CTaTTIO MPUCBSAYEHO aHAJi3y CyYacCHUX MiAX0/iB /10 60pOTHOH 3 OPraHi30BaHOK 3JIOYMHHICTI0. AKI[eHTOBAaHO
Ha 3abe3meyeHHi CTiHKOCTi cucTeMu Oe3nekd. BU3HaueHO KJIIOYOBI e€JleMeHTH CTiHKOCTi, aJlanTHBHI
MexaHi3MH Ta cTpaTeriyHi npiopuTeTu B yMmMoBax TpaHchopManiiHux 3arpos. JocuifkeHo iHTerpaniro
KOHLenuil CTIMKOCTI B Jep>aBHY KPUMIiHa/bHY MNOJITHUKY Ta MDXHapoJHy B3aeMoJil. MeTow CTaTTi €
BUBYEHHS] TEOPETHUKO-NPAaBOBUX Ta YNpPaBJIiHCbKUX 3aca/] iMIlJieMeHTallil eBponeicbKoro ocBigy 60poThoU
3 OpraHi3oBaHOI0 3JIOYMHHICTIO B YKpaiHi Kpi3b Npu3sMy 3abe3nedyeHHs CTIMKOCTI HalioHAJbHOI Ge3MeKH.
MeToi0/IOTiYHY OCHOBY JOCTi/PKEHHSI CTAaHOBWIM (GOPMa/bHO-JOTIYHUNA, CHUCTEMHHUN, MNOPiBHAJIbHO-
MpaBOBUM aHaJIi3, a TAKOXX METO/M KOHTEHT-aHa/li3y M>)KHapOJAHHUX CTpaTeriYHUX JOKYMEHTIB | CTAaTUCTUYHUX
JaHUX. Y JOCHI[KeHHI y3araJbHeHO NiJX0JHU NPOBIJHUX €BPOINENCHKUX KpaiH A0 MPOTHUAIl opraHizoBaHin
3JIOUMHHOCTI, BU3HAYEHO KJIWOYOBI HalpsAMU ajanTtanii boro AOCBiZly B yMOBax Cy4YaCHUX BHUKJIMUKIB i
3arpos. [locuneHy yBary 3ocepe/>keHo Ha poJii iHcTuTyuii €C y dopmyBaHHI nosiTuku y cdepi 6e3neku ta
MOXJIMBOCTSAM ixX iHTerpauii y mpaBoBy cucTteMy YKpaiHu. lle HaZjasio MOXJIUBICTD 3’ICyBaTH 0COGJIUBOCTI
€BPONENCHKUX MOJieJIel 3aM06iraHHs Ta IPOTUAIl 3JIOUMHHUM OpraHi3allisiM, IXHIO B3aEMO/Ii10 3 IepKaBHUMU
Ta TPOMAJCBKUMHU IHCTUTYI[iIMH, a TaKOX MexXaHi3MH 3abe3ne4yeHHs CTiHKOCTI cucTeMH 6e3IeKHU.
[ligTBepaxeHo, 10 epeKTHBHA MPOTHJiS OpraHi3oBaHil 3/JI0Y4MHHOCTI NOTpebye MOEAHAHHS IPABOBHX,
yIpPaBJIHCbKHUX, TEXHOJIOTIYHUX i colliaJibHUX iHCTpyMeHTIB. BcTaHoBJieHO, o iHTerpauis mocBigy €C B
yKpaiHCbKe 3aKOHOJaBCTBO € MOKJIMBOIO 32 yMOBHY rapMoHi3allii HOpMaTUBHO-NIpaBoOBoOi 6a3H, yIpoBa/»KeHHs
Cy4JacHUX LMPPOBUX TEXHOJIOTIH ¥ chepy KpUMiHa/IbHOI aHaMITHKHY, a TAKOK MiJIBUIILEHHSA piBHA Mi>XBigoMuo1
koopauHarii. ChopMoOBaHO KOHIIEMNIiI0 «CTiHKOI cucTeMU 6e3neKu» siK aJalTUBHOTO iHCTUTYTY, 34aTHOTO
edeKTHBHO pearyBaTH Ha TpaHCHaL[iOHAJIbHI 3arpo3y Ta ri6puHi BUKIUKU. [[pakTU4YHA 3HAYYLIICTh MOJISATAE
B p03po6JIeHHI TPOMO3UIili 010 iHTerpariil TepuTopiabHOI 060POHM B apXiTEKTYPy HAI[iOHA/TBHOI 6€31eKH
YkpaiHu Ta BIpOBa/PKeHHs €EBPONENCbKUX CTaHJAPTIB y HallioHa/IbHe 3aKOHOAaBCTBO

Kniouosi cnoBa:

CTiMKicTh cucTeMH 6e3NeKH; opraHi3oBaHa 3JI0YMHHICTh; HalliOHa/bHA 0Oe3MeKa; €BPONENChbKHUUM [OCBif;
TepUuTOpiasibHa 060POHA; MPaBOBeE PETyJIBaHHSA
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