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Abstract
Attracting the attention of researchers of various fields of knowledge to the problems of human rights, the 
implementation of a certain type or specific right in the context of the national legal system is due not only 
to the conditions of martial law in Ukraine, but also to the global trend of changing the worldview paradigm 
from positivist concepts towards natural law. This situation makes it necessary to rethink the role of a 
person in society, the purpose of the state mechanism, its law enforcement and human rights institutions in 
ensuring human rights, in particular in the sphere of functioning of consumer relations. The purpose of the 
study: using the subject criterion to characterise the state of research on the implementation of consumer 
policy of the state, to identify promising areas of research, and to highlight the basic methodological tools 
of contemporary legal scholars. The methodological basis was formed in accordance with the essential 
characteristics of the phenomenon under study, so the methods of hermeneutics, comparison, functional 
analysis, and pragmatism were used in the writing process. The paper examined the most well-known 
studies by contemporary researchers, who focused on public consumer legal relations and the functioning 
of consumer markets. It was concluded that in the field of scientific economic and legal knowledge on 
the interaction of subjects of legal relations with the status of consumer (buyer) and producer (seller), 
several areas have been formed, which made up the source base of research and understanding of which 
allows forming objective ideas on the implementation of consumer policy of the state, distinguishing it 
from the phenomena of state policy and state consumer policy. The analysis of legal acts of the United 
States of America, the countries of the European Union, and international organisations on legal regulation 
of consumer relations helped to reveal the insufficient regulation of these relations in Ukraine and to 
encourage scientists and practitioners to harmoniously combine in the implementation of joint normative 
activities. The insufficient quality of work in Ukraine of entities authorised to implement control and 
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Consumer topics are one of the most pressing problems 
of our time, given that consumption is one of the forms 
of existence of a social organism based on the laws of 
production, supply and demand, and a person, their 
life and health are recognised as the highest social val-
ue that is subject to protection. According to E.A. Min-
ton & F.G.  Cabano  (2024), M. Grénman  et al.  (2024), 
A.L. Pearl (2025), the most important value that the law 
is meant to protect is the existence of human society 
and the life of each individual. In personal and social 
life, such values as freedom, equality, justice, humanism, 
and kindness play a fundamental role. And these values 
themselves have no meaning, but only with reference 
to the individual, to their real possibilities of self-re-
alisation (Fedoruk,  2022). A characteristic feature of 
demand is the constant development of the needs and 
interests of social actors, which the market supply sys-
tem aims to satisfy. The use of innovations, the develop-
ment of technologies in the production sector provide 
a new range of offers with expanded consumer charac-
teristics, which leads to the movement of the system of 
needs, contributes to the development of new requests 
for the use of previously unknown goods or services. In 
addition to changing consumer guidelines for the sub-
ject of use, requirements for the quality of goods and 
services are also changing.

Relevance is also reinforced by other factors of 
social life, which also have an objective origin and are 
associated with trends of a globalising nature. In par-
ticular, it is worth paying attention to the fact that the 
subject area of consumerism is quite wide, which be-
comes the basis for developing a number of regulatory 
components that would regulate the relevant industry. 
For example, as T. Lozova (2024) points out, “...due to 
Ukraine’s acquisition of the status of a candidate for EU 
membership, the possibility of developing trade rela-
tions is expanding. A significant share of all goods sub-
ject to export and import is occupied by food products. 
In the current situation in Ukraine, the implementation 
of European requirements for food quality and safety 
has become extremely important. However, simultane-
ously, the issue of falsification of food products has be-
come very urgent...”.

1 Council of Europe Convention on the Counterfeiting of Medical Products and Similar Crimes Involving Threats to Public Health.  (2011, 
October). Retrieved from https://zakon.rada.gov.ua/laws/show/994_b87#Text. 
2 Resolution of the Cabinet of Ministers of Ukraine No. 301-r “On Approval of the Concept for the Realisation of State Policy on the Prevention 
of Falsification of Medicinal Products and Approval of the Action Plan for its Realisation”. (2019, April). Retrieved from https://zakon.rada.
gov.ua/laws/show/301-2019-%D1%80#Text.

Among other things, these include factors such 
as harmonising Ukrainian legislation with European 
Union legislation and adopting the high standards 
of developed countries for the quality of consumer 
goods and services. For example, Ukraine was one of 
the first countries to sign and ratify the MEDICRIME 
Convention1, and from January 1,  2016, this agree-
ment entered into force. The MEDICRIME Convention 
is the first international document offering a legal 
framework for global cooperation in the fight against 
counterfeiting of medicines and medical products and 
similar crimes. This Convention makes it a crime and 
sets out criminal liability for making fake drugs and 
medical products; supplying, offering to supply, and 
trading in fake drugs and medical products (The Min-
istry of Health reported…, 2023).

Subsequently, the Government of Ukraine approved 
the Concept for the Realisation of State Policy on the 
Prevention of Falsification of Medical Products and 
Approval of the Action Plan for its Realisation2 aimed 
at ensuring the coordination of the work of executive 
authorities in order to protect society from counterfeit 
medicines, the introduction of labelling with a control 
identification mark, the introduction of an automated 
system for monitoring the turnover of medicines, and 
the action plan for its implementation was approved.

Among the subjective factors that make us turn to 
the problems of functioning of the consumer sphere 
are the facts of direct violation of the current legisla-
tion of Ukraine, in particular, in the areas of circulation 
of food and medicines. According to O. Kalinina (2021), 
the most common falsification in the production of 
flour and confectionery products. The main types of 
counterfeiting of these goods are qualitative and quan-
titative indicators, while assortment counterfeiting is 
much less common. In addition, falsification of a tech-
nological nature prevails. The most common subject 
of counterfeiting is bread and bakery products, where 
products of lower quality are sold under the guise of 
higher-grade products.

According to the state service for food safety and 
consumer protection, counterfeit goods are now the 
number one problem in our country. This is partly a 

Introduction

preventive measures has been shown, which makes it impossible to fully bring violators to justice and 
compensate the consumer for losses. Consumer public associations do not work effectively enough, which 
is especially noticeable in the consumer market of medicines and food products

Keywords:
national policy; consumer policy of the state; harmonisation of legislation; consumerism; consumer; service 
provider; consumer rights protection
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consequence of the pandemic, which has hit Ukraini-
ans’ pockets and emboldened “fraudsters”. Thus, spe-
cialists of this service, in cooperation with public or-
ganisations and law enforcement agencies, constantly 
seize counterfeit goods throughout the country, in par-
ticular, they find counterfeit products in schools (Ma-
galetska, 2021).

Given the urgency of the issue under consideration, 
researchers from one of the country’s leading universi-
ties have developed methodological recommendations 
for detecting counterfeit products, which is a kind of re-
sponse to the challenges of the time. The emphasis was 
placed on those categories of products that are most of-
ten falsified: dairy; alcoholic and non-alcoholic bever-
ages; edible fats; meat products (Shabalina et al., 2022). 

In turn, the raised issues are not limited only to the 
outlined areas, they are much broader and require a re-
sponsible and urgent solution. That is why, focusing on 
this topic, it is quite logical to investigate the current 
state of state consumer policy in our state. Accordingly, 
the purpose of this study was to critically review the 
scientific literature, the subject area of development of 
which is the issues of state consumer policy. To achieve 
the stated goal, the following tasks have been set: to 
identify the criteria for the subject area of scientific 
research conducted by representatives of domestic sci-
ence who study issues related to consumption; based 
on an analysis of relevant sources, to establish the 
methodological tools used by the authors; to outline 
promising areas of scientific research for the field of 
consumer policy.

In the process of research, it was entirely appro-
priate and justified to use such methods of scientific 
cognition as: analysis, which encouraged a thorough 
understanding of existing developments in consumer-
ism; hermeneutics  – for interpreting the various sci-
entific views of representatives of contemporary juris-
prudence; comparison, the application of which helped 
to identify common and distinctive aspects of authors’ 
opinion on a particular criterion of consumer policy; 
functional analysis – in developing criteria for the sub-
ject area of existing research and pragmatism – to iden-
tify promising areas for further research in the field of 
consumer policy. According to J.  Paul  (2025), “as the 
level of research in various disciplines increases, the 
importance of systematic literature reviews rises sig-
nificantly. These reviews help to establish the research 
context, identify knowledge gaps, and substantiate 
scientific research”. Therefore, based on the results of 
preliminary familiarisation with scientific sources that 
somehow relate to the problems of consumer rights, it 
seems possible to draw an interim conclusion about the 
state of research on the chosen topic. Considering the 
versatility of this social phenomenon (consumption), 
the diversity of subject categories and the inexhaustible 
consumer interests or needs, researchers’ attention is 
drawn to various aspects of its understanding.

Methodological criterion  
for consumer policy research
A significant contribution was made by researchers 
who worked on issues of methodological content, laid 
the foundation for cognitive processes in the consum-
er sphere of society’s life, determined the content and 
scope of fundamental concepts, such as “legal pol-
icy” (Onishchenko,  2024), “consumer policy of the 
state” (Romat,  2009; Tolstonog,  2015), “state policy 
in the field of consumer protection” (Zvereva,  2007; 
Lyha, 2023), etc. As a rule, researchers of the method-
ological basis of consumer sphere cognition move from 
general to specific, starting with the disclosure of the 
concepts of “policy” and “public policy” and gradually 
moving on to its specific type or sphere, thus touching 
upon public policy in the sphere of consumer rights 
protection. When examining the transformation of state 
policy in contemporary Ukraine, with an emphasis on 
the priority of human-centred ideology, experts argue 
that declaring human rights to be the main issue of to-
day and recognising that the interests of the individual 
are more important than those of society and the state 
is a classic postulate of the legal doctrine of civil society, 
which can now reasonably be considered the most im-
portant area of the state’s legal policy (Zvereva, 2007).

In addition to human-centrism, there are other ap-
proaches to highlighting the characteristics of certain 
types of state policy. Thus, for example, some research-
ers apply a functional approach, revealing the concept 
and content of the state policy of Ukraine in the field of 
consumer protection through the prism of state func-
tions, such as: development of a system of legislative 
support for consumer protection; development and 
ensuring the effective work of executive authorities 
towards consumer protection; creation of a number of 
incentives for manufacturers and sellers to comply with 
consumer rights; support for public associations whose 
purpose is to protect consumer rights; research activi-
ties in the consumer sphere, etc. (Romat, 2009).

As A.  Lyha  (2023) notes, many researchers have 
paid attention to the definition of the concept of “state 
consumer policy” and the impact of state funds on busi-
ness entities. However, such a concept as “state policy 
in the field of consumer protection” in the context of 
Ukraine’s European integration was rather neglected. 
The researcher analysed the existing methodological 
approaches to the definition of the concept of “state 
policy”, suggested her own definitions of state and con-
sumer policy with an emphasis on the idea of socio-po-
litical consensus. Other researchers describe consumer 
policy as a state policy aimed at creating favourable 
conditions for saturating the market with high-quali-
ty and safe products (Zvereva,  2007), as a purposeful 
activity of the state aimed at effective regulation of 
socially important relations in the field of consump-
tion, etc. (Romat, 2009). S.L.T. McGregor (2017) notes 
that: “Contemporary consumer policy is characterised 
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as interactive and integrative, full of variable bounda-
ries and coalitions, and evolutionary roles for both the 
state, the market, and society”. As can be seen from the 
above, these researchers adhere to the position of the 
exclusive role of state institutions in the development 
of consumer policy and its regulatory capabilities in 
certain important areas of public life, while not exclud-
ing integration with civil society institutions, which can 
be agreed upon.

Important are the studies by B.  Leucht  (2022), 
where the researcher revealed the influence of Great 
Britain on the development of consumer and infor-
mation policies of the European Union. Consequently, 
after 1973, the existing concepts were rethought and 
the final priority of the economic model of European 
consumer citizenship over competing approaches was 
established. Along with this, S.  Wahlen & K.  Huttu-
nen (2012) also analysed the main areas of the devel-
opment of contemporary consumer policy of the Euro-
pean Union, where a significant contribution was made 
by Finland and Germany, the basis for which was the 
idea of free markets and individual freedom, which was 
emphasised by classical liberalism.

Thus, methodological developments of research-
ers within a specific field of scientific research are of 
exceptional importance for ensuring the objectivity and 
reliability of the results obtained. Such developments 
not only characterise the properties of cognitive tools, 
but also indicate the prospects for further research. In 
this regard, the issue of highlighting the methodological 
part is a mandatory accompanying component of the 
cognitive process, along with setting the entire range of 
other tasks, which ensures a harmonious combination 
of goals, tasks, and research results.

Criterion of protective mechanisms  
for implementing consumer rights
A group of studies aimed at understanding the protec-
tive mechanisms of consumer rights implementation 
using the potential of certain branches of national leg-
islation, the institute of legal responsibility, etc., should 
also be highlighted (Radchenko,  2017; Zozulya,  2020; 
Tsurkan, 2023). Scientific literature points to the need 
for transformational processes in Ukraine’s legal sys-
tem: “...Ukraine’s European integration commitments to 
harmonise systems require significant changes to the 
existing consumer protection system...” (Lyha,  2023). 
Covering the issues of protection, researchers, as a rule, 
return to the problems of legal regulation by means of 
administrative legal, criminal legal, economic legal reg-
ulation, given that state authorities operate within the 
framework of the law with the dominant use of legal 
means and procedures. Regarding the administrative 
and legal protection of the rights of consumers of finan-
cial services, it can be defined as a system of adminis-
trative and legal means implemented through regula-
tory and protective legal relations aimed at avoiding,  

stopping or preventing violations of consumer rights 
in the field of financial services (Radchenko,  2017). 
Among all the means of the legal regulation mechanism, 
attention is also paid to the issues of responsibility of 
consumer market participants. In this context, a specif-
ic concept mentioned in the scientific legal literature on 
consumer market regulation is the concept of adminis-
trative and economic sanctions, which was first intro-
duced into scientific circulation in 1990. This type of 
sanctions is applied in administrative and economic re-
lations by specially authorised bodies, and is aimed not 
so much at compensating losses to the state and other 
participants in economic relations, but at restoring the 
violated public economic order (Levchuk, 2007).

Concerned with the problems of protecting the con-
sumer market from falsification, Tsurkan (2023) stated 
that the lack of adequate sanctions in the Criminal Code 
of Ukraine for falsification of medicines provokes un-
scrupulous parties to carry out illegal activities to open 
underground production facilities for the manufacture 
of counterfeit medicines and their further sale on the 
Internet, which further complicates the procedure for 
identifying violators. According to the author of the 
publication, for 8 years, since 2015, the courts have 
opened 199 criminal proceedings in cases of falsifica-
tion and counterfeit goods. Of these cases, the courts 
issued only 3 sentences that entered into legal force for 
falsification of medicines.

The reasons for the emergence of a large number 
of counterfeit medicines on global markets are also be-
ing investigated, including the inconsistency of national 
legislation in the field of regulation of the development, 
registration and circulation of medicines, the underde-
velopment of regulatory bodies, government bureau-
cracy and corruption, etc. (Zozulya, 2020). As indicat-
ed by K.  Vakarieva  (2025), referring to data from the 
World Health Organisation (hereinafter – WHO), every 
tenth drug in low- or middle-income countries, includ-
ing Ukraine, is counterfeit. Fraudsters fake absolutely 
everything: from expensive cancer drugs to ordinary 
painkillers. They sell them via the Internet, where it is 
very difficult to check the authenticity of drugs.

WHO estimates that 600 million people, almost one 
in ten in the world, have been victims of poor-quality 
food consumption. 420,000 people die each year due to 
the consumption of dangerous food. 40% of foodborne 
illnesses occur in children under the age of five and 
cause an average of 125,000 infant deaths (Official web-
site of the World Health Organisation, 2024). According 
to O. Tsurkan (2023), “...in recent years, the number of 
counterfeit medicines on the Ukrainian pharmaceutical 
market has increased, which is associated with rising 
prices for original medicines. In addition, the increase 
in the number of forgeries is associated with a complex 
procedure for proving a crime and a sense of impunity 
for persons who are engaged in forgery and falsification 
of medicines”. It is necessary to consider the fact that 
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there are virtually no statistical data on falsification of 
medicines in Ukraine. The inability to determine the 
volume of counterfeit goods is conditioned by the lack 
of a unified system for monitoring the turnover of med-
icines (Zozulya, 2020).

The emphasis is somewhat shifting towards soci-
ological and cultural approaches when it comes to so-
cial responsibility and a responsible attitude to doing 
business. According to Ya. Petrunenko (2023), business 
entities should apply a human rights-based approach 
when conducting business activities. In particular, the 
researcher emphasised the need to assign social respon-
sibility to business entities, in other words, the devel-
opment of a socially responsible business. Combining 
the approaches outlined above, scientific sources trace 
such a protective mechanism as the return of goods by 
the consumer. According to H. Abdulla et al. (2024), the 
restrictive return policy (shortening the time interval 
or introducing replenishment fees) also negatively af-
fects sellers themselves (especially retailers), as the 
level of purchases and positive reviews decreases.

Thus, all the above-mentioned publications, united 
by the criterion of a protective mechanism, should be 
attributed to developments that at the theoretical lev-
el contribute to the development of a model of reliable 
guarantees for the implementation of consumer rights. 
However, guarantees work only if there are mecha-
nisms for their implementation in the practical plane 
of life, and their breadth of implementation determines 
the need to determine the appropriate number of pro-
tective mechanisms, starting from ideological, educa-
tional principles of influence on consumer subjects, 
ending with the creation of appropriate motivations 
and incentives, reliable procedural algorithms, and the 
use of fair measures of influence.

Criterion for legal regulation  
of consumer relations
The issue of legal regulation of consumer relations has 
become a constant subject of scientific research, with 
coverage of international law acts, examples of national 
experience of states, the genesis and adaptation of con-
sumer legislation in Ukraine, which allows for a more 
thorough approach to the analysis of trends in the de-
velopment of the legal basis for the functioning of con-
sumer markets (Lipanova, 2012; Saunders et al., 2021; 
Plotnikova & Shvaher, 2022).

In this context, the paper by O. Lipanova (2012) can 
be useful, which describes the stages of establishment 
of the legislative basis for the development of consum-
er markets in foreign countries and Ukraine. Accord-
ing to experts in the regulation of consumer relations, 
nawadays, the food supply chain has an international 
character, so effective cooperation between govern-
ments, producers, and consumers of food contributes 
to the maintenance of food safety. Given that the Eu-
ropean Union has identified food safety as one of the  

priorities of its expanding policy, it is impossible to ig-
nore the issues of international regulation of consumer 
relations and adaptation of national consumer legisla-
tion (Public Health Centre of the Ministry of Health of 
Ukraine, 2025). The proposals of researchers to use the 
experience of European countries, in particular, regard-
ing the legal regulation of alternative financial dispute 
resolution institutions, expanding the range of enti-
ties authorised to make decisions (Plotnikova & Shva-
her, 2022), are also relevant.

Among the prospects for the development of le-
gal regulation of consumer markets, researchers see it 
necessary to supplement the current legislation with a 
number of novelties regarding the means of influenc-
ing subjects of economic relations, in particular, such 
as: termination and suspension of economic activities; 
nationalisation; management of state business institu-
tions and organisation of privatisation; introduction of 
organisational and economic, standard and model con-
tracts; procedures for compensation of losses in the field 
of management; punitive and operational and econom-
ic, administrative and economic sanctions (Lyha, 2022).

Complementing the system of knowledge about 
the experience of European countries, researchers give 
examples that are worthy of use in the legal system of 
Ukraine, or those that deserve to be studied with fur-
ther adaptation of national legislation. For example, the 
International Consumer Protection and Enforcement 
Network (ICPEN) has been established in Europe. Its 
goal is to strengthen and improve legislation on con-
sumer protection (except for product safety and eco-
nomic standards of financial institutions). Twice a year 
(Kepko  et al.,  2021) network participants hold meet-
ings where they discuss consumer rights issues, ex-
change information, and improve cooperation between 
participating countries.

One of the complex studies of a comparative nature 
and European integration direction was prepared by a 
representative of the Kyiv Scientific School, I.O.  Tara-
senko (2023), to highlight the features of human rights 
practice of Ukraine and the European Union in relation 
to consumers of financial services. It is noteworthy that 
the study contains both a methodological and empirical 
basis for further research, and the work itself has a mul-
ti-vector purpose, which is useful for both researchers 
and practitioners. The author of the paper thoroughly 
worked out the conceptual framework of the study, in 
particular, paid attention to the content processing of 
such basic concepts as “financial literacy”, “financial 
culture”, financial discipline”, which creates conditions 
for further understanding of the legal status of subjects 
of consumption of financial services, highlighting their 
rights and obligations, allows us to better understand 
the behavioural elements of such a category of persons 
as subjects of consumption of financial services, name-
ly, to identify the types of economic behaviour of the 
population and households, factors of propensity of the 
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population to save. Without exaggeration, the paper de-
serves a positive assessment due to the complexity and 
applied aspects of the financial services market.

The issues of European integration and adaptation 
of the legislation of Ukraine were not isolated, which 
are covered at the dissertation level, an example of 
which can be the paper by I.M. Stankova (2021), “Civ-
il law regulation of consumer protection in the field of 
service provision”. Investigating the most acute issues 
of legal regulation of the status of consumers, the re-
searcher correctly noted that in the Law of Ukraine “On 
consumer Rights Protection” the concept of “consumer” 
is used in a narrow (legal) meaning and reflects the spe-
cial status of the buyer, acquirer of services. Its rules re-
garding the definition of the category “consumer” and 
the use of special means of consumer protection do not 
apply to legal entities, citizens registered as individual 
entrepreneurs who order or use goods, works (servic-
es) for doing business, who also become consumers for 
doing business.

Positions on the legal regulation of neurotechnol-
ogies, which have become quite actively used in the 
contemporary consumer market, are also interesting. 
Many organisations use artificial intelligence in their 
marketing activities to save time and money, which also 
provides an individual focus on the customer by gener-
ating relevant text and images (Duivenvoorde, 2025). In 
particular, E. Steindl (2024) focused on the compliance 
of the European law on product safety with contem-
porary realities of using digital products. Other issues 
of a similar nature are also quite important. For exam-
ple, the differences between smart contracts and reg-
ular contracts, especially in matters of blockchain. As 
M. Benseghir & N. Bendriss (2025) points out, the soft-
ware features inherent in these contracts often circum-
vent consumer protection laws, for example, in a request 
to refuse to use them, which encourages legal experts 
to look for methods to ensure their implementation.

Cyber defence, privacy, and security are also relevant 
in the field of digitalisation and consumer law (Harkin et 
al., 2022). This area has become especially relevant in 
the modern world, when Ukraine faces daily threats of 
IPSO, data leakage,  etc. Accordingly, to ensure proper 
security, the national cybersecurity coordination centre 
was established, whose activities are aimed at improv-
ing the effectiveness of the public administration system 
in the development and implementation of state policy 
in the field of cybersecurity (Semenenko et al., 2023).

Therefore, it can be concluded that publishing ac-
tivity aimed at discussing issues of legal regulation is 
entirely justified, given that consumer relations always 
have a legal basis and are therefore directly linked to 
the quality of legislative support. It should be recog-
nised that the quality of a legal act, the expediency of 
the legal structure of interaction between consumer 
market entities formed by legislation is an influential, 
but not the only criterion for determining the prospects 

for sustainable economic development. It is also neces-
sary to consider the types of legal regulation and legal 
regimes, the combination of which will contribute to 
the implementation of the legislative goal.

Consumerism  
in consumer policy research
Researchers also paid attention to the problems of 
consumerism as a special social phenomenon aimed 
at improving consumer-manufacturer interaction, 
achieving a higher level of quality of consumer goods 
and services (Burlytska, 2020). All participants in con-
sumer relations are interested in creating a system of 
consumer relations that would serve as a conflict – free 
environment in which the two most important parties 
cooperate on mutual interest – the consumer (aka the 
buyer) and the manufacturer or supplier of goods and 
services (aka the seller). The manufacturer tries to pre-
serve the consumer of its goods and services, so it is 
forced to create all the necessary conditions for attract-
ing the consumer to the system of market relations, 
without whose participation the latter cannot take 
place as such. Retaining the consumer, keeping them 
as a potentially regular buyer, allows the manufacturer 
not only to sell their product, but also to make a profit, 
plan subsequent production and profit programmes. 
Unfortunately, the current conditions indicate an un-
satisfactory state of quality of goods and services, and 
the number of citizens’ appeals to challenge the quality 
of products, the level of service or the provision of ser-
vices is growing.

Under these conditions, consumer associations 
put forward their demands to be heard, and not only to 
bring the perpetrators to justice, set standards for the 
release of harmful products, but also to achieve the de-
sired impact on entrepreneurs, get high-quality goods 
and services. Such associations of consumers into vari-
ous societies, organisations or unions, unions that fight 
for their legitimate rights and interests, form a certain 
social stratum, a kind of movement for consumer rights, 
called “consumerism”. In developed countries, consum-
erism is a conglomerate of citizens and government 
agencies concerned with protecting, guaranteeing, and 
empowering consumers, fighting unscrupulous pro-
ducers, and unfair competition. Currently, consumer-
ism operates in three areas – consumer education, in-
dependent examination of goods, and litigation.

For the purpose of comprehensive coverage of the 
phenomenon of consumerism, contemporary research-
ers (Stole,  2015) investigate the activities of interna-
tional institutions and consumer movements, such as: 
the International Organisation of Consumer Unions, 
the World Organisation of Consumer Unions, the Unit-
ed Nations (UN), based on the results of which both 
consumer protection standards and the volume of con-
sumer law itself, mechanisms for its implementation 
are developed. In this context, it is advisable to recall 
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the “Guidelines for Consumer Protection” developed by 
the UN General Assembly based on the results of sum-
marising world experience, which allowed the partici-
pating countries to form national legal mechanisms for 
consumer protection, to encourage a high level of ethi-
cal standards of behaviour for the sphere of production 
and consumption. According to O. Burlytska (2020), the 
history of the development of consumerism in Ukraine 
has more than one year, and today its legislative frame-
work includes more than 40 laws and regulations. 
However, these documents do not cover the entire list 
of existing protection problems, and they do not clearly 
regulate cooperation between public organisations and 
state authorities.

Thus, the issues of consumerism at present can be 
considered insufficiently developed from the stand-
point of legal science. On the one hand – the presence 
of a significant number of regulations, on the other  – 
the lack of proper levers of influence on the process 
of developing consumer policy, the introduction at the 
legislative level of effective mechanisms for controlling 
the quality of products, creating conditions for the joint 
use of the potential of public associations of consumers 
in countering unfair competition. It is these issues that 
can be included in the programmes of planned research 
of consumer policy specialists.

The criterion of greening  
in contemporary research
Under the influence of integration processes, issues of 
greening the consumer market, determining national 
and regional priorities, creating environmental mech-
anisms for consumption, and increasing the role of 
eco-standards are also being updated (Chernik, 2020). 
First of all, it should be understood that such trends of 
greening observed in consumer law are associated with 
the transformation of general ideas about nature and 
the role of human in it. The natural and legal concept 
of legal understanding is being updated, according to 
which a person receives rights from nature, and the 
state must fix them in its legal acts and protect them 
through legal mechanisms. Similar ideological ideas can 
be seen in the study of consumption issues, where the 
consumer is also a person and also needs environmen-
tally friendly products, the presence of eco-markets, 
the functioning of environmentally friendly industries 
that do not harm nature. It is clear that the presence 
of rights in one party determines the presence of ob-
ligations in the other, which allows balancing the legal 
relations of the parties. Therefore, the manufacturer 
should switch to energy-saving and nature-restoring 
technologies, adhere to standards in the production of 
harmful consumer products, reducing the load on the 
natural environment. Another aspect of consumption, 

1 Resolution Adopted by the General Assembly of UN “Transforming our World: The 2030 Agenda for Sustainable Development”.  (2015, 
October). Retrieved from https://www.refworld.org/legal/resolution/unga/2015/en/111816.

which is usually not mentioned or mentioned indirect-
ly, is manifested in the fact that any consumer, regard-
less of their status (collective, individual, with a special 
status or not) is not only a consumer of goods or servic-
es, which occurs periodically by the will of the parties, 
but also a permanent acquirer of natural resources that 
make up the conditions and environment of their exist-
ence. For example, air that is continuously consumed by 
a person is a natural product, the purity of which causes 
increased consumer interest. However, the manufactur-
er does not always take care of this, putting the interest 
of its business ahead. It turns out that before entering 
into consumer legal relations, subjects are, in fact, equal 
consumers of natural goods in their status, which can 
manifest itself in an unfair attitude to nature.

The key term that allows understanding the gene-
sis and trends of the state’s consumer policy is the term 
“sustainable development”, the content of which is asso-
ciated not only with sustainability, but also with other 
important factors for society, for example, cooperation 
between Ukraine and the European Union countries in 
the field of nature protection. In particular, as noted by 
S.D.  Chernik  (2020), an important document was ap-
proved in 2015 at the UN Summit, “Transforming our 
world: The 2030 Agenda for Sustainable Development”, 
which approved 17 Sustainable Development Goals1. 
The signing of the association agreement between 
Ukraine, on the one hand, and the European Union, the 
European Atomic Energy Community and their mem-
ber states, on the other hand, confirmed Ukraine’s in-
tention to further cooperate at the regional level in the 
field of environmental protection.

As evidenced by an analysis of a number of sourc-
es, the general trend towards the greening of scientific 
knowledge is present in various fields and branches of 
science, given its global nature. Along with this, there is 
such a dependence – the more the intensity of produc-
tion increases, the more environmental problems arise 
that threaten the existence of society. Therefore, the 
continuation of the search for the creation of eco-mar-
kets, the introduction of the ideology of reasonable con-
sumption, energy saving technologies, natural restora-
tion,  etc., are not only promising, but also vital in the 
context of strategic scientific thinking.

Subject composition criterion
Separately, in the scientific sphere, there is a signifi-
cant layer of research aimed at highlighting the subject 
composition of the development and implementation 
of the state’s consumer policy, the functional powers 
of individual state and local government bodies, and 
public organisations (Magaletska,  2021; Levytska  et 
al., 2024). The most significant subject at the stages of 
development and implementation of consumer policy, 

https://www.refworld.org/legal/resolution/unga/2015/en/111816
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as one of the types of state policy, remains the state, 
and specifically  – its authorised bodies, whose com-
petence includes the management of the spheres of 
production and trade, where consumer interests are 
realised, relevant legal relations are born. These bod-
ies acquired their significance due to the presence of 
power, the ability to set standards, make competent 
decisions, monitor their implementation, and use 
means of power coercion. That is, everything that is 
associated with the characteristic of a state authority, 
everything distinguishes it from the general subjects 
of consumer relations.

Control is one of the essential functions of state 
entities, due to which management takes place within 
the limits of specified goals, including in the consumer 
market. According to V. Magaletska (2021), specialists 
of the State Food and Consumer Service, in cooperation 
with public organisations and law enforcement agen-
cies, constantly seize counterfeit goods throughout the 
country, in particular, they find counterfeit products in 
schools. Among the products that are most often falsi-
fied are fats and oils, fish and products made from it, 
meat and meat products.

As noted above, in addition to food products, med-
icines are also massively forged, therefore, the task of 
controlling entities is to detect counterfeit goods in a 
timely manner, implement preventive measures,  etc. 
However, in addition to state authorities, represent-
atives of civil society should also be included in the 
subjects of consumer relations, among which the indi-
vidual consumer is the most important subject. Other 
researchers agree with this opinion, arguing that at the 
present stage of economic development, the consumer 
is a determining figure, since it creates conditions for 
the development of enterprises and influences success 
in competition. Interesting from the standpoint of the 
humanitarian dimension is the study of the consum-
er’s personality in various aspects, which is also being 
worked on by consumer researchers. For example, the 
opinion of L. Wood et al. (2022) on the use of scientific 
information by various government agencies and trans-
port institutions to shape transport policy is interesting 
from a scientific perspective. In particular, the research-
ers point out that depending on the legal status of the 
consumer, the requested information will be different.

Analysing different approaches of the researchers 
(Levytska  et al.,  2024) to understand the concepts of 
“consumer as a person” and “subject”, the following 
generalisations can be made: in scientific discourse, 
these definitions are interpreted differently; there is no 
single scientifically based stable understanding of the 
concept of a person; in economics, the person as a con-
sumer is limited; the relationship between the individ-
ual and the consumer is not studied, etc. As can be seen 
from the above, for the branches of legal, sociological 
and psychological scientific knowledge, a promising 
area opens up for further research, the results of which 

can become useful in practical activities, including in 
pre-trial dispute resolution. 

The study of the subject composition, considering 
the different functional roles of collective and individ-
ual subjects, allows answering a significant number of 
questions that arise in the field of consumer relations. 
One of these is the issue of the legal status of a person 
who falls within the scope of such legal relations. Along 
with the individual, collective actors also interact, some 
of which are endowed with power, which allows com-
plementing the diverse picture of consumer market 
participants. However, as a defining one, the literature 
substantiates the opinion that behind each subject 
there is always a person endowed with rights and free-
doms, which confirms the expediency of applying a hu-
man-centred ideology.

Conclusions
The study of the sphere of consumer relations was 
carried out in various aspects by representatives of 
various branches of knowledge, including legal spe-
cialists. Active searches were also conducted using 
the best practices of economic science. Giving prefer-
ence to legal research, it seems possible to carry out 
classification in relation to the subject area of scien-
tific interests of lawyers: sources of a methodological 
nature, which pay more attention to the methodology 
of consumer relations research, the content charac-
teristics of the main concepts related to the develop-
ment and implementation of consumer policy of the 
state, the organisation of consumer markets; sources 
aimed at highlighting the problems of legal regulation 
of consumer relations; sources devoted to the study 
of the phenomenon of consumerism; sources aimed at 
determining the ways of greening consumer markets, 
and those that characterise the subject composition of 
consumer legal relations.

However, insufficient attention was paid to the is-
sues of the consumer protection mechanism. Consider-
ing the structure of this phenomenon, along with this 
additional study, such components as: rule-making, 
procedural and material guarantees, status legal norms 
of certain categories of consumers, etc., are subject to 
additional research. The issues of ways to environmen-
talise consumer policy were also insufficiently studied. 
The need for their further in-depth understanding is 
determined by the needs of sustainable development 
of Ukraine, in particular by implementing such oper-
ational goals as ensuring protection for all and intro-
ducing balanced consumer markets. Promising areas of 
consumer policy research should also be considered: 
adaptation of foreign experience in strengthening the 
role of consumer associations and resolving conflict sit-
uations; ways to form environmental markets with en-
suring the standards of developed European countries. 
This is all the more relevant in the context of increasing 
trends in European integration in the legal sphere.



Law Journal of the National Academy of Internal Affairs, 15(4), 9-19

Starytska & Tarasenko

17

The main methodological tools of consumer re-
search are hermeneutical, comparative, systematic and 
functional approaches, which allows researchers to 
obtain objective and justified results. In addition, the 
methodological base of consumer policy research also 
deserves criticism. If the demand method or compar-
ison in synchronous and diachronous formats is pres-
ent in many publications, then the methodology of hu-
man-centrism is used to a limited extent, which can be 
explained by the dominance of positivist ideology, an at-
tempt to explain the problems of the consumer market 
through imperfect legislation. Overcoming this situation 
is possible by focusing cognitive tasks on the content 

of the rule of law and human rights, which will also af-
fect the reorientation of methodological research tools.
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Анотація
Зосередження уваги науковців різних галузей знань на проблематиці прав людини, реалізації певного 
виду або конкретного права в умовах національної правової системи пов’язано не лише з викликами 
воєнного стану в Україні, а й із загальносвітовою тенденцією зміни світоглядної парадигми від 
позитивістських концепцій у бік природного права. Така ситуація зумовлює необхідність переосмислення 
ролі людини в суспільстві, призначення механізму держави, її правоохоронних і правозахисних 
інституцій у забезпеченні прав людини, зокрема у сфері функціонування споживчих відносин. Мета 
статті полягала в тому, щоб на підставі предметного критерію схарактеризувати стан дослідженості 
проблематики реалізації споживчої політики держави, встановити перспективні напрями досліджень, 
а також висвітлити базовий методологічний інструментарій сучасних дослідників. Методологічну 
основу роботи сформовано відповідно до сутнісних характеристик аналізованого явища, тому в 
процесі написання було використано методи герменевтики, порівняння, функціональний, аналізу 
та прагматизму. Досліджено найвідоміші праці сучасних авторів, обʼєктом наукового інтересу яких 
є суспільні споживчі правовідносини та функціонування споживчих ринків. Обґрунтовано висновок, 
згідно з яким у галузі економіко-правових знань щодо взаємодії субʼєктів правовідносин зі статусом 
споживача (покупця) і виробника (продавця) сформовано декілька напрямів, що становлять джерельну 
базу дослідження, осмислення яких дає змогу сформувати обʼєктивні уявлення щодо реалізації 
споживчої політики держави, відмежувати її від явищ державної політики та державної споживчої 
політики. Аналіз правових актів Сполучених Штатів Америки, країн Європейського Союзу, міжнародних 
організацій з питань правового регулювання споживчих відносин надає можливість констатувати 
недостатню врегульованість цих відносин в Україні, заохочувати науковців і практиків до гармонійного 
поєднання здобутків у здійсненні спільної нормотворчої діяльності. Засвідчено неналежну якість 
роботи в Україні субʼєктів, уповноважених на здійснення контрольних і превентивних заходів, що 
стоїть на заваді своєчасному притягненню порушників до відповідальності й відшкодуванню збитків 
споживачеві. Констатовано, що недостатньо ефективно працюють споживчі громадські обʼєднання, 
що має відчутні наслідки передусім на споживчому ринку лікарських препаратів і харчових продуктів
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Abstract
The purpose of the study was to analyse the Ukrainian and international experience of using artificial intelligence 
(AI) in the investigation of official offences and develop recommendations for adapting best practices to the 
Ukrainian legal system. The research methodology was based on a comparative analysis of the regulation and 
practice of AI implementation in Ukraine, the USA, Great Britain, Australia, and Brazil, with the examination of 
technological mechanisms of functioning, legal guarantees in law enforcement activities. The study established 
the specifics of the Ukrainian approach to the implementation of technologies through the creation of an 
integrated system “iCase”, which provided electronic interaction between the National Anti-Corruption Bureau 
of Ukraine, the Specialised Anti-Corruption Prosecutor’s Office, and the High Anti-Corruption Court, in contrast 
to the fragmented implementation in other countries. Technological solutions are systematised: machine 
learning for analysing large amounts of data, explanatory AI, digital forensics with nine phases of evidence 
processing, and blockchain analytics for tracking virtual assets. Ukrainian cases were analysed: arrest of Tether, 
Tron, Ethereum cryptocurrencies in Case No. 991/1512/23 of the Supreme Anti-Corruption Court, verdict 
in case No. 991/3227/24, risk assessment system in public procurement with 21 automatic indicators, and 
use of open-source intelligence techniques by the National Anti-Corruption Bureau of Ukraine. International 
experience has demonstrated the effectiveness of AI, in particular, in the cases of Rolls-Royce, Operation Gold 
Rush, the work of the European Prosecutor’s Office, and the use of the Brazilian bot ALICE. Critical challenges 
were identified: the problem of the “black box” of algorithms, the risks of system bias, legal gaps in relation to 
digital assets, and the need to harmonise with the EU AI regulation 2024/1689. The results of the study can be 
used by anti-corruption bodies in the implementation of AI technologies, the judicial system – to form a unified 
practice for evaluating digital evidence, legislative authorities – in the development of special legislation on AI, 
and scientific-educational institutions – to train qualified personnel in the field of digital crime investigation
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Official crimes, especially those with a corruption com-
ponent, pose a threat to national security, economic sta-
bility and citizens’ trust in state institutions of Ukraine. 
Their hidden nature, complexity of proof, and often 
transnational nature require continuous improvement 
of investigative methods. In this context, the rapid de-
velopment of artificial intelligence (AI) technologies 
and other innovative solutions, including machine 
learning, blockchain analytics, digital forensics, pattern 
recognition systems, big data analytics, and geographic 
information systems, opens up new opportunities to ef-
fectively combat these offences.

The problem of exploring the use of AI in the in-
vestigation of official crimes is due to the need to over-
come the systemic limitations and inefficiency inher-
ent in traditional methods of law enforcement. Among 
the key limitations are the low speed of processing 
large amounts of documentary information, which is 
manifested in the need to involve numerous experts 
to analyse even standard corruption schemes, and the 
high time costs of establishing factual circumstances 
that arise due to complex procedures for verifying and 
comparing information from different sources. This 
problem manifests itself in the investigation of mul-
ti-episode corruption cases, where the number of doc-
uments and, accordingly, the time for their processing 
increases exponentially.

In a comprehensive study of the peculiarities of 
applying innovative technologies in criminal analy-
sis, M. Mordvyntsev et al. (2025) focus on an in-depth 
analysis of methodologies for using these technologies. 
The researchers have identified the potential capabili-
ties of recognition systems at the stage of identification 
and identification of suspects, offering an innovative 
approach to their technical implementation, providing 
for an increase in the effectiveness of Investigation at 
the early stages of criminal proceedings in the Ukrain-
ian reality. These results are supported by the findings 
of M. Lontai et al.  (2024), who viewed AI in Forensic 
Sciences as a revolutionary tool for transforming in-
vestigative activities.

In the field of economic crimes, AI demonstrates 
qualitatively new opportunities for law enforcement 
activities. D. Chaikovskyi (2023) revealed the potential 
of AI as a new tool for combating crimes in the Ukrain-
ian economy. The author demonstrated that AI can be 
used to analyse text and speech information during 
preventive measures and investigative actions, which 
is relevant for the investigation of official crimes with 
an economic component in the context of digitalisation 
of the Ukrainian economy. International experience, 
presented in the paper of N.  Ansari  (2025) on ma-
chine learning in the examination of forensic evidence, 
demonstrated a new era of forensic analysis, where al-
gorithms are able to automate the processes of classify-
ing and analysing digital traces of crimes.

The practical capabilities of AI in investigations 
were systematised by S.  Gulyamov & S.  Tatar  (2023), 
who demonstrated: automated detection of fraud, 
money laundering, and financial crimes with high ac-
curacy; processing of large amounts of multimedia data 
(images, videos) in real time; automation of routine 
tasks of data entry and analysis of evidence. Thereby, 
the authors identified key risks: algorithmic bias, priva-
cy threats, and potential impact on employment in the 
investigative sector.

Blockchain technologies open up new prospects for 
tracking financial flows and determining hidden links in 
corruption schemes. A study by M. Karchevsky (2021) 
on cryptocurrencies and blockchain technologies in 
anti-corruption highlighted these opportunities in the 
Ukrainian context. The author justified the expediency 
of introducing blockchain technologies in the activities 
of Ukrainian anti-corruption bodies to increase the 
transparency and effectiveness of investigations. These 
results are consistent with the conclusions of the inter-
national study authored by D. Zinnbauer (2025) on the 
use of AI in the fight against corruption at the global level.

The international context for implementing AI 
technologies in law enforcement is described in detail 
by C. Rigano (2019) on the use of AI to meet the needs 
of criminal justice. The author analysed the US expe-
rience in the field of public safety and demonstrated 
specific AI capabilities: identification of individuals and 
their actions in video footage related to criminal activ-
ity, DNA analysis, automated gunshot detection, and 
crime prediction.

The legal system of Ukraine faces practical chal-
lenges in assessing the authenticity of video evidence in 
criminal proceedings. O. Gura (2020) established that 
Ukrainian courts do not have clear enough criteria for 
determining the reliability of digital materials, which 
creates legal uncertainty in cases of official offences. 
Judicial practice shows cases when video evidence 
was rejected due to the inability to confirm its origi-
nality or the lack of a proper digital data storage chain. 
Ethical aspects of the use of AI in Justice are studied 
in the training programme for judges of the Supreme 
Anti-Corruption Court. Y. Bernazuk (2025) determined 
key risks of algorithmic bias and discrimination when 
using AI in criminal proceedings. The problem of trans-
parency of algorithmic solutions is closely reviewed 
in the study by S. Nandipati et al. (2024) on the role of 
explanatory AI in criminal investigations, which offers 
specific mechanisms to address the “black box” prob-
lem to ensure fair justice.

The degree of scientific development of the prob-
lem demonstrates the active formation of research are-
as in the field of technological modernisation of law en-
forcement activities. Therewith, despite a large number 
of studies of certain aspects of the use of technologies 
in law enforcement, a comprehensive analysis of the 
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introduction of AI and other innovative technologies in 
the investigation of official crimes in the Ukrainian con-
text was practically not conducted. Most of the existing 
works concentrate on general issues of digitalisation of 
criminal justice or technical aspects of individual tech-
nologies, leaving out the specifics of their application in 
the field of combating corruption and official offences.

The study aimed to perform a comprehensive anal-
ysis of the introduction of AI and innovative technol-
ogies in the investigation of official crimes in Ukraine, 
identify the advantages and challenges of their applica-
tion, and evaluate the effectiveness of existing techno-
logical solutions in the activities of Ukrainian anti-cor-
ruption bodies. The following research tasks were set 
to achieve the goal: examine the legal basis and techno-
logical features of the use of AI in the investigation of 
official crimes; analyse modern innovative technologies 
and the practice of their implementation in the activ-
ities of Ukrainian law enforcement agencies; develop 
comprehensive recommendations for further develop-
ment of legislation, ethical standards, and practical ap-
plication of innovative technologies.

Materials and Methods
The study was conducted in three main stages using a 
set of complementary scientific methods and analysis of 
various sources of information. During the initial stage, 
the legal basis for regulating official crimes and apply-
ing innovative technologies in law enforcement activi-
ties was reviewed using the comparative legal method 
and content analysis. The Article  analyses Ukrainian 
legislation, in particular, the Constitution of Ukraine1 on 
the principles of the rule of law and the responsibility 
of officials, Criminal Code of Ukraine2 with an emphasis 
on Section XVII “Criminal offences in the sphere of of-
ficial activity and professional activities related to the 
provision of Public Services”, Criminal Procedure Code 
of Ukraine3 with regard to articles 84, 99, 103 on digital 
evidence. Attention is paid to the breakdown of Law of 

1 Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2% 
D1%80#Text.
2 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text. 
3 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
4 Law of Ukraine No. 889-VIII “On Public Service”. (2015, December). Retrieved from https://zakon.rada.gov.ua/laws/show/889-19#Text.
5 Law of Ukraine No.  1700-VII “On Prevention of Corruption”.  (2014, October). Retrieved from https://zakon.rada.gov.ua/laws/show/ 
1700-18.
6 Law of Ukraine No. 1698-VII “On the National Anti-Corruption Bureau of Ukraine”. (2014, October). Retrieved from https://zakon.rada.gov.
ua/laws/show/1698-18.
7 Law of Ukraine No. 794-VIII “On the State Bureau of Investigations”. (2015, November). Retrieved from https://zakon.rada.gov.ua/laws/
show/794-19#Text.
8 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20#Text.
9 United Nations Convention Against Corruption.  (2003, October). Retrieved from https://www.unodc.org/documents/brussels/UN_
Convention_Against_Corruption.pdf.
10 Criminal Convention on Combating Corruption. (1999, January). Retrieved from https://rm.coe.int/168007f3f5.
11 Civil Law Convention on Corruption. (1999, November). Retrieved from https://rm.coe.int/168007f3f6.
12 Regulation of the European Parliament and Council of the European Union No.  2024/1689 “On Artificial Intelligence”.  (2024, June). 
Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202401689.
13 Judgement of the High Anti-Corruption Court of Ukraine in Case No. 991/1512/23. (2023, June). Retrieved from https://reyestr.court.gov.
ua/Review/111590400.
14 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

Ukraine No. 889-VIII “On Public Service”4 regarding the 
principles of integrity and responsibility of civil serv-
ants, Law of Ukraine No.  1700-VII “On Prevention of 
Corruption”5 on preventive mechanisms and system of 
restrictions, Law of Ukraine No. 1698-VII “On the Na-
tional Anti-Corruption Bureau of Ukraine”6 regarding 
the authority for innovative investigative methods. The 
Law of Ukraine No.  794-VIII “On the State Bureau of 
Investigations”7 was also analysed in terms of compe-
tence in the field of official crimes and Law of Ukraine 
No.  2074-IX “On Virtual Assets”8 regarding the legal 
regulation of cryptocurrencies.

In the second stage, international legal acts and their 
implementation in Ukrainian legislation, in particular, 
the United Nations Convention against Corruption9, 
ratified by Ukraine in 2006, the Criminal Convention 
on Combating Corruption10, and the Civil Law Conven-
tion on Corruption11, were considered. Regulation of 
the European Parliament and Council of the European 
Union No. 2024/1689 “On Artificial Intelligence”12 with 
requirements for high-risk AI systems in law enforce-
ment. The experience of the European Public Prosecu-
tor’s Office (2025) was further reviewed. Using the case 
method and system analysis, the judicial practice of us-
ing digital technologies in cases of official crimes is ex-
amined. Judgements in Case No. 991/1512/2313 regard-
ing the seizure of cryptocurrencies Tether (USDT), Tron 
(TRX), Ethereum (ETH) in the case under Article  368 
of the Criminal Code of Ukraine14, were also analysed.

During the third stage, a comparative legal meth-
od and institutional approach were applied to review 
the practice of implementing AI technologies in the 
UK, USA, Brazil, and Australia. In the UK, the case R v. 
Rolls-Royce PLC on the use of RAVN AI was consid-
ered based on the document analysis of P. Yuk (2017). 
The activities of the National Economic Crime Cen-
tre (2025) on the use of machine learning and reports 
on the activities of law enforcement agencies (UK Gov-
ernment, 2025) were further investigated. In Brazil, the 

https://zakon.rada.gov.ua/laws/show/1700-18
https://zakon.rada.gov.ua/laws/show/1700-18
https://zakon.rada.gov.ua/laws/show/1698-18
https://zakon.rada.gov.ua/laws/show/1698-18
https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf
https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf
https://rm.coe.int/168007f3f5
https://rm.coe.int/168007f3f6
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202401689
https://reyestr.court.gov.ua/Review/111590400
https://reyestr.court.gov.ua/Review/111590400
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Law of Brazil No. 12.846 “On Combating Corruption”1 
was considered as a legal basis for the use of technol-
ogies in the fight against corruption, technical docu-
mentation of the Governance Risk Assessment System 
(GRAS) for detecting corruption in public procurement 
(World Bank,  2023). Australia reviewed the activities 
of the National Economic Crime Centre (2025), which 
implemented the “Frontier” system for proactive iden-
tification of corruption risks in the public sector (Inde-
pendent Commission against Corruption,  2018). The 
methodological approach of the study also provided for 
the development of practical recommendations for im-
proving legal regulation.

Results
Legal basis and classification of official crimes in 
Ukraine. The investigation of official crimes in Ukraine 
is a complex legal process based on the fundamental 
provisions of the Criminal Code of Ukraine2, in par-
ticular, section XVII “Criminal offences in the sphere of

1 Law of Brazil No.  12.846 “On Combating Corruption”.  (2013, August). Retrieved from https://www.planalto.gov.br/ccivil_03/_ato2011-
2014/2013/lei/l12846.htm.
2 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text. 

official activity and professional activity related to the 
provision of public services”. This section forms the le-
gal basis for countering corruption and official abuse, 
providing for responsibility for a wide range of acts 
that undermine the effective and virtuous functioning 
of the state apparatus and the system of public services. 
The systematic approach to criminal legal qualification 
of official crimes reflects the complexity of the prob-
lem of corruption in Ukrainian society and the need 
to use differentiated mechanisms of legal influence. A 
special feature of the Ukrainian criminal legislation in 
the field of official crimes is the detailed regulation of 
various forms of corruption behaviour, which allows 
law enforcement agencies to apply a differentiated ap-
proach to the qualification and investigation of crimes, 
depending on their specifics. Key articles of the crim-
inal legislation cover the full range of possible official 
offences, from active forms of abuse of power to passive 
negligence in the performance of official duties. Table 1 
is given to unify the material.

Table 1. Key articles of official crimes under the Criminal Code of Ukraine
Article of the Criminal Code of Ukraine Name of the crime The essence of the act

364 Abuse of power or official position Use of power contrary to the interests of the 
service

364-1 Abuse of authority (private legal entities) Abuse in private legal entities
365 Abuse of power by a law enforcement officer Actions outside the granted authority
366 Official forgery Entering false information in documents

366-2 Declaring false information Providing false information in the declaration
367 Official negligence Improper performance of official duties
368 Obtaining illegal benefits Bribery by an official

368-5 Illegal enrichment Acquisition of assets without legal grounds
369 Providing illegal benefits Offering a bribe to an official

Source: compiled by the author according to the Criminal Code of Ukraine3

3 Ibidem, 2001.

Corruption acts, such as acceptance of an offer, 
promise, or receipt of an illegal benefit by an official 
(Article 368 of the Criminal Code of Ukraine), cover the 
receipt by an official of an unlawful benefit for them-
selves or a third person for committing or not commit-
ting any action using his or her official position. Illegal 
enrichment, according to Article 368-5 of the Criminal 
Code of Ukraine, is defined as the acquisition by an of-
ficial of assets whose value exceeds his legal income by 
more than three thousand subsistence minimums for 
able-bodied persons. Article 369 of the Criminal Code 
of Ukraine concerns the offer, promise, or provision of 
undue benefits to an official for committing actions us-
ing their official position. These articles create a com-
prehensive system of criminal and legal counteraction 
to corruption, covering both active and passive forms of 
corruption behaviour. The legislative approach to regu-
lating official crimes reflects international standards of 

anti-corruption policy and accounts for the specifics of 
the functioning of the Ukrainian state apparatus. Proof 
of official crimes is often complicated by their latent na-
ture, the presence of complex schemes, and the use of 
official position to conceal traces, in addition to large 
volumes of documentation and financial transactions, 
which requires law enforcement agencies to use special 
investigative methods and analytical approaches.

The variety of elements of crimes provided for in 
Section XVII Criminal Code of Ukraine determines the 
need for law enforcement agencies to apply a wide 
range of investigative methods and use modern tech-
nological solutions. Each Article provides for different 
objects of criminal encroachment, forms of guilt, and 
methods of commission, which require a differenti-
ated approach to collecting and evaluating the evi-
dence base. Official forgery requires a detailed analy-
sis of documents and handwriting examinations, while  

https://www.planalto.gov.br/ccivil_03/_ato2011-2014/2013/lei/l12846.htm
https://www.planalto.gov.br/ccivil_03/_ato2011-2014/2013/lei/l12846.htm
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illegal enrichment requires a deep investigation of fi-
nancial flows and property declarations using financial 
analysis methods. AI systems that are implemented to 
investigate official crimes cannot be universal “boxed” 
solutions due to the specifics of each type of offence. 
They should be modular and adaptive, capable of pro-
cessing various types of data, from text documents and 
financial transactions to communication records and 
video materials. This means using specific algorithms 
to identify patterns specific to each type of crime that 
affect the foundations of AI systems, the requirements 
for their development and training.

The Criminal Code of Ukraine defines the main 
elements of official crimes and establishes criminal  

sanctions for their commission, but it is not the only 
regulatory legal act in this area. The comprehensive sys-
tem of countering official offences includes special laws 
on Civil Service and Prevention of corruption, bylaws of 
anti-corruption bodies, and international conventions 
and standards. Without considering these additional 
legal sources, the picture of regulating official crimes 
would be incomplete since they establish preventive 
mechanisms, procedural aspects, and institutional bas-
es for combating corruption. It is advisable to address 
the main thematic blocks of normative legal acts and 
their functional purpose in the investigation process 
to systematise the legal regulation of official crimes in 
Ukraine, which are shown in Table 2.

Table 2. Legal basis for regulating official crimes in Ukraine
Theme block Regulatory act Key provisions Importance for the investigation of 

official crimes

Principles of 
public service Law of Ukraine No. 889-VIII Rule of law, legality, professionalism, 

integrity, political impartiality
Creates an ethical basis for 

distinguishing legitimate official 
activities from official crimes

Preventive 
mechanisms Law of Ukraine No. 1700-VII

Declaration of property and income; 
settlement of conflicts of interest; 

system of restrictions and prohibitions

Provides early detection of corruption 
risks and creates an evidence base for 

investigating illicit enrichment

Disciplinary 
responsibility Law of Ukraine No. 889-VIII

Remark, reprimand, warning about 
incomplete official compliance, 

dismissal from office

The graded system of penalties allows 
you to differentiate liability depending 

on the severity of violations

Financial liability Law of Ukraine No. 889-VIII Right of recourse of the state for 
intentional damage

Creates an additional deterrent and 
mechanism for compensation of losses 

from official crimes

Institutional 
arrangements

Bylaws of the National Agency for the 
Prevention of Corruption

Methodological recommendations on 
conflicts of Interest; Code of Ethical 

Conduct; system of explanations

Provide a unified interpretation of 
anti-corruption norms and practical 

tools for law enforcement

International 
standards

United Nations Convention against 
Corruption; Criminal Convention 

on Combating Corruption; Civil Law 
Convention on Corruption

Global standards for criminalisation of 
corruption acts; harmonisation with 
European standards; protection of 

whistleblowers

Create common international 
approaches to combating corruption 

and provide the basis for international 
legal assistance

Monitoring and 
control Participation in GRECO (since 2006) Regular international monitoring of 

the anti-corruption system

Provides an external assessment of the 
effectiveness of the anti-corruption 
system and recommendations for 

improvement

Special 
conditions

Explanation of the National Agency 
for the Prevention of Corruption on 

martial law

Simplified declaration procedures for 
military personnel while maintaining 

the main mechanisms

Adapt anti-corruption mechanisms to 
special conditions without losing the 

effectiveness of control

Source: compiled by the author based on Law of Ukraine No. 889-VIII1, Law of Ukraine No. 1700-VII2, United Na-
tions Convention against Corruption3, Criminal Convention on Combating Corruption4, Civil Law Convention on 
Corruption5, Code of Ethical Conduct for Employees of the National Agency for Corruption Prevention6

1 Law of Ukraine No. 889-VIII “On Public Service”. (2015, December). Retrieved from https://zakon.rada.gov.ua/laws/show/889-19#Text.
2 Law of Ukraine No. 1700-VII “On Prevention of Corruption”. (2014). Retrieved from https://zakon.rada.gov.ua/laws/show/1700-18.
3 United Nations Convention against Corruption.  (2003, October). Retrieved from https://www.unodc.org/documents/brussels/UN_
Convention_Against_Corruption.pdf.
4 Criminal Convention on Combating Corruption. (1999, January). Retrieved from https://rm.coe.int/168007f3f5.
5 Civil Law Convention on Corruption. (1999, November). Retrieved from https://rm.coe.int/168007f3f6.
6 Code of Ethical Conduct for Employees of the National Agency for Corruption Prevention. (2019, May). Retrieved from https://nazk.gov.
ua/uk/documents/rishennya-vid-17-05-2019-1382-pro-zatverdzhennya-kodeksu-etychnoyi-povedinky-pratsivnykiv-natsionalnogo-
agentstva-z-pytan-zapobigannya-koruptsiyi/.

The analysis of the presented legal framework in-
dicates a multi-level system of regulation of official 
crimes in Ukraine, covering preventive, repressive, 
and restorative mechanisms. Civil service and corrup-
tion prevention laws play a central role, providing a le-
gal basis for distinguishing between lawful and illegal  

official behaviour. International standards ensure the 
harmonisation of the Ukrainian anti-corruption system 
with European requirements, while departmental acts 
of the National Agency for the Prevention of Corruption 
detail practical aspects of law enforcement. The system 
is characterised by a comprehensive approach – from 

https://zakon.rada.gov.ua/laws/show/1700-18
https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf
https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf
https://rm.coe.int/168007f3f5
https://rm.coe.int/168007f3f6
https://nazk.gov.ua/uk/documents/rishennya-vid-17-05-2019-1382-pro-zatverdzhennya-kodeksu-etychnoyi-povedinky-pratsivnykiv-natsionalnogo-agentstva-z-pytan-zapobigannya-koruptsiyi/
https://nazk.gov.ua/uk/documents/rishennya-vid-17-05-2019-1382-pro-zatverdzhennya-kodeksu-etychnoyi-povedinky-pratsivnykiv-natsionalnogo-agentstva-z-pytan-zapobigannya-koruptsiyi/
https://nazk.gov.ua/uk/documents/rishennya-vid-17-05-2019-1382-pro-zatverdzhennya-kodeksu-etychnoyi-povedinky-pratsivnykiv-natsionalnogo-agentstva-z-pytan-zapobigannya-koruptsiyi/
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ethical principles of public service to specific moni-
toring and control procedures, which enable effective 
counteraction against various forms of official offences. 
The analysis of the legal basis for the investigation of of-
ficial crimes in Ukraine shows the complexity and mul-
tidimensional nature of this issue, which requires an 
integrated approach to countering corruption manifes-
tations. The criminal legislation of Ukraine in the field 
of official crimes is characterised by sufficient detail 
and coverage of a wide range of corruption acts, which 
meets international standards of anti-corruption poli-
cy. However, the effectiveness of law enforcement large-
ly depends on the quality of the investigation, which is 
complicated by the latent nature of official crimes and 
the need to process large amounts of diverse informa-
tion. The introduction of AI technologies in the process 
of investigating official crimes should address the spe-
cifics of each type of offence and require the creation of 
specialised modular systems. 

Innovative technologies and their application 
in criminal investigations. The use of AI and machine 
learning to analyse large amounts of data, recognise pat-
terns, predict crimes, and detect anomalies is one of the 
most promising areas of modern criminal investigation. 
AI and machine learning algorithms are capable of pro-
cessing and interpreting large amounts of data, which 
is important for solving complex criminal schemes (An-
sari, 2025). AI can be used to analyse text and speech 
information during preventive measures and investi-
gative actions (Chaikovskyi, 2023). In Computer Foren-
sics, machine learning algorithms make it much easier 
to classify digital files and prioritise them for further 
investigation by analysing metadata, which increases 

the speed and efficiency of analysing large amounts 
of digital evidence. AI is also used in the field of public 
safety for video and image analysis, DNA analysis, shot 
detection, and crime prediction (Rigano, 2019). These 
systems are able to overcome human errors, learn com-
plex tasks, and even develop their own complex facial 
recognition parameters that go beyond what humans 
can see.

The role of explanatory AI in ensuring transparen-
cy and accountability is becoming a priority in the con-
text of criminal justice. The “black box” nature of many 
AI models creates challenges for accountability and jus-
tice in criminal justice. Explanatory AI acts as a critical 
response to these problems, with the goal of making 
the initial data of AI systems understandable to hu-
mans, thereby providing interpreted conclusions and 
increasing trust (Nandipati et al., 2024). As emphasised 
by Y. Bernazuk (2025), in the training programme for 
judges of the High Anti-Corruption Court, opacity, the 
inability to explain AI decisions, and the risks of bias 
are key features of the “black box” that create legal and 
ethical challenges in areas where motivation is needed, 
such as justice.

Digital forensics, or forensic science, is the applied 
science of investigating computer-related crimes that 
focuses on finding, obtaining, storing, analysing, and 
presenting digital evidence. This industry has evolved 
significantly with the advent of cybercrime and the de-
velopment of sophisticated digital investigation mod-
els. The digital forensics process includes several steps 
that must be carefully followed in order for digital ev-
idence to be acceptable in court. A detailed structure 
of these steps and related tools is presented in Table 3.

Table 3. Digital forensics phases and typical tools
Phase Description Key actions / Methods Typical tools

Identification Identify and localise potential 
digital evidence

Search and recognition of evidence; 
documentation of the storage location

Inspection protocols, scene 
diagrams, photo recording

Saving Protecting the integrity of detected 
data from changes or corruption

Isolation, security, and storage of data; 
creation of forensic duplicates (images) FTK Imager (for creating images)

Collecting evidence
Extracting data from devices 
in compliance with forensic 

standards
Collecting data from deleted devices 

using specific methods The Sleuth Kit

Security of evidence Providing a controlled and secure 
environment for storing evidence

Access to a secure environment; ensuring 
accuracy, authenticity, and accessibility

Specialised repositories, access 
control systems, accounting logs

Getting data
Seizure of electronically stored 

information from suspected digital 
assets

Extraction of electronically stored 
information; ensuring data integrity 

when receiving data
FTK Imager

Analysis
Reconstruction and interpretation 
of digital data to identify relevant 

information

Data analysis, identification, separation, 
transformation and modelling; metadata 

analysis; recovery of deleted files

Sleuth Kit, Xplico (for network 
analysis), specialised tools for 
analysing files and registries

Evaluation of evidence
Correlation of the identified data 

with the circumstances of the case 
and their legal assessment

Careful assessment of the compliance of 
data with the scope of the case

Analytical software, case 
databases

Documentation and 
reporting

Create a detailed record of 
all Investigation steps and 

conclusions
Record all data; prepare an official report 

for the court
Document management systems, 

report templates, electronic 
signature tools

Presentation Presentation of collected and 
analysed evidence in court

Generalisation of conclusions and their 
presentation

Presentation software, data 
visualisation tools, multimedia 

equipment

Source: compiled by the author based on open analytical sources (Cyber Writes Team, 2023; What is digital foren-
sics..., 2024)
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The emphasis on careful multiphase processes and 
specialised tools for digital forensics shows that the 
integrity and chain of digital evidence storage is para-
mount. Unlike physical evidence, digital evidence has 
the property of instability and is subject to alteration 
without leaving visible traces of interference. The legal 
system’s reliance on digital evidence means that any 
failure in these forensic processes or failure to authenti-
cate evidence can lead to their inadmissibility, effective-
ly undermining the entire investigation. This is impor-
tant in office crime cases, where digital footprints are 
often central. This requires continuous training for law-
yers and a solid legal framework for regulating digital 
evidence, as highlighted by the Supreme Court in cases 
on the authenticity of video evidence (Gura, 2020). The 
transition from the “investigative type” to the “adver-
sarial” criminal process further increases the impor-
tance of irrefutable digital evidence.

Big data analysis platforms allow law enforcement 
agencies to process and analyse huge amounts of data 
from various sources to identify suspicious indicators, 
patterns, correlations, and trends. This is crucial for 
proactive policing, identifying criminal trends, prevent-
ing threats, and solving complex cases. In particular, big 
data analytics can identify crime trends by analysing 
historical crime data to identify “hot spots” and predict 
the locations and times of likely crimes, enabling pro-
active allocation of resources, reducing response times, 
and deterring criminal activity. Real-time data analyt-
ics help law enforcement agencies to monitor and re-
spond immediately to emerging threats, for example, by 
analysing social media feeds during public events (The 
power of big…, 2025). By integrating data from a variety 
of sources, these platforms help investigators pinpoint 
patterns, unusual actions, and hidden connections in 
cases of identity theft, financial fraud, organised crime, 
and cybercrime.

The ability of Big Data analysts to predict crime 
hotspots and identify emerging threats demonstrates 
a fundamental shift from a purely reactive investiga-
tion model to a more proactive and preventive ap-
proach. For official offences, this means moving from 
investigating after exposing a corruption scheme to 
potentially identifying risks or early indicators of 
corruption before damage is done. This allows for 
more efficient allocation of limited resources and 
potentially deters criminal activity by increasing the 
likelihood of detection. This shift, while promising 
to improve efficiency and prevention, raises consid-
erable ethical and privacy concerns about potential 
over-surveillance, algorithmic bias in targeting, and 
the erosion of civil liberties, which must be carefully 
balanced with public safety goals, as in the Council 
on Criminal Justice (2025) report. The success of this 

1 Justia Opinion Summary of the Court of Appeals of NY in Case “Cunningham v. State Depʼt of Labor”. (2013, June). Retrieved from https://
law.justia.com/cases/new-york/court-of-appeals/2013/123.html. 

approach depends on the quality and representative-
ness of the data.

Blockchain forensics involves the use of special-
ised tools and procedures to extract and analyse data 
from the blockchain, including transactions, address-
es, and other data, along with the search for and track-
ing of individuals and groups involved in illegal activ-
ities. These methods are used to investigate financial 
crimes such as fraud, money laundering, and terrorist 
financing (Merkle Science,  2025). Methods include 
address clustering (grouping addresses controlled 
by a single entity), transaction tracking (tracking the 
flow of digital assets from origin to destination), and 
linking to off-network data (such as IP addresses, 
social media profiles) to create a complete profile of 
individuals. Despite the transparency of the registry, 
the pseudo-anonymous nature of cryptocurrency ad-
dresses, the lack of a central authority, and the use of 
mixing services create substantial problems for inves-
tigators. Transactions of bitcoin and other virtual cur-
rencies are publicly recorded in online blockchain reg-
istries, identifying users only by their cryptocurrency 
address-a long string of letters and numbers – with-
out names, locations, or other personal identification 
data. The main paradox of the blockchain in criminal 
investigations is its internal transparency (all transac-
tions are recorded in the public register), combined 
with the pseudo-anonymity of addresses (no direct 
connection with personal identification). Although 
the registry is open, linking a cryptographic address 
to a real person requires complex “de-anonymisation” 
techniques and often depends on “off-network data” 
or collaboration with exchanges.

The proliferation of smart devices and Internet of 
Things (IoT) technologies creates fundamentally new 
opportunities for collecting digital evidence in cases of 
official offences. Smartphones, smartwatches, Global 
Positioning System (GPS navigation) systems, and oth-
er connected devices generate metadata about location, 
time, and behavioural patterns (U.S. General Services 
Administration,  2025). Modern cars equipped with 
advanced telematics systems record almost all driver 
actions, preserving turn-by-turn navigation, speed, ac-
celeration and detailed data on turning on headlights, 
opening doors, and fastening seat belts. The most doc-
umented case involving the use of GPS tracking in the 
investigation of official offences is the case of Cunning-
ham v. State Dep’t of Labor1, where Michael Cunning-
ham, director of the New York State Department of 
Labour, was accused of falsifying timesheets. Investiga-
tors installed a GPS device on the employee’s personal 
BMW without a warrant and tracked his movements 
for a month, finding notable discrepancies between the 
stated working hours and the actual location. In the 

https://law.justia.com/cases/new-york/court-of-appeals/2013/123.html
https://law.justia.com/cases/new-york/court-of-appeals/2013/123.html
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Michigan theft case, police established a link between 
the perpetrator and the stolen car due to GPS data, door 
opening records, and mobile phone connections (So-
lon, 2020). An audit by the North Carolina Department 
of Motor Vehicles  (2017-2020) found systemic abuse 
of official vehicles totalling more than USD  100,000, 
including a DMV inspector who made unauthorised 
commutes worth USD 85,000 over three years, leading 
to the installation of telematics systems throughout the 
state fleet (Wood, 2017).

Smart home devices store recordings of voice com-
mands that can be requested by law enforcement agen-
cies under a court order. In a criminal case in Arkansas, 
prosecutors tried to obtain recordings from an Amazon 
Echo for a murder investigation (Chin, 2025). A study 
by O.  Trebilcock  (2020) shows that these devices can 
accidentally activate and record conversations even 
without pronouncing the “activator word”. Behaviour-
al biometrics analyses typing patterns and the use of 
the mouse to identify users even when using other peo-
ple’s accounts, which is important for detecting unau-
thorised access to confidential information. The United 
States Government Accountability Office (2020) report 
documents 100 confirmed cases of time-tracking vio-
lations at 24 federal agencies from 2015 to 2019, de-
tected using IoT systems, including access card login 
systems, video surveillance, and GPS data from govern-
ment devices.

Drone technologies allow detecting official of-
fences through quality control of materials, when the 
aerial survey records the use of low-quality or cheaper 
materials instead of those stated in the tender docu-
mentation, which, when compared with the technical 
specifications, establishes the fact of deception and 
obtaining illegal benefits by the contractor with the as-
sistance of corrupt officials. The most common types 
of reports forged in the construction industry include 
material quality reports (drones with high-resolution 
cameras can verify the materials actually used), work 
progress reports (timestamped videos document the 
real progress of construction), safety compliance re-
ports (aerial monitoring can detect non-compliance 
with safety standards), and environmental assess-
ments (aerial surveillance can detect unauthorised 
environmental violations). The U.S. Occupational Safe-
ty and Health Administration has introduced proto-
cols for the use of unmanned systems for construction 
site inspections (Galassi, 2018), and the GSA Inspec-
tor General issued a 2023 warning against the use of 
prohibited drones to photograph construction sites in 
the port of San Luis, Arizona1. Monitoring of the work 

1 Alert Memorandum: PBS Allowed the Use of a Drone from a Prohibited Source to Photograph Construction at a Land Port of Entry in San Luis, 
Arizona. (2025, March). Retrieved from https://www.gsaig.gov/sites/default/files/audit-reports/A220036-5%20Alert%20Memorandum.
pdf.
2 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
3 Law of Ukraine No. 1698-VII “On the National Anti-Corruption Bureau of Ukraine”. (2014, October). Retrieved from https://zakon.rada.gov.
ua/laws/show/1698-18.

schedule through the timestamps of drone images, 
combined with document analysis, reveals system-
atic forgery of construction progress reports, when 
drones record the absence of work on the site, but of-
ficial reports on the progress of work, reports on the 
completion of construction stages, and reports on the 
use of materials claim the opposite, indicating official 
forgery of documents.

Monitoring of social networks is already actively 
used to identify official offences through the analysis 
of inconsistencies in the lifestyle of officials with their 
documented income. In Ukraine, the National Agency 
on Corruption Prevention  (2025) performs “lifestyle 
monitoring” of public figures. According to the results 
of such monitoring, the National Agency on Corruption 
Prevention (2024) revealed signs of acquisition of un-
justified assets in the amount of UAH 4.85 million by the 
former acting head of the Kharkiv Centre for Recruit-
ment and Social Support. The National Agency for the 
Prevention of Corruption also monitors disinformation 
campaigns on social networks, analysing more than 
109  thousand messages on Telegram, Facebook, and 
X/Twitter. Specific ways to spot misconduct on social 
media include documenting bribery when Instagram 
photos and Facebook posts show a luxurious lifestyle 
that doesn’t match an official’s official income, suggest-
ing they’re getting illegal benefits from contractors or 
other interested parties. In case of official negligence, 
social networks can record the presence of a civil serv-
ant in places where they should not be during working 
hours, or document their activities that contradict the 
performance of professional duties, for example, pho-
tos from entertainment events during critical situations 
that required their personal control.

The legal basis for the use of digital evidence in 
Ukraine is regulated by the Criminal Procedure Code of 
Ukraine2, specifically, articles 84, 99, 103. Ukraine has 
signed the Budapest Convention on Cybercrime, which 
creates an international legal framework for coopera-
tion in the field of digital investigations. Recent legis-
lative initiatives pose risks of political interference in 
law enforcement activities. The integration of AI and 
innovative technologies in the investigation of official 
offences opens up new opportunities for fighting cor-
ruption, but requires careful legal regulation and the 
development of mechanisms to protect citizens’ rights.

Cases and prospects of using innovative tech-
nologies in the investigation of official crimes in 
Ukraine. The legal basis for the use of digital technol-
ogies in pre-trial investigations is laid down in Law 
of Ukraine No.  1698-VII3, which defines the powers 

https://www.gsaig.gov/sites/default/files/audit-reports/A220036-5%20Alert%20Memorandum.pdf
https://www.gsaig.gov/sites/default/files/audit-reports/A220036-5%20Alert%20Memorandum.pdf
https://zakon.rada.gov.ua/laws/show/1698-18
https://zakon.rada.gov.ua/laws/show/1698-18
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of the National Anti-Corruption Bureau of Ukraine to 
apply innovative investigative methods. Similar pow-
ers of the State Bureau of Investigation are regulated 
by Law of Ukraine No.  794-VIII1. The use of OSINT 
methods (intelligence from open sources) in crimi-
nal proceedings is based on the general principles of 
collecting evidence, enshrined in articles 93, 99 of the 
Criminal Procedure Code of Ukraine2, which allow the 
use of information from open sources as an evidence 
base, provided that the requirements for the admissi-
bility of evidence are met. The National Anti-Corrup-
tion Bureau  (2021) actively implements innovations 
in pre-trial investigation, including the translation of 
criminal proceedings into electronic format, the use of 
procedural interview methods, and standardisation of 
pre-trial investigation.

One of the most important initiatives is the “iCase” 
pre-trial investigation information and telecommu-
nications system. The legal basis for the functioning 
of the “iCase” system is established by Article  106-1 
of the Criminal Procedure Code of Ukraine and Order 
of the National Anti-Corruption Bureau of Ukraine 
No.  175/390/57/72 “On the Information and Tele-
communications System for Pre-Trial Investigation 
“iCase”3. The detailed procedure for the functioning 
of the system is defined by the regulation on the in-
formation and telecommunications system of pre-trial 
investigation “iCase”. This system, developed with the 
support of the EU Anti-Corruption Initiative, optimis-
es the pre-trial investigation of anti-corruption bod-
ies, is integrated with the Unified Register of pre-trial 
investigations and judicial systems, allowing the Na-
tional Anti-Corruption Bureau of Ukraine, the Spe-
cialised Anti-Corruption Prosecutor’s office, and the 
High Anti-Corruption Court to interact online. “iCase” 
reduces time, optimises resource usage, and promotes 
effective digital adoption in Justice (National Anti-Cor-
ruption Bureau, 2025).

The State Bureau of Investigation  (2025) demon-
strates the practical application of digital technologies 
through the active seizure of documents and electronic 
media as evidence of illegal operations, which confirms 
the effectiveness of using digital traces in cases of offi-
cial crimes. For example, in the case of embezzlement of 
state property by the heads of Ukrproftur and the Fed-
eration of Trade Unions, the state Bureau of Investiga-
tion seized electronic information carriers confirming 
fictitious real estate purchase and sale agreements.

Ukrainian judicial practice is already facing crim-
inal proceedings related to the use of cryptocurren-
cies and other innovative technologies in the field 

1 Law of Ukraine No. 794-VIII “On the State Bureau of Investigations”. (2015, November). Retrieved from https://zakon.rada.gov.ua/laws/
show/794-19#Text.
2 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
3 Order of the National Anti-Corruption Bureau of Ukraine No. 175/390/57/72 “On the Information and Telecommunications System for Pre-
Trial Investigation “iCase”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/v0390886-21#Text.
4 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text. 

of official offences, which demonstrates both new 
opportunities for criminals and new challenges for 
law enforcement agencies in the use of AI and digi-
tal technologies for investigation. This suggests that 
while operational efficiency is improved by the intro-
duction of AI and digital tools in the investigation of 
official offences, the deep legal certainty and consist-
ency required for a full-fledged digital criminal jus-
tice system using AI technologies are still under de-
velopment, the lack of a clear legal status of virtual 
assets and regulation of the use of AI creates gaps and 
difficulties for investigators and prosecutors in the 
use of innovative technologies, potentially hindering 
asset recovery and successful sentences in cases of 
official offences involving new digital forms of illegal 
profits. This highlights the urgent need for compre-
hensive legislative reform that addresses the unique 
characteristics of digital evidence, virtual assets, and 
AI’s ability to counter official crimes.

The use of AI in these criminal proceedings was 
conducted through the use of a specialised block-
chain-analytical platform Chainalysis Reactor, which 
operates on the basis of machine learning algorithms 
for automated cluster analysis of cryptocurrency ad-
dresses, deterministic tracking of transaction chains 
and identification of abnormal patterns of movement 
of digital assets (Internal Revenue Service,  2023). 
Technical implementation includes the use of heuris-
tic algorithms to group addresses of a single owner, 
assign risk scores through multi-layered neural net-
works, and automatically deanonymise pseudony-
mous blockchain operations. Ukrainian detectives of 
the National Anti-Corruption Bureau of Ukraine, pros-
ecutors of the Specialised Anti-Corruption Prosecu-
tor’s office, and other law enforcement agencies have 
received certified training in cryptocurrency forensic 
science within the framework of the programme of 
international cooperation with the Criminal Investiga-
tion Department of the US Internal Revenue Service, 
which ensured professional competence in applying 
these technological solutions in pre-trial investiga-
tions. The practice of the Supreme Anti-Corruption 
Court regarding the seizure of virtual assets in cases of 
official crimes is of major scientific interest, particu-
larly the case when the court granted the prosecutor’s 
request for the arrest of USDT, TRX, ETH belonging to 
a suspect and located in a multi-currency crypto wal-
let, criminal proceedings were conducted under Part 
4 of Article 368 of the Criminal Code of Ukraine4, the 
sanction of which provides for a mandatory addition-
al penalty in the form of confiscation of property. The 
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court considered sufficient grounds to believe that 
virtual assets belong to the suspect and are the subject 
of possible confiscation of property as a form of pun-
ishment, the use of seizure of virtual assets complies 
with the principle of reasonableness and does not cre-
ate negative consequences for third parties, and the 
degree of interference with the rights of the suspect is 
proportionate to the task of criminal proceedings and 
justifies the needs of pre-trial Investigation1. In Judg-
ment in Case No. 991/3227/242, the accused – a peo-
ple’s deputy of Ukraine – offered and transferred ille-
gal benefits in the form of cryptocurrency (0.39 BTC, 
equivalent to ≈10036 USD) to an official for assistance 
in allocating budget funds. The court found him guilty 
under Part  4 of Article  369 of the Criminal Code of 
Ukraine, sentenced him to 8 years in prison, confisca-
tion of all property, and deprivation of the right to hold 
public office for 3 years. In addition, the court applied 
a special confiscation of cryptocurrency and the hard-
ware wallet “LedgerNano S Plus” as physical evidence.

The criminal proceedings against Yuriy Shchy-
hol, former head of the State Service for Special 
Communications and Information Protection of 
Ukraine, set a precedent for Ukrainian law enforce-
ment practice. On 30 November 2023, the High An-
ti-Corruption Court issued a ruling to seize crypto 
assets with a total value of USD 1,476,963, including 
USDT 1,201,285, BTC 6.9, and TRX  331 (The court 
seized…,  2023). Identification and quantification of 
these virtual assets became possible as a result of the 
use of the cryptanalytic platform Chainalysis Reactor, 
which was accessed by Ukrainian law enforcement 
agencies in the framework of bilateral cooperation 
with the Criminal Investigation Department of the US 
Internal Revenue Service. The technological process 
included automated analysis of blockchain transac-
tion graphs, the use of heuristic algorithms for ad-
dress clustering, and machine learning to detect at-
tempts to obfuscate financial flows.

The Supreme Anti-Corruption Court is increasing-
ly considering cases where the evidence base includes 
analysis of blockchain data. The National Anti-Corrup-
tion Bureau of Ukraine, under the procedural guidance 
of prosecutors of the Specialised Anti-Corruption Pros-
ecutor’s office, actively investigates corruption crimes 
using virtual assets, and the relevant materials are 
submitted to the court. The National Anti-Corruption 
Bureau of Ukraine systematically trains its detectives in 
methods of investigating crimes with cryptocurrencies 
and reports on cases related to bribes or false declara-
tions of digital assets.

1 Judgement of the High Anti-Corruption Court of Ukraine in Case No. 991/1512/23. (2023, June). Retrieved from https://reyestr.court.gov.
ua/Review/111590400.
2 Judgment of the Appeal Chamber of the High Anti-Corruption Court in Case No. 991/3227/24. (2024, December). Retrieved from https://
opendatabot.ua/court/124014613-06c66175453c19e31fcf50d87ff6e93a.
3 Resolution of the Cabinet of Ministers of Ukraine No. 1556-r “On Approval of the Concept for the Development of Artificial Intelligence in 
Ukraine”. (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1556-2020-%D1%80#Text.

One of the most promising initiatives is a joint pro-
ject of the Ministry of Digital Transformation and the 
EU Anti-Corruption Initiative in Ukraine. A special IT 
module was developed to monitor the Prozorro Por-
tal that uses 21 automatic risk indicators to detect 
potentially corrupt purchases (EU  Anti-Corruption  
Initiative, 2025). The algorithm-based system analyses 
purchases and signals anomalies, which helps regula-
tory and law enforcement agencies focus on the most 
suspicious tenders. This experience demonstrates 
Ukraine’s gradual integration into global trends in the 
use of AI in criminal proceedings, going beyond the sim-
ple digitalisation of document flow. The legal regulation 
of the use of AI in Ukraine is characterised by consider-
able gaps. According to lawyer A. Klyan (2022), Ukrain-
ian legislation does not contain a legal definition of AI, 
and liability for its misuse is not regulated. The main 
programme document in this area remains the concept 
of AI development in Ukraine, approved by Resolution 
of the Cabinet of Ministers of Ukraine No. 1556-r “On 
Approval of the Concept for the Development of Arti-
ficial Intelligence in Ukraine”3. The document defines 
the absence or imperfection of legal regulation of AI as 
one of the key problems that need to be solved. K. Toka-
rieva & N. Savliva (2021) note that AI activities are not 
regulated by Ukrainian legal acts. This situation creates 
legal uncertainty about the use of AI technologies in law 
enforcement and legal proceedings.

However, court cases involving cryptocurrencies 
and video evidence reveal fundamental legal challenges 
in adapting existing rules of evidence to innovative tech-
nologies for investigating official offences (for example, 
the definition of “physical evidence”, the originality of 
digital files, the use of AI to analyse evidence), to the 
unique nature of digital and virtual assets. Courts are 
forced to interpret traditional laws in new contexts of 
AI and blockchain analytics applications, which some-
times lead to inconsistent decisions or rely on broad 
interpretations to ensure confiscation (Gura,  2020). 
The Ukrainian experience demonstrates pragmatic, 
step-by-step digitalisation of criminal proceedings with 
the introduction of AI elements and innovative tech-
nologies in the investigation of official offences, while 
using OSINT methods and analytical tools for detecting 
official crimes.

International experience in using AI in the 
fight against official crimes. International expe-
rience demonstrates effective solutions along with 
systemic restrictions on the introduction of AI and 
innovative technologies in the fight against crime, in 
particular, official offences. Law enforcement agen-

https://reyestr.court.gov.ua/Review/111590400
https://reyestr.court.gov.ua/Review/111590400
https://opendatabot.ua/court/124014613-06c66175453c19e31fcf50d87ff6e93a
https://opendatabot.ua/court/124014613-06c66175453c19e31fcf50d87ff6e93a
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cies in the world’s leading countries are actively im-
plementing AI to investigate corruption and financial 
crimes, achieving concrete results.

The Rolls-Royce PLC case was the first AI-based 
criminal case precedent in the world, where the UK’s 
Serious Fraud Office (SFO) used the RAVN Applied  
Cognitive Engine system to analyse 30 million docu-
ments 2,000 times faster than human lawyers, result-
ing in a GBP 671 million settlement for bribery in sev-
en countries (Yuk, 2017). In 2025, the U.S. Department 
of Justice conducted Operation Gold Rush, the largest 
medical fraud case in history at USD 10.6 billion, using 
data analytics to charge 324 people and prevent USD 
4.41 billion in fraudulent Medicare payments (UK Gov-
ernment, 2025).

The U.S. Securities and Exchange Commission 
(SEC) also demonstrates the successful application of 
AI through the Electronic Data Processing (EPS) initi-
ative, which uses machine learning algorithms to au-
tomatically detect potential accounting and disclosure 
violations in public companies’ financial statements 
(Gratton,  2024). This system analyses large amounts 
of financial data and identifies anomalies that indicate 
manipulation of reports or concealment of informa-
tion from investors. In particular, the system detects 
anomalies in the distribution of digits (for example, an 
insufficient share of the digit “4” in the data), indicates 
deliberate rounding of indicators to achieve the target 
values of earnings per share. For example, in the case of 
Gentex Corporation (2023), SEC algorithms discovered 
manipulations with employee bonuses that allowed the 
company to artificially lower costs and raise EPS, which 
led to the imposition of a fine of USD 4 million (Silver 
Law Group,  2023). The European Public Prosecutor’s 
office  (2025) uses digital technology in 2,700+ active 
investigations, freeing EUR 849 million of assets, and 
the UK’s National Crime Agency has identified 10,700+ 
previously unknown accounts using machine learning. 
The National Economic Crime Centre (2025) in Austral-
ia has launched the “Frontier” system for proactive de-
tection of corruption.

Despite the benefits, international experience also 
highlights the risks and challenges of AI, including gen-
erating fabricated information and algorithmic bias. In 
the UK, there have been cases where lawyers have filed 
“completely fictitious references to court cases” gener-
ated by AI. This led to contempt of court charges, fines, 
and referrals to regulatory authorities. These incidents 
highlight the serious consequences of AI “hallucina-
tions” and the need for human verification of AI-gener-
ated results (Fake cases, real..., 2025).

A positive example of the systematic implemen-
tation of AI in the fight against corruption is demon-
strated by Brazil through GRAS, developed within the 

1 Law of Brazil No.  12.846 “On Combating Corruption”.  (2013, August). Retrieved from https://www.planalto.gov.br/ccivil_03/_ato2011-
2014/2013/lei/l12846.htm.

framework of Law of Brazil No. 12.846 “On Combating 
Corruption”1. GRAS uses an AI-based bot called AL-
ICE to automatically analyse public procurement and 
identify corruption risks in the public sector (World 
Bank, 2023). The system analysed 190,923 public pro-
curement procedures and identified more than 850 
suppliers with signs of collusion, unfair competition, 
and other corrupt practices. The key achievement was 
a radical reduction in audit time  – from more than 
400 days to 8 days, due to automated analysis of con-
tracts, supplier history, price anomalies, and patterns 
of bidders’ behaviour. ALICE uses machine learn-
ing algorithms to detect atypical price fluctuations, 
suspicious relationships between bidders, repeated 
winning patterns of the same suppliers, and anoma-
lies in technical specifications that may indicate that 
tenders are tailored to a specific bidder. In turn, the 
Brazilian experience outlined the challenges of adapt-
ing AI systems to the specifics of the local legal envi-
ronment, regional features of procurement, and the 
need for constant updating of algorithms to identify 
new corruption schemes that evolve in response to 
increased control. The role of the prosecutor in the 
procedural management of the investigation of official 
crimes using innovative technologies is of particular 
importance in the context of adapting international 
practices. O. Amelin (2024) systematised the interna-
tional experience of the United States, Brazil, Bulgaria, 
and Hungary regarding the specifics of the prosecu-
tor’s procedural guidance in the investigation of offi-
cial crimes. The author determined that the Brazilian 
AI-ACT system provides automation of monitoring of 
public procurement and audit of public expenditures, 
which drastically increases the transparency and ef-
fectiveness of procedural guidance by prosecutors of 
anti-corruption investigations. In addition, the study 
identified critical challenges of implementing such 
technologies, manifested in the insufficient training 
of personnel to work with automated systems and the 
risk of “information overload” due to large amounts of 
data, which can lead to ignoring critical signals.

For Ukraine, these international risks are becoming 
more relevant in the context of reforming the judicial 
system and the institutional fight against corruption. 
The problem of the “black box” can undermine pub-
lic confidence in the newly created anti-corruption 
bodies, algorithmic bias can lead to discrimination in 
conditions of political instability, and mass surveil-
lance  – pose threats to the formation of democratic 
institutions. A summary of international experience in 
using AI and data analytics in the fight against official 
crimes is presented in Table 4, which systematises the 
most revealing cases by jurisdiction, type of technology 
application, and results obtained.

https://www.planalto.gov.br/ccivil_03/_ato2011-2014/2013/lei/l12846.htm
https://www.planalto.gov.br/ccivil_03/_ato2011-2014/2013/lei/l12846.htm


Law Journal of the National Academy of Internal Affairs, 15(4), 20-38

Amelin

31

Table 4. International cases of using technologies in the investigation of official crimes
Jurisdiction/organisation Case type Technology used Challenges/risks Outcome

United Kingdom (SFO) Rolls-Royce PLC case AI robot (RAVN) for 
Document Analysis

Need to verify AI 
results

Save 80% of expenses; work 2,000 times 
faster than human lawyers; GBP 671 

million settlement

United Kingdom Submission of “fake” 
court precedents Generative AI AI hallucinations, loss 

of trust in justice
Contempt of court charges, 

fines; highlighting the risks of AI 
“hallucinations”

USA (SEC)
Detection of 

accounting violations 
and disclosure of 

information
AI (EPS initiative) Possible false 

positives
Successful identification of potential 

violations; demonstration of AI 
capabilities in financial supervision

USA (DOJ) Operation Gold Rush Data analytics Dependence on the 
quality of source data

USD 10.6 billion case; charges 324 
people; prevention of USD 4.41 billion 

fraudulent payments

European Prosecutor’s 
Office

Cross-border 
investigations of 
financial crimes

Digital technologies 
and data analytics

Coordination 
between jurisdictions, 

different legal 
systems

2,700+ active investigations; EUR 849 
million of frozen assets

Brazil (GRAS)
Detection of 

corruption in the 
public sector

AI for analysing 
public data (ALICE 

bot)
The need to adapt to 

local conditions

Identification of 850 + suppliers with 
signs of collusion; reduction of audits 
from 400 + days to 8 days; analysis of 

190,923 procurement procedures

Australia (National 
Economic Crime Centre)

Proactive detection of 
corruption Frontier System

Ethical issues 
of preventive 
surveillance

Automated detection of corruption risks 
in the public sector

Source: compiled by the author based on Law of Brazil No. 12.8461, Independent Commission against Corrup-
tion (2018), Sophos (2018), Silver Law Group (2023), World Bank (2023), C. O’Connor (2023), P. Gratton (2024), 
Fake cases, real consequences: The AI crisis facing UK law firms (2025)

1 Law of Brazil No.  12.846 “On Combating Corruption”.  (2013, August). Retrieved from https://www.planalto.gov.br/ccivil_03/_ato2011-
2014/2013/lei/l12846.htm. 

The analysis of the presented cases shows that suc-
cessful implementations demonstrate the potential of 
AI with thoughtful integration and sufficient data, but 
negative examples serve as warnings about challenges 
to the integrity of the legal process. For Ukraine, this 
means not only striving for the introduction of tech-
nologies but also learning from international mistakes, 
prioritising ethical frameworks, ensuring data quality, 
and investing in training lawyers to critically evaluate 
AI results. Global experience highlights that “man in the 
loop” is not just a surveillance mechanism, but a guar-
antee of justice in the AI era.

Recommendations for improving the legal reg-
ulation of the use of AI and innovative technologies 
in the investigation of official crimes. To fully utilise 
the advantages of AI technologies in the investigation 
of official crimes, Ukraine needs a systematic approach 
to eliminating the identified legal gaps and improving 
practical application, based on the analysis of the suc-
cessful experience of implementing the “iCase” system 
and the identified shortcomings in the legal regulation 
of digital evidence. The primary requirement is to en-
sure the entry into force of the adopted, but not yet 
put into effect, Law of Ukraine No. 2074-IX “On Virtu-
al Assets”2 after the end of martial law. The analysis of 
the judicial practice of the Supreme Anti-Corruption

2 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20#Text.
3 Judgement of the High Anti-Corruption Court of Ukraine in Case No. 991/1512/23. (2023, June). Retrieved from https://reyestr.court.gov.
ua/Review/111590400.
4 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

Court showed legal uncertainty regarding the seizure and 
confiscation of cryptocurrencies in cases of official crimes.

In particular, in the case of the seizure of virtual 
assets, USDT, TRX, ETH, the court was forced to inter-
pret the traditional norms of Article 368 of the Criminal 
Code of Ukraine in the context of digital assets with-
out a clear legislative framework3. This creates risks 
of inconsistent enforcement and complicates the work 
of investigators and prosecutors. The Criminal Proce-
dure Code4 of Ukraine needs to be supplemented with 
special norms on the collection, evaluation, and use of 
evidence obtained using AI technologies. Article 98 of 
the Criminal Procedure Code of Ukraine defines general 
requirements for physical evidence, and Article 99 reg-
ulates documents (including electronic ones), but nei-
ther of them regulates the specifics of digital evidence 
obtained using AI technologies. This leads to problems 
with determining the originality of electronic files and 
the results of AI analysis, in particular, the authenticity 
of electronic files, the permissibility of algorithmic anal-
ysis of large data sets, verification of machine learning 
results, and the establishment of a storage chain for 
digital evidence generated by automated systems.

An analysis of the activities of the National An-
ti-Corruption Bureau of Ukraine demonstrated that 
the active use of intelligence from open sources, but 

https://www.planalto.gov.br/ccivil_03/_ato2011-2014/2013/lei/l12846.htm
https://www.planalto.gov.br/ccivil_03/_ato2011-2014/2013/lei/l12846.htm
https://reyestr.court.gov.ua/Review/111590400
https://reyestr.court.gov.ua/Review/111590400
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the Law of Ukraine No. 1698-VII “On the National An-
ti-Corruption Bureau of Ukraine”1 does not contain a 
detailed regulation of OSINT methods. This creates le-
gal uncertainty about the admissibility of information 
obtained from social networks, public registers, and 
other open sources as evidence. It is recommended to 
provide for a separate section or special articles in this 
law on the regulation of OSINT methods that will reg-
ulate the procedures for collecting, verifying, and pro-
cessing data from open sources.

Article  106-1 of the Criminal Procedure Code of 
Ukraine2, introduced by the Law of Ukraine No. 1498-
IX “On Amendments to the Criminal Procedure Code of 
Ukraine Regarding the Introduction of an Information 
and Telecommunications System for Pre-trial Investi-
gation”3, created the legal basis for electronic pre-trial 
investigation. However, it is necessary to extend these 
provisions to other law enforcement agencies, in par-
ticular, the State Bureau of Investigation, whose activi-
ties are regulated by the Law of Ukraine No. 794-VIII4. 
It is recommended to amend Part 1 of Article 7 of this 
law by supplementing paragraph 7 with provisions on 
the powers of the state Bureau of Investigation in the 
use of innovative investigation technologies, in particu-
lar: the use of AI systems for analysing large amounts of 
data, the application of blockchain analytics for track-
ing virtual assets, the introduction of digital forensics 
and OSINT techniques, the creation and use of special-
ised information and telecommunications systems for 
electronic document management and interaction with 
other law enforcement agencies. Articles 93-94 of the 
Criminal Procedure Code of Ukraine, which regulate 
the collection of evidence, need to be supplemented 
with provisions on the use of machine learning algo-
rithms, big data analytics and automated anomaly de-
tection systems. This should be noted in the context of 
Article  87 of the Criminal Procedure Code of Ukraine 
on the admissibility of evidence, since the results of AI 
analysis must meet the criteria of belonging, admissi-
bility, and reliability. Considering Ukraine’s European 
integration aspirations and the need for cooperation 
with European partners in the field of anti-corrup-
tion, it is recommended to harmonise Ukrainian leg-
islation with the Regulation of the EU “On Artificial  

1 Law of Ukraine No. 1698-VII “On the National Anti-Corruption Bureau of Ukraine”. (2014, October). Retrieved from https://zakon.rada.gov.
ua/laws/show/1698-18.
2 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
3 Law of Ukraine No. 1498-IX “On Amendments to the Criminal Procedure Code of Ukraine Regarding the Introduction of an Information 
and Telecommunications System for Pre-trial Investigation”. (2021, June). Retrieved from https://zakon.rada.gov.ua/laws/show/1498-20.
4 Law of Ukraine No. 794-VIII “On the State Bureau of Investigations”. (2015, November). Retrieved from https://zakon.rada.gov.ua/laws/
show/794-19#Text.
5 Regulation of the European Parliament and Council of the European Union No. 2024/1689 “On Artificial Intelligence”. (2024, June). Retrieved 
from https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202401689.
6 Law of Ukraine No. 2657-XII “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/show/2657-12#Text.
7 Law of Ukraine No. 80/94-VR “On the Protection of Information in Information and Communication Systems”. (1994, July). Retrieved from 
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text.
8 Law of Ukraine No. 2297-VI “On the Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-
17#Text.
9 Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.

Intelligence”5. Of paramount importance is the imple-
mentation of provisions on the classification of AI sys-
tems as “high-risk” in law enforcement activities, which 
requires mandatory risk assessment, ensuring trans-
parency of algorithms and human supervision over 
automated solutions. This involves making changes to 
the law of Ukraine No. 2657-XII “On Information”6 and 
Law of Ukraine No. 80/94-VR7 regarding the use of AI 
in law enforcement activities. Article  6 of the “iCase” 
System Regulation provides for the use of a compre-
hensive information security system, but it is necessary 
to strengthen the requirements of the Law of Ukraine 
No.  2297-VI “On the Protection of Personal Data”8 re-
garding the processing of personal data in AI systems. 
This is important for ensuring the constitutional rights 
of citizens enshrined in Article  32 of the Constitution 
of Ukraine9. It is recommended to amend the regula-
tions on the National Academy of Internal Affairs and 
other departmental acts on the mandatory inclusion 
of courses on digital investigation technologies in the 
training programmes of investigators, detectives, and 
prosecutors. These recommendations are based on the 
legal gaps identified during the study and the success-
ful experience of introducing innovative technologies 
by Ukrainian anti-corruption bodies, which will create 
a comprehensive system of legal regulation of the use of 
AI in the investigation of official crimes.

Thus, the digital transformation of criminal jus-
tice is not a one-time project, but an ongoing, complex 
adaptive challenge. Failure to address any of these in-
terrelated pillars (legal, ethical, human, cooperation) 
will undermine the effectiveness and legitimacy of AI 
applications, potentially leading to a system that is ef-
fective but unfair, or technologically advanced but le-
gally vulnerable. The ultimate goal is to create a justice 
system that is not only smarter but also fair and ac-
countable in the digital age.

Discussion
The results of the study demonstrate a comprehensive 
picture of the introduction of AI and innovative technol-
ogies in the investigation of official crimes, which largely 
correlates with international trends in the digital trans-
formation of law enforcement activities. The identified 

https://zakon.rada.gov.ua/laws/show/1698-18
https://zakon.rada.gov.ua/laws/show/1698-18
https://zakon.rada.gov.ua/laws/show/1498-20
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202401689


Law Journal of the National Academy of Internal Affairs, 15(4), 20-38

Amelin

33

specificity of the Ukrainian approach is the gradual im-
plementation of technological solutions through the de-
velopment of Integrated Information and telecommu-
nications systems and the development of integrated 
systems, such as “iCase”, which differs from the expe-
rience of other countries in the more centralised and 
coordinated nature of digitalisation. In contrast to the 
fragmented implementation of technologies in many 
countries, the Ukrainian model is characterised by a 
systematic approach to integrating various technolog-
ical solutions into a single anti-corruption ecosystem.

The analysis of the legal basis of official crimes has 
shown detailed regulation of various forms of corrup-
tion behaviour in the Criminal Code of Ukraine, which 
creates a solid basis for the use of innovative investi-
gative technologies. Compared to the study by R.S. Fa-
qir  (2023), which examines general aspects of digital 
criminal investigations in the AI era, this paper offers 
a more specific approach to the specific category of 
crimes and the national context. The results of the anal-
ysis confirm the conclusions of K. Blount (2024) on the 
need to account for the principles of good legal proce-
dure when using AI to prevent crimes. The conducted 
investigation revealed that the variety of elements of 
crimes in the field of official activity requires a differen-
tiated approach to the use of AI technologies since each 
type of offence has specific features of the evidence 
base and investigation methods.

A study by O. Amelin (2025) on the search of a per-
son in criminal proceedings for obtaining illegal bene-
fits indicates a critical dependence of the admissibility 
of evidence on compliance with procedural norms. The 
author determined that procedural violations during 
the search of a person led to the recognition of inadmis-
sible both directly obtained evidence and derived mate-
rials (expert opinions, physical evidence). Compared to 
traditional methods, innovative digital forensics tech-
nologies provide a higher level of procedural discipline 
through automated recording of evidence by continu-
ous video recording and cryptographic protection of 
the data storage chain. Analysis of the judicial practice 
of the Supreme Anti-Corruption Court conducted by 
O.  Amelin  (2025) confirms the objective tendency of 
courts to prioritise video recording over paper proto-
cols when assessing the reliability of evidence. The re-
sults of the study indicate that digital technologies do 
not replace the physical search of a person to identify 
material objects of illegal benefit, but supplement it 
with the analysis of electronic communications, finan-
cial transactions, and metadata using AI.

The technological solutions identified, in particular, 
the use of machine learning to analyse large amounts 
of data and recognise financial anomalies in banking 
transactions, atypical patterns in public procurement, 
and suspicious links between officials and contractors, 
are consistent with the findings of P. Gund et al. (2023), 
which demonstrate the effectiveness of machine 

learning algorithms in uncovering hidden corruption 
schemes through analysis of transactional data and 
social networks. The evolutionary approach to the de-
velopment of technologies for crime prevention and 
detection is systematised by O. Apene et al. (2024), pre-
senting the transformation from traditional methods to 
modern AI solutions. The success of the “iCase” system 
is due to both its technical characteristics and carefully 
developed procedures for interaction between the Na-
tional Anti-Corruption Bureau of Ukraine, the Special-
ised Anti-Corruption Prosecutor’s Office, and the High 
Anti-Corruption Court.

Of particular importance is the highlighted prob-
lem of the “black box” in AI systems, which creates 
challenges for accountability and justice in criminal 
justice. The results confirm the critical importance of 
explanatory AI, which is consistent with the conclu-
sions of international experts on the need for trans-
parency of algorithmic solutions. Compared to the 
work of Y. Leheza et al. (2022), which examines inter-
national legal standards for the use of AI in criminal 
proceedings, this study suggests specific mechanisms 
for solving transparency problems through the intro-
duction of explanatory AI technologies. The legal as-
pects of AI criminal liability in the context of general 
crime theory are analysed in detail by C. Kan (2024), 
expanding the understanding of the fundamental 
principles of AI application in justice. The problem 
of the “black box” is particularly acute in cases of of-
ficial offences since the lack of transparency of algo-
rithmic decisions can undermine public confidence in 
anti-corruption bodies. Spatial analysis of corruption 
networks has received a new development due to the 
paper of M. Swayne (2021), who demonstrated the ef-
fectiveness of GIS technologies for mapping complex 
criminal structures, which is particularly relevant for 
the investigation of multi-episode official crimes.

The analysis of digital forensics has revealed the 
critical importance of ensuring the integrity and stor-
age chain of digital evidence, which is especially impor-
tant for official offences using virtual assets. The results 
expand the understanding of the problems presented 
by S. Yadav et al.  (2023), on the evolution of AI in fo-
rensic science and criminal investigations, adding a 
specific context for official crime and cryptocurrency 
operations. Biometric identification technologies, par-
ticularly keyboard dynamics analysis, are discussed in 
detail in the study by P. Teh et al.  (2013), opening up 
new opportunities for establishing the authorship of 
digital documents in cases of official offences. The in-
ternational legal context of cybercrime and the use 
of AI in this area is presented in the paper of C. Velas-
co (2022), which analyses the activities of international 
organisations in the field of criminal justice. Traditional 
approaches to ensuring the integrity of evidence need 
to be radically rethought in the context of digital and 
virtual assets. Ukrainian law enforcement agencies face 
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special challenges in the field of international legal assis-
tance in the investigation of crimes using virtual assets.

The international experience analysed in the study 
demonstrates both remarkable successes and critical 
challenges in implementing AI in law enforcement. The 
results confirm the conclusions of M. Gupta et al. (2025) 
regarding the ability of AI to revolutionise the speed 
of evidence processing and the accuracy of analysing 
large amounts of data in criminal investigations, while 
demonstrating the need to consider specific national 
contexts. The practical experience of using AI by govern-
ment agencies to detect offences is described in detail 
by A. Bandy et al. (2024), pointing to the effectiveness 
of technological solutions in American law enforce-
ment practice. Current opportunities and challenges of 
implementing AI in global anti-corruption activities are 
systematised in the study by S. So (2025), which pro-
vides a broad perspective for understanding trends in 
this area. Compared to the publication of D. Dunsin et 
al.  (2024), which presents a comprehensive analysis 
of the role of AI in modern digital forensic science, this 
study focuses on a specific category of crimes. The UK’s 
experience in implementing AI displays the ability to 
achieve significant resource savings, but highlights the 
importance of careful quality control.

The technical aspects of digital forensics are further 
covered by S. Kim et al. (2020), exploring the features 
of IoT Device Analysis, which is relevant for the inves-
tigation of modern official crimes using “smart” tech-
nologies. The methodological foundations of pre-trial 
investigation are systematised in the work authored by 
Yu. Belousov et al.  (2020), which creates the basis for 
the introduction of innovative technologies in domestic 
practice. The specified problems of algorithmic bias and 
the problems of fairness of AI systems are consistent 
with international studies on the ethical aspects of the 
use of AI in justice. The results complement the findings 
of M. Arjamand et al. (2024) on the role of AI in foren-
sic analysis with specific proposals for implementing 
bias audits. The problem of algorithmic bias can have 
particularly serious consequences in cases of official of-
fences since such cases often have political overtones. 
Biased algorithms can lead to unfair targeting of certain 
categories of employees, which undermines the princi-
ples of equality before the law.

Practical cases of using cryptocurrencies in official 
crimes demonstrate new challenges for law enforce-
ment agencies and the need to adapt traditional inves-
tigative methods. Compared to the theoretical develop-
ments of A. Sahu et al. (2024) on the application of AI 
in forensic science, this paper offers specific examples 
of judicial practice and mechanisms for seizing virtual 
assets. An analysis of judicial practice revealed the com-
plexity of procedures for identifying and seizing virtual 
assets, which requires the coordination of the efforts of 
various law enforcement agencies. The case of USDT ar-
rest through interaction with Tether demonstrates both 

the possibilities and limitations of modern approaches 
to working with virtual assets.

The study demonstrates that the successful imple-
mentation of AI in the investigation of official crimes 
requires not only technological solutions but also a 
comprehensive approach to legal regulation, ethical 
standards, and organisational changes. The Ukrainian 
model of introducing innovative technologies is charac-
terised by a high level of institutional coordination and 
international cooperation, which distinguishes it from 
the experience of other countries. Thereby, the identified 
legal gaps and challenges of digital transformation re-
quire further research and systemic solutions to ensure 
the effectiveness and fairness of justice in the digital age.

Conclusions
The study established that the introduction of AI and 
innovative technologies in the investigation of official 
crimes in Ukraine is characterised by a systematic ap-
proach to the digitalisation of law enforcement activi-
ties. A comprehensive analysis of the legal framework 
showed that the regulation of official crimes in Ukraine 
is based on an extensive system of normative legal acts, 
including the Criminal Code of Ukraine, legislation on 
civil service, prevention of corruption and international 
conventions, which creates a sufficient legal framework 
for the application of technological solutions, account-
ing for the specifics of each type of offence.

The study revealed the specifics of the Ukrainian 
approach to the introduction of technologies, which 
consists in the gradual creation of Integrated Infor-
mation and telecommunications systems, as opposed 
to fragmented implementation in other countries. The 
main technological solutions were systematised: ma-
chine learning systems for analysing large amounts of 
data, pattern recognition technologies for identifying 
individuals, blockchain analytics for tracking virtual 
assets, digital forensics methods for ensuring the integ-
rity of electronic evidence, and explanatory AI to over-
come the problem of opacity of algorithmic solutions.

It was established that the variety of elements of 
crimes in the sphere of official activity determines the 
need for a differentiated approach to the application of 
technological solutions since each type of offence has 
specific features of the evidence base and investigation 
methods. Official forgery requires a detailed review of 
documents, illegal enrichment – an in-depth examina-
tion of financial flows, and abuse of power can involve 
an analysis of communication records and video mate-
rials. The analysis of Ukrainian practice demonstrated 
the effectiveness of the “iCase” system as an example 
of successful integration of digital technologies into 
the activities of anti-corruption bodies. The system 
provided electronic interaction between the Nation-
al Anti-Corruption Bureau of Ukraine, the Specialised 
Anti-Corruption Prosecutor’s office, and the High An-
ti-Corruption Court, optimised the use of resources, and  
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improved the quality of pre-trial investigations. The 
active use of OSINT methods and electronic document 
management by law enforcement agencies was revealed.

The study determined that there are legal gaps in 
regulating the use of technologies in criminal proceed-
ings. The analysis of judicial practice showed legal un-
certainty regarding the procedures for the seizure and 
confiscation of virtual assets, insufficient regulation 
of the use of AI results as evidence, and the lack of de-
tailed standards for the OSINT-methods application 
in the investigation of official crimes. A comparative 
analysis of international experience has demonstrated 
the effectiveness of a centralised approach to technol-
ogy implementation in comparison with fragmented 
solutions. Successful cases in the UK, USA, Brazil, and 
Australia pointed to the opportunities to increase the 
s peed of document processing, improve the detection 
of financial anomalies, and reduce false positives in 
systems. International revealed the risks of generating 
false information by AI systems and the importance of 
human control over technological solutions. The paper 
substantiated the need for a comprehensive legislative 
reform to ensure the effective use of technologies in 
the investigation of official crimes. The following are 
necessary: the entry into force of the Law of Ukraine 

No.  2074-IX “On Virtual Assets”, amendments to the 
Criminal Procedure Code of Ukraine with provisions on 
the use of AI results as evidence, the development of 
standards for the application of OSINT methodologies, 
and the harmonisation of Ukrainian legislation with in-
ternational standards for AI regulation.

Prospects for further research include quantitative 
analysis of the effectiveness of implementing specific 
AI decisions in Ukrainian anti-corruption bodies, de-
velopment of a methodology for assessing the ethical 
risks of algorithmic systems in criminal proceedings, 
research on the impact of automation on the quality of 
court decisions in cases of criminal offences in the field 
of official activity, and comparative analysis of the ad-
aptation of European standards for AI regulation to the 
Ukrainian legal field.
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Анотація
Метою дослідження був аналіз українського та міжнародного досвіду використання штучного 
інтелекту в розслідуванні службових правопорушень, розроблення рекомендацій щодо адаптації 
найкращих практик до української правової системи. Методологія дослідження ґрунтувалася на 
порівняльному аналізі регулювання та практики впровадження штучного інтелекту в Україні, США, 
Великій Британії, Австралії та Бразилії з вивченням технологічних механізмів функціонування, 
правових гарантій у правоохоронній діяльності. Окреслено специфіку українського підходу до 
впровадження технологій через створення інтегрованої системи «іКейс», що забезпечила електронну 
взаємодію між Національним антикорупційним бюро України, Спеціалізованою антикорупційною 
прокуратурою та Вищим антикорупційним судом, на відміну від фрагментарного впровадження в 
інших країнах. Систематизовано технологічні рішення: машинне навчання для аналізу великих обсягів 
даних, пояснювальний штучний інтелект, цифрову криміналістику з дев’ятьма фазами обробки 
доказів, блокчейн-аналітику для відстеження віртуальних активів. Проаналізовано українські кейси: 
арешт криптовалют Tether, Tron, Ethereum у справі № 991/1512/23 Вищого антикорупційного суду, 
вирок у справі № 991/3227/24, систему оцінювання ризиків у державних закупівлях з 21 автоматичним 
індикатором, використання методик розвідки з відкритих джерел Національним антикорупційним 
бюро України. Міжнародний досвід продемонстрував ефективність штучного інтелекту, зокрема 
у справах Rolls-Royce, Operation Gold Rush, у роботі Європейської прокуратури та використанні 
бразильського бота ALICE. Виявлено критичні виклики: проблему «чорної скриньки» алгоритмів, 
ризики упередженості систем, правові прогалини щодо цифрових активів, необхідність гармонізації з 
Регламентом ЄС про штучний інтелект 2024/1689. Результати дослідження можуть бути використані 
антикорупційними органами під час упровадження технологій штучного інтелекту, судовою системою – 
для формування єдиної практики оцінювання цифрових доказів, органами законодавчої влади – під 
час розроблення спеціального законодавства про штучний інтелект, науково-освітніми установами – 
для підготовки кваліфікованих кадрів у сфері цифрового розслідування злочинів
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кіберзлочинність; антикорупційні органи; незаконне збагачення
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Abstract
Preventive measures are not widely discussed in the scientific literature. Publications are mainly devoted to 
checking a person's documents, stopping a vehicle, entering a person's home or other property. The relevance 
of the stated topic is related to a number of issues that arise during the practical application of surface 
inspection, the need to improve the provisions of legal regulation considering the legal regime of restrictions 
on human rights, and the course of transformation processes in law enforcement agencies. The purpose of 
the study was to investigate the principles of surface inspection as a preventive measure used by authorised 
entities under martial law. The research methodology consisted of comparative legal, hermeneutical, formal 
logical, system structural, analytical generalising methods, and graphical modelling. It was established that 
the current legislation of Ukraine contains significant differences in the scope of powers and procedures for 
conducting a surface inspection. In particular, they relate to determining the range of objects of verification 
(person, item, vehicle, goods), the procedure for attracting service dogs, conditions and limits for using 
special means. Territorial restrictions are also important, which are clearly defined by the legislation for 
border guards (border control areas, checkpoints, and entry and exit checkpoints), while such territorial 
borders are not established for police officers. Additionally, there are differences in the procedural stages of 
verification between police officers and military personnel of the state border service of Ukraine. Conflicts 
between the provisions of legislative acts and bylaws have been identified, which creates a risk of unequal 
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The blurring of the boundaries of legal regulation in the 
application of a number of police measures with meas-
ures to ensure proceedings in cases of administrative 
offences and measures to ensure criminal proceed-
ings has been the subject of much debate in academ-
ic literature and attempts to clarify in the decisions of 
courts of cassation. Despite the fact that the provisions 
of laws and regulations concerning the verification of 
a person’s documents, stopping a vehicle, entering a 
person’s home or other possession1 have undergone 
legislative changes, and a surface inspection, the use of 
which is urgent in preventing and countering criminal 
and administrative offences, does not reflect differenti-
ation for peacetime and special period conditions in the 
activities of authorised entities of the National Police 
and the State Border Service of Ukraine.

R.  Liashuk & V.  Vychavka  (2024) pointed out that 
the legal mechanism for performing surface inspection 
of persons, things, goods (cargo), and vehicles needs to 
be improved due to the blank nature of its regulatory 
norms, the conflict of laws of certain provisions of na-
tional legislation and bylaws inherent in law enforce-
ment and service-combat activities of the State Border 
Service of Ukraine features. G. Scherbakova (2022) sug-
gested that the use by law enforcement officers of a sin-
gle template of behaviour in the application of surface 
inspection as a preventive police measure to persons 
with different status of the subject of law leads to signif-
icant violations of human rights and freedoms, and the 
appearance of law enforcement errors in the activities 
of authorised entities. N. Sergiienko & M. Babiak (2024) 
attributed the urgency of improving national legisla-
tion to the shortcomings of legal regulation of specific 
legal relations arising during martial law, coordination 
of actions between bodies authorised to apply preven-
tive measures and ensure a balance between guaran-
teeing citizens’ rights and protecting national security. 
Z. Bolotashvili et al. (2023) expressed the opinion that 
it is necessary to establish legal liability for persons 

1 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
2 Ibidem, 2015.
3 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top.
4 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of 
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of 
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text. 

who refuse to comply with the requirement of a police 
officer to independently show the contents of personal 
belongings or a vehicle and pay attention to the effec-
tiveness of a surface inspection in current conditions 
and the negative consequences if changes are made 
to the current legislation concerning the procedure 
for conducting it. O.  Prysiazhniuk  (2024) emphasised 
that in the conditions of a full-scale invasion of the Rus-
sian Federation on the territory of Ukraine, the tasks 
of increasing the country’s defence capability, creating 
logistics chains, combating natural disasters, maintain-
ing public order and public security, preventing and 
countering illegal actions of various types are gaining 
priority, so the use of methods of the legal paradigm of 
the state associated with improving the mechanisms of 
legalised coercion is quite justified.

Legal regulation of conducting a surface inspec-
tion, regulated by the provisions of Law No. 580-VIII2, 
the Law No. 661-IV3, in accordance with the procedure 
approved by resolution of the Cabinet of Ministers of 
Ukraine No.  14564, has a conflict-of-laws nature and 
sub-constitutional limitations in the application of rem-
edies. L. Kovarsky (2023) argued that in such a context, 
the enforcement of existing national norms acquires 
the characteristic features of procedural prosecution 
and is supplemented by internally sensitive elements, 
which cause incomplete constitutional violations of hu-
man rights in the application of preventive measures by 
authorised subjects.

O.  Dzafarova  et al.  (2024) noted that issues of ef-
fectiveness and legitimacy of preventive measures, the 
possibility of their use without human rights violations 
are key aspects in preventing new threats to Ukraine’s 
national security. Legislative streamlining of the 
grounds and procedural features of their application 
will prevent abuses that cause illegal encroachments 
on the life, health, and rights of a person and citizen, 
and on national security within the country. N. Thybul-
nyk  (2023) emphasised that to stabilise the political 

Introduction

law enforcement and requires comprehensive legal regulation to ensure a unified law enforcement practice. 
The paper analysed the international experience of establishing responsibility for authorised entities in the 
illegal application of preventive measures. The practical significance of the study lies in the fact that the 
results of the study can be used to form and improve the regulatory legal provisions of national legislation 
regulating the activities of law enforcement agencies in the application of preventive measures

Keywords:
preventive measure; check of the person; law enforcement agencies; checkpoint; compliance of evidence; rules 
of judges; liability
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and economic situation in the state, it is possible to en-
sure the rights and legitimate interests of citizens, to in-
crease the level of national security with the active role 
of the authorities and law enforcement officers. The 
current situation requires a clear legislative response 
and the implementation of administrative and legal 
mechanisms designed to improve the resource, regu-
latory, material, technical, and social and legal support 
for the security and defence sector. E. Rho et al. (2023) 
expressed the view that the use of preventive measures 
is crucial in establishing relations between law enforce-
ment officers and the community. The introduction of 
institutional dialogue acts related to the skills of po-
lice officers, border guards, stopping a person or vehi-
cle, explaining the reason for stopping and requesting 
documents will have a positive impact on the progress 
of reforms in law enforcement agencies, and ensure 
the best implementation of the principles of trust and 
transparency in their activities. E. Morozov (2022) sub-
stantiated the opinion on the need to develop a funda-
mental approach in building the theoretical, legal, and 
practical mechanism of institutional capabilities of po-
lice procedures. Accurate and systematic approval of 
the standards of the human-centric approach would 
allow determining the algorithm for establishing the 
measure possible and permissible in the implementa-
tion of preventive activities by authorised entities and 
formulate a coordinate system acceptable to the global 
understanding of building a democratic society. K. Lezh-
nin (2022) noted that the safety and security of the in-
dividual in the state is determined by the development 
of means used to protect and ensure human rights, its 
direct protection from potential external and internal 
threats, and the efficiency of their neutralisation under 
martial law. Fighting for state interests, strengthening 
the national security of Ukraine, and protecting each 
of its citizens actualise the issues of improving existing 
methods and means of law enforcement, including find-
ing new mechanisms that would simultaneously ensure 
and guarantee respect for human rights.

The procedural variability of the legal regulation 
of conducting a surface inspection, the lack of a proper 
adaptive system that considers the specifics of peace-
time and a special period in its application, and the 
urgency of legal improvement of the system of preven-
tive measures, considering the processes of reform in 
the security and defence sector, the development of 
conceptual positions of respect for human rights in the 

1 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
2 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top. 
3 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of 
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of 
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.
4 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
5 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top. 

activities of law enforcement agencies, which was em-
phasised by scientific communities, influenced the for-
mulation of the goals and objectives of the study. The 
purpose of the study was to investigate the possibility 
of unifying the legal mechanism for conducting a sur-
face inspection under martial law. Research tasks were 
defined as: to identify the main methods, grounds for 
conducting a surface inspection; to characterise its pro-
cedural features, requirements that authorised entities 
must comply with when applying it; to identify gaps in 
national legislation that require changes and additions.

Materials and Methods
The implementation of the goal and objectives was en-
sured by the study of regulatory documents of nation-
al legislation, in particular, Law No. 580-VIII1, the Law 
No. 661-IV2, the Procedure approved by Resolution of 
the Cabinet of Ministers of Ukraine No. 14563, literary 
sources of Ukrainian and foreign authors who raised is-
sues related to the stated topic. The selected empirical 
materials outlined the procedural aspects of conduct-
ing a surface inspection by various authorised persons, 
determined guarantees for the use of preventive meas-
ures, compared the features of the Ukrainian approach 
for compliance with international human rights stand-
ards, and compared it with European practice.

The main methodological tool of the research was 
the legal analysis of laws and regulations, which was 
used in combination with comparative legal, herme-
neutical, formal logical philosophical methods, and us-
ing the system structural, analytical generalising meth-
od and the method of graphic modelling.

S. Romashkin (2024) emphasised the effectiveness 
of the application of legal analysis in studies of legal cat-
egories, so the method of legal analysis was used to iden-
tify and interpret legal norms containing the definition 
of the term “surface inspection”, establish its legal na-
ture; assess the interaction of legal norms related to the 
study of how different legislative acts regulate the same 
concept, in particular in terms of objects and grounds for 
applying surface inspection; identify conflicts and gaps 
in comparing the requirements of legislative and by-
laws; substantiate proposals for improving legislation.

The comparative legal method helped to compare 
different legislative norms regarding the subject mat-
ter and procedure for conducting a surface inspec-
tion (laws No.  580-VIII4 and No.  661-IV5, Procedure 
approved by Resolution of the Cabinet of Ministers of 

https://zakon.rada.gov.ua/laws/show/580-19%23Text
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Ukraine No.  14561). A.  Solomaha  (2024) justified the 
expediency of using a comparative method in the study 
of “a little-studied or debatable administrative and le-
gal phenomenon, the content of which can be clarified 
by comparison with a similar legal phenomenon that is 
stable in legal science”.

Formal legal analysis has contributed to a detailed 
study of terms and definitions (for example, “surface 
inspection” as a legal term in the national terminology 
system). The system and structural method provided 
a classification of surface inspection within the micro- 
and macro-systems of police and border measures. 
Logical and legal analysis of procedures was used to 
identify and analyse the three stages of the procedure 
(stopping, visual inspection, completion) and their con-
nection with procedural actions.

Graphical modelling allowed illustrating the 
grounds for conducting a surface inspection (Fig.  1) 
and dynamics of legal requirements in case of detec-
tion of an offence during a surface inspection (Fig. 2). 
Using the analytical and generalising method, legisla-
tive conflicts were identified, practical problems were 
identified, and recommendations for harmonisation of 
norms were formulated.

Results and Discussion
Surface inspection as an element of the term system of 
national legislation is consolidated in Law No. 580-VIII2 
and is interpreted through the ways of its implementa-
tion or in a combination thereof, namely:

1) without physical contact by visual inspection;
2) by running a hand over the surface;
3) by running a special device or tool over the sur-

face.
The explanation of superficial verification as a pro-

fessional token was recorded in the Law No.  661-IV3. 
Paragraph 15 of part 1 of Article 20 of the Law refers 
to the existence of a procedure that has legal grounds 
and an established order of conduct. Compared to 
the definition given in Law No.  580-VIII4, the general 
method of carrying out the event is limited to visual 
inspection, which is allowed to involve service dogs. A 
surface inspection is interpreted as a right granted by 
the state for an authorised person to perform the tasks 
assigned to the state border service of Ukraine. The use 

1 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of 
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of 
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.
2 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
3 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top. 
4 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
5 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top. 
6 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
7 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top. 
8 Ibidem, 2003. 
9 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

and use of it by military personnel and employees of a 
special vehicle in the form of service dogs is provided 
for by separate norms of the Law No. 661-IV5 – subPar-
agraph b) of Paragraph 5 of part 2 of Article 212. The 
use of service dogs by police officers during a surface 
inspection does not have direct legal prohibitions, but 
formally it will be a combination of a preventive police 
measure and a police coercive measure.

Purpose, grounds, and procedure for conducting a 
surface inspection in the Law No. 580-VIII6 and the Law 
No. 661-IV7 set out in the provisions of individual arti-
cles. Despite the fact that in the activities of the police, 
surface inspection is part  of the microsystem of pre-
ventive police measures and the macro-system of po-
lice measures, surface inspection, which is used in the 
performance of tasks by law enforcement officers of the 
State Border Service of Ukraine, is not endowed with 
classification features. Common to them is the purpose 
of application – ensuring the fulfilment of the tasks as-
signed to authorised entities of official activity.

Conducting a surface inspection by the police pro-
vides that it can be applied to a person, item, and vehicle. 
Military personnel and employees of the State Border 
Service of Ukraine carry out this procedure, in addition 
to the above, for goods (cargo) and provided that its ob-
jects are located within specified territorial boundaries. 
Law No. 661-IV8 defines them as border control areas, 
checkpoints (control points) across the state border of 
Ukraine, checkpoint of entry and exit. The grounds for 
conducting a surface inspection of a person, an item, 
and a vehicle by police officers, members of the armed 
forces, and officers of the State Border Guard Service of 
Ukraine were unified, presented in Fig. 1.

Schematic representation of the grounds for con-
ducting a surface inspection in Fig. 1 indicates that its 
main object is an item that is prohibited, restricted for 
circulation, may pose a threat to human life and health, 
be located in the place of commission, or be an instru-
ment of an offence. A surface inspection of the vehicle 
is carried out if a person or item is found in it, or it is 
an instrument of an offence or is located in the place 
of commission of the latter. If the norms of the Law 
No. 580-VIII9 provide for conducting a surface inspec-
tion of items and vehicles when they are located in 
the place of committing a criminal offence, then for  

https://zakon.rada.gov.ua/laws/show/580-19%23Text
https://zakon.rada.gov.ua/laws/show/580-19%23Text
https://zakon.rada.gov.ua/laws/show/580-19%23Text
https://zakon.rada.gov.ua/laws/show/580-19%23Text
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authorised subjects of the state border service of 
Ukraine, theLaw No.  661-IV1 expands the grounds in 
this part, including the place of committing an adminis-
trative offence in the list.

Permit Regime 

Permit 

Inspection

Сonditions 

Item Transport

Figure 1. Grounds for conducting a surface inspec-
tion by an authorised person
Source: developed by the authors based on the study of 
the Law No. 580-VIII2 and the Law No. 661-IV3

A person is the object of a surface inspection if re-
gime violations are committed and there is no permit 
to stay in a certain territory. If the position the Law 
No.  661-IV define military personnel and employees 
of the State Border Service of Ukraine, subjects of con-
ducting a cursory check of a person, item, or vehicle, 
then th Law No. 580-VIII4, despite the fact that it covers 
all the listed objects with the possibility of applying a 
preventive police measure to them, it restricts police 
officers in its use against the person, referring to the 
observance of human rights and the rule of law consol-
idated in Articles 3, 24 of the Constitution Of Ukraine5. 
The Law No. 661-IV6 establishes a separate category of 
persons for whom a surface inspection is not carried 
out  – these are persons who, in accordance with the 
law, enjoy the right of inviolability or have diplomatic 
immunity. N. Sergiienko & M. Babiak (2024) drew at-
tention to the expansion of the list of authorised enti-

1 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top.
2 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
3 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top. 
4 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
5 Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/en/254к/96-вр?lang=uk#Text. 
6 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top.
7 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of 
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of 
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.
8 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of 
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of 
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.
9 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
10 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top. 
11 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

ties that can carry out a surface inspection to ensure 
measures of the legal regime of martial law. In particu-
lar, in addition to the National Police and the State Bor-
der Guard Service of Ukraine, this right is granted to 
authorised persons of the Security Service of Ukraine, 
the National Guard, the State Migration Service of 
Ukraine, the State Customs Service of Ukraine and the 
Armed Forces of Ukraine7. Simultaneously, the need 
to confirm the granted powers for police and military 
personnel and employees of the State Border Service 
of Ukraine causes a conflict between the provisions of 
Paragraph 3 of the Procedure approved by Resolution 
of the Cabinet of Ministers of Ukraine No. 14568, and 
Paragraph 3 of part 1 of Article 31 of Law No. 580-VIII9, 
Paragraph 15 of part 1 of Article 20 of the Law No. 661-
IV10, accordingly.

The procedural features of conducting a cursory 
check cover the three-stage mechanism detailed in the 
Law No. 580-VIII11, namely: stopping the person, con-
ducting a visual inspection, and completing the inspec-
tion. I. Pidbereznykh et al. (2024) noted that structur-
ing operational procedures of subjects of the national 
security and defence sector and its step-by-step detail-
ing allows improving the coordination organisation of 
units’ activities under martial law, their effective re-
sponse to threats. This approach is important not only 
for optimising national security, but also for establish-
ing cooperation with foreign partners and compliance 
with international security standards. 

At the first stage, a mandatory condition for con-
ducting a surface inspection is that the authorised 
representative of the same sex as the person being in-
spected must stop the person. In urgent cases, a sur-
face inspection is allowed by persons of the opposite 
sex with the person being checked, but only if a special 
device or tool is used. The distribution of the rights of 
police officers, military personnel and employees of the 
State Border Service of Ukraine, authorised persons 
who provide measures of the legal regime of martial 
law, to use special devices or means in visual inspec-
tion, depending on the object, is reflected in Table 1.

https://zakon.rada.gov.ua/laws/show/580-19%23Text
https://zakon.rada.gov.ua/laws/show/580-19%23Text
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The material systematised in Table 1 indicates the 
priority imitation of police procedures for the use of 
special devices or means under martial law. Conduct-
ing a surface inspection, regulated by the provisions 
of Law No.  580-VIII1, focused on compliance with the 
principle of legality, respect for the honour and dignity 
of a person (Article 3 of the Constitution of Ukraine2), 
non-discrimination on any ground (Article  24 of the 
Constitution of Ukraine3), and provides that police of-
ficers must act correctly, with restraint, without threats 
or coercion, they are prohibited from seizing personal 
belongings without legal grounds, and in the event of a 
person’s disagreement with the inspection – to provide 
primary legal assistance, explaining their rights and the 
possibility of appealing against the actions of a police 
officer, in accordance with the second part of Article 41 
of the Law No. 580-VIII4. O. Dmytrenko (2023) empha-
sised that such activities of authorised entities are in 
close interaction with the procedures of coercive meas-
ures, determining the probability of further use of the 
latter in order to stop the offence, eliminate the causes 
and conditions of their occurrence, and carry out group 
or individual influence. 

At the second stage, the procedure for conducting 
a surface inspection provides that the police officer, ac-
cording to part three of Article 18 of the Law No. 580-
VIII5, must introduce themselves, inform the person 
of their last name, position, special title, and present a 
service certificate at a request, providing an opportu-
nity to get acquainted with the information set out in 
it, without letting it out of their hands, explain the legal 
grounds with a quote of specific norms for conducting 
a surface inspection, ask the person to independently 
present the contents of hand luggage or open clothes, 
if necessary, open the trunk lid and/or interior doors, 
carry out a visual inspection of items without their 
withdrawal or physical contact, in case of detection of 
prohibited items  – take measures in accordance with 

1 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
2 Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/en/254к/96-вр?lang=uk#Text. 
3 Ibidem, 1996. 
4 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
5 Ibidem, 2015.
6 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top. 
7 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of 
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of 
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.

the current legislation (drawing up a protocol, calling 
an investigative task force), notify the person of the 
completion of the check and thank a person for under-
standing. Yu.  Shovkun  (2024) explained the presence 
of etiquette forms in the legal regulation at the second 
stage of conducting a surface inspection as a mandatory 
moral and ethical aspect that concerns the behaviour of 
a public person and is crucial in relations with citizens. 
“A public servant, regardless of their position, is a rep-
resentative of the state, so it is important that their be-
haviour does not have a negative impact on the image” 
of the body (division) in which they serve, and does not 
affect the perception of state activities.

Provisions of part  6 of Article  217 of the Law 
No.  661-IV6 give military personnel and employees of 
the State Border Service of Ukraine the right to demand 
the opening of a bag, backpack, briefcase, bag or other 
means of moving things, hood, trunk lid and/or inte-
rior doors of the vehicle, showing the contents of the 
pockets of clothing of the person in respect of whom 
the inspection is being conducted. The simplified pro-
cedure for the second stage of surface inspection in the 
Procedure approved by Resolution of the Cabinet of 
Ministers of Ukraine No. 14567 allows authorised per-
sons who ensure the measures of the legal regime of 
martial law to apply analogies of procedural law in each 
individual case. V. Somina (2025) pointed out that this 
way it is possible to quickly eliminate legislative gaps 
in practice. This will be justified and within the single 
branch will not contradict the requirements of legality. 

At the third and final stage of the inspection, if no 
violations were detected by the authorised person, the 
person against whom the procedure was applied can 
continue driving without restrictions. If an adminis-
trative or criminal offence is detected, measures are 
taken to ensure proceedings in cases of administrative 
offences, measures to ensure criminal proceedings, and 
evidence of an offence is collected.

Person Item Vehicle

police officers + + +

border guards +* -* -*

martial law regime + + +

Table 1. Application of special devices or tools in visual inspection

Notes: + – allowed to apply; - – application not provided for; * – the analysed provisions consider cases without the 
use and application of special animals
Source: developed by the author

https://zakon.rada.gov.ua/laws/show/580-19%23Text
https://zakon.rada.gov.ua/laws/show/580-19%23Text
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The requirements for carrying out procedural 
measures may change at the second and third stages 
of the audit. The determinants in this process are the 
goal that the authorised subject faces, namely: pre-
vention of an offence, documentation of an offence, 
collection of evidentiary information – and its involve-
ment in the mechanism for implementing a superficial 
check. For example, at the second stage of conducting 
a surface inspection, if the investigative task force is 
called, the authorised person stops using a preventive 
measure, because the investigator begins procedural 
actions to document a criminal offence or collect ev-
identiary information. N. Banetka (2022) emphasised 
the importance of clear differentiation of actions per-
formed by authorised entities. The “good faith” of a 

police officer will not satisfy the requirements of pro-
priety if a search of a person is conducted without jus-
tification. G. Edmond (2024) pointed out that failure 
to comply with applicable rules, procedures and safe-
guards at any stage may lead to litigation or result in 
biased and speculative opinions being formed when a 
decision is made. T. Meyer & G. Sitarman (2023) em-
phasised that law enforcement agencies’ disregard for 
guarantees and restrictions on human rights under 
martial law will require additional control by the ju-
dicial branch of government and negatively affect the 
stability of national security to internal threats. Sche-
matically, the dynamics of legal requirements in case 
of detection of an offence during a surface inspection 
is shown in the Fig. 2.

Graphic material shown in Fig. 2, indicates a direct 
link between preventive measures, documenting an 
offence, and collecting evidentiary information. The 
specificity of applying measures to ensure proceed-
ings in cases of an administrative offence, measures 
to ensure criminal proceedings is that their practical 
implementation can accompany the implementation 
of all these actions and simultaneously have an autono-
mous disclosure. The differentiation of police measures 
with measures to ensure production and procedural 
actions is mainly considered by researchers from the 
standpoint of their tactics, leaving unresolved issues 
of whether there are conflict-of-laws norms in national 
legislation. If Article  29 of the Law No.  580-VIII1 con-
tains requirements for the use of a surface inspection as 
a police measure, then in the following cases: the Law 
No. 661-IV2 they apply only to coercive measures (Ar-
ticle 21). The Procedure approved by Resolution of the 
Cabinet of Ministers of Ukraine No. 14563, also contains 
no requirements for conducting a surface inspection.

I.  Litvinova & D.  Lobay  (2022) indicated the in-
troduction of certain specifics in the process of ap-
plying measures to ensure proceedings in cases of  

1 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
2 Law of Ukraine No. 661-IV “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top. 
3 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of 
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of 
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.
4 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

administrative offences and conducting procedural ac-
tions in criminal proceedings, which consists in expand-
ing the rights of victims and violating the rights of the 
person who committed the offence. However, the above 
analysis shows a different picture. Under martial law, 
the list of grounds for conducting a surface inspection 
has increased and the procedure for applying a preven-
tive measure has been simplified. Compliance with the 
requirements of part 3 of Article 18 of Law No. 580-VIII 
4by police officers is formalised or not enforced at all. 
It is obvious that I. Litvinova & D. Lobay (2022) did not 
consider the fact that the expansion of rights for victims 
and the violation of the rights of the offender is deter-
mined by the increase in powers with internally sensi-
tive elements for the National Police, the State Border 
Service of Ukraine, the Security Service of Ukraine, the 
National Guard, the State Migration Service of Ukraine, 
the State Customs Service of Ukraine, and the Armed 
Forces of Ukraine. In this aspect, the results obtained 
are consistent with the opinion of M. Parayko (2023), 
who reported abuses by officials motivated by the need 
to ensure personal safety from attack. The conclusions 
of these researchers, considering the results of this 

Figure 2. Dynamics of legal requirements in case of detection of an offence during a surface inspection
Source: developed by the author

Measure Evidence Proof

•relevance
•admissible
•reliability
•sufficiency
•coherence

•lawful
•necessary
•proportional
•effective

•proper
•admissible

https://zakon.rada.gov.ua/laws/show/580-19%23Text
https://zakon.rada.gov.ua/laws/show/580-19%23Text
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study, can be considered in a different plane, in par-
ticular, regarding the implementation of international 
experience in operational law enforcement procedures 
in national legal norms. G. Ogapde (2024), using the ex-
ample of a legal analysis of the powers of the police in 
the Republic of Ireland, refers to the “Rules of Judges” 
as best practices that allow law enforcement officers 
to perform their professional duties without constant 
accusations of human rights violations and to interact 
effectively with the public.

Statement by G.  Ogapde  (2024) that the impera-
tiveness of judges’ rules to prevent offences by citizens 
seems debatable. But the provisions of Ukrainian legis-
lation provide for personal responsibility for the illegal-
ity of actions for authorised entities. In case of violation 
of the procedure for conducting a preventive measure, 
the person against whom it was applied has the right to 
file a complaint. Illegal actions of a police officer during 
a surface inspection are grounds for disciplinary liabil-
ity1, which, according to a number of researchers, is in-
effective for ensuring a human-centred aproach in the 
application of surface inspection.

O. Pavlyshyn et al.  (2021) point to the priority ef-
fectiveness of social responsibility over disciplinary 
responsibility. The functioning of the institute of social 
responsibility of state authorities in the context of the 
professionalism of authorised entities is a significant 
indicator of their professional growth and the level of 
trust of citizens in law enforcement agencies. Compli-
ance with generally accepted social norms, fulfilment 
of assigned powers, readiness to report on their own 
actions requires law enforcement officers to purpose-
fully differentiate work with the population, strengthen 
interdepartmental interaction and coordination, which 
in the context of public administration affects the ef-
fective counteraction to threats and prompt response 
to them by subjects of the security and defence sec-
tor. Y.  Kryvytskyi  et al.  (2024) supported the opinion 
of O. Pavlyshyn et al. (2021) and argued that the main 
areas for optimising the procedures of authorised enti-
ties in the application of police measures should be de-
termined with a focus on international standards and 
international experience in the field of human rights. 
The introduction of a special liability mechanism for 
law enforcement officers will prevent abuse and allow 
adapting, approximating, and harmonising the best 
European practices. L.  Soleimani-Alyar  et al.  (2024), 
examining the legal regulation and practice of applying 
preventive measures by law enforcement officers in 
the Islamic Republic of Iran and the French Republic, 
emphasised the effectiveness of determining responsi-
bility for each person (victim and authorised person) 
when applying preventive measures. Factors leading to 
the emergence/breaking of a causal relationship, such 

1 Law of Ukraine No. 2337-VIII “On the Disciplinary Statute of the National Police of Ukraine”. (2018, March). Retrieved from https://zakon.
rada.gov.ua/laws/show/2337-19#Text. 

as intimidation, coercion, fear for the victim’s own safe-
ty, and the quality of damage from the actions of an au-
thorised person are crucial for bringing or releasing a 
police officer from civil liability.

Thus, despite scientific discussions around the 
proportionality of human rights violations under mar-
tial law experienced by victims and persons who have 
committed offences, and the determining factor of de-
cision-making by authorised entities, researchers are 
unanimous in their conclusions about the effective-
ness of implementing social responsibility for the lat-
ter. The institution of responsibility does not provide 
for the functioning of such a mechanism. The current 
provisions of Ukrainian legislation determine that law 
enforcement officers may face administrative, criminal, 
civil, and disciplinary liability. The current practice of 
conducting a surface inspection reflects the disharmo-
nisation of international norms in the field of human 
rights protection with national ones and requires re-
ducing internally sensitive elements in the field of hu-
man rights. The conflict of laws of the norms analysed 
in the study, which are based on peacetime, calls into 
question the relevance of preventive procedures under 
martial law to international standards. Ukraine’s own 
experience may be useful for other states to follow in 
the future. 

Conclusions
The subject of study in the study was related to compli-
ance with the requirements for conducting a surface in-
spection under martial law. Considering the legal mech-
anism of a preventive measure, an attempt was made 
to unify its procedural aspects, in particular, to identify 
ways of implementation, grounds for application, and 
to find out the regulatory provisions that require fur-
ther improvement. A surface inspection is carried out 
to fulfil the tasks of official activity by police officers, 
military personnel, and employees of the State Border 
Service of Ukraine, authorised subjects of the Security 
Service of Ukraine, the National Guard, the State Migra-
tion Service of Ukraine, the State Customs Service of 
Ukraine, and the Armed Forces of Ukraine. Law enforce-
ment officers carry it out in three stages, performing it 
according to the chosen method: by visual inspection 
without contact, holding it on the surface with a hand 
or a special device or tool, or in combination. A manda-
tory condition for the first stage of conducting a surface 
inspection is to stop the person. Under martial law, its 
additional function is to protect the life and health of 
an authorised person from an attack with weapons or 
other objects. When conducting a surface inspection 
in the activities of military personnel and employees 
of the State Border Service, it is permissible to use a 
special tool – a service dog. At the second stage, when 
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an offence is detected, it is possible to simplify the pro-
cedure for conducting a surface inspection, which con-
sists in replacing it with measures to ensure proceed-
ings in cases of an administrative offence, measures to 
ensure criminal proceedings or procedural actions in 
the event of a change of the law enforcement officer by 
the relevant authorised subject.

The objects of a surface inspection are a person, 
belongings, and a vehicle. A special feature of the pre-
ventive measure procedure is its variable adaptability 
to the conditions of martial law and the tasks of law 
enforcement. The implementation of the second and 
third stages of a surface inspection allows involving 
measures to ensure proceedings in cases of adminis-
trative offences, measures to ensure criminal proceed-
ings when detecting an administrative and/or criminal 
offence. Depending on the purpose and legal status of 
the authorised entity, the legal requirements for de-
tecting an offence change dynamically. If ensuring the  

legality, necessity, proportionality, and effectiveness of 
the preventive measure is sufficient for the prevention 
of offences, then belonging, admissibility, reliability, 
sufficiency, and interrelationship are relevant in docu-
menting and collecting evidentiary information.

Special attention of researchers should be paid to the 
specifics of implementing the principle of respect for hu-
man rights when applying a preventive measure, speci-
fying the grounds for its implementation and the respon-
sibility of law enforcement officers for illegal actions.
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Анотація
Превентивні заходи в науковій літературі не є предметом широкого обговорення. Публікації 
здебільшого присвячені перевірці документів особи, зупиненню транспортного засобу, проникненню 
до житла чи іншого володіння особи. Актуальність заявленої теми повʼязана з низкою питань, що 
постають під час практичного застосування поверхневої перевірки, необхідністю вдосконалення 
положень нормативно-правового регулювання, з огляду на правовий режим обмежень прав людини 
та перебіг трансформаційних процесів у правоохоронних органах. Метою статті було дослідження 
принципів поверхневої перевірки як превентивного заходу, що використовують уповноважені 
субʼєкти в умовах воєнного стану. Методологія дослідження була представлена порівняльно-правовим, 
герменевтичним, формально-логічним, системно-структурним, аналітико-узагальнювальним 
методами та методом графічного моделювання. Встановлено, що в чинному законодавстві України 
наявні суттєві відмінності в обсязі повноважень і процедурах проведення поверхневої перевірки. 
Зокрема, вони стосуються визначення кола обʼєктів перевірки (особа, річ, транспортний засіб, товари), 
порядку залучення службових собак, умов і меж використання спеціальних засобів. Важливими є й 
територіальні обмеження, які для прикордонників чітко визначені законодавством (контрольні 
прикордонні райони, пункти пропуску та контрольні пункти вʼїзду-виїзду), натомість для поліцейських 
таких територіальних меж не встановлено. Додатково зафіксовано відмінності в процедурних етапах 
перевірки між поліцейськими та військовослужбовцями Державної прикордонної служби України. 
Виявлено колізії між положеннями законодавчих актів і підзаконних документів, що створює ризик 
неоднакового правозастосування та потребує комплексного нормативного врегулювання для 
забезпечення єдиної правозастосовної практики. Проаналізовано міжнародний досвід встановлення 
відповідальності для уповноважених субʼєктів у неправомірному застосуванні превентивних заходів. 
Практичне значення роботи полягає в тому, що результати дослідження можуть бути використані 
для формування та вдосконалення нормативно-правових положень національного законодавства, що 
регулюють діяльність правоохоронних органів під час застосування превентивних заходів
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Abstract
The purpose of the study was a theoretical investigation of the concept of female illegality, determination of 
possible roles of women in criminal acts, including domestic violence, development of effective algorithms 
for pre-trial investigation of criminal offences related to domestic violence committed by women. The 
study was based on the decomposition method used to detail possible ways for police officers to receive 
a message about a criminal offence. This contributed to the systematisation of the investigative situation 
depending on the method and quality of obtaining information about a criminal offence, namely: 1) receiving 
a message from one of the family members, 2) receiving information from unauthorised persons. The special 
legal method of legal hermeneutics was used to analyse legislative acts and court decisions on domestic 
violence. This enabled, considering the behaviour of women who commit criminal offences, their motivation 
and relevant court practices, to determine the tasks of priority investigative (search) actions, namely, 
recording information and material evidence of the connection between domestic violence and the criminal 
offence committed by a woman. The use of the legal modelling method in the study helped to create an 
algorithmised procedure for police actions to solve them. As a result of the study of motivational signs of 
illegal activity of women who commit criminal offences resulting from or related to domestic violence, two 
types of such women were identified: those who commit criminal offences to stop violence on the part of 
men (other relatives) and those who commit to strengthen the dominant position of women in the family. A 
systematic approach was used to study the interdependence between the personal characteristics of women 
and the development of the investigative situation of the initial stage of pre-trial investigation. There is no 
methodology for investigating criminal offences related to domestic violence committed by women, which, 
in turn, leads to an increase in cases of this type of criminal illegality registered annually
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Female criminality is one of the phenomena that is not 
only widely publicised in the media, but also gener-
ates discourse in the scientific sphere, particularly in 
psychology, sociology, criminology, and anthropology. 
Criminal offences committed by women are a specific 
category of socially dangerous actions, which has crimi-
nological, socio-psychological, and forensic aspects. The 
need for scientific research on this topic can be deter-
mined by several factors: demographic and statistical 
aspect – the analysis shows differences in the structure 
of criminal illegality by gender, women are more like-
ly to commit criminal offences in the sphere of family, 
domestic or economic relations, less often – violent or 
against sexual freedom and inviolability; psychological 
and social determinants – the study of victimism, moti-
vational factors, the influence of social roles and gender 
stereotypes on illegal behaviour; legal specifics  – the 
need to adapt forensic support for effective investiga-
tion, prevention and qualification of criminal offences 
committed by women.

Cases of criminal offences committed by women 
preceded by domestic violence are of concern and pub-
lic outcry. The relevance of this opinion is confirmed 
by official statistics from the Office of the Prosecutor 
General of Ukraine  (n.d.) from which it can be seen 
that the commission of criminal offences related to do-
mestic violence by women is not uncommon. Thus, in 
2020, women committed 184 criminal offences relat-
ed to domestic violence, of which 39 were criminal of-
fences, and 145 were crimes; in 2021, respectively, 123 
(50/73); in 2022 – 194 criminal offences (108/86); in 
2023 – 402 criminal offences (232/170); in 2024 – 611 
criminal offences (385/226). Such statistics can be in-
terpreted not only as a threatening rate of increase in 
cases of criminal misconduct by women, but also as a 
need to create an effective methodology for investigat-
ing both criminal offences and crimes in which the of-
fender is a woman. Of particular relevance is the issue 
of methodological support for the investigation of the 
facts of committing criminal offences by women, when 
such actions are related to domestic violence.

Some manifestations of criminal-illegal behaviour 
of women are covered in scientific research, but only 
within the framework of studying the problematic as-
pects of the investigation of certain types of criminal 
offences. Thus, Y.  Chornous & A.  Lisitsky  (2025) con-
sidered the principles of applying special knowledge 
during inspections of the scene of criminal offences 
committed by arson, conducting investigative (search) 
actions and forensic examinations, considering the gen-
der aspect, the study contains recommendations for an 
integrated approach in the investigation of this catego-
ry of crimes committed by women. S. Kniaziev (2025) 
in his dissertation systematised the methodology of 

1 Criminal Procedure Code of Ukraine. (2012, March). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text. 

collecting evidence, identifying suspects and algo-
rithms of investigative (search) actions during the in-
vestigation of criminal offences committed in the public 
sector, which can be adapted during the investigation of 
crimes committed by women in the financial and eco-
nomic spheres.

For several years now, Ukrainian scholars from 
various fields, such as criminal law, criminology, crim-
inalistics, psychology, and sociology, have been ad-
dressing the issue of combating and investigating do-
mestic violence, both as an administrative offence and 
a criminal offence. Among them are researchers such 
as I.A.  Botnarenko  (2021), who investigated the ini-
tial stage of the investigation of domestic violence as 
a criminal offence; T.V.  Ishchenko  (2021) devoted her 
research to the development of methodological recom-
mendations for the investigation of domestic violence, 
highlighting the areas of actions of law enforcement 
agencies depending on the form of domestic violence; 
the procedural aspect of ensuring pre-trial investiga-
tion of domestic violence was highlighted by H.K. Tete-
riatnyk & O.S. Somyk (2023), who focused on the for-
mation of an evidence base, systematic violence, and 
the application of restrictive prescriptions in accord-
ance with Article 194 of the Criminal Procedure Code 
of Ukraine1. Criminal legal and criminological founda-
tions of countering mental violence, in particular in 
Ukraine, were studied by H.  Sobko  (2020), who also 
outlined both scientific and theoretical and practical 
approaches to preventing and countering this phenom-
enon. D. Tychyna (2024) focused on the combination of 
criminal legal, criminological, and penal enforcement 
principles in taking measures to prevent domestic vi-
olence in Ukraine.

Among other studies, it is appropriate to single out 
the study by P.R. Vieira et al. (2020), who examined the 
increase in domestic violence during social isolation 
caused by the COVID-19 pandemic, focusing its results 
on the role of women as victims of this type of criminal 
illegality. R.  Erbaş  (2021) examined the main compo-
nents of an effective criminal investigation, and the po-
tential obstacles to such an investigation provided for in 
the ECHR case-law, namely, in cases involving domestic 
violence, pointing to shortcomings in Turkish Criminal 
Procedure legislation that had not received an effective 
investigation. In these studies, the role of women in do-
mestic violence was overwhelmingly considered as the 
role of the aggrieved party.

The analysis of the state of scientific research and 
the presented statistics determine the relevance of 
the research topic and determine the need for its de-
velopment for practical units of the National Police 
of Ukraine. That is why the purpose of this study was 
to determine the state of theoretical support for the  
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process of pre-trial investigation of this category of 
criminal proceedings, to determine the role of women 
in this kind of criminal illegality, and to systematise the 
most typical investigative situations that arise at the in-
itial stage of the investigation of criminal offences relat-
ed to domestic violence committed by a woman.

Literature Review
Differences in the behaviour of women and men in the 
aspect of criminal illegality some studies, in particular 
by A. Berko et al. (2010), C. Kruttschnitt (2016), F. Es-
posito et al.  (2020), are explained in terms of a patri-
archy system that establishes a gender distribution of 
social roles and hierarchies, through which behaviour 
is codified as male or female, functioning in the prevail-
ing system of power relations between the sexes. This is 
why men are perceived as subjects who are more likely 
to develop violent behaviour (and are inherently “crim-
inals” or “offenders”), while women are perceived as 
more fragile and defenceless (hence “victims”). Gender 
differences in socialisation contribute to greater com-
pliance with social norms and to maintaining a great-
er distance from risky behaviour in women. Similarly, 
women are more likely to engage in formal and infor-
mal processes of social control and supervision, which 
are more likely to avoid deviant behaviour. Criminal 
wrongdoing by women is often underestimated and 
classified as latent criminal offences, which affects how 
they are detected and investigated (Leote de Carval-
ho et al., 2021).

Feminist and gender studies show that women who 
offend are socially doubly deviant because they deviate 
from both accepted social norms (breaking the law) 
and gender norms (which define how women should 
behave) (Ballinger et al., 2007; Giordano & Copp, 2019). 
This helps to understand the dominant social concepts 
of masculinity and femininity in law enforcement. Re-
search on gender differences and differences in sen-
tencing by J. Pina Sanchez & L. Harris (2020) found that 
more severe sentences are generally imposed on male 
offenders. I. Brunton-Smith et al. (2020) explained this 
situation by the fact that women have responsibilities 
to care for either children or parents, this is applied 
as a mitigating factor in sentencing and is included in 
the list of mitigating factors. This mitigation can affect 
cases where the conviction falls within the categories, 
potentially reducing the sentence from imprisonment 
to a non-custodial sentence. This reduction allows a 
woman to continue performing her care duties along 
with punishment (Kane & Minson, 2022). However, this 
is not true for all types of criminal offences and not for 
all women’s groups. Thus, it is evident that gender also 
influences how juvenile and criminal justice systems 
respond to offenders, and much of this attention stems 
from social expectations about how women should be-
have and the social position these women occupy in so-
ciety (Leote de Carvalho et al., 2021).

Traditional roles create a situation where men have 
more power and control in the family structure, both 
economically and socially. This condition often creates a 
sense of entitlement and superiority, which leads to the 
belief that they have the right to assert control over the 
subordinate sex, especially over women. Meanwhile, 
women are often expected to remain passive, caring, and 
submissive. When a man believes that he has the right 
to power and control in a relationship, he can resort to 
violent actions. This includes physical violence, emo-
tional manipulation, and economic coercion to maintain 
power. On the other hand, a woman may be more like-
ly to tolerate or justify violence because she is in a de-
pendent relationship with her husband, who provides 
her with the resources she needs for life (Anggia, 2024).

Women commit all types of criminal offences, al-
though to a much lesser extent than men, especially 
in the case of violent torts. Social and economic mar-
ginalisation is a significant factor in women’s criminal 
wrongdoing. Criminal records are more stigmatising 
for women. In court, women are treated as doubly de-
viant, and their actions are explained by psychopatho-
logical terms. Although men are more likely to suffer, 
for example, from street criminal activity, women show 
a greater fear of violent acts (Hirtenlehner et al., 2020). 
One of the reasons for this may be the prevalence of do-
mestic crimes committed by men against women (and 
children) (Heidensohn, 1991; Bailey, 2021).

Young and older female offenders, according to 
M.J. Leote de Carvalho et al. (2021), demonstrate vari-
ous patterns of delinquency that reflect numerous and 
ambivalent old and new forms of femininity. The ways 
of girls and women both to and from offences have their 
own characteristics. They also reflect how gender is 
constantly reconfigured and reconstructed over time, 
in various social and institutional contexts.

According to the Centre for Disease Control (CDC), 
almost 24% of all relationships experience some level 
of violence. 50% of cases of domestic violence are relat-
ed to mutual violence (Men or Women..., 2016). In the 
other 50% of domestic violence cases, the violence was 
not mutual. In relationships where the violence was not 
mutual, almost 70% of the violence was committed by 
a woman. In other words, in almost 7 out of 10 cases 
of mutual violence, the perpetrator was a woman. In 
addition, mutually violent relationships most often led 
to injuries to women. However, women who engaged 
in mutually violent behaviour with their male partners 
were more likely to show a pattern of repeated violence 
than men. Male violence was more often isolated and 
unlikely to recur.

D.Yu.  Slyusar  (2019) and S.Y.  Ang & G.A.  Mat 
Saat  (2024) identified the main areas of social life 
where women commit criminal offences: domestic life 
and the professional sphere. Moreover, in the domestic 
sphere, women commit more serious criminal offenc-
es, mainly murder, which is conditioned by complex  
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personal relationships such as marriage, family, and 
neighbourhood relations. Illegal manifestations of 
women’s behaviour are influenced by stereotypes 
formed by a characteristic microenvironment, and sit-
uational ones. The environment of marital and family 
relations can be characterised by the variability of sit-
uations that determine a person’s behaviour, including 
that of women.

I. Serkevych & O. Bronevytska (2020) analysing the 
psychological structure of women’s criminal illegality, 
came to the conclusion that women commit murders, 
causing harm to health of various degrees of severity, 
mainly on the basis of family and domestic conflicts. 
This is mainly conditioned by the behaviour of victims, 
whose actions cause aggression on the part of the of-
fender and intentions to cause harmful consequences. 
This is mainly the behaviour of husbands or cohabit-
ants and children. Cases of aggressive actions against 
sexual partners (spouse/cohabitant) are associated 
with problems of material support for the family: the 
husband is disabled, has housing problems, and is fi-
nancially unsecured. In addition, a common cause of 
domestic violence between spouses/cohabitants is ri-
valry for the dominant position in the family, jealousy, 
or revenge for certain offensive actions or words. Wom-
en of this type are predominantly young, active, highly 
excitable, sensitive to the actions and opinions of those 
around them, express their emotions and emotional 
outbursts through tears, are irritable, and often expe-
rience nervous and mental breakdowns, depression, 
feelings of hopelessness, etc.

S.  Walker & A.K.  Gill  (2019) investigated another 
motivation for violence on the part of a woman, which 
is based on family relationships, this is a response to 
long-term bullying on the part of a husband. Similar to 
the nature of domestic violence, namely the cumulative 
manifestation of aggressive behaviour, a woman’s atti-
tude to her abuser corresponds to an emotional spiral: 
anger, suppression, dismissal. When other methods of 
such release (such as crying) do not help, women, like 
men, can explode with physical violence. Years of slow 
accumulation of resentment, over a long period, accu-
mulate female anger.

Summarising the considered approaches, it can be 
noted that researchers explain gender differences in 
criminal behaviour in different ways – from the influ-
ence of social roles and patriarchal structures to the 
features of socialisation and stereotypes about femi-
ninity and masculinity. The literature notes that wom-
en are more likely to commit crimes in the domestic 
sphere, while men are more likely to commit crimes in 
the public sphere. Attention is also drawn to the dou-
ble stigmatisation of female offenders and specific so-
cio-psychological factors of their behaviour. In general, 
these approaches demonstrate the multidimension-
al and contradictory scientific view of the problem of 
women’s criminal illegality.

Materials and Methods
The methodological basis of this study consisted of 
an integrated approach to the analysis of existing 
approaches to countering and preventing domestic 
violence, and methods for investigating criminal of-
fences committed by women and those that reflect the 
gender aspect, and the practice of judicial decisions 
in relation to criminal offences related to domestic 
violence. The use of a specific sociological approach 
allowed analysing the available scientific research on 
women’s illegality.

In order to substantiate typical investigative situa-
tions that contribute to the effective algorithmisation of 
investigations into criminal offences related to domestic 
violence and committed by women, it was necessary to 
determine the variability of information received about 
the criminal offence under investigation, the content of 
which determines the tasks for the investigator at the 
initial stage of the investigation. It was the understand-
ing of these possible situations that allowed identifying 
the order of actions that determines the solution of a 
specific problem. For this purpose, the decomposition 
method was used, which helped to determine the algo-
rithm of actions in a specific investigative situation, to 
determine the interconnection and interdependence of 
urgent investigative (search) actions, and the systemic 
and structural method was used to determine the tac-
tics for conducting investigative (search) actions.

To study judicial practice for the period from 2020 
to 2024, which are publicly available in the unified state 
register of court decisions, a special legal method was 
used. Thus, the empirical basis of the study was made up 
of materials of court cases (102 court cases), according 
to which there is opposition to pre-trial investigation at 
its beginning and there is no information about the con-
nection of a criminal offence with domestic violence. 
The modelling contributed to the formulation of con-
clusions and proposals aimed at improving the pre-tri-
al investigation of this category of criminal offences

Results and Discussion
As noted above, global changes taking place in the 
world, changes in social and moral-traditional vectors 
of community development lead to a psychoemotion-
al change in the worldview of citizens. Technological 
progress and social norms have freed women from the 
obligation to do housework, increasing their participa-
tion in both the labour market and the criminal market 
(Campaniello,  2019; Shen,  2020). The development 
and implementation of institutions for the protection 
of women’s rights and freedoms has not only opened 
up an understanding of their value and importance 
for the establishment of a lawful society, but also op-
portunities for choosing ways out of violent relation-
ships. Unfortunately, women do not always choose 
legal means of action. The other side of globalisation 
processes is the differentiation of society and the de-



Problems of investigating criminal offences related...

Law Journal of the National Academy of Internal Affairs, 15(4), 50-6054

struction of stereotypes regarding gender identity, the 
desire to play a major role in the family, and take care 
of material well-being.

The changing nature of women’s roles in contem-
porary society encourages women to become more in-
volved in violent and property-based criminal offences 
(Islam et al., 2014). K. Yankova (2014), as a result of a 
study of female illegality, came to the conclusion that it 
is the number of criminal offences committed by wom-
en for selfish reasons that will increase. This situation is 
conditioned by the lack of deterrent mechanisms of this 
kind of illegality, in particular, the social role of wom-
en in society. Worldwide, crime is highly masculine, 
and there is little research on female crime (Streb  et 
al., 2022; Nemavhola et al., 2024).

Forming the basis of the methodology for inves-
tigating contract killings, A.  Shulga  (2003) noted that 
a significant number of murders of this category are 
committed by persons who are related to the victim 
and they are united by a common life, cohabitation. The 
researcher, having examined 130 criminal cases (both 
archival and those that were in production) initiated 
on the facts of committing murders on the territory of 
Ukraine for the period from 1994 to 2001, focuses on 

the fact that in 95% of cases, the clients ordering such 
killings are women. The goal of women is to get rid of 
their husbands (7.85%), ex-husbands (10%), and other 
relatives (5%).

Conclusions of A. Shulga (2003) on the motives of 
such actions of women are consistent with the results 
obtained from the analysis of judicial practice (Fig. 1), 
namely, that they can be divided into two categories: 
1) a woman’s desire to put an end to domestic violence 
on the part of her husband (61%); 2) a woman’s desire 
to benefit and take possession of her husband’s prop-
erty (39%). The study also allowed dividing these two 
groups of motives into subgroups. With regard to the 
first group, it is appropriate to divide the motives for 
ending a husband’s violent behaviour into: 1.1. violent 
behaviour by a husband towards his wife (70.5%) and 
1.2. violent behaviour by a husband towards children 
or parents of the husband or wife who live with the cou-
ple (29.5%). As for the second group of contract killings 
commissioned by women, they can also be divided into 
two subgroups: 2.1. first, those that are conditioned by 
the desire to enrich themselves (58%) and 2.2. second, 
those that combine two goals-to enrich themselves and 
stop violent actions (42%).

23 17

42 18
Woman's desire to end domestic 

violence by her husband

Woman's desire to gain benefits, take 
possession of her husband's property

Violent actions by a husband towards his wife
Violent actions by a husband towards children or parents of the husband or wife who live with the couple 
Motivated by a desire to get rich
Desire to get rich and stop violent actions

Figure 1. Motives for violent actions of women according to the results of a study of 102 cases for 2020-2024
Source: authors’ research

Thus, for an example of the relationship between 
domestic violence and murder, the materials of court 
proceedings No. 1-kp-2108/231 can be cited, where it 
was established that the defendant lived with her hus-
band for about 6 years, raising their daughter and joint-
ly owning real estate and funds in bank accounts in the 
Republic of Serbia. After a series of court sessions that 
took place during 2019-2020, on the issues of divorce 
and division of common property, the woman, fearing 
that her claims for divorce will not be satisfied, which 
may eventually lead to the deprivation of her parental 
rights and not receiving material security for residence, 
decided to commit premeditated murder of her hus-
band. For this purpose, she found someone who agreed 
to take her husband’s life in exchange for a certain 
reward. The materials of this court case confirm the 

1 Sentence of the Pechersk District Court of Kyiv in Case No. 757/10370/23-c. (2023, December). Retrieved from https://reyestr.court.gov.
ua/Review/115974684.

conclusions in the investigation of D.B. Wexler (2020), 
namely, that many women who mistreat men are ac-
tually motivated by many of the same factors as men 
who mistreat women. The defendant, instead of finding 
ways to break off the violent relationship, chose to kill 
her husband, hoping to single-handedly dispose of the 
fortune acquired during married life.

Separate consideration should be given to criminal 
manifestations of women based on domestic relations 
directed against children. Such actions are mainly due to 
two factors – “upbringing”, that is, punishment for actions 
that go against the requirements of a woman, and not the 
desire to perform maternal (guardianship) functions (for 
example, the murder of a newborn child by a mother).

Analysing the opinions of researchers (Anto-
schyk,  2014; Aho  et al.,  2017; Karlsson  et al.,  2019), 

https://reyestr.court.gov.ua/Review/115974684
https://reyestr.court.gov.ua/Review/115974684
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women who commit murders of their children can be 
divided into two categories: 1) women who are charac-
terised by a young age of 18-30 years, are not in a regis-
tered marriage, do not work, lead an antisocial lifestyle 
(abuse of alcohol and drugs), do not have a permanent 
place of residence; 2)  women who are officially mar-
ried, are in an unstable, tense psycho-emotional state 
(excitement, fear, physical pain, etc.), stress and depres-
sion, mental anomalies. These characteristics under the 
influence of domestic violence, and such violence can 
occur in any of the four forms, increase the psychoemo-
tional deviations of a woman, and the motivation of a 
woman to get rid of a child. Women of this type, based 
on domestic problems, usually commit illegal actions 
alone, and such actions are also characterised by seri-
ous consequences (Bilenchuk & Pevtsova, 2023; Shack-
elford et al., 2023).

Another area in which women’s criminal activity 
manifests itself is the professional sphere (Becker & 
McCorkel,  2011; Slyusar,  2019; Tolkach,  2025). That 
is, an activity in which a woman has a certain free ac-
cess, or the possibility of such access to material values. 
Such criminal offences are committed for selfish rea-
sons and in complicity. Women are more likely to com-
mit crimes in mixed gender groups than in all-female 
groups. However, in cases of bullying, shoplifting, and 
embezzlement, a higher percentage of women work in 
exclusively female groups rather than mixed groups. 
The connection to domestic violence manifests itself in 
attracting or forcing family members to perform cer-
tain illegal actions in order to enrich themselves.

Having examined the illegal role of women as a re-
sult or in connection with domestic violence, it is nec-
essary to summarise possible investigative situations. 
Knowledge of the possible development of events and 
the availability of relevant criminalistically significant 
information that arises at the time of receiving infor-
mation about illegal actions contributes to the timely 
determination of tactics for pre-trial investigation of 
such criminal offences. The analysis identified the ini-
tial investigative situations of this category of criminal 
offences. In the simulated case, the police unit received 
information about the planning of a separate criminal 
offence (causing bodily harm, abuse of guardianship 
rights, exploitation of children, murder, etc.), the re-
port states that the participants in the criminal event 
are a family registered with social services and violent 
actions were committed by a female person (mother, 
adult daughter, minor woman). This investigative sit-
uation is the most favourable for planning a pre-trial 
investigation and allows taking a number of operation-
al search measures, conducting secret (investigative) 
search actions to record evidentiary information. As an 
example, it is appropriate to cite the materials of court 

1 Judgment of the Board of Judges of the Criminal Chamber of the Khmelnytsky Court of Appeal in Case No. 11-kp/4820/179/20. (2020, 
April). Retrieved from https://reyestr.court.gov.ua/Review/88874612. 

proceedings No.  11-kp/4820/179/201, according to 
which the police were contacted by a witness, with a 
request to take action against a local resident who has 
three young children, two of whom she is trying to sell, 
which she repeatedly stated. The witness also noted 
that the accused has difficult personal and family cir-
cumstances, does not intend to take care of her young 
son and daughter, and also seeks to enrich herself. The 
accused spent some time looking for someone to carry 
out an illegal sale of her young kids (for begging). After 
receiving this information, law enforcement agencies 
developed and conducted a covert investigation, name-
ly, monitoring the commission of a crime in the form 
of an operational purchase of an illegal transaction 
involving people (two minor children), during which 
pre-identified funds in the amount of up to UAH 15,000 
were used, and a citizen with altered personal data was 
also involved. Such procedural actions made it possible 
to record evidentiary information about the crime.

The first priority in such an investigative situation 
is to interrogate the person who reported information 
about the criminal event being prepared, after carrying 
out covert investigative (search) actions  – conducting 
appropriate inspections: the scene of the incident with 
a focus on the evidence pattern in accordance with the 
criminal offence committed, examination of techni-
cal media and attachments thereto (audio and video 
recordings) on which the facts and circumstances of 
the meetings of the persons involved in the criminal 
proceedings are recorded, examination of items and 
documents. In the case of using pre-identified money 
or other items, conduct an examination of the person 
by taking swabs from the suspect’s hands. It is neces-
sary to conduct a search and interrogate the persons 
involved in order to identify and record both the indi-
vidual criminal offence and the systematic nature of the 
violent acts committed by the family member. Given the 
fact that not all citizens understand what actions relate 
to domestic violence, the task of the investigator dur-
ing verbal investigative (search) actions is to explain 
such actions, explain the illegality in slapping, using ob-
scene language, etc., on the part of the mother (woman, 
daughter). The corresponding specifics of conducting 
these nonverbal investigative (search) actions are ori-
entation to traces indicating domestic violence, indicat-
ing a combination of two types of criminal illegality.

A separate point should be noted in the correct 
choice of the investigator of the moment when the sus-
pect is interrogated. The investigator should under-
stand that this kind of criminal illegality does not occur 
suddenly, but with a pre-thought-out implementation 
plan and a long-term nature of violent actions, the skills 
of concealing which such a person has already worked 
out (Komarynska, 2022). That is why the interrogation 

https://reyestr.court.gov.ua/Review/88874612
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of a suspect must be conducted after the main evidence 
base has been formed, the conclusions of the forensic 
examination have been obtained, and other partici-
pants in the criminal incident have been interrogated.

Otherwise, according to the materials of the court 
proceedings No.  1-kp/212/526/201, “the 102 emer-
gency service “102” received a call from the suspect’s 
sister reporting that the mother of a four-year-old boy 
was making pornographic films with him. During the 
pre-trial investigation, it was established that the wom-
an (suspect) had given birth to three children, had giv-
en her first child to her grandmother to raise, had been 
deprived of her parental rights in respect of her second 
son by a court decision, and had lived with her com-
mon-law husband with her third child, who had mental 
disabilities. One day, the suspect’s common-law hus-
band saw the woman lying on the sofa next to her naked 
son, who was asleep, while she was touching his naked 
genitals and her own naked genitals with her hands and 
lips in an indecent manner and filming everything on 
her mobile phone’s digital camera. The man took the 
suspect’s phone and sent the video to the accused’s sis-
ter, who called the police. During the pre-trial investiga-
tion, other pornographic videos involving the accused’s 
young son were also established.

In such cases, during urgent procedural actions, in-
spections, searches, and interrogations, it is necessary 
to establish a connection, including family ties, between 
the injured person and the suspect. It is necessary to es-
tablish and record comprehensive information charac-
terising the participants in the criminal offence, the du-
ration of the violent actions, and to establish and prove 
the circumstances indicating the presence of elements 
(signs) in the act at least one sign, as defined in Article 1 
of the Law of Ukraine “On Preventing and Combating 
Domestic Violence”2. In addition to conducting inter-
rogations, it is important to inspect not only the scene 
of the incident, but also technical means (computers, 
mobile phones, electronic storage devices, etc.). In ad-
dition, the evidence base will be the conclusions of the 
conducted forensic examinations.

Information was received about a separate crim-
inal offence (murder, human trafficking, use of a mi-
nor child for begging, etc.), but there is no information 
about the identity of the suspect and the connection of 
the criminal offence with domestic violence. As shown 
by the study of criminal proceedings (investigative and 
judicial practice), this type of situation arises in cases 
where information about a criminal offence is reported 
by third parties who have discovered the consequences 
of violent unlawful actions, and the investigator’s task 

1 Judgment of the Zhovtnevy District Court of Kryvyi Rih, Dnipropetrovsk Region in Case No. 1-kp/212/526/20. (2020, July). Retrieved from 
https://reyestr.court.gov.ua/Review/90445611. 
2 Law of Ukraine No. 2229-VIII “On Preventing and Countering Domestic Violence”. (2017, December). Retrieved from https://zakon.rada.
gov.ua/laws/show/2229-19#top.
3 Judgment of the Pavlohrad City District Court of Dnipropetrovsk Region in Case No. 1-kp/185/220/21. (2021, December). Retrieved from 
https://reyestr.court.gov.ua/Review/102099963. 

is to identify and establish all elements of the criminal 
characteristics of a particular criminal offence, identi-
fy and record the perpetrators, motives, circumstances 
and conditions of the offence, and its connection with 
domestic violence. This situation can be clearly demon-
strated on the example of materials of judicial proceed-
ings of judicial proceedings No.  1-kp/185/220/213. 
Thus, on May 18, 2019, at about 20:00, another quarrel 
arose between a man and a woman at their place of res-
idence, in connection with the man’s disregard for the 
woman’s requests to stop behaving indecently towards 
her, and attempts to beat her. As a result of the quarrel, 
the woman pushed her husband away, from which he 
fell over the threshold into the bedroom face down and 
did not resist. Taking advantage of the situation, the 
accused, taking an axe that was in the corridor behind 
the door, struck the man’s head with a butt, which led 
to death. During the pre-trial investigation, suspicion 
fell on the wife of the deceased, but the latter denied 
her participation in the murder, providing information 
that she was not in the house at the time of the murder. 
However, during the pre-trial investigation, it was es-
tablished that the couple lived together for more than 6 
years, there were constant quarrels between them, the 
husband beat her, especially after consuming alcoholic 
beverages. According to the results of inspections (the 
scene of the incident, things at the scene, clothes of the 
suspect, the murder weapon – an axe), questioning wit-
nesses, conducting forensic examinations and an inves-
tigative experiment, the woman’s guilt was proved.

In such situations, it is a priority for the investi-
gator to identify and overcome opposition to the in-
vestigation. The choice and combination of tactics of 
both communication with the suspect and the tactics 
of presenting available evidence, demonstrating their 
relationship, will allow the investigator to convince 
the woman of the inappropriateness and illogicality of 
her statement about non-involvement in the criminal 
event. It is important to strictly observe the stages and 
stages of questioning, which are preceded by careful 
preparation.

The analysis of the state of scientific developments 
and methodological support on women’s criminal ille-
gality in Ukraine allows speaking about the trends of its 
growth and the lack of contemporary forensic methods 
for investigating such actions. A criminal offence has 
ceased to be a purely male matter, which causes the 
development and implementation of effective mech-
anisms for pre-trial investigation of women’s crimi-
nal illegal activities and ensuring a policy to counter-
act such manifestations. Most forensic techniques are  

https://reyestr.court.gov.ua/Review/90445611
https://zakon.rada.gov.ua/laws/show/2229-19#top
https://zakon.rada.gov.ua/laws/show/2229-19#top
https://reyestr.court.gov.ua/Review/102099963


Law Journal of the National Academy of Internal Affairs, 15(4), 50-60

Komarynska & Pavliuk

57

considered “male” (Walsh  et al.,  2020) because they 
were originally developed and tested on male popula-
tions, and their applicability to explaining why women 
committed crimes may be limited. Research shows that 
while male and female offenders do not completely dif-
fer in what explains their crimes, the gender life that 
people live may play a role in understanding illegal 
behaviour. The study confirmed the conclusions of re-
searchers (Serkevych, 2020; Liem, 2023) that the study 
of women’s criminal activity carries significant social 
tasks that require solutions and significant and decisive 
actions on the part of law enforcement agencies. Such 
activities, in addition to the characteristics inherent in 
criminal-illegal activities in general, also have accom-
panying destructive consequences for society, affecting 
the institution of the family and the development of an 
illegal worldview among minors who will introduce 
such experience into their families in adult life.

Conclusions
The study showed that despite the increase in criminal 
offences committed by women, in general and in par-
ticular those related to domestic violence, the scientific 
support for the pre-trial investigation of such criminal 
offences remains insufficient. The lack of published 
scientific developments on the tactics of investigating 
criminal offences committed by women makes it dif-
ficult to obtain more accurate results. The latest sci-
entific research in the field of forensic support for the 
investigation of criminal acts committed by women 
in Ukraine dates back to 2014, which, in turn, cannot 
consider contemporary achievements not only in crim-
inology, but also in related sciences such as psychology, 
criminology, and sociology. The use of developments 
and experience of foreign researchers helps to deter-
mine only the general directions of such activities, with-
out considering the moral, ethical and socio-economic 
factors of Ukraine, which undoubtedly have an impact 
on the development of criminal behaviour. According-
ly, the issue of methodological support for the process 
of pre-trial investigation of criminal offences related to 
domestic violence committed by women remains rele-
vant for practical units.

The analysis of judicial and investigative practice 
determined the area and conditionality of investigative 
(search) actions at the beginning of the pre-trial inves-
tigation. Thus, the pre-trial investigation of criminal 
offences related to domestic violence committed by 
women has its own tactical features, which primarily 
concern the conduct of verbal investigative (search) 

actions, namely interrogation, the use of tactical tech-
niques, the choice of which is based on: the “role” of 
women in criminal -unlawful actions – a woman resists 
violence or protects another family member by com-
mitting a criminal offence, or a woman herself is the 
person who commits systematic violent acts against 
family members and, in this connection, commits an-
other criminal offence; the motivation for criminal 
acts – hostile or mercenary motives, or a combination 
of such motives.

Nonverbal investigative (search) actions should be 
aimed at establishing evidentiary information, which 
will allow clearly distinguishing between the facts of il-
legal actions and, in accordance with each of these facts, 
identifying and recording evidence. It is precisely the el-
ement of “time of commission” of each individual unlaw-
ful act that affects the quality of information provided by 
participants in the pre-trial investigation – over time, in-
dividual events lose their significance and negative per-
ception by victims, and the stigmas present in society 
encourage victims to blame themselves for such actions.

Results obtained can be argued that the starting 
point of such an investigation is the identity of the sus-
pect, namely a woman. The study of personal charac-
teristics of the latter, lifestyle, social status, level of edu-
cation, psychophysiological characteristics is necessary 
for establishing causal relationships and interdepend-
ence of domestic violence and other criminal offences. 
The process of pre-trial investigation is complicated, 
firstly, by the psychoemotional state of a woman who 
can both suffer from domestic violence for a long time 
and commit it herself (especially in terms of violent 
actions against children), and secondly, it is caused by 
the stigmatisation of society, including police officers, 
which leads to errors in choosing the tactics of con-
ducting individual procedural actions. That is why the 
process of tactical support for pre-trial investigations 
of this type of criminal action requires further in-depth 
study, followed by the development of methodological 
recommendations for police practitioners on how to act 
in various investigative situations.
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Анотація
Метою статті було теоретичне дослідження поняття жіночої протиправності, визначення можливих 
ролей жінки в кримінально караних діях, зокрема домашньому насильстві, розроблення дієвих 
алгоритмів досудового розслідування кримінальних правопорушень, пов’язаних із домашнім 
насильством, учинених особами жіночої статі. Здійснене дослідження ґрунтувалося на використанні 
методу декомпозиції – для деталізації можливих способів отримання поліцейськими повідомлення 
про вчинене кримінальне правопорушення. Це сприяло систематизації слідчих ситуацій залежно від 
способу та якості отримання інформації про кримінальне правопорушення, а саме: 1)  надходження 
повідомлення від одного із членів родини; 2) надходження інформації від сторонніх осіб. Спеціально-
юридичний – метод юридичної герменевтики було використано для аналізу законодавчих актів і 
судових рішень з питань домашнього насильства. Зазначене, з огляду на поведінку жінок, які вчиняють 
кримінальні правопорушення, їх мотивацію, відповідні судові практики, дало змогу визначити 
завдання першочергових слідчих (розшукових) дій, а саме фіксацію інформації та матеріальних доказів 
зв’язку домашнього насильства з учиненим жінкою кримінальним правопорушенням. Використання 
в дослідженні методу правового моделювання надало можливість розробити алгоритмізований 
порядок дій поліцейських для їх вирішення. За результатами здійсненого дослідження мотиваційних 
ознак протиправної діяльності жінок, які вчиняють кримінальні правопорушення, що є наслідком або 
пов’язані з домашнім насильством, було визначено два типи таких жінок: ті, які вчиняють кримінально 
протиправні дії з метою припинення насильства з боку чоловіків (інших родичів), і ті, які вчиняють 
такі дії з метою посилення панівного становища жінки в родині. Системний підхід використано для 
вивчення взаємозалежності між особистісними характеристиками жінок і формуванням слідчої ситуації 
початкового етапу досудового розслідування. У межах дослідження констатовано брак методики 
розслідування кримінальних правопорушень, пов’язаних із домашнім насильством, які вчиняють 
жінки, що своєю чергою призводить до збільшення кількості зареєстрованих щороку випадків такого 
роду кримінальної протиправності

Ключові слова:
злочин; кримінальний проступок; досудове розслідування; тактика; слідчі ситуації
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Abstract
The aim of the study was to analyse the degree to which the national legislation of the Central Asian states 
complies with international norms and standards on combating human trafficking. The research used 
systemic, formal-legal and comparative-legal methods, which ensured a comprehensive examination of 
international legal standards and national mechanisms for countering human trafficking. It was established 
that all countries have formally implemented the triad of elements “act – means – purpose of exploitation” 
enshrined in the Palermo Protocol, yet the level of institutional implementation of the standards differs 
significantly. It was found that the most comprehensive model of counteraction has been created in 
Kazakhstan, Kyrgyzstan and Uzbekistan, where national commissions and victim protection mechanisms 
operate, whereas in Tajikistan and Turkmenistan, despite the existence of basic regulatory acts, the system of 
measures for victim protection is characterised by fragmentation and insufficient institutional coordination, 
which limits the effectiveness of the practical implementation. The study established that the effectiveness of 
national legislation in the field of combating human trafficking in the Central Asian states differs substantially 
depending on the degree of institutional cohesion and the quality of victim identification procedures. 
In Kazakhstan, the number of officially registered victims remains at the level of about two dozen cases 
annually, whereas in Kyrgyzstan and Uzbekistan it increased by more than 50% in 2021-2023, which reflects 
heightened institutional sensitivity and improved inter-agency coordination. At the same time, the analysis 
revealed a low level of “conversion” of identified cases into criminal prosecution – only 10-20% of cases 
reach the courts, which indicates the need to strengthen the integration of the processes of identification, 
protection, and justice. The findings of the research can be used to optimise national mechanisms for 
identifying and protecting victims of human trafficking, including the development of standardised protocols 
for inter-agency cooperation and the integration of data into official statistics
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In the context of globalisation and intensive transna-
tional migration, human trafficking is becoming a sys-
temic challenge to international security, which makes 
the problem particularly relevant for the Central Asian 
states. The region, located at the crossroads of migration 
routes, simultaneously functions as countries of origin, 
transit, and destination for victims of exploitation (Of-
fice on Drugs and Crime of the United Nations, 2024). 
However, despite accession to the main international 
instruments of the United Nations, the practice of the 
implementation in Kazakhstan, Kyrgyzstan, Tajikistan, 
Uzbekistan, and Turkmenistan remains inconsistent 
and fragmented. The vagueness of criminal-law defini-
tions of human trafficking, the absence of unified proce-
dures for victim identification and protection, as well as 
weak inter-agency coordination, lead to a gap between 
international obligations and the effectiveness of na-
tional counter-trafficking mechanisms.

The analysis of contemporary academic research 
in the field of combating human trafficking shows that 
the key issues remain institutional effectiveness, nor-
mative harmonisation and international cooperation. 
A.  Akisheva  (2025) emphasised the need for deeper 
implementation of international standards into the na-
tional legislation of the Central Asian countries, espe-
cially regarding the protection of women and girls from 
violence. The author noted that, despite the formal ac-
cession of states to the main international conventions, 
the absence of effective mechanisms for institutional 
adaptation significantly limits the practical impact. This 
points to a structural problem – insufficient coordina-
tion between legislative and executive bodies, which di-
rectly affects the process of identifying and protecting 
victims of human trafficking.

A contribution to the theoretical understanding of 
global cooperation in the fight against human traffick-
ing was made by A.  Akanbi  (2020), who showed that 
international cooperation remains fragmented due to 
the lack of unified protocols and weak coordination be-
tween regional mechanisms. The researcher concluded 
that, despite the existence of an extensive normative 
architecture created by United Nations structures and 
other international institutions, the real effectiveness 
of these mechanisms depends on the political will of 
national governments. The author identified a signifi-
cant gap between declarative obligations and the actual 
capacities of states in terms of criminal prosecution of 
offenders and victim protection, which reflects one of 
the systemic problems of global governance.

The work of A. Bekmagambetov et al. (2024) is de-
voted to the analysis of the adoption of the new Law 
of the Republic of Kazakhstan No.  110-VIII ZRK “On 
Combating Human Trafficking”1 as an important stage 

1 Law of the Republic of Kazakhstan No. 110-VIII ZRK “On Combating Human Trafficking”. (2024, July). Retrieved from https://adilet.zan.kz/
rus/docs/Z2400000110.

in the development of national legal policy. The authors 
established that, despite the introduction of modern 
standards of criminal prosecution and victim protec-
tion, the mechanisms for implementing the law are still 
insufficiently aligned with international protocols. The 
need is noted for the development of clear procedural 
regulations, the strengthening of inter-agency coop-
eration and the conduct of systematic monitoring of 
law-enforcement practice. A critical perspective on the 
conceptual foundations of the problem was contribut-
ed by R.  Broad & N.  Turnbull  (2024), who argue that 
interpreting human trafficking through the category 
of “modern slavery” distorts the legal essence of the 
phenomenon, reducing it to a moral-political narrative. 
The authors showed that such rhetoric complicates the 
work of international actors, who face conceptual and 
political constraints when forming policy. The study 
underlines the need for precise legal discourse and in-
stitutional clarity to enhance the effectiveness of global 
governance in this sphere.

In the study by S.R.  Gilani  et al.  (2022), the legal 
mechanisms for countering trafficking in persons and 
women were examined. The authors found that, de-
spite the existence of international treaties providing 
basic protection standards, at the national level guar-
antees for women victims remain inadequate. The 
research emphasises the importance of integrating 
human rights organisations into the criminal justice 
system, which is particularly relevant for the Central 
Asian states. H.D. Genç (2024) analysed the role of in-
ternational organisations in the dissemination of le-
gal norms in Central Asia. The author concluded that 
the process of “norm diffusion” is selective in nature 
and depends on the degree of political openness and 
administrative capacity of specific states. The results 
obtained show that without a stable institutional infra-
structure, even the most well-designed international 
initiatives do not achieve practical results. The work of 
B.Z.  Kyzdarbekova & A.K.  Orazbekova  (2022) focuses 
on the criminal-law framework for countering human 
trafficking in Kazakhstan. The authors revealed gaps 
in the criminalisation of related forms of exploita-
tion, including forced labour and sexual exploitation, 
which indicates partial inconsistency between nation-
al norms and the provisions of the Palermo Protocol. 
In addition, the authors noted the absence of unified 
criteria for victim identification, which leads to a low 
proportion of cases reaching the courts.

A. Mehra & G. Sharif (2024) concentrate on interna-
tional cooperation mechanisms, including extradition 
and information exchange. The researchers concluded 
that the effectiveness of these mechanisms increases 
significantly when criminal legislation is harmonised 

Introduction
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and joint investigation teams are created. The authors 
argue that only a comprehensive combination of legal, 
administrative and diplomatic instruments can deliver 
real results in combating human trafficking. In the study 
by R. Orlovskyi et al. (2023), a criminological analysis 
of the activities of transnational organised groups en-
gaged in human trafficking was conducted. The authors 
established those traditional investigative methods do 
not correspond to the complexity of the organisational 
structures of such groups, which reduces the effective-
ness of law-enforcement agencies. As a solution, the 
improvement of investigative techniques is proposed, 
including the use of digital trace analysis and the devel-
opment of cross-border cooperation. Thus, the review 
of academic sources shows the existence of significant 
gaps in the practical implementation of international 
legal standards for combating human trafficking in the 
Central Asian states. Insufficient institutional coordina-
tion, the absence of unified procedures for victim iden-
tification and limited judicial mechanisms remain the 
most vulnerable elements of the regional system.

The aim of the research was to analyse the degree of 
harmonisation of the national legal systems of the Cen-
tral Asian states with international standards for com-
bating human trafficking. The objectives of the study 
were: to conduct a comparative analysis of the norms of 
the national legislation of Kazakhstan, Kyrgyzstan, Ta-
jikistan, Uzbekistan, and Turkmenistan in the context 
of the compliance with the provisions of international 
instruments regulating the fight against human traffick-
ing; to assess institutional and procedural aspects – the 
practice of detection, investigation, and prosecution of 
human trafficking cases; and to identify directions for 
improving legislation and mechanisms of interstate co-
operation in order to ensure compliance with interna-
tional standards and increase the effectiveness of coun-
tering human trafficking in the Central Asian region.

Materials and Methods
The study of international legal standards for combat-
ing human trafficking was based on a comprehensive 
approach, combining the analysis of regulatory le-
gal acts at universal and regional levels. The systemic 

1 Forced Labour Convention No.  29. (1930, June). Retrieved from https://www.ohchr.org/en/instruments-mechanisms/instruments/
forced-labour-convention-1930-no-29.
2 Protocol of 2014 to the Forced Labour Convention.  (2014, November). Retrieved from https://www.un.org/en/development/desa/
population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf.
3 Worst Forms of Child Labour Convention No. 182. (1999, June). Retrieved from https://normlex.ilo.org/dyn/nrmlx_en/f?p=NORMLEXPUB
:12100:0::NO::P12100_INSTRUMENT_ID:312327.
4 Law of the Republic of Kazakhstan No. 110-VIII ZRK “On Combating Human Trafficking”. (2024, July). Retrieved from https://adilet.zan.kz/
rus/docs/Z2400000110.
5 Law of the Republic of Tajikistan No. 1096 “On Combating Human Trafficking and Providing Assistance to Victims of Human Trafficking”. (2014, 
July). Retrieved from https://continent-online.com/Document/?doc_id=31598509.
6 Law of the Republic of Uzbekistan No.  ZRU-633 “On Combating Human Trafficking”.  (2020, August). Retrieved from https://lex.uz/ru/
docs/4953319.
7 Law of the Kyrgyz Republic No. 55 “On the Prevention and Combating of Human Trafficking”. (2005, March). Retrieved from https://cbd.
minjust.gov.kg/1650/edition/1213498/ru.
8 Law of Turkmenistan “On Combating Human Trafficking”.  (2016, July). Retrieved from https://continent-online.com/Document/?doc_
id=34689902#pos=0;0.

method made it possible to consider human trafficking 
as a multidimensional socio-legal phenomenon locat-
ed at the intersection of criminal, labour, migration, 
and human rights regulation. The formal-legal method 
was used to analyse the content and structure of key 
international treaties that laid the foundations of the 
modern legal regime for combating human trafficking, 
which established universal standards for the defini-
tion of human trafficking, criminal liability and interna-
tional cooperation in this sphere. In addition, attention 
was paid to the labour dimension of the problem, re-
flected in the instruments of the International Labour 
Organisation, such as the Forced Labour Convention 
No. 291 and the Protocol of 2014 to the Forced Labour 
Convention2, which define states’ international obliga-
tions to eliminate forced labour and protect the rights 
of victims. Of substantial importance was also the Worst 
Forms of Child Labour Convention No. 1823, which ex-
panded the legal framework for combating exploitation 
by enshrining the protection of children from the worst 
forms of labour as an element of the international sys-
tem for combating human trafficking.

The comparative-legal method was used to com-
pare the structure and content of national regulatory 
legal acts with universal international standards, as 
well as to identify differences in the approaches of the 
Central Asian states to the criminal-law definition of 
human trafficking, victim protection measures and pre-
ventive mechanisms. Within the framework of the re-
search, the following were analysed: the Law of the Re-
public of Kazakhstan No. 110-VIII ZRK “On Combating 
Human Trafficking”4, the Law of the Republic of Tajik-
istan No. 1096 “On Combating Human Trafficking and 
Providing Assistance to Victims of Human Trafficking”5, 
and the Law of the Republic of Uzbekistan No. ZRU-633 
“On Combating Human Trafficking”6. These regulatory 
acts, as well as the Law of the Kyrgyz Republic No. 55 
“On the Prevention and Combating of Human Traffick-
ing”7, form the basis of national strategies for combat-
ing human trafficking.

Furthermore, attention was given to the Law of 
Turkmenistan “On Combating Human Trafficking”8, 
as well as to the criminal codes of the republics of the  

https://www.ohchr.org/en/instruments-mechanisms/instruments/forced-labour-convention-1930-no-29
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https://www.un.org/en/development/desa/population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf
https://www.un.org/en/development/desa/population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf
https://normlex.ilo.org/dyn/nrmlx_en/f?p=NORMLEXPUB:12100:0::NO::P12100_INSTRUMENT_ID:312327
https://normlex.ilo.org/dyn/nrmlx_en/f?p=NORMLEXPUB:12100:0::NO::P12100_INSTRUMENT_ID:312327
https://adilet.zan.kz/rus/docs/Z2400000110
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region – the Criminal Code of the Kyrgyz Republic1 and 
the Criminal Code of the Republic of Kazakhstan2, which 
establish the elements of crimes related to human traf-
ficking. The Criminal Code of the Republic of Uzbeki-
stan3, the Criminal Code of the Republic of Tajikistan4 
and the Criminal Code of Turkmenistan5 were also ex-
amined. This approach made it possible to assess the 
degree of harmonisation of criminal-law norms with 
the provisions of the Palermo Protocol6.

The comparative analysis was carried out on the 
basis of the following criteria: the existence and con-
tent of special articles establishing criminal liabili-
ty for human trafficking (Article  128 of the Criminal 
Code of the Republic of Kazakhstan; Article 171 of the 
Criminal Code of the Kyrgyz Republic; Article  135 of 
the Criminal Code of the Republic of Uzbekistan; Arti-
cle 130 of the Criminal Code of the Republic of Tajik-
istan; Article  129 of the Criminal Code of Turkmeni-
stan); the completeness of implementation of the triad 
of elements provided for in Article  3 of the Palermo 
Protocol (“acts  – means  – purpose of exploitation”); 
the scope of forms of exploitation enshrined in nation-
al legislation (sexual, labour and child exploitation, 
slavery, removal of organs, etc.); and the existence of 
specialised institutions and secondary mechanisms 
ensuring the implementation of criminal-law norms.

Results
International legal standards for combating hu-
man trafficking. The evolution of international legal 
regulation of human trafficking reflects the process 
by which the global community has come to recognise 
the complex nature of this phenomenon and the need 
for its legal regulation at a universal level. The first 
international agreements concerning human traffick-
ing date back to the late nineteenth – early twentieth 
centuries, when the problem of the so-called white 
slave became a matter of broad public and legal con-
cern in Europe and immigration countries. These ear-
ly agreements were aimed primarily at countering the 
sexual exploitation of women and girls, while at the 
same time reflecting the moral-conservative and pa-
triarchal attitudes of the era. The agreements did not 

1 Criminal Code of the Kyrgyz Republic.  (2017, February). Retrieved from https://learningpartnership.org/sites/default/files/resources/
pdfs/Kyrgyzstan-Criminal-Code-2017-Kyrgyz.pdf.
2 Criminal Code of the Republic of Kazakhstan. (2014, July). Retrieved from https://adilet.zan.kz/rus/docs/K1400000226.
3 Criminal Code of the Republic of Uzbekistan. (1994, September). Retrieved from https://online.zakon.kz/Document/?doc_
id=30421110&pos=4;-107#pos=4;-107.
4 Criminal Code of the Republic of Tajikistan. (1998, May). Retrieved from https://continent-online.com/Document/?doc_id=30397325.
5 Criminal Code of Turkmenistan. (1997, June). Retrieved from https://www.refworld.org/legal/legislation/natlegbod/1997/ru/150185.
6 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.
7 International Convention for the Suppression of the Traffic in Women and Children. (1921, September). Retrieved from https://treaties.
un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=VII-3&chapter=7&clang=_en.
8 International Convention for the Suppression of the Traffic in Women of Full Age. (1933, October). Retrieved from https://treaties.un.org/
pages/ViewDetails.aspx?src=TREATY&mtdsg_no=VII-5&chapter=7&clang=_en.
9 Convention for the Suppression of the Traffic in Persons and of the Exploitation of the Prostitution of Others. (1949, December). Retrieved 
from https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-suppression-traffic-persons-and-exploitation.

cover other forms of exploitation and viewed human 
trafficking mainly through the prism of morality and 
protection of public order rather than from the stand-
point of human rights.

After the First World War, the regulation of hu-
man trafficking acquired an institutional character 
within the framework of the League of Nations. The 
International Convention for the Suppression of the 
Traffic in Women and Children7 and the Internation-
al Convention for the Suppression of the Traffic in 
Women of Full Age8 for the first time enshrined in-
ternational obligations to combat cross-border forms 
of exploitation and trafficking in women. However, 
these conventions still maintained a narrow focus on 
sexual exploitation and prostitution. The application 
remained limited, and the absence of a unified mon-
itoring mechanism reduced the effectiveness of the 
implementation of the provisions. In this period, the 
foundations of international cooperation were laid 
and the formation of a concept began which recog-
nised the need for criminal prosecution of acts relat-
ed to the exploitation of human beings.

A new stage in the evolution of international reg-
ulation began with the creation of the United Nations, 
which adopted the Convention for the Suppression 
of the Traffic in Persons and of the Exploitation of 
the Prostitution of Others9. This instrument became 
an important step towards systematising interna-
tional efforts: it established the obligation of states 
to suppress activities related to the organisation, 
facilitation, and financing of human trafficking and 
criminalised the exploitation of the prostitution of 
others. However, the definition of human trafficking 
contained in the 1949 Convention was limited and did 
not include other forms of exploitation such as labour 
exploitation, the use of forced labour outside the sex-
ual sphere, or the exploitation of children in produc-
tion or criminal activities. As a result, the instrument 
became a transitional but not systemic stage in the 
development of international legal regulation, retain-
ing its orientation towards moral and ethical cate-
gories rather than a comprehensive approach to the 
protection of victims’ rights.

https://learningpartnership.org/sites/default/files/resources/pdfs/Kyrgyzstan-Criminal-Code-2017-Kyrgyz.pdf
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With the adoption of the Palermo Protocol1, sup-
plementing the United Nations Convention against 
Transnational Organised Crime2, a universal legal 
definition of human trafficking was established for 
the first time. According to Article  3 of the Palermo 
Protocol, human trafficking is defined through a com-
bination of three elements – acts (recruitment, trans-
portation, transfer, harbouring or receipt of persons), 
means (threat or use of force, coercion, abduction, 
fraud, deception, abuse of power or of a position of 
vulnerability, giving or receiving of payments or ben-
efits) and the purpose of exploitation, which may 
take the form of sexual exploitation, forced labour or 
services, slavery or practices similar to slavery, ser-
vitude, or the removal of organs. A special rule is es-
tablished for minors: the fact of consent is irrelevant,

1 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.
2 United Nations Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/
viewdetails.aspx?src=treaty&mtdsg_no=xviii-12&chapter=18&clang=_en.

and the use of means of influence is not required, 
which reflects the priority of child protection in in-
ternational law.

The Palermo Protocol has become not only the 
source of the definition of human trafficking but also 
an instrument for the unification of national legal 
systems. It obliges States Parties to introduce chang-
es into the national legislation aimed at criminal-
ising human trafficking in all its forms, establishing 
effective sanctions and creating mechanisms for the 
protection and rehabilitation of victims. A distinctive 
feature of the instrument lies in its comprehensive 
logic expressed in the triad of state obligations – the 
“3P approach” (Prosecution, Protection, Prevention), 
which has become the basis of international an-
ti-crime policy in the twenty-first century (Table 1).

Table 1. The triad of states’ international obligations to combat human trafficking (3P approach)
Direction Content Main measures and instruments

Prosecution
Criminalisation of human trafficking, criminal 

prosecution of offenders, effective investigation of 
crimes

 Introduction of criminal liability for all forms of human trafficking
Development of mechanisms for international cooperation 

(extradition, mutual legal assistance, exchange of operational 
information)

Ensuring punishment of offenders

Protection Ensuring the rights and security of victims, 
preventing re-victimisation

Creation of procedures for identifying victims
Ensuring access to justice and to medical, psychological and social 

assistance
Repatriation of victims with observance of the principle of 

voluntariness

Prevention Eliminating the causes of human trafficking, reducing 
population vulnerability

Socio-economic programmes and awareness-raising campaigns
Combating poverty, gender inequality, low levels of education and 

corruption
Training civil servants and control over labour migration

Sources: Palermo Protocol3, United Nations Convention against Transnational Organised Crime4

3 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.
4 United Nations Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/
viewdetails.aspx?src=treaty&mtdsg_no=xviii-12&chapter=18&clang=_en.

A contribution to the formation of the modern in-
ternational system for combating human trafficking has 
been made by the International Labour Organisation, 
which from its inception has paid attention to issues of 
forced labour and the exploitation of vulnerable catego-
ries of workers. In 1930, the Forced Labour Convention 
No.  295 was adopted, enshrining states’ obligation to 
prohibit all forms of forced or compulsory labour and 
to provide for criminal and administrative liability for 
its use. The Convention became a basic instrument for 
the protection of labour rights and provided a founda-
tion for the formation of national legislation aimed at 
combating forced exploitation.

5 Forced Labour Convention No.  29. (1930, June). Retrieved from https://www.ohchr.org/en/instruments-mechanisms/instruments/
forced-labour-convention-1930-no-29.
6 Protocol of 2014 to the Forced Labour Convention.  (2014, November). Retrieved from https://www.un.org/en/development/desa/
population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf.

The modern development of the norms of the In-
ternational Labour Organisation is associated with the 
adoption of the Protocol of 2014 to the Forced Labour 
Convention6, which strengthened measures to prevent 
and eliminate new forms of forced labour, including 
in the context of globalisation and labour migration. 
The Protocol provides for the obligation of states to 
identify vulnerable population groups, create systems 
for the protection and rehabilitation of victims, ensure 
access to justice and compensatory mechanisms, and 
to conduct monitoring and evaluation of the effective-
ness of national measures. An innovation is the empha-
sis on a comprehensive approach: not only criminal

https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://treaties.un.org/pages/viewdetails.aspx?src=treaty&mtdsg_no=xviii-12&chapter=18&clang=_en
https://treaties.un.org/pages/viewdetails.aspx?src=treaty&mtdsg_no=xviii-12&chapter=18&clang=_en
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://treaties.un.org/pages/viewdetails.aspx?src=treaty&mtdsg_no=xviii-12&chapter=18&clang=_en
https://treaties.un.org/pages/viewdetails.aspx?src=treaty&mtdsg_no=xviii-12&chapter=18&clang=_en
https://www.ohchr.org/en/instruments-mechanisms/instruments/forced-labour-convention-1930-no-29
https://www.ohchr.org/en/instruments-mechanisms/instruments/forced-labour-convention-1930-no-29
https://www.un.org/en/development/desa/population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf
https://www.un.org/en/development/desa/population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf
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prosecution, but also social, economic and educational 
support for victims, which is consistent with the prin-
ciples of the “3P approach” of the Palermo Protocol.

International instruments regulating the exploita-
tion of children are also of importance. The Worst 
Forms of Child Labour Convention No. 1821 enshrined 
the concept of child exploitation as one of the forms 
of human trafficking, including labour exploitation, 
participation in armed conflicts, sexual violence and 
forced criminal activities. It provides for states’ ob-
ligations to effectively eradicate the worst forms of 
child labour, to introduce preventive measures, and 
to ensure the recovery and social reintegration of 
affected children. The Worst Forms of Child Labour 
Convention No. 182 in combination with the Palermo 
Protocol2 forms the universal normative basis of the 
global regime for combating human trafficking and 
establishes a system of state obligations for the pre-
vention, suppression, and punishment of this crime.

Thus, the standards of the International Labour 
Organisation complement and reinforce the provi-
sions of the Palermo Protocol, ensuring the integra-
tion of labour, child and socio-economic aspects into 
the system of international legal regulation of human 
trafficking. Taken together, these instruments create 
a legal and institutional basis for the unification of 
national legal systems, form a comprehensive ap-
proach to the identification and protection of victims 
and contribute to the establishment of mechanisms 
of interstate cooperation aimed at eliminating all 
forms of human exploitation. Effective implementa-
tion of these norms requires the harmonisation of 
national legislation, the development of specialised 
procedures and monitoring systems, which is par-
ticularly relevant for countries with high levels of mi-
gration mobility and socio-economic vulnerability of 
the population, such as the Central Asian states.

Comparative analysis of the national legisla-
tion of the Central Asian states. The conduct of a 
comparative analysis of the national legislation of 
the Central Asian states appears to be a necessary 
stage of the research in order to assess the degree 
of implementation of international legal standards 
in the field of combating human trafficking. Despite 

1 Worst Forms of Child Labour Convention No. 182. (1999, June). Retrieved from https://normlex.ilo.org/dyn/nrmlx_en/f?p=NORMLEXPUB
:12100:0::NO::P12100_INSTRUMENT_ID:312327.
2 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.
3 Criminal Code of the Republic of Kazakhstan. (2014, July). Retrieved from https://adilet.zan.kz/rus/docs/K1400000226.
4 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.
5 Law of the Republic of Kazakhstan No. 110-VIII ZRK “On Combating Human Trafficking”. (2024, July). Retrieved from https://adilet.zan.kz/
rus/docs/Z2400000110.
6 Criminal Code of the Kyrgyz Republic.  (2017, February). Retrieved from https://learningpartnership.org/sites/default/files/resources/
pdfs/Kyrgyzstan-Criminal-Code-2017-Kyrgyz.pdf.
7 Law of the Kyrgyz Republic No. 55 “On the Prevention and Combating of Human Trafficking”. (2005, March). Retrieved from https://cbd.
minjust.gov.kg/1650/edition/1213498/ru.

the general declarative support for international in-
itiatives, the states of the region differ in the level of 
institutional maturity, the availability of specialised 
strategies and the comprehensiveness of approaches 
to the protection of victims’ rights (Chu, 2025).

In the Republic of Kazakhstan, the regulation of 
issues related to human trafficking is carried out by 
the Criminal Code of the Republic of Kazakhstan3, 
where Article 128 (“Human trafficking”) establishes 
criminal liability for the recruitment, transportation, 
transfer, harbouring or receipt of a person for the 
purpose of exploitation. The notes to the Article clar-
ify that exploitation includes the use of a person for 
prostitution, forced labour, slavery or other forms 
of servitude, as well as the removal of organs or tis-
sues. Thus, Kazakh legislation has implemented the 
key elements provided for in Article 3 of the Palermo 
Protocol4, namely the triad of “acts  – means  – pur-
pose of exploitation”. In addition, issues of preven-
tion and victim protection are regulated by the Law 
of the Republic of Kazakhstan “On Combating Human 
Trafficking”5, which provides for the creation of a na-
tional coordination mechanism for assisting victims 
and measures to raise public awareness and train 
law-enforcement officers.

In the Kyrgyz Republic, provisions aimed at com-
bating human trafficking are enshrined in the Crim-
inal Code of the Kyrgyz Republic6, where Article 171 
defines human trafficking as the recruitment, trans-
portation, transfer, harbouring or receipt of a person 
using threats, force, fraud, abuse of power or of a po-
sition of vulnerability for the purpose of exploitation. 
These provisions are also enshrined in the Law of the 
Kyrgyz Republic No.  557, which establishes the state 
system of measures for the prevention, detection, and 
suppression of human trafficking and for the protec-
tion and rehabilitation of victims. The Law defines 
the powers of state bodies, establishes the obliga-
tion to develop and implement state programmes in 
the field of combating human trafficking, regulates 
issues of interaction between public authorities and 
international and non-governmental organisations 
(NGOs), and provides for social protection, temporary 
shelter and assistance to victims (Imankulov,  2021).  

https://normlex.ilo.org/dyn/nrmlx_en/f?p=NORMLEXPUB:12100:0::NO::P12100_INSTRUMENT_ID:312327
https://normlex.ilo.org/dyn/nrmlx_en/f?p=NORMLEXPUB:12100:0::NO::P12100_INSTRUMENT_ID:312327
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://adilet.zan.kz/rus/docs/K1400000226
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://adilet.zan.kz/rus/docs/Z2400000110
https://adilet.zan.kz/rus/docs/Z2400000110
https://learningpartnership.org/sites/default/files/resources/pdfs/Kyrgyzstan-Criminal-Code-2017-Kyrgyz.pdf
https://learningpartnership.org/sites/default/files/resources/pdfs/Kyrgyzstan-Criminal-Code-2017-Kyrgyz.pdf
https://cbd.minjust.gov.kg/1650/edition/1213498/ru
https://cbd.minjust.gov.kg/1650/edition/1213498/ru
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Furthermore, Resolution of the Government of the 
Kyrgyz Republic No.  2271 approved the National Ac-
tion Plan to Combat Human Trafficking for 2022-
2025, which details mechanisms of inter-agency 
cooperation and victim protection. Overall, the crim-
inal-law definition of human trafficking complies with 
international standards; however, the practical imple-
mentation of the provisions on victim protection re-
quires institutional strengthening. First, in the Kyrgyz 
Republic there is no unified inter-agency mechanism 
for the identification of victims of human trafficking, 
which leads to under-reported statistics of registered 
cases and limited access of victims to rehabilitation 
services. The National Action Plan to Combat Human 
Trafficking for 2022-2025 envisages the creation of 
such mechanisms, but the process of the introduction 
remains fragmented. Secondly, despite the formal en-
shrining of the right of victims to free legal aid and 
temporary shelter, in practice these measures are ap-
plied to a limited extent due to insufficient funding for 
specialised centres and the absence of trained person-
nel in law-enforcement bodies (Bear Trust, 2024).

In the Republic of Uzbekistan, the fight against hu-
man trafficking is regulated by the Law of the Repub-
lic of Uzbekistan No. ZRU-633 “On Combating Human 
Trafficking”2 and Article  135 of the Criminal Code of 
the Republic of Uzbekistan3. The Law provides a com-
prehensive definition of human trafficking, structured 
in line with the Palermo Protocol4: acts (recruitment, 
transportation, transfer), means (coercion, fraud, 
abuse of power) and purposes of exploitation (sexual, 
labour, slavery, removal of organs). Unlike other states 
of the region, Uzbekistan has introduced an institu-
tional model of counteraction, providing for The Na-
tional Commission for Combating Human Trafficking 
and Forced Labour, which coordinates the implemen-
tation of measures on suppression, protection, and 

1 Resolution of the Government of the Kyrgyz Republic No. 227 “On National Action Plan to Combat Human Trafficking for 2022-2025”. (2022, 
April). Retrieved from https://cbd.minjust.gov.kg/159175/edition/1164358/ru.
2 Law of the Republic of Uzbekistan No.  ZRU-633 “On Combating Human Trafficking”.  (2020, August). Retrieved from https://lex.uz/ru/
docs/4953319.
3 Criminal Code of the Republic of Uzbekistan. (1994, September). Retrieved from https://online.zakon.kz/Document/?doc_
id=30421110&pos=4;-107#pos=4;-107.
4 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.
5 Forced Labour Convention No.  29. (1930, June). Retrieved from https://www.ohchr.org/en/instruments-mechanisms/instruments/
forced-labour-convention-1930-no-29.
6 Protocol of 2014 to the Forced Labour Convention.  (2014, November). Retrieved from https://www.un.org/en/development/desa/
population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf.
7 Criminal Code of the Republic of Tajikistan. (1998, May). Retrieved from https://continent-online.com/Document/?doc_id=30397325.
8 Law of the Republic of Tajikistan No. 1096 “On Combating Human Trafficking and Providing Assistance to Victims of Human Trafficking”. (2014, 
July). https://continent-online.com/Document/?doc_id=31598509.
9 Criminal Code of Turkmenistan. (1997, June). Retrieved from https://www.refworld.org/legal/legislation/natlegbod/1997/ru/150185.
10 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.
11 Law of Turkmenistan “On Combating Human Trafficking”.  (2016, July). Retrieved from https://continent-online.com/Document/?doc_
id=34689902#pos=0;0.

prevention. The Law also directly prohibits the use of 
forced labour, which is consistent with the provisions of 
the Forced Labour Convention No. 295 and the Protocol 
of 2014 to the Forced Labour Convention6, ratified by 
Uzbekistan in 2016.

In the Republic of Tajikistan, provisions regulating 
human trafficking are contained in Article 130 of the 
Criminal Code of the Republic of Tajikistan7, where 
human trafficking is defined as the recruitment, trans-
portation, transfer, harbouring or receipt of a person 
for the purpose of exploitation. The definition covers 
the use of a person in slavery, forced labour, prosti-
tution, armed conflicts and the removal of organs or 
tissues. In addition, the Law of the Republic of Tajik-
istan No. 1096 “On Combating Human Trafficking and 
Providing Assistance to Victims of Human Traffick-
ing”8 establishes the foundations of state policy in this 
sphere, including the creation of temporary accommo-
dation centres and the provision of medical and legal 
assistance to victims.

In Turkmenistan, criminal liability for human 
trafficking is established in Article  129 of the Crimi-
nal Code of Turkmenistan9, where human trafficking 
is understood as acts of recruitment, transportation, 
transfer or harbouring of a person using fraud, vio-
lence, or the threat of violence for the purpose of ex-
ploitation. The statutory definition largely reproduces 
the provisions of the Palermo Protocol10, but its appli-
cation is limited by the absence of detailed secondary 
legislation and mechanisms of inter-agency coopera-
tion. Turkmenistan has also adopted the Law of Turk-
menistan “On Combating Human Trafficking”11, which 
enshrines the principles of cooperation between state 
bodies and civil society; however, unlike Uzbekistan 
and Kazakhstan, the legislation does not contain clear 
provisions on the provision of social and legal assis-
tance to victims (Table 2).

https://cbd.minjust.gov.kg/159175/edition/1164358/ru
https://lex.uz/ru/docs/4953319
https://lex.uz/ru/docs/4953319
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://www.ohchr.org/en/instruments-mechanisms/instruments/forced-labour-convention-1930-no-29
https://www.ohchr.org/en/instruments-mechanisms/instruments/forced-labour-convention-1930-no-29
https://www.un.org/en/development/desa/population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf
https://www.un.org/en/development/desa/population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf
https://continent-online.com/Document/?doc_id=30397325
https://continent-online.com/Document/?doc_id=31598509
https://www.refworld.org/legal/legislation/natlegbod/1997/ru/150185
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
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Table 2. Adaptation of international standards  
for combating human trafficking (3P approach) in the national legislation of the Central Asian states

State Prosecution Protection Prevention

Kazakhstan

Criminal liability is enshrined in 
Article 128 of the Criminal Code; the 

definition corresponds to the structure 
“act – means – purpose of exploitation”; 

sanctions are introduced for trafficking in 
organs and forced labour

The Law of the Republic of 
Kazakhstan No. 110-VIII ZRK 

establishes the creation of a national 
coordination mechanism for 

assisting victims and guarantees 
access to shelters and free legal aid

Educational and media campaigns 
are envisaged, staff training is 

conducted; measures to reduce 
the vulnerability of migrants are 

included

Kyrgyzstan
Article 171 of the Criminal Code fully 

reflects the triad of elements; punishment 
covers labour, sexual and child exploitation 

and the removal of organs

Protection mechanisms are provided 
for in the National Action Plan to 

Combat Human Trafficking for 2022-
2025, but there is no unified inter-
agency identification mechanism 

or adequate funding for assistance 
centres

Preventive measures are described 
in a declarative manner; these 

measures are implemented 
selectively with the support of 

international organisations

Uzbekistan

Article 135 of the Criminal Code and 
the Law of the Republic of Uzbekistan, 
No. ZRU-633 implement the provisions 
of the Palermo Protocol; The National 

Commission for Combating Human 
Trafficking and Forced Labour has been 

established

Temporary accommodation centres 
and rehabilitation programmes have 
been introduced; access to legal and 

medical assistance is ensured

Educational programmes and 
campaigns to prevent forced labour, 
especially in the agricultural sector, 

are actively implemented

Tajikistan

Article 130 of the Criminal Code and 
the Law of the Republic of Tajikistan 

No. 1096 provide for criminal liability and 
define forms of exploitation, including 

participation in armed conflicts

The Law establishes guarantees 
of victim protection, including 

temporary accommodation, medical 
and legal assistance

National programmes focus on 
informing the population and 

preventing labour exploitation of 
migrants

Turkmenistan

Article 129 of the Criminal Code and the 
Law of Turkmenistan “On Combating 

Human Trafficking” enshrine the main 
elements of the definition of human 

trafficking in accordance with the Palermo 
Protocol

General principles of assistance are 
provided, but detailed procedures 

and secondary legislation are lacking

Preventive measures are mainly 
normative and declarative, without 

systemic implementation

Source: compiled by the author based on the Law of the Republic of Kazakhstan No. 110-VIII ZRK1, Law of the 
Republic of Tajikistan No. 10962, Law of the Republic of Uzbekistan No. ZRU-6333, Law of Turkmenistan “On Com-
bating Human Trafficking”4, Criminal Code of the Kyrgyz Republic5, Criminal Code of the Republic of Kazakhstan6, 
Criminal Code of the Republic of Uzbekistan7, Criminal Code of the Republic of Tajikistan8, Criminal Code of Turk-
menistan9

1 Law of the Republic of Kazakhstan No.  110-VIII ZRK “On Combating Human Trafficking”.  (2024, July). https://adilet.zan.kz/rus/docs/
Z2400000110.
2 Law of the Republic of Tajikistan No. 1096 “On Combating Human Trafficking and Providing Assistance to Victims of Human Trafficking”. 
(2014, July). https://continent-online.com/Document/?doc_id=31598509.
3 Law of the Republic of Uzbekistan No.  ZRU-633 “On Combating Human Trafficking”.  (2020, August). Retrieved from https://lex.uz/ru/
docs/4953319.
4 Law of Turkmenistan “On Combating Human Trafficking”.  (2016, July). Retrieved from https://continent-online.com/Document/?doc_
id=34689902#pos=0;0.
5 Criminal Code of the Kyrgyz Republic.  (2017, February). Retrieved from https://learningpartnership.org/sites/default/files/resources/
pdfs/Kyrgyzstan-Criminal-Code-2017-Kyrgyz.pdf.
6 Criminal Code of the Republic of Kazakhstan. (2014, July). Retrieved from https://adilet.zan.kz/rus/docs/K1400000226.
7 Criminal Code of the Republic of Uzbekistan. (1994, September). Retrieved from https://online.zakon.kz/Document/?doc_
id=30421110&pos=4;-107#pos=4;-107.
8 Criminal Code of the Republic of Tajikistan. (1998, May). Retrieved from https://continent-online.com/Document/?doc_id=30397325
9 Criminal Code of Turkmenistan. (1997, June). Retrieved from https://www.refworld.org/legal/legislation/natlegbod/1997/ru/150185.

Overall, the comparative analysis shows that in all 
Central Asian states the definition of human trafficking in 
national criminal law is consistent with the universal defi-
nition laid down in the Palermo Protocol10, including the 
triad of elements “acts – means – purpose of exploitation”.

Differences in the scope of forms of exploitation 
covered become apparent when comparing the con-
tent of the special articles of the criminal codes of the 
states of the region. Thus, in Kazakhstan Article  128

10 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.

of the Criminal Code of the Republic of Kazakhstan,  in 
Uzbekistan Article 135 of the Criminal Code of the Re-
public of Uzbekistan, and in Tajikistan Article 130 of the 
Criminal Code of the Republic of Tajikistan enshrine a 
wide range of forms of exploitation. These include sexu-
al and labour exploitation, use in slavery and servitude, 
involvement of children in criminal activity and the re-
moval of organs or tissues. Such extended regulation 
makes it possible to implement the key elements of 

https://adilet.zan.kz/rus/docs/Z2400000110
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https://learningpartnership.org/sites/default/files/resources/pdfs/Kyrgyzstan-Criminal-Code-2017-Kyrgyz.pdf
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Article 3 of the Palermo Protocol1, including the struc-
ture “acts – means – purpose of exploitation”.

By contrast, the legislation of Kyrgyzstan and 
Turkmenistan is characterised by a narrower scope. 
Article 171 of the Criminal Code of the Kyrgyz Republic 
formally reproduces the triad of elements but covers a 
limited list of forms of exploitation, focusing mainly on 
sexual and labour exploitation. Similarly, Article  129 
of the Criminal Code of Turkmenistan includes the ba-
sic elements of the definition of human trafficking but 
does not contain detailed references to such forms as 
the involvement of minors, the removal of organs or 
exploitation in armed conflicts. This indicates the need 
for further clarification and expansion of the norma-
tive content in order to ensure compliance with inter-
national standards. It creates a gap between the formal 
existence of criminal liability and the actual capacity of 
state bodies to identify victims, ensure the protection 
and prevent re-exploitation.

Institutional and procedural aspects of the 
implementation of legislation. The effectiveness of 
national legislation in the field of combating human

1 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations 
Convention against Transnational Organized Crime.  (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.

trafficking is determined not only by the degree of 
its compliance with international standards but also 
by the specific features of its institutional and pro-
cedural implementation. The existence of formally 
progressive norms does not guarantee the effective 
application without sustainable mechanisms of in-
ter-agency cooperation, professional training of per-
sonnel and adequate resource support. In the Central 
Asian states, there are significant differences in the 
level of development of the institutional infrastruc-
ture responsible for identifying, protecting and re-
habilitating victims of human trafficking and in the 
effectiveness of procedures ensuring the criminal 
prosecution of offenders and the prevention of this 
phenomenon (Izbasova  et al.,  2021). The effective-
ness of national mechanisms for the identification 
of victims is one of the key indicators of the practi-
cal implementation of international legal standards 
in the field of combating human trafficking. Figure 1 
presents the dynamics of the number of officially 
identified victims of human trafficking in the Central 
Asian countries for 2021 and 2023.

Figure 1. Number of identified victims of human trafficking (officially registered), 2021 and 2023
Source: compiled by the author based on Office on Drugs and Crime of the United Nations (2024)
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The analysis of the data presented shows three 
main trends. First, in Kazakhstan there is a stable but 
low level of victim identification – about two dozen cas-
es annually. Such statistical stagnation indicates limited 
institutional capacity in the field of primary identifi-
cation and insufficient inter-agency coordination. For-
mally, Kazakhstan has an extensive regulatory frame-
work and specialised structures, but the effectiveness 
of the work remains limited due to resource shortages, 
fragmented databases and weak integration of NGO ef-
forts into state mechanisms.

Secondly, the dynamics in Kyrgyzstan and Uzbeki-
stan demonstrate an increase in institutional sensitiv-
ity to the problem. In Kyrgyzstan, the number of iden-
tified victims has doubled, which is associated with 
active support from international organisations, the 
introduction of mobile teams and the operation of hot-
lines. This growth indicates an improvement in the sys-
tem’s capacity to detect and record previously invisible 
forms of exploitation, especially internal and labour  

exploitation. A similar trend is observed in Uzbekistan, 
where the number of identified victims more than dou-
bled between 2021 and 2023. This result reflects institu-
tional reforms in the previous years, including the crea-
tion of The National Commission for Combating Human 
Trafficking and Forced Labour, the standardisation of 
investigation procedures and the expansion of training 
programmes for social service workers. The increase 
in statistics in this case should be considered a sign of 
institutional consolidation rather than an increase in 
actual criminality. Classic criminological studies em-
phasise that an increase in the number of registered 
crimes is often a consequence of improved detection, 
expansion of the powers of law-enforcement bodies 
and greater effectiveness of registration procedures. In 
particular, W.G. Skogan (1977) and D.H. Bayley (1994) 
stressed that the intensification of law-enforcement ac-
tivity leads to higher official figures regardless of chang-
es in the real level of crime. At the same time, Tajikistan 
shows the opposite trend – a significant decrease in the 

https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18
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number of officially identified victims. Possible reasons 
include limited access to vulnerable groups, a reduc-
tion in international projects that previously ensured 
primary identification, and differences in recording 
methodology (Khamzin  et al.,  2022). In conditions of 
resource scarcity and weak coordination between state 
and non-governmental structures, the real number of 
victims significantly exceeds the official data. Particu-
lar attention should be paid to Turkmenistan, for which 
reliable and publicly available statistics are lacking. The 
absence of transparent data does not allow an objective 
assessment of the effectiveness of national measures 
and is an indicator of institutional closedness.

Thus, the number of identified victims of human 
trafficking reflects not so much the prevalence of traf-
ficking as the institutional activity and capacity of the 
state to recognise and record cases of exploitation. In 
countries where inter-agency information exchange 
has been established and standardised identification 
protocols have been introduced (Uzbekistan, partially 
Kyrgyzstan), the indicators are higher; where proce-
dures are fragmented or purely formal (Kazakhstan, 
Tajikistan), statistics remain low or decline. On average 
in the region, only 10-20% of identified cases progress 
to the stage of criminal prosecution (Office on Drugs 
and Crime of the United Nations, 2024). The reasons re-
main the shortage of trained investigators, the absence 
of unified protocols of interaction between the police 
and social services, and the lack of funds for supporting 
victims during the investigation process.

Consequently, achieving sustainable results re-
quires not only improved detection but also the 
strengthening of links between identification, pro-
tection, and justice. Optimisation of national referral 
mechanisms, integration of NGO data into official statis-
tics and the development of regional standards for re-
cording victims will make monitoring more comparable 
and transparent. A scientifically grounded assessment 
of progress in combating human trafficking is possible 
only when normative harmonisation is combined with 
institutional accountability and the regular publication 
of reliable statistical data, which should become a pri-
ority of regional policy and international cooperation.

Discussion
The results of the conducted research are consistent 
with the conclusions of A. Akanbi (2020), who empha-
sised that the effectiveness of international mecha-
nisms to counter human trafficking depends primarily 
on the degree of legal harmonisation and coordination 
of actions between states. The author’s study notes that 
despite the existence of universal instruments such as 
the Palermo Protocol and the United Nations Conven-
tion against Transnational Organised Crime, there re-
mains a significant disparity in the level of the imple-
mentation. The analysis by A. Akanbi demonstrates that 
countries with a developed legal system and stable law 

enforcement institutions show a higher level of compli-
ance with obligations, whereas states with transition 
economies face difficulties in implementing provisions 
on victim protection and international cooperation. The 
results obtained in this research confirm this conclu-
sion: universal standards create a basis for the unifica-
tion of legislation, yet the effectiveness is directly linked 
to the institutional capacity of participating states.

Similar observations are contained in the work of 
K. Tanwar & S. Mishra (2025), who examined interna-
tional legal mechanisms for combating the trafficking 
of women and children. The authors noted that a key 
weakness of modern anti-crime strategies lies in the 
imbalance between criminal prosecution and victim 
protection, particularly in developing countries. The 
analysis highlights that most states concentrate on sup-
pression, while paying insufficient attention to preven-
tion and rehabilitation of victims, which contradicts the 
holistic logic of the “3P approach”. The findings of the 
present research confirm these conclusions, demon-
strating that international instruments have signifi-
cantly strengthened the humanitarian component of 
the anti-trafficking system, thereby balancing the pri-
orities of criminal and social response.

Y.  Dandurand  (2024) concluded that the interna-
tional legal effectiveness of combating human traffick-
ing is determined not only by the existence of treaty 
provisions but also by the quality of international co-
operation in the areas of information exchange, ex-
tradition and joint investigations. The author’s study 
notes that the Palermo Protocol has become not only 
a codification instrument but also a political and legal 
benchmark for the formation of a unified global cooper-
ation architecture. At the same time, the authors point 
out that cooperation mechanisms often remain declar-
ative due to differences in national procedural stand-
ards and limited resources of transnational institutions. 
This research confirms the conclusion of Y. Dandurand, 
revealing that the practical implementation of the pro-
visions of international conventions requires not only 
legal adaptation but also institutional strengthening of 
competent bodies, which is especially important for the 
Central Asian states where human trafficking is closely 
linked to labour migration.

The results of the comparative analysis of the na-
tional legislation of the Central Asian states confirm 
that all the countries studied have formally imple-
mented the key elements of the Palermo Protocol, in-
cluding the triad “acts – means – purpose of exploita-
tion”. These conclusions are supported by the work of 
D. Esson et al. (2023), who noted that the states of the 
region demonstrate formal compliance with interna-
tional standards in criminal law provisions, although 
the level of institutional maturity and effectiveness of 
victim protection mechanisms varies. At the same time, 
convergence with the obtained results is observed in 
relation to Kazakhstan and Uzbekistan, where a more 
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developed institutional infrastructure and the presence 
of specialised bodies coordinating measures to prevent 
and suppress human trafficking can be seen. Meanwhile, 
the results of the analysis show that in Kyrgyzstan, Ta-
jikistan, and Turkmenistan the practical implementa-
tion of victim protection and prevention measures re-
mains limited. This observation is consistent with the 
findings of J. Kaye et al. (2019), who emphasised that in 
countries with less developed institutional structures, 
the introduction of effective inter-agency mechanisms 
and ensuring victims’ access to rehabilitation services 
face systemic difficulties. In particular, Kyrgyzstan lacks 
a unified victim identification mechanism, which coin-
cides with the conclusions of the authors.

In Uzbekistan, an institutional model for combat-
ing human trafficking has been implemented through 
the creation of the National Commission for Combating 
Trafficking in Persons and Forced Labour. This model 
ensures coordination of the activities of state bodies 
and international partners, which is confirmed by the 
findings of N. Mai et al.  (2021). At the same time, the 
authors note the need to strengthen the integration of 
social and legal support for victims, especially in cas-
es of labour and sexual exploitation of migrants, which 
corresponds with the observations concerning the 
wide coverage of forms of exploitation in the legislation 
of Uzbekistan and Kazakhstan.

The analysis of the findings of the study of institu-
tional and procedural aspects of the implementation 
of national legislation in the field of combating human 
trafficking shows that the existence of formally pro-
gressive norms does not guarantee the effective appli-
cation without sustainable mechanisms of inter-agency 
interaction and adequate resource support. The data 
obtained on the dynamics of victim identification in 
the Central Asian countries confirm the conclusions of 
K. Bryant & T. Landman (2020), who note that the effec-
tiveness of anti-trafficking measures depends primarily 
on the organisational cohesion of state bodies and the 
integration of efforts with the civil sector. The research 
demonstrates that growth in the number of identified 
cases often reflects improved institutional coordination 
rather than an increase in crime, which coincides with 
the observed trends in Uzbekistan and Kyrgyzstan.

The findings of the research in Kazakhstan, charac-
terised by a stable but low level of victim identification, 
are consistent with the conclusions of Y.  Buribayev & 
Zh.  Khamzina  (2023), who point to limited institu-
tional capacity, fragmented databases and weak inte-
gration of NGOs into state mechanisms. At the same 
time, a discrepancy is revealed between the number 
of registered cases and the number of criminal pros-
ecutions, which reflects insufficient conversion of in-
stitutional activity into practical results, which is also 
confirmed by the authors’ data on gaps in inter-agency 
cooperation and staff training. Comparison with the re-
search by F.  Farhana  (2021) shows that international  

recommendations and law enforcement standards, in-
cluding investigation procedures and victim protection, 
require adaptation to national conditions in order to 
improve effectiveness.

In particular, a high level of formal regulatory 
framework without proper integration with local social 
services and the police does not ensure sufficient pro-
tection for victims, which is confirmed by the observed 
trends in Tajikistan and Kazakhstan. Thus, the results of 
the research demonstrate agreement with the authors’ 
conclusions regarding the key role of institutional co-
hesion, procedural standards and NGO participation, 
while indicating specific regional differences in the im-
plementation of legislation.

Conclusions
The conducted analysis of the evolution of internation-
al legal regulation of human trafficking has shown that 
the formation of the modern system of countering this 
phenomenon represents the result of a long historical 
process, during which humanity has moved from the 
moral-ethical and fragmentary regulation of the nine-
teenth-twentieth centuries to the creation of a uni-
versal legal regime based on human rights protection 
norms. The adoption of the Palermo Protocol became a 
key stage in institutionalising states’ international obli-
gations, defining the legal content of the concept of “hu-
man trafficking” and introducing a comprehensive “3P 
approach” aimed at criminalisation, victim protection 
and the elimination of the causes of exploitation.

The analysis demonstrated that all Central Asian 
states have formally implemented the triad of elements 
“act – means – purpose of exploitation” in the criminal 
codes, which indicates legal harmonisation with in-
ternational norms. At the same time, institutional in-
dicators of the implementation of these norms differ. 
Kazakhstan, Kyrgyzstan, and Uzbekistan demonstrate 
the highest degree of systematisation: in those states, 
specialised laws on combating human trafficking are in 
force, national commissions and coordination mecha-
nisms for assisting victims have been created, tempo-
rary shelter centres and rehabilitation programmes 
are functioning. This confirms the transition from a 
declarative level to an institutionalised response mod-
el. In Tajikistan and Turkmenistan, legal regulation of 
combating human trafficking remains predominantly 
criminal-law-oriented, with insufficient development 
of prevention and victim protection mechanisms. In 
Turkmenistan, the specialised law reproduces the pro-
visions of the Palermo Protocol but does not contain 
detailed procedures for assistance, while Tajikistan, de-
spite having a sector-specific law, faces problems with 
resource provision for support centres.

The analysis of institutional and procedural aspects 
of the implementation of national legislation in the 
field of combating human trafficking allows a number 
of academic and practical conclusions to be drawn. The  
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effectiveness of national mechanisms is determined not 
only by formal compliance with international stand-
ards, but also by the ability of state bodies to ensure 
timely and comprehensive victim identification, in-
ter-agency coordination and adequate resource provi-
sion. The dynamics of the number of officially identified 
victims in the Central Asian countries show significant 
variation: from a stable but low level in Kazakhstan to 
a more than two-fold increase in Uzbekistan and Kyr-
gyzstan, which reflects differing levels of institutional 
cohesion and interaction between governmental and 
non-governmental structures.

Comparison of the data on the number of identified 
cases with indicators of criminal case initiation shows 
a low level of conversion of institutional activity into 
real law enforcement outcomes – only 10-20% of cas-
es reach the stage of criminal prosecution. The main 
reasons remain the shortage of qualified personnel, the 

absence of unified protocols of interaction between law 
enforcement and social services, as well as insufficient 
funding for victim support processes. The results ob-
tained confirm the need for a comprehensive approach 
to improving the effectiveness of national legislation 
in the field of combating human trafficking, combining 
regulatory harmonisation, development of institutional 
infrastructure, integration of NGO data and ensuring in-
ter-agency cooperation.
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Анотація
Метою дослідження був аналіз ступеня відповідності національного законодавства держав 
Центральної Азії міжнародним нормам і стандартам щодо протидії торгівлі людьми. У дослідженні 
застосовано системний, формально-юридичний та порівняльно-правовий методи, що забезпечило 
комплексне вивчення міжнародно-правових стандартів і національних механізмів протидії торгівлі 
людьми. Встановлено, що всі країни формально імплементували тріаду елементів «дія – засіб – мета 
експлуатації», закріплену в Палермському протоколі, проте рівень інституційної реалізації стандартів 
істотно відрізняється. Було виявлено, що найповнішу модель протидії створено в Казахстані, 
Киргизстані й Узбекистані, де діють національні комісії та механізми захисту жертв, натомість 
у Таджикистані й Туркменістані, попри наявність базових нормативно-правових актів, система 
заходів захисту жертв є фрагментарною, вирізняється недостатньою інституційною координацією, 
що обмежує ефективність практичної реалізації. У межах дослідження з’ясовано, що ефективність 
національного законодавства у сфері протидії торгівлі людьми в країнах Центральної Азії різниться 
залежно від ступеня інституційної згуртованості та якості процедур ідентифікації жертв. У Казахстані 
кількість офіційно зареєстрованих жертв залишається на рівні близько двох десятків випадків 
щорічно, водночас у Киргизстані й Узбекистані вона збільшилася на понад 50 % за 2021-2023 роки, що 
відображає підвищення інституційної чутливості та поліпшення міжвідомчої координації. Здійснений 
аналіз засвідчив низький рівень «конверсії» виявлених випадків у кримінальне переслідування – лише  
10-20  % випадків доходять до суду, що вказує на необхідність посилення інтеграції процесів 
ідентифікації, захисту та правосуддя. Результати дослідження може бути використано для оптимізації 
національних механізмів виявлення та захисту жертв торгівлі людьми, зокрема розроблення 
стандартизованих протоколів міжвідомчої взаємодії та інтеграції даних в офіційну статистику

Ключові слова:
міжнародні зобов’язання; трудова експлуатація; кримінальне переслідування; ідентифікація жертв; 
міжвідомча взаємодія

https://orcid.org/0009-0003-6421-4155


Law Journal of the National Academy of Internal Affairs, 15(4), 75-87

Ovsianiuk et al.

75

UDC 343.53:336.7
DOI: 10.63341/naia-chasopis/4.2025.75

Application of AI to detect anomalous transactions 
as a new direction in combating money laundering

Dmytro Ovsianiuk*

Analytical Department (Criminal Analysis Center)
National Academy of Internal Affairs
03035, 1 Solomianska Sq., Kyiv, Ukraine
https://orcid.org/0000-0002-1846-4167
Andriy Okushko
PhD in Law
Cyber Police Department of the National Police of Ukraine
02093, 19 Boryspilska Str., Kyiv, Ukraine
https://orcid.org/0009-0003-3627-2489
Yevhenii Panchenko
International Police Cooperation Department of the
National Police of Ukraine
01024, 1 Akademika Bogomoltsya Str., Kyiv, Ukraine
https://orcid.org/0000-0001-5755-7457

Abstract
The aim of the study was to examine the effectiveness of applying artificial-intelligence algorithms in the 
financial-monitoring system. The methodology included a comparative analysis of the practices of the 
United States, the European Union and Ukraine, a case analysis of international financial incidents (United 
States, European Union, Ukraine), and an assessment of the regulatory framework. It was established that the 
regulatory basis for a rule-based system is enshrined in the international standards of the Financial Action Task 
Force and implemented in the legislation of the European Union, the United States and Ukraine, which ensures 
transparency of control while simultaneously reducing adaptability to new schemes. In the United States, 
legal norms ensure strict reporting and sanctions, yet these norms demonstrated critical gaps in rule-based 
monitoring. In the European Union, multi-level directives strengthened centralised supervision while preserving 
the problem of bureaucratic inertia. In Ukraine, cryptocurrency Anti-Money Laundering still remained limited. 
It was identified that in the 2024 judgments of the High Anti-Corruption Court there were recorded cases of 
using fractional land deals totalling more than 3.1 million dollars, as well as large-scale organised schemes that 
rule-based systems did not detect. The 2024 statistics (1.75 million financial reports, UAH 12.1 billion of seized 
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Money laundering presents a significant threat to global 
financial stability. According to the United Nations Con-
ference on Trade and Development (UNCTAD) (2023), 
significant volumes of illicit financial flows were iden-
tified in Namibia, including through customs-value ma-
nipulation and misinvoicing in external trade. Prelimi-
nary estimates cover the period 2010-2020 and show 
that such practices lead to substantial losses of state 
revenues and distort trade statistics. This underscores 
the need to increase the transparency of financial op-
erations and international cooperation in countering 
illicit financial flows (2023). In traditional approaches, 
rule-based systems dominated, operating on the basis 
of static rules and threshold values; however, the inef-
ficiency became evident – these systems generate large 
numbers of false alerts and are unable to respond in a 
timely manner to new and complex money-laundering 
schemes (Bakry  et al.,  2024). This overloads compli-
ance units and reduces the effectiveness of monitoring, 
which creates the need to introduce innovative solu-
tions based on Artificial Intelligence (AI) (Singh, 2025).

The state of scientific research shows growing 
interest in the application of machine-learning and 
deep-learning algorithms in the field of Anti-Money 
Laundering (AML). B. Dumitrescu et al. (2022) proved 
that anomaly-detection methods in transaction graphs 
provide a higher level of identification of suspicious 
operations in banking networks. Graph representation 
of data specifically makes it possible to capture hidden 
links between clients and transactions that remain in-
visible to tabular models. This confirmed a significant 
advantage of anomaly detection in complex multi-level 
schemes. The study by R.I.T. Jensen & A. Iosifidis (2023) 
found that the use of deep-learning algorithms can sub-
stantially reduce the number of false alarms in AML 
systems. The authors demonstrated that the model in-
creases precision without a loss of recall, i.e., ensures a 
more balanced approach to compliance. This indicated 
a real possibility of optimising monitoring processes.

The integration of AI into banking analytics and 
regulatory compliance was also detailed in the work 
of S. Rana et al. (2025). The authors found that the use 
of AI systems makes it possible to increase the accura-
cy of identifying suspicious transactions and ensures 
compliance with modern regulatory requirements. The 

study also emphasised the economic value of introduc-
ing such technologies, as these technologies reduce the 
workload on financial-monitoring units and optimise 
banks’ resources. The application of big-data analytics 
in the forensics of financial crimes was developed in 
the study by M. Purohit & H. Barot (2024). The authors 
showed that a data-driven-forensics approach opens 
new possibilities for detecting hidden patterns in fi-
nancial flows. Using large data sets makes it possible 
to identify complex criminal structures that remain un-
noticed by classical rule-based methods, thereby cre-
ating additional tools for more effective counteraction 
to money laundering. In the field of digital assets, pro-
tecting cryptocurrency networks is key. S. Balusamy et 
al. (2025) concluded that combining AI with blockchain 
technologies can significantly enhance the security of 
financial operations. The authors emphasised that 
such an approach ensures transparency of transactions 
while simultaneously creating an additional layer of 
protection in a high-risk environment.

The evolution of the Ukrainian AML framework 
makes a significant contribution to understanding the 
adaptation of the national system to European stand-
ards. In the study by A. Fortunenko et al. (2025), it was 
shown that expanding the liability of legal entities helps 
increase financial transparency and strengthen institu-
tional mechanisms for countering money laundering. 
This has direct relevance for the integration of inno-
vative approaches, including AI, because effective ap-
plication of technologies is only possible with a robust 
legal foundation. The work of S.  Kalabukhova  (2025) 
emphasised that systematic collection and processing 
of information is a key factor in the effectiveness of 
analytical activity in the field of financial intelligence, 
enabling the timely detection of hidden schemes and 
minimising errors in law enforcement. This conclusion 
has universal significance, as it demonstrates that ef-
fective implementation of technologies (including AI) is 
possible only under conditions of a clearly structured 
analytical process.

A similar position is held by D.  Ovsianiuk  (2024), 
who noted that the clear structuring of stages  – from 
the collection and verification of information to its in-
terpretation and use in decision-making – is a key fac-
tor in the effectiveness of analytics. Such an approach 

Introduction

assets) demonstrated the scale of Ukraine’s Anti-Money Laundering system but revealed the need to reduce 
false positives and strengthen analytics. Alignment with international practice showed that the effectiveness of 
future anti-money-laundering solutions for Ukraine is possible only if the regulatory framework is combined 
with AI models that meet the requirements of the Financial Action Task Force and the European Union. The 
practical significance lay in applying the results by banks, regulators and law-enforcement bodies of Ukraine to 
reduce false positives, detect complex schemes and adapt monitoring systems to international standards

Keywords:
model explainability; federated learning; graph neural networks; graph autoencoders; reduction of false 
positives; cryptocurrency operations; privacy of transactional data
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allows hidden schemes to be detected in a timely man-
ner, reduces the risk of errors in law enforcement, 
and increases the overall effectiveness of combating 
financial crimes. The opportunities and challenges of 
implementing AI in Ukraine’s banking sector became 
the subject of analysis in the work of N.  Horobets  et 
al.  (2025). The authors showed that the use of AI can 
significantly reduce the level of false alerts in transac-
tion-monitoring processes while simultaneously re-
quiring compliance with the General Data Protection 
Regulation (GDPR)1 and the AI Act2, which defined the 
conditions for effective integration of technologies into 
the national AML system. However, a significant part of 
the research focused on the technical aspects of anom-
aly detection, while less attention was paid to issues of 
model explainability and the legal legitimacy in judicial 
and regulatory processes.

Secondly, existing studies were mainly focused 
on the international context, whereas the Ukrainian 
experience was covered fragmentarily and required 
systematic analysis. The issue of integrating innova-
tive approaches into already existing rule-based sys-
tems, which still dominate financial institutions, also 
remained insufficiently developed. Therefore, the aim 
of the study was the theoretical assessment of the ef-
fectiveness of artificial-intelligence algorithms for im-
proving the accuracy and adaptability of the detection 
of financial offences. The research hypothesis was that 
artificial-intelligence algorithms, in particular anoma-
ly-detection methods of machine learning, allow the de-
tection of suspicious financial transactions with high-
er accuracy than rule-based systems, especially in the 
presence of complex patterns or atypical behaviour.

Materials and Methods
The study covered an analysis of traditional rule-based 
systems and international practices and outlined are-
as for adapting the Ukrainian system to international 
practices. The choice of countries was determined by 
the fact that the United States had leading experience in 
applying rule-based and AI approaches, the EU formed 
supranational standards and ethical requirements, and 
Ukraine was adapting these practices in the process of 
European integration. This made it possible to identify 
both common features and challenges relevant for the 
further harmonisation of Ukrainian practice with inter-
national approaches.

Traditional rule-based systems were presented in 
order to assess the advantages of static rules for reg-
ulators and auditors (simplicity, transparency) and 
to identify the limitations. Rule-based systems were 
chosen as the baseline because these systems were 
enshrined in laws and standards and were simple to  

1 General Data Protection Regulation.  (2016, April). Retrieved from https://commission.europa.eu/law/law-topic/data-protection/legal-
framework-eu-data-protection_en?utm_source=.
2 Regulation of the European Parliament and of the Council No.  2024/1689 “On Harmonised Rules on Artificial Intelligence (Artificial 
Intelligence Act)”. (2024, August). Retrieved from https://eur-lex.europa.eu/eli/reg/2024/1689/oj.

apply. To confirm the limitations, the method of case 
analysis of international  – COVID-19 relief fraud and 
AML Bitcoin fraud (United States) (U.S. Department of 
Justice, Office of Public Affairs, 2025a; U.S. Department 
of Justice, Office of Public Affairs, 2025b), TD Bank mon-
ey laundering (United States) (FinCEN, 2024), fake-art 
money laundering (EU) (Eurojust, 2024) – and Ukrain-
ian examples of money-laundering and fraud schemes 
(National Police of Ukraine,  2023; 2024; National Po-
lice of Ukraine  – Zaporizhzhia Region,  2025) was ap-
plied to demonstrate practical incidents of rule-based 
approaches (the sources used were official publications 
of U.S. state bodies reflecting court judgments and plea 
agreements with fines (TD Bank). Full court decisions 
were available only via the PACER system, therefore 
open official releases were used. The fake-art mon-
ey-laundering case (EU) was at the indictment stage; 
final court decisions were not publicly available, there-
fore an official Eurojust (2024) press release was used).

The method of systematisation and comparison of 
practices of using AI methods based on academic re-
search was also applied; Explainable AI was analysed 
for decision transparency, graph and generative models 
were analysed for detecting hidden schemes and reduc-
ing false positives, and simulation environments were 
used for testing algorithms. The task of this stage was 
to show the limitations of traditional rules and to prove 
the feasibility of integrating AI solutions into national 
AML frameworks.

A method of comparative analysis of the AML sys-
tems of the EU, the United States and Ukraine was 
applied, which provided for a structured comparison 
of key aspects: legislation, supervisory authorities, re-
porting mechanisms, regulation of cryptocurrencies, 
sanctions,  ethical dimensions and international co-
operation. This made it possible to assess the degree 
of harmonisation with the standards of the Financial 
Action Task Force (FATF) and to identify the strengths 
and weaknesses of each jurisdiction: EU regulatory 
framework, European Banking Authority, United States, 
Ukraine, international legal standard.

Results and Discussion
Limitations of traditional rule-based systems and 
the potential of AI in the AML. Traditional rule-based 
systems in the sphere of combating money launder-
ing are financial-monitoring algorithms that function 
on the basis of predefined rules and threshold val-
ues, for example limits on the amount or frequency 
of transactions. The advantage lies in the simplicity 
of implementation and comprehensibility for regula-
tors and auditors. Such approaches are expressly en-
shrined in international and national standards, in the 

https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en?utm_source=
https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en?utm_source=
https://eur-lex.europa.eu/eli/reg/2024/1689/oj
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Law of Ukraine No. 361-IX1, in the United States – the 
Bank Secrecy Act2, the USA Patriot Act3, the Anti-Mon-
ey Laundering Act of 20204, and in the EU  –Directive 
No. 2015/8495, and No. 2018/8436.

Directive No.  2018/16737, as well as in the 
FATF  (2025) recommendations. The advantage is the 
simplicity of implementation and interpretation, which 
makes rule-based solutions convenient for regulators 
and auditors. At the same time, the limitation of such 
an approach is manifested in weak sensitivity to new 
and complex patterns. An example is the TD Bank case 
in the United States, where the system missed about 
92% of transactions amounting to $18.3 trillion, which 
became the basis for regulatory measures. In October 
2024, TD Bank N.A., together with its parent company 
TD Bank US Holding Company, was subjected to inves-
tigation due to violations of the Bank Secrecy Act8 and 
systemic shortcomings in combating money laundering. 
Between 2018 and 2024, a bank client carried out more 
than $470 million in illegal transactions through bank 
branches, using large cash deposits and wire transfers 
that were not properly identified by employees.

In addition, five bank employees conspired with 
criminal organisations to open accounts used to laun-
der $39 million to Colombia, including proceeds from 
drug trafficking. As a result of the incident, TD Bank 
agreed to multibillion-dollar fines, asset restrictions, 
the appointment of an independent monitor, and 
the strengthening of internal controls and anti-mon-
ey-laundering staff. This case underscores the critical 
need to comply with anti-money-laundering standards 
and effective internal controls, since the violation leads 
to financial and reputational risks (FinCEn, 2024). This 
indicates that the static nature of rule-based systems 
creates critical gaps in adapting to new schemes.

In contrast to static rules, AI methods are based on 
machine learning and are capable of detecting complex 
multi-level patterns in financial data. The use of Ex-
plainable AI in the AML sphere is necessary to ensure 
the legitimacy of such systems in courts and to build 
public trust. Regulators emphasise that automated de-
cisions must be justified; otherwise, there is a risk of 
legal challenges. The processing of transactional data 

1 Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of the Proceeds of Crime, Financing of Terrorism 
and Financing of Proliferation of Weapons of Mass Destruction”.  (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/361-20?utm_source= #Text.
2 Bank Secrecy Act of USA. (1970, October). Retrieved from https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-
2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=. 
3 USA Patriot Act. (2001, October). Retrieved from https://www.congress.gov/bill/107th-congress/house-bill/3162/text?utm_source=.
4 Anti-Money Laundering Act of USA.  (2020, April). Retrieved from https://www.congress.gov/bill/116th-congress/house-bill/6395/
text?utm_source=.
5 Directive of the European Parliament and of the Council No.  2015/849 “On the Prevention of the Use of the Financial System for the 
Purposes of Money Laundering or Terrorist Financing”.  (2015, May). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:32015L0849&utm_source=.
6 Directive of the European Parliament and of the Council No. 2018/843 Directive (EU) 2015/849 on the Prevention of the Use of the Financial 
System for the Purposes of Money Laundering or Terrorist Financing. (2018, May). Retrieved from https://eur-lex.europa.eu/legal-content/
EN/TXT/?uri=CELEX:32018L0843&utm_source=. 
7 Directive of the European Parliament and of the Council No.  2018/1673 “On Combating Money Laundering by Criminal Law”.  (2018, 
October). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L1673&utm_source=.
8 Bank Secrecy Act of USA. (1970, October). Retrieved from https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-
2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=.

simultaneously creates privacy risks, particularly in the 
EU, where the GDPR applies. One promising approach 
is federated learning, which makes it possible to train 
models without transferring raw data, preserving cli-
ents’ privacy (Konstantinidis & Gegov,  2024). AI tools 
significantly outperform traditional rule-based sys-
tems in accuracy and adaptability, particularly in de-
tecting complex money-laundering schemes through 
cryptocurrencies. Algorithms are capable not only of 
detecting anomalous transactional flows, but also of 
recognising hidden schemes that remain invisible to 
classical methods. This increases the effectiveness of 
AML systems, reduces the risk of erroneous decisions, 
and ensures greater sensitivity to new types of finan-
cial abuse (Altman  et al.,  2023). Algorithms based on 
graph neural networks demonstrate significant effec-
tiveness in detecting complex transactional links that 
remain unnoticed by traditional rule-based systems. 
These models have shown the ability to identify hidden 
relationships between different participants in finan-
cial networks and to detect potential beneficiaries. This 
underscores the promise of applying graph methods in 
the development of hybrid AML systems that combine 
technological accuracy with requirements for legal sub-
stantiation (Wójcik, 2024).

To evaluate the effectiveness of anti-money-laun-
dering algorithms, studies use a specialised multi-agent 
simulator that models the full laundering cycle: from 
the placement of funds obtained from various types 
of criminal activity to the layering and integration into 
the legal economy. The environment reproduces trans-
actions between different participants (banks, compa-
nies, private individuals) and allows algorithms to be 
tested on controlled examples. Its value lies in the abil-
ity to reproduce typical laundering schemes (for exam-
ple, cycles or branching) while preserving the full con-
fidentiality of real client data. This contributes to the 
development of more accurate and adaptive AI systems 
in the AML sphere, particularly in terms of cross-bor-
der transactions and scenarios that are difficult to trace 
by classical methods (Johannessen & Jullum,  2023). 
Indicative is the example of using graph-based gen-
erative models, which have demonstrated the ability  

https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=
https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=
https://www.congress.gov/bill/107th-congress/house-bill/3162/text?utm_source=
https://www.congress.gov/bill/116th-congress/house-bill/6395/text?utm_source=
https://www.congress.gov/bill/116th-congress/house-bill/6395/text?utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L0849&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L0849&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L0843&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L0843&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L1673&utm_source=
https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=
https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=
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simultaneously to reduce the number of false positives 
and to maintain high sensitivity to truly suspicious oper-
ations. This conceptually confirms the advantage of in-
telligent methods over exclusively rule-based monitor-
ing, especially in scenarios with multistep and complex 
transactional schemes (Karthikeyan & Bhowmik, 2025).

Although AI methods require high-quality data 
and create challenges in terms of explainability and 
privacy, such methods form the foundation of modern 
AML systems. These methods outperform rule-based 
solutions in accuracy, adaptability, and the ability to 
detect new and complex schemes. Rule-based systems 
may remain a basic filter for obvious anomalies (for 
example, large cash transfers), but the static nature 
and narrow range make these systems insufficient as 

the primary tool. In contrast, AI approaches are ca-
pable of working with large and heterogeneous data, 
considering the dynamics of transactional flows and 
increasing the reliability of law-enforcement prac-
tice in the sphere of combating money laundering. 
Although rule-based systems for combating money 
laundering formally comply with international stand-
ards, the practical application demonstrates a number 
of significant limitations. Such systems are capable 
mainly of identifying obvious anomalies; however, the 
static nature makes timely responses to complex, mul-
ti-level and cross-border schemes impossible. This is 
confirmed by examples from international practice, 
where significant financial crimes remained without 
proper control, summarised in Table 1.

Table 1. Empirical analysis of cases of limitations of rule-based approaches in AML and the imperative to use AI

Case Description Failure of rule-based 
approaches Need for AI analytics

COVID-19 relief fraud 
(USA)

More than $11 million illegally obtained as 
loans under the Paycheck Protection Program 

(PPP). Funds were laundered through real estate 
(25 properties), gambling and other assets. 

Sentence: 15+ years’ imprisonment, confiscation

Rule-based document checks 
did not detect forgeries 
and inflated indicators; 

these checks did not track 
anomalous behaviour after 

receiving funds

AI is able to analyse large 
data sets, detect falsified 
documents and hidden 
transactional networks, 

reducing the risks of abuse in 
state programmes

AML Bitcoin fraud (USA)

The fraudulent cryptocurrency scheme caused 
$10 million in losses to investors, $2 million 
of which were laundered through real estate 

and personal expenses. Sentence: 7 years’ 
imprisonment

Rule-based systems did not 
recognise false statements 

and did not detect 
patterns of transactions in 

cryptocurrency

AI can identify anomalous 
crypto-transactions and 

fraudulent networks, 
strengthening legal 

mechanisms for protecting 
investors in digital assets

Fake art money 
laundering (EU)

More than 2,000 counterfeit works of art seized, 
38 persons arrested. Potential losses – €200 

million. The scheme covered Belgium, France, 
Italy, and Spain

Rule-based approaches 
failed to detect cross-border 

schemes and to verify the 
authenticity of works

AI enables the tracking of 
cross-border networks and 
anomalies in the art market, 
ensuring more effective legal 
oversight and reducing the 
risks of trade in forgeries.

TD Bank money 
laundering (USA)

TD Bank found guilty of large-scale AML 
violations: $3 billion in fines, $470 million 

laundered through branches. 92% of 
transactions (totalling $18.3 trillion) remained 

outside monitoring

Use of outdated systems 
(10 years without updates), 

lack of control of large 
deposits and transfers, 

systemic deficits in financial 
monitoring

AI is able to monitor large 
volumes of transactions in 

real time and detect complex 
schemes, reducing legal risks 
for banks and increasing trust 

in the financial system

Money laundering 
through resale of 

securities (Ukraine) 
(National Police of 

Ukraine, 2024)

Activities of an organised group that legalised 
more than UAH 1 billion through fictitious 

operations with the resale of securities on the 
stock exchange

Traditional systems perceived 
transactions as lawful 

because documents formally 
met the requirements, 

and did not detect cyclical 
resales between the same 

participants

AI can analyse the intensity 
of transactions and hidden 
links between companies, 

detecting anomalous cycles 
of resale

Money laundering 
via VAT-refund 

schemes (Ukraine) 
(National Police of 

Ukraine – Zaporizhzhia 
Region, 2025)

Criminal activity of enterprises which, through 
fictitious employment of persons with 

disabilities, illegally obtained tax benefits and 
formed an inflated tax credit. This made it 

possible to file declarations with unlawful VAT-
refund amounts of more than UAH 200 million

Rule-based approaches 
did not detect systematic 

features in tax declarations 
and fictitious use of benefits, 
which allowed abuse of the 

VAT-refund mechanism

AI for early detection of 
suspicious flows and building 

risk profiles

Cryptocurrency fraud 
totalling more than UAH 

3.5 million (Ukraine)1

Illegal misappropriation of cryptocurrency in 
the amount of more than UAH 3.5 million. The 

obtained digital assets were transferred to 
personal wallets on the blockchain and then 

partially converted into cash. The scheme was 
built using online platforms for trading virtual 
assets and subsequent “laundering” through 

exchangers 

Traditional banking 
and tax systems did not 

track transactions on the 
blockchain, which made 

timely response to fraudulent 
actions impossible

AI algorithms of graph 
analysis make it possible 

to identify suspicious 
wallets, trace chains of 

cryptocurrency transactions 
and form an evidentiary base 

for criminal proceedings

Sources: compiled by the authors based on the FinCEN (2024), Eurojust (2024), U.S. Department of Justice, Office 
of Public Affairs (2025a; 2025b)

1 Directive of the European Parliament and of the Council No.  2015/849 “On the Prevention of the Use of the Financial System for the 
Purposes of Money Laundering or Terrorist Financing”.  (2015, May). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:32015L0849&utm_source=.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L0849&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L0849&utm_source=
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Rule-based approaches, despite the formal compli-
ance with international standards, demonstrate serious 
limitations in practical application. These approaches 
do not ensure an adequate response to complex, mul-
ti-level and cross-border money-laundering schemes, 
which creates risks for both public finances and pri-
vate investors. In this context, the use of AI is not only a 
technological innovation but also a necessary condition 
for strengthening the legal system of combating mon-
ey laundering. AI algorithms are capable of forming an 
evidentiary base for judicial processes, increasing the 
transparency of the financial sector, reducing the risks 
of appeals against decisions and strengthening trust in 
regulatory institutions. The expediency of implementing 
AI in AML systems is determined not so much by tech-
nological advantages as by legal, practical and economic 
necessity: to ensure compliance with legislative require-
ments, to increase the effectiveness of law enforce-
ment and to protect the financial stability of the state.

The results of the study demonstrated that rule-
based systems generate a significant volume of 
false-positive alerts, which leads to the blocking of 
legitimate clients. This correlated with the work of 
A.N.  Bakry  et al.  (2024), who proved that automated 
ML solutions are capable of reducing the number of 
false positives due to adaptive signal suppression. The 
comparison revealed similarity in detecting multi-level 
money-laundering schemes that remained unnoticed 
by traditional rule-based systems. The comparison of 
results shows a common trend: rule-based systems 
are limited in detecting complex and multi-level mon-
ey-laundering schemes, whereas AI algorithms have a 
significantly higher potential for the identification. The 
results of the study also revealed that AI approaches 
significantly outperform rule-based systems in detect-
ing multi-level money-laundering schemes. At the same 
time, such approaches do not completely eliminate the 
problem of false positives, which creates a risk of block-
ing legitimate clients and legal consequences for banks. 
This corresponded to the conclusions of the study by 
Y. Chen et al. (2025), which confirmed the effectiveness 
of AI in the sphere of cryptocurrency transactions. The 
authors emphasised that combining different methods 
ensures higher accuracy and legal reliability, which 
meant that rule-based approaches are insufficient, 
whereas AI forms the foundation of modern 21st-cen-
tury AML systems.

The study by E.J.  Reite  et al.  (2025) showed that 
the application of AI in classifying clients by risk level 
makes it possible to reduce the number of false posi-
tives while simultaneously increasing the detection of 
suspicious transactions. Such an approach makes moni-
toring more effective and directs resources to truly dan-
gerous categories of clients. The obtained results cor-
relate with the conclusions of the current study that AI 
approaches outperform rule-based systems in accuracy 
and adaptability, as well as the ability of AI to work with 

large data sets and to detect hidden financial networks. 
This confirms that risk-oriented classification is a key 
tool for increasing the effectiveness of AML systems.

The results of the study confirmed that rule-based 
systems can be used only as a basic filter, since the low 
sensitivity makes these sytems insufficient in the fight 
against complex money-laundering schemes. In con-
trast, AI approaches demonstrated the ability to reduce 
false positives, adapt to the dynamics of transactions 
and meet the requirements of regulators. Similar con-
clusions are presented in the work of V. Singh (2025), 
where machine learning is considered as a tool for op-
timising AML policies, capable of combining techno-
logical efficiency and legal compliance with regulatory 
requirements. The study by H. Gandhi et al. (2024) also 
confirmed these trends, drawing attention to the ad-
vantages of AI/ML in combating complex schemes, par-
ticularly in the sphere of cryptocurrency transactions. 
At the same time, the authors emphasised the chal-
lenges of explainability and privacy protection, which 
remain critical for the legal legitimacy of such solutions. 
Taken together, this confirms that the development of 
AML systems is inseparable from the implementation 
of AI, since it is AI that ensures the balance between 
detection accuracy, protection of clients’ rights and 
compliance with standards. Thus, despite regulatory 
embeddedness and ease of use, rule-based systems re-
main overly static and are characterised by a high level 
of false-positive alerts. In contrast, AI approaches pro-
vide significant accuracy, the ability to detect multi-lev-
el schemes and a reduction in erroneous signals.

International standards of the Financial Action 
Task Force (FATF) and the features of implementa-
tion in Ukrainian legislation. The FATF  (2025) rec-
ommendations are the global standard for combating 
money laundering and terrorist financing. These Rec-
ommendations do not have direct legal force, but each 
jurisdiction implements the recommendations in its 
own laws and regulations. These standards are focused 
on cryptocurrencies and VASPs, as well as on the con-
trol of anonymous wallets and rapid transactions. The 
FATF carries out peer reviews and applies the tools of 
“grey” and “black lists”, which forces countries to im-
prove the AML legislation. The FATF acts as a “matrix”, 
and the EU, the United States and Ukraine implement 
these standards in the own laws, supervisory bodies 
and practical cases.

Cryptocurrency transactions combine publicity 
and anonymity: all operations are stored in an open 
register, yet wallet owners remain pseudo-anony-
mous. This creates conditions for the legalisation of 
proceeds, since large transfers can be hidden among 
millions of small transactions. The FATF separately em-
phasised the risks associated with anonymous wallets 
and high-speed transactions and obliged countries to 
strengthen the regulation of VASPs. The EU, the United 
States and Ukraine form three different approaches to  
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AML/CTF regulation that combine the FATF international 
standards with national specificities. The study of these 
models makes it possible to evaluate the effectiveness 
of centralised and decentralised supervision, the scale 
of sanctions and the readiness to respond to new chal-
lenges, particularly in the sphere of cryptocurrencies.

In the EU, the key act is Directive No.  2015/8491, 
which establishes the foundations for combating mon-
ey laundering and terrorist financing. Article 30 pro-
vides for the creation of registers of beneficial own-
ers; however, practice has shown fragmentation of 
approaches in different Member States, which compli-
cates cross-border access to data. Amendments intro-
duced by Directive No.  2018/8432 expanded the list 
of obliged entities, including providers of services for 
virtual assets (VASPs), but at the same time created a 
risk of bureaucratisation and excessive burden on small 
businesses. In addition, Directive (EU) 2018/16733 
criminalised money laundering at the Union level but 
left room for divergent interpretations of sanctions 
among Member States. The European Banking Author-
ity (2025), noted that the lack of harmonisation in su-
pervision creates “regulatory arbitrage”.

In the United States, the main problem is the ar-
chaic nature of certain provisions of the Bank Secrecy 
Act of USA4. In particular, section 5313 requires man-
datory reports on transactions over $10,000, which, 
in the modern conditions of the 21st century, leads to 
an excessive volume of reports without increasing the 
effectiveness of the fight against ML. The amendments 
of Money Laundering Control Act5 and the Patriot Act6, 
Title III significantly expanded FinCEN’s powers, but 
the broad interpretation became the subject of crit-
icism due to the risk of excessive interference with 

1 Directive of the European Parliament and of the Council No.  2015/849 “On the Prevention of the Use of the Financial System for the 
Purposes of Money Laundering or Terrorist Financing”.  (2015, May). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:32015L0849&utm_source=.
2 Directive of the European Parliament and of the Council No. 2018/843 Directive (EU) 2015/849 on the Prevention of the Use of the Financial 
System for the Purposes of Money Laundering or Terrorist Financing. (2018, May). Retrieved from https://eur-lex.europa.eu/legal-content/
EN/TXT/?uri=CELEX:32018L0843&utm_source=.
3 Directive of the European Parliament and of the Council No.  2018/1673 “On Combating Money Laundering by Criminal Law”.  (2018, 
October). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L1673&utm_source=.
4 Bank Secrecy Act of USA. (1970, October). Retrieved from https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-
2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=.
5 Money Laundering Control Act of USA. (1986, October). Retrieved from https://www.govinfo.gov/content/pkg/STATUTE-100/pdf/
STATUTE-100-Pg3207.pdf?utm_source=.
6 USA Patriot Act. (2001, October). Retrieved from https://www.congress.gov/bill/107th-congress/house-bill/3162/text?utm_source=.
7 Anti-Money Laundering Act of USA.  (2020, April). Retrieved from https://www.congress.gov/bill/116th-congress/house-bill/6395/
text?utm_source=.
8 Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of the Proceeds of Crime, Financing of Terrorism 
and Financing of Proliferation of Weapons of Mass Destruction”.  (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/361-20?utm_source= #Text.
9 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14?utm_source=#Text.
10 Resolution of the Cabinet of Ministers of Ukraine No. 692 “On the Approving the Procedure for the Preparation and Publication of the 
Comprehensive Administrative Reporting in the Field of Prevention and Counteraction to Legalisation (Laundering) of Proceeds from Crime, 
Financing of Terrorism, and Financing of Proliferation of Weapons of Mass Destruction”. (2020, August). Retrieved from https://www.kmu.
gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_
source=.
11 Resolution of the Cabinet of Ministers of Ukraine No. 800 “On Amendments to the Methodology for Determining the Amount of Damage 
Resulting from Unauthorized Occupation of Land Plots, use of Land Not for its Intended Purpose, and Removal of the Fertile Soil Layer”. 
(2020, September). Retrieved from https://surl.li/susukg.

privacy. Even the Anti-Money Laundering Act7, which 
introduced requirements for beneficial-ownership re-
porting, was partially revised by FinCEN (2025), raising 
doubts about compliance with FATF Recommendation 
24 (FinCEN, 2025). As a result, the system is character-
ised by an overload of SAR reports and inconsistent ap-
proaches to the regulation of cryptocurrencies.

In Ukraine, the basis is the Law No. 361-IX8, which 
implemented the FATF standards. At the same time, 
Article 209 of the Criminal Code of Ukraine9 contains 
wording that allows the avoidance of criminal liability 
when intent is not proven, and the 2025 amendments 
only partially eliminated this gap. Cabinet of Minis-
ters Resolutions No.  69210 and No.  80011 detailed the 
reporting procedure, but in practice led to excessive 
regulation and a conflict between state and banking 
procedures. The State Financial Monitoring Service of 
Ukraine  (2023), in methodological recommendations, 
focused on new threats (in particular modern forms of 
slavery), yet the sphere of cryptocurrencies remains un-
der insufficient control, which contradicts FATF (2025) 
Recommendation 15. Even positive steps, such as the 
introduction of corporate criminal liability provided 
for in legislative initiatives formed on the basis of the 
analytical conclusions of the State Financial Monitoring 
Service of Ukraine (2025), indicate the gradual evolu-
tion of the national system of combating money laun-
dering towards alignment with FATF standards.

Although the FATF Recommendations set a unified 
international standard, the implementation demon-
strates significant legal challenges. In the EU, the prob-
lem remains fragmentation and the lack of full harmo-
nisation, which creates room for “regulatory arbitrage”. 
In the United States, the system suffers from outdated 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L0849&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L0849&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L0843&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L0843&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L1673&utm_source=
https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=
https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=
https://www.govinfo.gov/content/pkg/STATUTE-100/pdf/STATUTE-100-Pg3207.pdf?utm_source=
https://www.govinfo.gov/content/pkg/STATUTE-100/pdf/STATUTE-100-Pg3207.pdf?utm_source=
https://www.congress.gov/bill/107th-congress/house-bill/3162/text?utm_source=
https://www.congress.gov/bill/116th-congress/house-bill/6395/text?utm_source=
https://www.congress.gov/bill/116th-congress/house-bill/6395/text?utm_source=
https://www.kmu.gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_source=
https://www.kmu.gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_source=
https://www.kmu.gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_source=
https://www.kmu.gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_source=
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norms and an overload of SAR reports, which reduces 
the effectiveness of monitoring and increases the risks 
of excessive interference with privacy. In Ukraine, the 
key challenge is combining the requirements of the 
FATF and EU directives with the realities of national 
financial supervision and the level of development of 
the virtual-assets market. This indicates that formal 
compliance with international standards does not 
guarantee practical effectiveness without taking into 
account legal and technological constraints. In addition, 
in Ukraine there is no holistic regulation in the sphere 
of financial monitoring of digital assets – most current 
norms are scattered among various laws and by-laws, 
which complicates the application and creates gaps in 
law enforcement. There was an attempt to adopt an ap-
propriate law that would regulate this sphere, but the 
issue has not yet been resolved.

Cryptocurrency has become one of the key risk 
zones for AML systems. Its specificity lies in the combi-
nation of the publicity of the blockchain and the pseu-
do-anonymity of wallet owners, which complicates 
the identification of ultimate beneficiaries. Traditional 
rule-based methods have proved insufficient, as these 
methods do not take into account complex transactional 
structures, in particular layering and smurfing. Instead, 
modern 21st century approaches have proved effective 
in detecting hidden links and atypical flows of assets. In 

the EU, the main challenge remains the fragmentation 
of law and uneven supervision, which creates “regulato-
ry arbitrage” and complicates cross-border interaction. 
In the United States, the problem lies in the overload 
of SAR reports and the archaic nature of norms, which 
generates large volumes of formal reporting without 
real improvement in effectiveness and increases the 
risk of legal challenges. In Ukraine, despite active co-
operation with the FATF and the conclusion of new in-
ternational memoranda, there are resource constraints 
and the complexity of harmonising the national system 
with European requirements, which exacerbates risks 
in the cryptocurrency segment. Under these conditions, 
the integration of AI solutions appears not so much 
as a technological innovation as a legal and practical 
necessity: algorithms make it possible to reduce the 
number of false alerts, ensure the transparency of de-
cisions (critical for courts and regulators), strengthen 
trust in the financial sector and reduce economic costs 
of monitoring. It is precisely the combination of regula-
tory clarity and intelligent technologies that is the key 
factor in increasing AML effectiveness on a global scale. 
Table  2 presents a comparative analysis of key AML/
FT reporting indicators for 2024. The data presented 
included statistical indicators, the results of analytical 
work, international areas of cooperation and the ethical 
challenges of using AI.

Table 2. AML/FT reporting and ethical requirements for AI in the EU, USA, and Ukraine
Indicator EU USA Ukraine

Statistics (number of 
Suspicious Transaction/
Activity Reports (STR/

SAR)

70% of competent authorities 
record high/increasing ML/TF 

risks in FinTech, 2.5× growth in the 
number of authorised CASP (2022-
2024), 61% of violations are related 

to CDD shortcomings

4.7 million SARs, 20.5 million CTRs, 
152,100 CMIRs, 1.7 million FBARs 
(daily averages: SAR ~12,870, CTR 

~56,160)

In 2024, 1,754,604 reports were 
received, of which 1,750,940 were 
registered. From banks, 1,736,196 
reports were registered; from non-
bank institutions 14,467 electronic 

and 277 paper reports.
Distribution of registered reports: 
threshold – 82.26% (1,440,319), 

suspicious (activity) – 17.58% 
(307,828), tracking requests – 
0.14% (2,648). Case reports on 

suspicious transactions (activity) 
for 2024 – 208,852, the share 
of banks among reports that 

were registered – 99.2% (State 
Financial Monitoring Service of 

Ukraine, 2025)

Analytical materials/
proceedings

2,666 active investigations (+38% 
y/y) with an estimated harm 
of €24.8 billion; 1,504 newly 

opened, 205 indictments (+47%), 
€849 million of assets frozen

818 requests; ~58,628 positive 
responses, ~13,660 participating 

institutions; 6,503 subjects. 314(b): 
6,100+ registered institutions; 
48,223 SARs with a reference 
to 314(b); 1,693 institutions 

mentioned 314(b) in SARs; 62 SARs 
on terrorism.

Access to BSA: 2.3 million searches, 
432 agencies; 12,000+ users

1,053 generalised materials 
prepared and sent (amount of 

suspicions UAH 62.6 billion). Use of 
GM by law enforcement: 69 criminal 

proceedings initiated, GM used in 
336 CP (346 GM), 90 CP completed; 

39 cases considered by the court. 
Value of seized and frozen assets – 

UAH 12.1 billion

International 
programmes/exchanges

The EBA notes increased 
supervisory actions (off-site / on-

site) in most sectors; improvement 
of residual risk in banking/market 

sectors; but weak controls in 
payment institutions and among 

new CASP

Rapid Response Program (RRP) 
FY24: 518 requests, $82.6 million 

returned to victims; $126.4 million 
(46%) frozen in FY24 (over $1.5 

billion since 2015). Egmont 
exchanges: 972 incoming requests, 

863 responses, 452 outgoing 
requests; 1,028 incoming and 212 
outgoing spontaneous disclosures

4 Memoranda of Understanding 
(MoU) in 2024 with Norway, 

Germany, Gibraltar, Jersey; a total of 
85 MoU since 2003
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Indicator EU USA Ukraine

Ethical aspects of AI 
application

False positives: possible false 
alerts in FinTech, explainability: 

algorithms must be transparent to 
regulators, privacy: compliance with 
the GDPR when processing personal 

data

False positives: daily SARs 
(~12,870) may create false 

suspicions, explainability: the need 
for explanations of decisions for 
regulators and courts, privacy: 
compliance with the BSA and 

national privacy laws

False positives: 17.58% of 
suspicious transactions out of 

1.75 million reports may be false, 
explainability: AI decisions must be 
understandable to law enforcement 
and the court, privacy: compliance 
with Ukrainian legislation on the 

protection of personal data

Note: the 314(b) programme is a voluntary mechanism in the USA that allows banks and financial institutions to 
exchange information about suspicious transactions to combat money laundering and terrorism
Sources: compiled by the authors on the basis of the European Banking Authority (2025), Financial Action Task 
Force (2025), State Financial Monitoring Service of Ukraine (2025), Financial Crimes Enforcement Network (Fin-
CEN) (2025)

Table 2, Continued

Effective combat against transnational crimes, 
particularly in the sphere of drug trafficking, largely 
depends on international information exchange and 
the harmonisation of legal frameworks between juris-
dictions, which corresponds to approaches to AML/
FT regulation where interaction between national fi-
nancial intelligences and international partners is a 
determining factor of effectiveness (Ovsianiuk & Usty-
menko, 2024). The combination of international prac-
tice and FATF standards outlines the key directions for 
improving the national system of combating money 
laundering and terrorist financing in Ukraine. First and 
foremost, it is essential to update the regulatory and 
legal framework and the methodological recommen-
dations of the State Financial Monitoring Service to in-
clude provisions on the use of artificial intelligence for 
real-time transaction monitoring. The experience of the 
USA and the EU shows that the introduction of hybrid 
systems (rule-based + AI) makes it possible to reduce 
the level of false positives, which directly improves the 
legal quality of financial supervision. A separate legal 
direction is the development of public-private partner-
ships in the sphere of crypto-AML, where the NBU, the 
SFMS and banks can use AI tools to analyse blockchain 
transactions, following the example of US practice. This 
complies with FATF requirements regarding the regula-
tion of VASP and helps to eliminate gaps in the control 
of anonymous wallets.

No less important is the integration of ethical and 
legal standards: the adaptation of GDPR1 principles into 
the national legislation of Ukraine, the development 
of federated-learning practice to minimise the risks 
of personal-data leakage, as well as the enshrining of 
explainable-AI requirements for the legitimacy of the 
evidentiary base in judicial proceedings. Institutional 
development also acquires strategic significance: in-
vestment in digital infrastructure, the creation of reg-
ulatory frameworks for grant funding of technologies 
and staff training at the NBU. This will ensure legal 
certainty in the AML sphere, remove Ukraine from the 

1 General Data Protection Regulation.  (2016, April). Retrieved from https://commission.europa.eu/law/law-topic/data-protection/legal-
framework-eu-data-protection_en?utm_source=.

“grey zones” of international rankings and accelerate 
its integration into the European financial-legal area.

The results of the study showed that rule-based 
solutions can be applied only as a basic level of con-
trol, whereas AI methods should become the core of 
AML systems, capable of ensuring higher accuracy and 
adaptability. This corresponded to the conclusions of 
N. Pocher et al. (2023), who investigated the detection 
of anomalous cryptocurrency transactions in the con-
text of AML/CFT. The authors emphasised that static 
rule-based approaches cannot ensure adequate legal 
protection in the field of cryptocurrencies, as such ap-
proaches do not detect hidden schemes in blockchain 
networks. Instead, the application of AI creates new op-
portunities for forming the evidentiary base in criminal 
proceedings, improves the effectiveness of law enforce-
ment and strengthens trust in financial supervision. 
This underlined that AI in crypto-AML has not only 
technological, but also key legal significance for compli-
ance with international standards and the protection of 
the financial system.

S.  Wang  et al.  (2024) proposed the application of 
graph methods in combination with structural crite-
ria (minimisation of structural entropy) to detect hid-
den links in large transactional networks. The authors 
showed that such an approach makes it possible to reduce 
the level of “noise” in data and to increase the accuracy 
of identifying complex money-laundering schemes, in-
cluding multi-level and high-speed transactional flows.

This correlated with the results of the current study 
regarding the effectiveness of AI analysis in the field of 
financial supervision, especially where traditional rule-
based approaches are insensitive. At the same time, the 
current study emphasised that the practical implemen-
tation of such solutions must take into account not only 
the technical characteristics of the algorithms, but also 
legal requirements. This is of key importance for the le-
gitimacy in judicial processes and compliance practice, 
as well as for the protection of the rights of subjects of 
financial transactions.

https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en?utm_source=
https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en?utm_source=
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From a legal point of view, the main challenge for 
AML is to find a balance between the effectiveness of 
monitoring and the protection of the rights of subjects, 
since excessive false positives lead to unlawful block-
ings and legal disputes, whereas low sensitivity leaves 
room for the avoidance of liability, as emphasised by 
the FATF and EU/US regulators. T. Pousette & A. Rosen-
da (2024) stressed that for EU and US regulators, reason 
codes and model traceability – which ensure transpar-
ency and the possibility of appealing decisions – are a 
critical condition for the acceptability of AI. This direct-
ly aligned with the results of the current study regard-
ing FATF requirements for the accountability of finan-
cial institutions and the principles of the GDPR, which 
prohibit completely opaque automated decisions. This 
means that explainable AI becomes not only a techno-
logical, but also a legal standard in the AML sphere.

The results showed that the rule-based approach 
in AML generates millions of reports that overload the 
system and conceal real risks. This correlated with  
C.-H.  Poon  et al.  (2025), who proved that traditional 
rules are unable to account for complex multi-level 
schemes. The authors found that LineMVGNN (a model 
that applies multi-graph neural networks (MVGNN) to 
detect money laundering by analysing several graphs 
to improve transaction-detection accuracy) reveals 
hidden transactional links that rule-based methods 
miss. This meant that formal threshold criteria create 
noise rather than effective supervision. In the legal di-
mension, this threatens to turn norms into “dead law” 
and creates a risk of legal challenges due to dispropor-
tionate monitoring. Rule-based monitoring, despite 
its technical limitations, ensures a proportionate ap-
proach – thanks to the predictability of rules and the 
clarity of legal control. By contrast, the use of AI can 
create risks of disproportionality, as it forms unique 
indicators for different monitoring contexts, which 
complicates the regulatory verification and potentially 
expands the boundaries of interference with privacy. 
Therefore, the integration of AI into financial-monitor-
ing systems must be accompanied by the development 
of transparent explainability criteria and legal limits 
on use, in order to avoid criticism, legal challenges and 
non-compliance with FATF standards.

S.A.  Ajagbe  et al.  (2025) carried out a compre-
hensive comparison of machine-learning algorithms 
for detecting money laundering in transactional data. 
The authors demonstrated that ensemble models sig-
nificantly outperform both classical ML approaches 
and simple rule-based methods in terms of accuracy 
and stability of results. This corresponded to the cur-
rent study on the problem of false positives in AML 
systems, which overload supervision and reduce ef-
fectiveness. The correct choice of algorithm directly 
affects the reduction of false positives and improves 
the quality of financial monitoring. This means that, in 
the legal sphere, the application of optimal ML models 

makes it possible to avoid blocking legitimate trans-
actions and reduces the risks of legal challenges. Such 
an approach opens up the possibility of reducing SAR/
STR overload and moving to more accurate, propor-
tionate monitoring that complies with FATF interna-
tional standards.

M. Di Gennaro et al. (2025) showed that temporal 
graph neural networks (Temporal GNN) make it possi-
ble effectively to track suspicious laundering schemes 
that were manifested through rapid and multi-level 
transactions. The researchers found that Temporal GNN 
can take into account the temporal dynamics of flows 
and detect atypical transactional patterns that remain 
unnoticed by static models. This was consistent with 
the results of the study that the main challenge in the 
sphere of cryptocurrencies is the risks of high-speed 
transfers and anonymous wallets, to which the FATF 
draws attention. This meant that AML solutions with-
out the integration of temporal characteristics remain 
formal and are not capable of genuinely counteracting 
the risks of cryptocurrency markets. In the legal dimen-
sion, such an approach directly complies with the FATF 
Recommendation on new technologies and proves the 
readiness of countries to ensure not only formal, but 
also practical compliance with standards.

Thus, the integration of AI into regulatory frame-
works, the development of public-private partnerships, 
compliance with  ethical standards and investment in 
technologies form the basis for the modernisation of 
Ukraine’s AML system. This will reduce false positives, 
increase monitoring effectiveness, improve the results 
of combating money-laundering crimes and ensure full 
compliance with FATF standards, contributing to Euro-
pean integration.

Conclusions
The results of the study confirmed the research hy-
pothesis, proving that artificial-intelligence algorithms 
outperform rule-oriented systems in terms of accuracy 
and the ability to detect complex and atypical transac-
tions. Traditional rule-based systems, despite compli-
ance with FATF standards, miss significant volumes of 
suspicious transactions due to the static nature. In the 
TD Bank case (USA), 92% of transactions amounting 
to $18.3 trillion were not detected, including $470 mil-
lion in illegal operations through cash deposits and 
transfers; in Ukraine in 2024, 1,754,604 reports were 
recorded, of which 1,730,000+ were from banking 
institutions, with 82.26% being threshold and only 
17.58% suspicious. The implementation of AI in AML 
systems requires ensuring explainability for legitima-
cy in judicial processes and compliance with privacy 
standards (the GDPR, Ukrainian data-protection legis-
lation). Rule-based systems may remain a basic filter 
for obvious anomalies, but these systems should be 
combined with AI algorithms to increase monitoring 
effectiveness. The introduction of such an approach will  
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stimulate the training or retraining of existing special-
ists, or the replacement with those more advanced in 
AI-based AML approaches.

The experience of the USA and the EU shows that 
hybrid systems reduce false positives and improve the 
legal quality of supervision. Special legislation sets the 
global standard, but its implementation in the EU, the 
USA, and Ukraine has differences. The EU suffers from 
fragmented supervision, the USA – from outdated norms 
and SAR-report overload, Ukraine – from resource con-
straints and insufficient control of cryptocurrencies. 
This underlines the need to harmonise legislation and 
to implement AI to increase effectiveness. At the same 
time, the application of AI in AML is accompanied by 
risks and limitations. The main ones are the problem of 
decision explainability, which may complicate the use 
as evidence in courts, and privacy risks in connection 
with GDPR requirements. The effectiveness of models 
depends on data quality, and residual false positives, 
although reduced, still create a burden for banks. A 
challenge is also the high computational cost and the 
risk of concentration of control among a few technology 
providers. To improve the AML system, Ukraine should 

update the regulatory framework with AI in mind, de-
velop partnerships for blockchain analysis, adapt GDPR 
principles and invest in infrastructure and personnel. 
This will reduce risks, strengthen trust and promote 
the European integration of the financial sector.

A limitation of the study was the dependence of 
model effectiveness on the volume and quality of in-
put data, as well as the complexity of practical imple-
mentation in financial institutions due to high cost and 
the need for specialised personnel. Further research 
should focus on combining different types of AI algo-
rithms in hybrid architectures, on testing the operation 
under concept drift conditions, and on integration with 
FATF regulatory requirements.
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Анотація
Метою дослідження було вивчення ефективності застосування алгоритмів штучного інтелекту в 
системі фінансового моніторингу. Методологія охоплювала порівняльний аналіз практики США, 
Європейського Союзу та України, аналіз конкретних випадків міжнародних фінансових інцидентів 
(США, Європейський Союз, Україна) й оцінювання нормативно-правової бази. Встановлено, що 
регуляторна база для системи, що ґрунтується на правилах, закріплена в міжнародних стандартах 
Групи з фінансових заходів проти відмивання грошей та реалізована в законодавстві Європейського 
Союзу, Сполучених Штатів та України, що забезпечує прозорість контролю та одночасно знижує 
адаптивність до нових схем. У Сполучених Штатах правові норми забезпечують сувору звітність і 
санкції, проте ці норми продемонстрували критичні прогалини в моніторингу, що ґрунтується на 
правилах. У Європейському Союзі багаторівневі директиви посилили централізований нагляд, водночас 
нерозв’язаною залишилася проблема бюрократичної інерції. В Україні боротьба з відмиванням грошей 
у сфері криптовалют є недостатньо ефективною. Виявлено, що в рішеннях Вищого антикорупційного 
суду за 2024  рік було зафіксовано випадки використання дробних земельних угод на суму понад 
3,1 млн доларів, а також великомасштабні організовані схеми, які системи, що ґрунтуються на правилах, 
не виявили. Статистика за 2024 рік (1,75 млн фінансових звітів, 12,1 млрд грн вилучених активів) 
продемонструвала масштаби системи протидії відмиванню грошей в Україні, а також засвідчила 
необхідність зменшення кількості помилкових спрацьовувань і посилення аналітики. Узгодження 
з міжнародною практикою продемонструвало, що ефективності майбутніх рішень щодо протидії 
відмиванню грошей в Україні можливо досягти лише за умови поєднання нормативно-правової бази з 
моделями штучного інтелекту, які відповідають вимогам Групи з фінансових заходів проти відмивання 
грошей та Європейського Союзу. Практичне значення дослідження полягає в застосуванні результатів 
банками, регуляторними органами та правоохоронними органами України для зменшення кількості 
помилкових спрацьовувань, виявлення складних схем й адаптації систем моніторингу до міжнародних 
стандартів

Ключові слова:
пояснюваність моделі; федеративне навчання; графічні нейронні мережі; графічні автокодери; 
зменшення кількості помилкових спрацьовувань; операції з криптовалютою; конфіденційність 
транзакційних даних
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Abstract
The relevance of the study is determined by the need to improve theoretical and practical approaches to the 
investigation of war crimes, ensuring their effective detection and documentation in the process of proof. 
The purpose of the study was a comprehensive investigation of the structural elements of the criminalistic 
characteristics of war crimes provided for in both Article 8 of the Rome Statute of the International Criminal 
Court and Article 438 of the Criminal Code of Ukraine, considering the practice of national and international 
courts, and the development of proposals for optimal ways of Investigation. The methodological basis of the 
research was formal legal, comparative legal, dogmatic, systematic methods, empirical study of investigative 
and judicial practice. The practical basis of the study was the materials of criminal proceedings on the fact 
of committing war crimes committed on the territory of Ukraine, and the case law of international (special) 
tribunals. As a result of the research, the content and structure of the criminalistic characteristics of war 
crimes were clarified, its significance for establishing the circumstances to be proved was determined, and 
key problems that affect the process of proof in an armed conflict were identified. Attention was paid to the 
contextual signs of violations of the laws and customs of war, which were integrated into the criminalistic 
characteristics of war crimes, as system-forming elements that determine the specifics of investigations, 
considering the method of commission, the mechanism of the event, the identity of the criminal and the 
victim, socially dangerous consequences, and their relationship with what was committed. For the first time, 
forensic signs of war crimes were systematised, considering international legal qualifications and specific 
conditions of investigation. The practical significance of the results obtained lies in the possibility of their use 
in the practical activities of the pre-trial investigation bodies, the prosecutorʼs office and the court to increase 
the effectiveness in the investigation process and prove the guilt of persons involved in violations of the laws 
and customs of war
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War as a socio-political phenomenon requires proper 
legal support not only in terms of mobilisation process-
es, but also in the procedure for documenting related 
crimes. In the methodological sense, it is the object of 
research not only in military science, but also in a wide 
range of other disciplines – from history and political 
sciences to law, sociology, and psychology. This necessi-
tates the application of an interdisciplinary approach to 
the study of its nature, consequences, and mechanisms, 
which indicates an interdisciplinary object of research, 
within which the impact of war on the individual, socie-
ty, international security, and law and order is indicated.

In the context of armed conflict, many social pro-
cesses become extreme, which directly affects the 
mechanisms of committing crimes, the specifics of their 
detection, disclosure, and investigation. In this context, 
a prerequisite for the proof process is the establish-
ment of contextual and legal circumstances that indi-
cate the individual responsibility of participants in an 
armed conflict within the framework of international 
humanitarian and criminal law. Thus, considering the 
violation of the laws and customs of war as a systemic 
phenomenon in the structure of international crimes, 
it should be emphasised that the key (basic) crime in 
this context is the act of armed aggression itself, since 
it creates the prerequisites for the commission of other 
related violations of international humanitarian law.

This aspect reveals such a terminological group 
as jus in bello and jus ad bellum. Analysing these con-
cepts, R. Kolb (1997) noted that despite the widespread 
perception of their centuries-old history, they entered 
the international legal terminology relatively recently. 
The reason for this, according to S. Sefriani (2024) and 
Y. Ka Lok (2022), is that until the beginning of the 20th 
century, the concept of just war prevailed in the doc-
trine of international law  – bellum justum. Within the 
latter, war was recognised as a permissible and fair 
act if it was of a defensive nature, was aimed at restor-
ing violated rights, restoring lost status or property, 
collecting debt or committing retribution. In such cir-
cumstances, the subject of legal analysis was the very 
fact of the beginning of an armed conflict, while its 
specific consequences acquired a derivative character 
(Liang, 2021). In other words, universal law in bello and 
ad bellum did not exist. Accordingly, the rights and obli-
gations of the belligerents depended solely on the actu-
al situation, the stated motives and the material validity 
of the reasons, which were determined by a fair basis 
for its resolution and conduct.

Subsequently, as noted by L. Peperkamp (2020) and 
F. Grimal & M.J. Pollard (2024), evolution of the doctrine 
bellum justum gave in to the idea that states (monarchs) 

1 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text. 
2 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
3 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text. 

have a discretionary right to wage war and use it as a tool 
for implementing national policy. In this context, the at-
tention of researchers has shifted from the problems of 
the legality of the outbreak of war to issues related to 
the rights and obligations that arise in the process of 
its conduct – durante bello. According to R. Kolb (1997), 
in fact, this is the beginning of the formulation of 
the principle jus in bello in the contemporary sense.

It is believed that one of the first to introduce this 
term into international scientific use was an Austrian 
international lawyer, a representative of the so-called 
“Vienna School of International Law” L.J.  Kunz. In the 
monograph “Law of War and the Law of Neutrality”, he 
gave a clear definition of the concept jus in bello not-
ing that the term should be applied to all parties to an 
armed conflict, irrespective of whether their actions 
are lawful in terms of jus ad bellum emphasising the im-
portance of distinguishing between the right to wage 
war and the rules of conduct (Kunz, 1939).

Already in 1937, one of the fundamental scien-
tists in the field of public international law of the men-
tioned century, A. Ferdross, applied the term jus in bel-
lo in an absolutely identical sense as Kunz, correlating 
it with the concept of “military law” or “law of war” 
(Kolb, 1997). However, as the researchers note, during 
this period, the above definition was not used in inter-
national practice. Its practical application took place 
after the Second World War, as a result of which a clear 
terminological distinction was made between jus in 
bello and jus ad bellum as key elements of internation-
al humanitarian law that ensure the legality of war, the 
humanity of its conduct, and the protection of persons 
who do not take part in hostilities.

This leads to the need for an in-depth analysis of 
war crimes committed on the territory of Ukraine not 
only through the prism of doctrine jus in bello, but also 
in the plane of topical issues of a procedural and foren-
sic nature that arise in the course of their investigation. 
It is these aspects that will form the purpose of this 
study, which is determined by the theoretical and legal 
analysis of certain aspects of the forensic characterisa-
tion of violations of the laws and customs of war.

Materials and Methods
The normative basis of the study was a set of provi-
sions of international and national legislation regulat-
ing certain aspects of the activities of law enforcement 
agencies in the detection, disclosure, investigation, and 
prevention of war crimes. In particular, certain provi-
sions of the Rome Statute of the International Criminal 
Court 1, the Law of Ukraine on criminal liability2, crim-
inal procedure legislation3, international humanitarian 
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law1,2,3, legislation of Ukraine on civil protection of the 
population4, etc., were used. The theoretical basis of the 
research was the analysis of scientific and methodolog-
ical sources that analyse certain forensic aspects of the 
investigation of war crimes, in particular, those com-
mitted on the territory of Ukraine.

The practical basis of the study was the analysis of 
investigative and judicial practice on the investigation 
of war crimes on the territory of Ukraine5, and the study 
of the case-law of international criminal tribunals, in 
particular, the international tribunal for the former Yu-
goslavia (Press Releases of the International...,  1996). 
The norms of customary international humanitarian 
law were also analysed within the framework of foren-
sic characterisation (International Committee of the 
Red Cross, 2006).

The methodological basis of the research was 
formed considering a combination of general scientif-
ic and special methods of cognition, the use of which 
provided a proper substantiation for the research 
tasks and obtaining scientifically based results based 
on their solution. In particular, the formal legal method 
was used to analyse and systematise the provisions of 
laws and regulations related to the subject of research. 
The comparative legal method was used to identify 
differences and common features in the approaches 
of national and international law to the object of re-
search. The dogmatic method allowed revealing the 
content of legal concepts and categories related to the 
subject of research. The method of analysis of scientif-
ic sources was used to generalise scientific and meth-
odological approaches to determining the features of 
forensic characteristics of war crimes. The empirical 
analysis of judicial practice was carried out to investi-
gate the decisions of national courts of Ukraine and in-
ternational courts on the specifics of the investigation 
of war crimes. The generalisation method was used to 
form conclusions and provide suggestions.

Results and Discussion
Forensic characterisation of violations of the laws and 
customs of war is a structured system of information 
and/or data that reflects the natural connections be-
tween individual elements of illegal activity and its 
consequences. It serves as a guide for authorised par-
ticipants in criminal proceedings in the process of es-
tablishing circumstances that are subject to proof, put-

1 Geneva Convention relative to the Protection of Civilian Persons in Time of War. (1945, August). Retrieved from https://zakon.rada.gov.ua/
laws/show/995_154. 
2 Geneva Convention for the Amelioration of the Condition of the Wounded and Sick in Armies in the Field. (1949, August). Retrieved from 
https://zakon.rada.gov.ua/laws/show/995_151#Text. 
3 Geneva Convention relative to the Treatment of Prisoners of War.  (1949, August). Retrieved from https://zakon.rada.gov.ua/laws/ 
show/995_153#Text.  
4 Civil Protection Code of Ukraine. (2012, October). Retrieved from https://zakon.rada.gov.ua/laws/show/5403-17#Text. 
5 Verdict of the Oktyabrsky (Shevchenkivsky) District Court of Poltava in Case No.  554/3925/22.  (2022, June). Retrieved from https://
reyestr.court.gov.ua/Review/104701812. 
6 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Te.xt. 
7 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text. 

ting forward and verifying investigative versions, and 
choosing the most optimal ways of investigation.

In a practical sense, it performs the function of 
determining the priority areas of Investigation, form-
ing reasonable hypotheses about the commission of a 
crime, the offender, the victim, traces and mechanisms 
of trace formation, and other criminalistically signif-
icant information that is important in the process of 
proof. According to Yu.  Chaplynska  (2019), the appli-
cation of systematised knowledge that makes up the 
content of forensic characteristics becomes particular-
ly relevant at the initial stage of pre-trial investigation, 
which is characterised by a lack of primary information 
about illegal activities. As an integral part of the foren-
sic methodology, it applies a comprehensive approach 
to the analysis and description of typical features of this 
activity, aimed at solving the problems of criminal pro-
ceedings. Despite this, depending on the specific type of 
criminal offence, some of its elements may acquire de-
cisive significance, while others may play a secondary 
role or have no relevance at all. On this matter, A. Kun-
tiy (2019) emphasised that although Article 91 of the 
Criminal Procedure Code of Ukraine6 determined the 
general circumstances to be established in the process 
of proof, its provisions did not consider the specifics of 
certain categories (groups) of criminal offences, their 
specifics and individual characteristics. Actually, this 
also applies to violations of the laws and customs of 
war, where the so-called contextual and legal elements 
are crucial in the proof process. It is they who establish 
the fact that there is or is not an event of a socially dan-
gerous act that falls under international jurisdiction in 
accordance with the provisions of the Rome Statute of 
the International Criminal Court7.

Given the above, it is advisable to consider the crim-
inalistic characteristics of war crimes as a systematic de-
scription of typical signs and specific features of viola-
tions of the laws and customs of war, aimed at ensuring 
a complete, comprehensive, and objective investigation. 
In this context, it is reasonable to distinguish between 
two groups of elements. The first one covers the general 
signs inherent in a wide range of socially dangerous acts. 
These were the main focus of K. Shevchyshena (2024). 
Studying the general aspects of the investigation of 
war crimes, their characteristic features include the 
circumstances that characterise the event of a criminal 
offence and justify its criminal legal assessment, the 

https://zakon.rada.gov.ua/laws/show/995_154
https://zakon.rada.gov.ua/laws/show/995_154
https://zakon.rada.gov.ua/laws/ show/995_153#Text
https://zakon.rada.gov.ua/laws/ show/995_153#Text
https://reyestr.court.gov.ua/Review/104701812
https://reyestr.court.gov.ua/Review/104701812
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identity of the applicant, the victim, witnesses and eye-
witnesses of its commission, the identity of the crim-
inal, their purpose and motives, socially dangerous 
consequences that determine the type and amount of 
damage caused and affect the measure of punishment.

As the researcher emphasised, it is important for the 
effective investigation of war crimes to find the way in 
which the crime is prepared, committed and concealed, 
and information about the identity of the criminal and 
victim, which is empirically confirmed in the results 
of the conducted sociological study by K. Shevchyshe-
na (2024). In this context, the researcher emphasised 
that the process of investigating war crimes largely de-
pends on typical investigative situations that determine 
the activities of pre-trial investigation bodies. These 
include the place and method of committing a war 
crime, the identity of the victim, the object of criminal 
encroachment, the nature of the trace picture, and the 
presence or absence of information about the suspect.

This opinion can be either agreed with or ques-
tioned. Undoubtedly, the elements identified are es-
sential for ensuring the proper investigation of war 
crimes. However, they are of a general type and are not 
limited to investigating only violations of the laws and 
customs of war. In addition, although the significance of 
individual components of the forensic characteristic is 
confirmed by empirical data from the results of inter-
views with investigators, however, these results cannot 
be considered final, since their assessment may be in-
fluenced by cognitive biases.

As noted by D. Lazareva (2025), the specifics of the 
investigation of war crimes are determined by the spe-
cifics of their qualification, which covers a wide range 
of illegal acts defined by the norms of international law. 
These acts can be qualified as war crimes only if there 
are appropriate contextual circumstances that are 
causally related to the subject of proof. They determine 
the key elements of the forensic characteristic and in-
fluence the features of the proof process.

On this occasion, O. Agarkova (2024) noted that in 
the process of investigating war crimes, facts and cir-
cumstances must be established that allow identifying 
individual signs of a particular socially dangerous ac-
tivity. Depending on the form of the objective side, such 
circumstances include the beginning, duration, and 
prevalence of an armed conflict, its type, and the spa-
tial and temporal relationship between the act itself 
and the armed conflict. This is conditioned by the fact 
that war crimes can only be committed in conditions 
of armed conflict. Consequently, violations of the laws 
and customs of war occur in the context of this conflict, 
regardless of whether a state of emergency has been 
officially introduced.

In other words, the territorial boundaries of an of-
fence usually cover a war zone or other areas directly  

1 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text. 

related to the conduct of an armed conflict. That is 
why, from a territorial standpoint, war crimes are com-
mitted in conditions of armed conflict. In turn, armed 
conflict as a key legal context of a war crime manifests 
itself in the form of active military operations, which, 
according to I. Kostiuk & A. Sakovsky (2024), determine 
the specifics of the combat situation. It may include the 
location of armed formations, strategic and tactical 
changes, the impact of military operations on the ci-
vilian population, and other contextual circumstances 
that shape the conditions of the offence.

Establishing the location of violations of the laws 
and customs of war is of key importance not only for 
proper qualification, but also for determining territori-
al jurisdiction. According to O. Agarkova (2024), as part 
of the pre-trial Investigation, special attention should 
be paid to the circumstances that characterise the spa-
tial and temporal parameters of the committed act. For 
example, in the context of the use of weapons prohib-
ited by international humanitarian law, such elements 
include the place of launch, departure and arrival of 
ammunition, the trajectory of its movement (flight), the 
method and type of weapons used, the type of targets, 
and other relevant data that allows objectively recreat-
ing the picture of the crime.

One example is the events that took place on 14 
January 2023 in the city of Dnipro, when more than 40 
civilians were killed as a result of a missile strike on a 
multi-storey residential building. According to the es-
tablished data, the strike was carried out by a high-pre-
cision missile of the X-22 type, which, according to its 
tactical and technical characteristics, is designed to hit 
large, pre-identified targets (Anniversary of the mis-
sile..., 2024). Simultaneously, no military facilities were 
found in the immediate vicinity of the strike site, which 
gives grounds to conclude that the principle of differen-
tiation (selectivity) of the object of attack was deliber-
ately violated.

Given the absence of military necessity and the pur-
poseful nature of a strike on an object that is not a military 
target, such actions should be regarded as a purposeful 
attack on the civilian population, which, according to 
Article 8 of the Rome Statute, falls under the qualifica-
tion of a war crime1. The legal assessment of such acts 
requires the pre-trial investigation bodies to provide 
a comprehensive and objective analysis of the circum-
stances that allow them to provide answers to key ques-
tions related to the tactical and technical characteristics 
of the weapons used, the nature of the affected object, 
its spatial distance from potential military targets, the 
possibility of its identification, the evidence of its civil-
ian purpose, and the presence or absence of measures 
for preliminary clarification and verification of targets.

That is why one of the key elements of the event 
of a criminal offence under Article 438 of the Criminal 
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Code of Ukraine1, is a method of its commission, which 
covers the nature of the offenderʼs actions, the means 
of destruction used, the sequence of implementation of 
criminal intent, and circumstances indicating a delib-
erate or careless attitude to possible consequences. In 
the context of violations of the laws and customs of war, 
the method of commission is crucial not only for estab-
lishing the actual circumstances of the wrongful act, but 
also for its international legal qualification.

For example, according to Article  8 of the Rome 
Statute2, an intentional attack on civilian objects, i.e., 
objects that are not military targets, qualifies as a war 
crime. In turn, the provisions of Article 51 of Additional 
Protocol I to the Geneva Convention of 19493 regard-
ing the protection of victims of international armed 
conflicts prohibit indiscriminate attacks, in particular, 
those that may cause excessive civilian casualties or 
damage to civilian infrastructure in comparison with 
the expected military advantage. This means that the 
use of weapons in the absence of a military purpose and 
failure to comply with the principles of proportionality, 
selectivity, differentiation, and military necessity in this 
regard indicates a violation of international humanitar-
ian law, and, accordingly, can serve as a basis for quali-
fying such acts as war crimes.

When analysing the method of committing viola-
tions of the laws and customs of war, it is necessary to 
consider the specific context conditioned by the specif-
ics of illegal acts (Shulzhenko, 2022). Therefore, when 
interpreting the disposition of Article 438 of the Crimi-
nal Code of Ukraine, it is justified to refer to the norms of 
international humanitarian law, which establish general 
principles, rules, and customs of the use of force during 
an armed conflict. In this context, O. Taran (2022) noted 
that an important criterion for the criminal law assess-
ment of a particular case of violation of the laws and 
customs of war is the content of regulations defining 
the permissible limits of conducting an armed conflict.

The researcher emphasises that the structure of cir-
cumstances to be established during the investigation 
of war crimes, as an element of forensic characteristics, 
should also include a specific legal environment formed 
under the influence of international law. In her opinion, 
this allows authorised participants in criminal proceed-
ings to understand the content of both contractual and 
customary norms of international law in the process of 
establishing the legality of resolving an armed conflict 
jus ad bellum – the “right to war”, and the procedure and 

1 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
2 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text. 
3 Protocol Additional to the Geneva Conventions of (1949, August), Relating to the Protection of Victims of International Armed Conflicts 
(Protocol I). (1977, October). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199. 
4 Charter of the International Military Tribunal. (1945, August). Retrieved from  https://avalon.law.yale.edu/imt/imtconst.asp. 
5 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text. 
6 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
7 Ibidem, 2001.
8 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text. 
9 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.

rules for conducting it jus in bellum – “the right of war”. 
In fact, these aspects are also focused on by other re-
searchers who suggest that using the phrase “violation 
of the laws and customs of war”, the contracting parties 
to the London4, and later the Rome Statutes5, deliber-
ately expanded the boundaries of the criminal and legal 
characterisation of war crimes, going beyond the scope 
of international humanitarian law (Rubanenko, 2024).

That is, in the national context of Article 438 of the 
Criminal Code of Ukraine6, it is necessary to interpret in 
a systematic way not only international humanitarian 
law, but also other international legal acts that regu-
late relations during an armed conflict and determine 
responsibility for their violation. This means that the 
national approach to the qualification of war crimes 
is covered by a wide range of socially dangerous acts, 
including not only serious violations of internation-
al humanitarian law, but also other acts prohibited by 
ratified international treaties (Hlovyuk & Teteryat-
nyk, 2022; Antonyuk, 2023).

In other words, the scope of legal regulation of re-
sponsibility for the commission of war crimes is not 
limited exclusively to the norms of international hu-
manitarian law. This activity is covered by a wide con-
tractual system of laws and regulations of international 
importance that define the legal limits of conducting 
armed conflicts, establish requirements for the protec-
tion of the civilian population, the wounded and sick, 
prisoners of war, persons no longer participating in 
combat operations, medical and spiritual personnel, ci-
vilian objects, cultural values, the environment, critical 
infrastructure, etc.

Therefore, the legal qualification of war crimes 
should be carried out not only based on Article438 of 
the Criminal Code of Ukraine7, but also consider inter-
national treaties that establish the signs and composi-
tion of such offences, depending on the specific case of 
illegal activity and the method of its commission. This 
refers to the norms of the Rome Statute8, where Arti-
cle 8 specifies the types of war crimes and formulates 
the methods of their commission, and the provisions of 
the Geneva Conventions of 1949 and their Additional 
Protocols. These acts, in conjunction with other inter-
national treaties, regulate responsibility for war crimes 
and contribute to the development of an integral legal 
framework in the system of international criminal law.

In this context, the norm of Article  438 of the 
Criminal Code of Ukraine9, reflects the national legal  

https://zakon.rada.gov.ua/laws/show/995_199
https://avalon.law.yale.edu/imt/imtconst.asp
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understanding of war crimes as socially dangerous acts 
for which criminal liability is provided. This demon-
strates the normative integration of Ukraine into the 
system of international criminal law and simultaneous-
ly shows solidarity with the international community 
in matters of inadmissibility of violations of the laws 
and customs of war, and on the other hand – the com-
mitment of the national legal system to the principle of 
inevitability of punishment for international crimes.

That is, depending on the nature of the committed 
act and its consequences, the legal qualification of a 
particular crime should be carried out using the pro-
visions of Article 438 of the Criminal Code of Ukraine, 
and relevant norms of international criminal and hu-
manitarian law. This approach ensures that the na-
tional criminal justice system is consistent with the 
civilised world and its standards regarding individual 
responsibility and the inevitability of punishment for 
international crimes.

For example, in the case of mass deportation or 
forced displacement of the civilian population from the 
occupied territories, legal qualification is possible un-
der the combination of Article 438 of the Criminal Code 
of Ukraine and subparagraph (viii) of paragraph  2(b) 
of Article  8 of the Rome Statute1. This circumstance 
confirms the expediency of applying an integrative ap-
proach to the legal qualification of socially dangerous 
acts of international importance. This also applies to il-
legal attacks on persons protected by international hu-
manitarian law, in particular, prisoners of war, wound-
ed, sick, medical workers, or personnel of humanitarian 
missions. In such cases, legal qualification is carried out 
while considering the provisions of Article 438 of the 
Criminal Code of Ukraine and the norms of internation-
al law that directly incriminate the relevant violations.

In this context, Article  3, which is common to all 
four Conventions of 1949, should be applied, which es-
tablishes basic guarantees for the humane treatment 
of persons who do not participate in the fighting of a 
non-international armed conflict2. Regarding interna-
tional armed conflicts, it is worth paying attention to 
the special provisions consolidated in Article 12 (pro-
tection of the wounded and sick)3 and/or Article  13 
(treatment of prisoners of war)4, which determine 
the legal status and guarantees of persons involved in 
armed conflict. Additionally, these actions can be qual-
ified as war crimes in accordance with the subpara-
graph (II) paragraphs  2(a) and subparagraph  (I) and 
subparagraph (2)(b) of Article 8 of the Rome Statute5.

1 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text. 
2 Geneva Convention Relative to the Protection of Civilian Persons in Time of War. (1945, August). Retrieved from https://zakon.rada.gov.
ua/laws/show/995_154. 
3 Geneva Convention for the Amelioration of the Condition of the Wounded and Sick in Armies in the Field . (1949, August). Retrieved from 
https://zakon.rada.gov.ua/laws/show/995_151#Text. 
4 Geneva Convention Relative to the Treatment of Prisoners of War.  (1949, August). Retrieved from https://zakon.rada.gov.ua/laws/
show/995_153#Text. 
5 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text. 
6 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text. 

Special attention should be paid to the analysis of 
war crimes committed by giving a deliberately crimi-
nal order (ordering), which clearly contradicts the pro-
visions of international humanitarian law. Despite the 
absence in Article 438 of the Criminal Code of Ukraine6 
of specific qualifying characteristics that would indi-
cate an increased degree of public danger of the act in 
question, from a criminalistic standpoint, the fact of 
giving a knowingly illegal order that grossly and obvi-
ously violates the laws and customs of war should be 
considered a significant contextual circumstance. This 
circumstance is an important element of the mecha-
nism for the development and implementation of crim-
inal intent, is important for clarifying the structure of 
criminal activity, identifying the perpetrators, and de-
scribing the roles of each of the participants, for the 
implementation of proper legal qualification of their 
actions, and determining the degree of responsibility 
of each of them.

That is, in the forensic sense, the methods of com-
mitting war crimes cover a wide range of techniques, 
tools, methods, and organisational mechanisms used 
to prepare, directly commit, and conceal socially dan-
gerous acts. In this context, it is advisable to consider 
giving a deliberately illegal (criminal) order as one of 
the forms of organising illegal activities, which deter-
mines its structural model, affects the mechanism for 
implementing criminal intent and is essential for ef-
fective detection, documentation, investigation, and 
prevention of relevant criminal offences. According to 
the authors of the war crimes investigation standards, 
developed with the participation of specialists from the 
General Prosecutorʼs Office in 2023, it is not enough to 
bring a person to justice for an international crime only 
to prove the fact of its commission – it is necessary to 
establish that a particular person acted in a certain way, 
and that these actions contributed to the commission of 
the crime (General Prosecutorʼs office, 2023).

Non-compliance of the order with the require-
ments of international humanitarian law is an essential 
legal fact that is considered when establishing the form 
of guilt, the legal qualification of the act, determining 
the subject of a criminal offence and the level of its re-
sponsibility. This circumstance also contributes to the 
differentiation of the roles of accomplices and indicates 
the organised nature of illegal activities, which is cru-
cial for building a reasonable evidence base.

These provisions are consistent with the norms 
of International Criminal Law, in particular, Article 28 

https://zakon.rada.gov.ua/laws/show/995_154
https://zakon.rada.gov.ua/laws/show/995_154
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of the Rome Statute1, which provides for the responsi-
bility of commanders and other military chiefs for war 
crimes in cases where they, firstly, knew or should have 
known that subordinates were committing or intend-
ing to commit war crimes. And, secondly, they did not 
take all necessary and reasonably possible measures to 
prevent, stop, warn and ignore them in order to bring 
those responsible to justice.

Similar standards are contained in Article 87 of the 
Additional Protocol (I of 1977) to the Geneva Conven-
tions of 19492, where commanders are required to take 
all possible measures to prevent violations of interna-
tional humanitarian law by subordinate military person-
nel. If the commander knew or should have been aware 
of possible or actual violations of the laws and customs 
of war, but did not take appropriate measures to pre-
vent or stop them, he is liable under international law.

The existence of such a duty is also indicated by Rule 
153 of the Code of Customary International Humani-
tarian Law, developed by the International Committee 
of the Red Cross (2006). In general terms, it reflects a 
well-established custom that requires the principle of 
command responsibility to be respected even in cases 
where the relevant international treaties have not been 
ratified by a particular party. That is why the principle of 
team responsibility is universal and is subject to appli-
cation within the international legal system, regardless 
of the contractual status of a particular party. In essence, 
it formalises the doctrine of individual criminal respon-
sibility on the principle of command, which provides for 
the legal obligation of military leadership to take effec-
tive measures to ensure compliance with international 
humanitarian law on the part of subordinate personnel.

Thus, giving a criminal order can significantly af-
fect the legal characteristics of a war crime, modify the 
method of its commission and acquire key importance 
for detecting, disclosing, investigating and preventing 
socially dangerous acts that encroach on prohibited 
norms of warfare. Actions related to the issuance of an 
order that clearly violates the laws and customs of war 
can be considered as an aggravating circumstance that 
determines the structure and content of the method 
of committing a war crime. This indicates the organi-
sational nature of the participants in a military offence 
and is essential for the legal qualification of the crime, 
considering the principle of individual criminal liability.

Other researchers also focused on this, noting 
that the presence of such a contextual circumstance 
indicates not only the structure of a war crime, but 
also its organised form of commission (Taran,  2022; 
Yankovy,  2023). According to researchers, this is con-
ditioned by the hierarchical nature of the military or-
der, which contains both subjective and substantive 

1 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text. 
2 Protocol Additional to the Geneva Conventions of 1949, and Relating to the Protection of Victims of International Armed Conflicts. 
Protocol I. (1977, October). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199. 

elements that must comply with the norms of interna-
tional humanitarian law. In other words, any military 
order must comply with the requirements of interna-
tional law, and therefore not contradict them. This is 
due to the presumption that both the command staff of 
the armed forces and subordinate military personnel of 
armed formations are aware of the norms and customs 
of warfare. Violation of these rules creates grounds for 
bringing a person to justice in connection with the loss 
of the legal status of a combatant. In this case, the per-
son is not only deprived of the protection provided for 
by international humanitarian law, but is also subject 
to criminal prosecution for committing war crimes, in-
cluding in the form of giving an obviously criminal or-
der and its subsequent execution.

Given the above, an integral element of the crimi-
nalistic characteristics of war crimes is the identity of 
the offender (criminal, guilty party), and the establish-
ment of a link between the actions of the perpetrator 
and the contextual conditions of an armed conflict. Oth-
er researchers pointed to this fact, emphasising that 
not every individual act of violence committed during 
an armed conflict falls within the scope of interna-
tional criminal law response (Tolkach, 2023; Yefimen-
ko, 2024). This is possible only if it is established that the 
act had a direct connection with the armed conflict and 
was committed within its framework or context. Con-
sequently, the very fact of violation of the laws and cus-
toms of war is not sufficient for the legal qualification of 
an act as a war crime without proving the connection be-
tween the actions of a particular person and the armed 
conflict itself, and without establishing the status of the 
subject of a war crime and the presence of its subjective 
side, in particular, the personʼs awareness of the con-
text of the armed conflict and their intention to act con-
trary to the norms of international humanitarian law.

This conclusion is justified by international case 
law. In particular, according to the legal position for-
mulated by the International Criminal Tribunal for the 
former Yugoslavia (ICTY) on the prosecution of persons 
responsible for serious violations of international hu-
manitarian law in the territory of the former Yugoslavia, 
in order to qualify a war crime, it is necessary to find 
out that the existence of an armed conflict significantly 
affected the ability of a particular person to commit il-
legal actions or make a decision on the commission of 
a war crime, the method of implementing criminal in-
tent, and the purpose and motives by which the person 
sought to achieve the tasks set (Taran, 2022).

The subjective perception of the nature of the con-
flict of the perpetrator (in particular, their understand-
ing of the political or legal nature of the war) is not cru-
cial for legal assessment. It is enough only that illegal 

https://zakon.rada.gov.ua/laws/show/995_199
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behaviour occurs in the context of an armed conflict 
and is part of the implementation of a military-political 
strategy. In other words, the performerʼs awareness of 
all components of the military plan or the organisation-
al structure of the military-political leadership is not 
mandatory. It is sufficient to confirm that what is done 
is the result of conscious actions in the context of the 
overall implementation of the relevant strategy or pol-
icy of the state in the framework of an armed conflict.

In fact, the International Tribunal for the former 
Yugoslavia also focused on this. Thus in the case of “Ku-
narac et al.” (Prosecutor V., ICTY, IT-96-23/1), the court 
concluded that a person can be held accountable for a 
war crime or a crime against humanity, even without 
having an idea of the overall plan or structure of the high 
military command (Press Releases of the Internation-
al..., 1996). In other words, a person accused of interna-
tional crimes is not required to have full awareness of a 
political or military strategy, and the fact of deliberately 
committing actions as part of a large-scale aggression is 
sufficient. As noted by O. Agarkova (2024), in addition 
to the form of guilt, the criminal procedure law obliges 
in each specific case to establish the motives and pur-
pose of a criminal offence, which are considered by the 
court when determining the public danger of both the 
act itself and the person who committed it, and when 
determining the amount of punishment.

Despite the presence of common methodological 
guidelines in the law enforcement of Article  438 of 
the Criminal Code of Ukraine1, the analysis of individ-
ual decisions of the domestic courts attests to certain 
shortcomings in the wording of the charge and the de-
scription of the actual circumstances of the commission 
of the offence. For example, in the verdict of the (Okty-
abrsky) Shevchenkivsky District Court of Poltava dated 
June 9, 2022 in case No. 554/3925/222 (criminal pro-
ceedings No. 1-kp/554/387/2022), on the grounds of 
crimes under Part 2 of Article 111, part 2 of Article 260 
and Article 438 of the Criminal Code of Ukraine, it was 
established that the accused, being in the conditions 
of an international armed conflict, acting intentionally, 
committed illegal possession of vehicles on the territo-
ry of one of the state-owned enterprises of the Sumy 
Oblast, which caused material damage in the amount of 
UAH 232,048. In the reasoning part of the relevant court 
decision, the description of the incriminated act does 
not contain an indication of its purpose and motives, it 
does not specify which norm of international humani-
tarian law was violated, and there is no clear and con-
vincing link between the illegal act and the context of 
the armed conflict. In other words, questions remain 
as to whether the act falls within the qualification of a 
war crime within the meaning of international criminal  

1 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text. 
2 Verdict of the Oktyabrsky (Shevchenkivsky) District Court of Poltava in Case No.  554/3925/22.  (2022, June). Retrieved from https://
reyestr.court.gov.ua/Review/104701812. 

and humanitarian law, or whether the act should be 
considered in the context of general responsibility that 
occurred within the framework of an armed conflict.

In such circumstances, there is a risk of erroneous 
legal qualification, which can lead to ignoring the spe-
cifics of a war crime, which implies not only objective 
and subjective signs, but also the need to establish a 
link between the act, the context of an armed conflict 
and its international legal consequences. This signif-
icantly affects the direction of intent of the subject of 
the crime, determines the choice of ways to implement 
criminal intentions, and also determines the goals, mo-
tivational factors and other relevant elements of the ac-
tual circumstances of the criminal offence.

O.  Agarkova  (2024) noted that within the frame-
work of criminal proceedings, factual data should be es-
tablished that confirm the existence of an armed conflict, 
its relationship with an illegal act and socially danger-
ous consequences, which allows identifying victims of 
a criminal offence, and identifying objects of encroach-
ment that are protected by international humanitarian 
law. Describing the potential range of subjects of war 
crimes, the researcher referred to direct participants 
in the armed conflict, persons who were involved in the 
planning, organisation, or implementation of military op-
erations, representatives of the administrative and com-
mand staff who control the provision of law and order, 
including in the occupied territories (Agarkova, 2024).

A somewhat detailed differentiation of the subjects 
of war crimes was given by K. Shevchyshena (2024), di-
viding the latter into representatives of the military-po-
litical leadership, the highest command staff, other mili-
tary personnel involved in the armed conflict, members 
of illegal armed groups and private military companies 
involved in the armed conflict, and persons cooperating 
with one of the parties to the conflict for political, ideo-
logical, material, personal, and other reasons.

In fact, the above classification is consistent with 
the research data, where the subjects of war crimes can 
be differentiated into four main groups. Firstly, com-
batants from among the armed forces of a state party 
to an armed conflict. Secondly, persons acting on behalf 
of or in the interests of one of the parties to the con-
flict, including mercenaries, volunteers, and members 
of armed groups. Thirdly, commanders, military chiefs, 
and representatives of the military-political leader-
ship who can both personally commit illegal actions 
and bear legal responsibility for giving orders, which 
directly contradicts the provisions of international 
humanitarian law. Fourthly, civil or service organisa-
tions that take an active part in the implementation of 
military tasks, or perform the assigned powers with-
in the structure or functions of the belligerent party 

https://reyestr.court.gov.ua/Review/104701812
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(representatives of security agencies, intelligence, law 
enforcement agencies, the penitentiary system, medi-
cal institutions, employees of defence or infrastructure 
enterprises, etc.).

The functioning of these categories of subjects of 
war crimes is based on a well-established system of 
subordination relations, which is formed on the prin-
ciple of unity of command. This fundamental approach 
provides for a clear division of management functions 
and responsibility for their proper implementation. Ac-
cordingly, military commanders (chiefs) have the pow-
er to make decisions, give orders and ensure their im-
plementation within a certain competence, where the 
structural hierarchy is implemented both through ver-
tical subordination (for example, by rank) and through 
functional affiliation (for example, by official position).

Subordination relations in the military structure 
are determined not only by the specifics of internal 
military service, but also serve as the foundation for 
establishing individual and command responsibility. It 
follows from this that commanders and other military 
chiefs are subjects of war crimes not only if they are di-
rectly involved in illegal acts, but also as persons who 
have given clearly criminal orders or failed to take ap-
propriate measures to prevent or suppress gross (seri-
ous) violations of international law. This means that the 
legal assessment of a personʼs behaviour as a potential 
war criminal is inextricably linked with their official po-
sition, the nature of functional powers (official duties), 
and the volume of subordinate personnel.

In this context, the key circumstances to be proved 
in criminal proceedings on violation of the laws and 
customs of war should include the injured person (vic-
tim), and the scope and nature of socially dangerous 
consequences caused by the actions of the guilty per-
son in committing a war crime. This involves determin-
ing the nature and extent of the physical, moral and/or 
material (financial) damage caused, which is important 
for establishing the degree of public danger of the un-
lawful act, its classification, and for justifying the initia-
tion of a pre-trial investigation.

This was also emphasised by O. Agarkova (2024), 
referring to the circumstances to be proved the social 
status of the injured person. This refers to whether the 
person is a serviceman, a prisoner of war, a civilian, a 
person endowed with appropriate immunity or pro-
tected in accordance with international treaties. Type 
and legal status of property that has been damaged 
or reduced as a result of an armed attack, including 
whether this property belongs to objects that are pro-
tected (protected) by international treaty law. Causal 
relationship between the actions of the perpetrator and 
the consequences that caused physical, moral (psycho-
logical), property or material (financial) damage.

According to K.  Shevchyshena  (2024), the differ-
entiation of victims of war crimes should be carried 
out according to three main criteria, which answer the 

question of whether the victims belong to the civilian 
population, military personnel, and representatives 
of humanitarian organisations or peacekeeping mis-
sions. However, this classification does not fully meet 
the needs of practice, since it does not cover all possible 
participants in war crimes.

The standards of investigation of war crimes devel-
oped by specialists in international humanitarian law 
under the auspices of the Office of the Prosecutor Gen-
eral of Ukraine (Basic investigative standards..., 2016) 
also do not give clear answers to the questions raised. 
According to the results of the analysis, they superfi-
cially identify three main groups of protected persons 
who may fall under the category of victims of violations 
of the laws and customs of war. These subjects include 
prisoners of war, civilians, and other participants who 
are protected by international humanitarian law.

A similar opinion is shared by other researchers, 
dividing the victims into medical and spiritual person-
nel, persons from the armed forces who laid down their 
weapons, as well as those who in the status: “hors de 
combat” – left the fighting due to illness, injury, deten-
tion, or for any other reason. This refers to former com-
batants who no longer participate in an armed conflict 
as a result of voluntary cessation of hostilities as a re-
sult of captivity, injury, illness, or other circumstances 
that objectively make it impossible for them to contin-
ue participating in hostilities (Batyuk & Dmytriv, 2021; 
Hryga & Burnos, 2024).

In addition, the researchers emphasise that the 
commission of war crimes can have legal consequences 
even in the absence of these subjects. As an example, 
researcherscite situations where military operations 
cause significant or long-term damage to the environ-
ment, attacks are carried out on critical infrastructure, 
or national cultural treasures are looted, etc. Conse-
quently, the victim, according to researchers, is con-
sidered as an optional sign of the objective side of the 
composition of a criminal offence under Article 438 of 
the Criminal Code of Ukraine, which seems debatable.

In this context, it should be noted that ignoring the 
fact of the presence of an injured party contradicts the 
generally recognised principles of criminal law, accord-
ing to which damage (physical, property or non-mate-
rial) is always a mandatory element of an act that ac-
quires criminal significance. In addition, in the context 
of international humanitarian law, it is the presence of 
an injured party (both individually defined and collec-
tively) that allows providing a legal assessment of the 
relevant acts. The absence of the victim as an object of 
encroachment calls into question the public danger in 
the understanding of the criminal law doctrine, which 
requires additional theoretical and legal rethinking. 
For a holistic distinction of victims in criminal proceed-
ings on the facts of violation of the laws and customs of 
war, it is advisable to focus on the classification of war 
crimes (Table 1).
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In this context, the analysis of socially dangerous 
consequences of the offences under study is of particu-
lar importance. This refers to extraordinary circum-
stances caused by dangerous events that disrupt the 
usual mode of life of the population and the functioning 
of the country. This thesis was confirmed by the classi-
fication of emergency situations in the current legisla-
tion of Ukraine. Thus, according to Article 5 of the Law 
on Civil Protection, all emergencies are divided accord-
ing to the nature of origin, the scale of spread, the level 
of human losses, and the amount of material damage1. 
Depending on the source of origin of a particular event, 
emergencies are differentiated into natural, anthropo-
genic, social, and military ones.

Unlike others, military emergencies arise as a result 
of armed conflict. As a rule, they cause significant de-
struction, unpredictable human casualties, disruption 
of the living conditions of the population, and serious 
changes in the social, political, economic, and security 
environment of the country. Researchers also identified 
combined emergencies that simultaneously combine 
several types of threats that interact with each other 
on the principle of a “cascade effect”, when the negative 
consequences of one event provoke the emergence of 
others. This means that military actions can be a cat-
alyst for the occurrence of anthropogenic disasters, in 
particular, by damaging critical infrastructure facilities, 
industrial enterprises, etc. Therefore, war crimes in a 
broad sense pose a threat to national security. In other 
words, the consequences of war crimes often cause sys-
temic disturbances in social, economic, political, envi-
ronmental, and humanitarian stability, which takes so-
ciety and the state beyond the normal functioning. As a 
result, circumstances arise that form special conditions 
for the life of the population and the functioning of the 
country, which are usually classified as emergency.

Thus, the main criterion for the introduction of a 
special legal regime of martial law is the occurrence 
of emergency circumstances of a military nature that  

1 Civil Protection Code of Ukraine. (2012, October). Retrieved from https://zakon.rada.gov.ua/laws/show/5403-17#Text. 

violate the normal (normal, regular) living conditions of 
the population and the functioning of the country as a 
result of armed conflict and its associated consequenc-
es. In most cases, this leads to large-scale destruction, 
significant human casualties, destruction of elements 
of biodiversity, environmental threats, and a number 
of other destabilising factors that pose a threat to the 
national security of the country. 

That is, emergency circumstances of a military na-
ture form the appropriate conditions that make it nec-
essary to introduce a special legal regime – martial law. 
Emergency conditions are a direct consequence of these 
circumstances and the basis for the introduction of a 
special legal regime to localise military threats, stabilise 
the situation, ensure national security, law and order, 
and restore the rule of law and the normal functioning 
of government bodies in conditions of armed conflict.

As noted by D. Lazareva (2025), extraordinary cir-
cumstances caused by military operations create spe-
cific conditions for the procedural activities of investi-
gative bodies, which affects the methodology of their 
investigation. In this context, war crimes have a dual 
legal nature, covering both domestic and international 
legal contexts. From the standpoint of national jurisdic-
tion, their consequences are expressed by significant 
human casualties, significant material damage, and 
violation of normal living conditions of the population 
both at the level of individual administrative and terri-
torial units and the state as a whole.

In terms of international law, war crimes go beyond 
the territories of the warring parties, since they consti-
tute a violation of the norms of international human-
itarian law and acquire the status of internationally 
wrongful acts affecting security and stability on a global 
scale. This leads to a response from the international 
community and the activation of mechanisms for inter-
national criminal prosecution. That is why the effective-
ness of the investigation of war crimes requires coor-
dinated interaction between national and international 

Based on the 
type of armed 

conflict

Based on the 
location of the 

offence 

Based on the criterion of the 
legal status of a person in an 

armed conflict

Based on the illegal 
orientation and method 

of commission
Based on the character and scale 

of consequences 

vi
ct

im
s o

f a
n 

in
te

rn
at

io
na

l a
rm

ed
 

co
nf

lic
t

vi
ct

im
s o

f a
 n

on
-in

te
rn

at
io

na
l 

ar
m

ed
 co

nf
lic

t

vi
ct

im
s i

n 
th

e 
oc

cu
pi

ed
 te

rr
ito

ry
, 

in
cl

ud
in

g 
w

he
re

 a
ct

iv
e 

m
ili

ta
ry

 
op

er
at

io
ns

 a
re

 b
ei

ng
 co

nd
uc

te
d 

or
 

no
t b

ei
ng

 co
nd

uc
te

d

vi
ct

im
s i

n 
th

e 
co

nt
ro

lle
d 

te
rr

ito
ry

, 
in

cl
ud

in
g 

de
-o

cc
up

ie
d 

te
rr

ito
ry

a 
ci

vi
lia

n 
w

ho
 h

as
 re

ac
he

d 
th

e 
ag

e 
of

 m
aj

or
ity

a 
ch

ild
 a

nd
/o

r a
 p

er
so

n 
w

ho
 h

as
 

no
t r

ea
ch

ed
 th

e 
ag

e 
of

 m
aj

or
ity

a 
se

rv
ic

em
an

, i
nc

lu
di

ng
 a

 p
er

so
n 

in
vo

lv
ed

 in
 a

n 
ar

m
ed

 co
nf

lic
t 

an
d 

a 
pe

rs
on

 w
ho

, f
or

 o
bj

ec
tiv

e 
re

as
on

s, 
is

 in
 th

e 
st

at
us

 o
f “

ho
rs

 d
e 

co
m

ba
t”

pe
rs

on
s w

ith
 sp

ec
ia

l s
ta

tu
s a

nd
 

sp
ec

ia
l p

ro
te

ct
io

n 
in

 a
cc

or
da

nc
e 

w
ith

 in
te

rn
at

io
na

l l
aw

vi
ct

im
s o

f a
tt

ac
ks

 o
n 

lif
e,

 h
ea

lth
, 

ho
no

ur
, d

ig
ni

ty
, i

nv
io

la
bi

lit
y, 

an
d 

pe
rs

on
al

 se
cu

ri
ty

vi
ct

im
s o

f e
nc

ro
ac

hm
en

ts
 o

n 
pr

op
er

ty
 ri

gh
ts

vi
ct

im
s o

f v
io

la
tio

ns
 o

f 
in

te
rn

at
io

na
l p

ro
te

ct
io

n 
of

 e
nt

iti
es

 
an

d 
ob

je
ct

s t
ha

t a
re

 u
nd

er
 sp

ec
ia

l 
pr

ot
ec

tio
n

vi
ct

im
s o

f t
he

 d
ea

th
 o

f a
 p

er
so

n

vi
ct

im
s o

f b
od

ily
 in

ju
ry

 o
r 

m
ut

ila
tio

n

vi
ct

im
s o

f l
os

s o
r d

am
ag

e 
to

 
cu

ltu
ra

l v
al

ue
s, 

na
tio

na
l h

er
ita

ge

vi
ct

im
s o

f h
um

an
ita

ri
an

 cr
is

es
 

(c
at

as
tr

op
he

s)

Table 1. Classification of victims in war crimes proceedings based on the forensic aspects of their commission

Source: developed by the authors
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legal institutions, which contributes to the strengthen-
ing of the global system of security, law and order, and 
justice in this area of legal relations. The commission of 
war crimes causes a significant international response, 
leading to the development and implementation of the 
legal policy of the international community aimed at 
minimising their negative impact on international se-
curity and stability.

Conclusions
Criminalistic characterisation of war crimes is a struc-
tured system of information that allows authorised 
participants in criminal proceedings to find out the 
circumstances of what was committed and effectively 
collect sufficient evidence to substantiate the guilt of 
the accused in court for gross violations of the laws and 
customs of war. This concept should be considered as a 
structured description of typical features of the type of 
war crimes, aimed at the effective activities of pre-tri-
al investigation bodies to identify, disclose, investigate, 
and prevent socially dangerous acts that encroach on 
the established norms and rules of warfare.

It is appropriate to distinguish two main groups of 
elements of criminalistic characteristics of war crimes 
based on their international legal nature and the actual 
context of commission. The first one consists of gen-
eral signs that are inherent in a wide range of socially 
dangerous acts. These include the place, time, method, 
and instrument of the crime, the nature and severity 
of the consequences, motives, typical traces (circum-
stances), and other common elements that allow rec-
reating the model of a criminal event and contribute to 
its investigation.

The second one covers contextual and legal fea-
tures that reflect the international legal nature of war 
crimes. Such circumstances include armed conflict as 
a mandatory element of the act under study, the legal 
status of subjects of offence and victims in accordance 
with the provisions of international humanitarian law, 
the nature of the object of criminal encroachment, signs 

of violation of international law, and other factors that 
determine the specifics of legal qualification under in-
ternational criminal law and affect the process of prov-
ing violations of the laws and customs of war.

That is why it is noteworthy to establish a connec-
tion between actions and the contextual features of 
what was done. This involves finding out the ability of a 
particular person to commit a war crime, making an ap-
propriate decision, the method of implementing crimi-
nal intent, and the goal that they sought to achieve by 
committing an illegal act and the motives that were the 
grounds for achieving criminal goals. Therefore, within 
the framework of criminal proceedings on violation of 
the laws and customs of war, factual data should be col-
lected that confirm the existence of an armed conflict, 
the existence of a causal link between it and a specific 
crime, and allow identifying the culprit, victims, and 
objects of encroachment that are protected by inter-
national humanitarian law. The establishment of these 
circumstances significantly affects the process of proof 
itself, where the cognitive significance of each proce-
dural action depends on the specific event of violation 
of the laws and customs of war. 

In further research, it becomes necessary to carry 
out a detailed analysis of issues related to determining 
the evidentiary value of questioning in criminal pro-
ceedings on violation of the laws and customs of war, 
investigating the organisational and tactical aspects of 
its preparation, outlining the main tactical techniques 
for conducting, and determining methods for properly 
recording its results.
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Анотація
Актуальність дослідження зумовлена необхідністю вдосконалення теоретичних і практичних підходів 
до розслідування воєнних злочинів, забезпеченням ефективного їх виявляння та документування 
в процесі доказування. Метою дослідження було комплексне вивчення структурних елементів 
криміналістичної характеристики воєнних злочинів, передбачених як ст. 8 Римського статуту 
Міжнародного кримінального суду, так і ст. 438 Кримінального кодексу України, з огляду на практику 
національних і міжнародних судових інстанцій, а також розроблення пропозицій щодо оптимальних 
шляхів розслідування. Методологічну основу дослідження становили формально-юридичний, 
порівняльно-правовий, догматичний, системний методи, емпіричне вивчення слідчої та судової 
практики. Практичною основою дослідження є матеріали кримінальних проваджень за фактом 
вчинення воєнних злочинів, на території України, а також прецедентна практика міжнародних 
(спеціальних) трибуналів. За результатами проведеного дослідження уточнено зміст і структуру 
криміналістичної характеристики воєнних злочинів, окреслено її значення для встановлення обставин, 
що підлягають доказуванню, а також ключові проблеми, які впливають на процес доказування в умовах 
збройного конфлікту. Увагу зосереджено на контекстуальних ознаках порушень законів і звичаїв війни, 
які були інтегровані в криміналістичну характеристику воєнних злочинів як системоутворювальні 
елементи, що визначають специфіку розслідувань залежно від способу вчинення, механізму події, 
особи злочинця та потерпілого, суспільно небезпечних наслідків та їх взаємозв’язку з учиненим. 
Уперше систематизовано криміналістичні ознаки воєнних злочинів на підставі міжнародно-правової 
кваліфікації та специфічних умов розслідування. Практичне значення одержаних результатів полягає 
в можливості їх використання в практичній діяльності органів досудового розслідування, прокуратури 
та суду задля підвищення результативності в процесі розслідування та доведення вини осіб, причетних 
до порушень законів і звичаїв війни
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воєнний злочин; особливості розслідування; контекстуальні обставини; міжнародне право; надзвичайні 
обставини; воєнний стан; процес доказування
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