MIHICTEPCTBO BHYTPILUHIX CMPAB YKPAIHM
HALIOHAJIbHA AKAOLEMIA BHYTPIWHIX CIMPAB

IOPUONYMHUU YACONUC

HALLIOHATbHOI AKALEMII BHYTPILUHIX CMPAB

HaykoBum >XypHas

ToM 15, N2 4
2025

Knis
2025



ISSN 2519-4216 YIIK 34
E-ISSN 2519-4313 DOI: 10.63341 /naia-chasopis/4.2025

3aCHOBHMK:
HawnjioHasbHa akaseMisa BHYTPILIHIX ClIpaB
Pik 3acHyBaHHa: 2011

BUXOAUTH YOTUPH pa3U Ha pPiK

PexomeHndosaHo do dpyKy ma nowupeHHs
uepe3 mepexcy InmepHem BueHot padoro
HayioHaawHoi akademii sHympiwHix cnpae
(npomokosa Ne 24 8id 25 aucmonada 2025 p.)

InenTudikarop meaia B Peectpi cy6'ekTiB y chepi menia R30-02448
PimienHs HauioHasbHOI pajiu YKpaiHu 3 NUTaHb TesiebadyeHHs i paiioMOBJIeHHSA
BiZ 11 ciuna 2024 poky Ne 26

KypHaa BxoauTsb A0 nepesiky ¢paxoBux BUJaHb YKpaiHU
Kareropisa «b». ['any3b Hayk — ropuauyHi, crietiaabpHicTb - 081 «[IpaBo»
(Haka3 MiHicTepcTBa oCBiTH i HayKu YKpainu Bij 28 rpyaHs 2019 p. Ne 1643)

KypHas npeacTaB/IeHO B MiXKHAPOAHUX HAYKOMETPUYHHUX 6a3ax JaHHX,
peno3uTapiax Ta nomykoBux cucremax: COPE, ERIH PLUS, SOLO, UCSB Library, Google
Scholar, CrossRef, Worldcat, Dimensions, Litmaps, Cambridge University Library, University
of Oslo Library, University of Hull Library, European University Institute, Leipzig University
Library, OUCI, HBY iwm. B.I. Bepnaacbkoro, ®axoBi BUZaHHs YKpaiHH,
EnextponHui penosurapiv HABC

HOpuanynui yaconvc HanioHanbHOI akaZieMil BHYTpIlIHIX CIIpaB : HayK. *XypH. / [peaKoJL.:
C.YepnsaBcbkuii (roJioB. pefi.) Ta iH.]. - KuiB : Han,. akaz,. BHyTp. cnipas, 2025. - T. 15, Ne 4. - 102 c.

Ajppeca pepakiiii:
HanioHanbHa akazieMid BHYTPILLHIX cClIpaB
03035, mi. Costom'siHCbKa, 1, M. KuiB, Ykpaina
Ten.: +38 (044) 520-08-47
E-mail: naia@lawjournal.com.ua
https://lawjournal.com.ua/uk


https://lawjournal.com.ua/uk

MINISTRY OF INTERNAL AFFAIRS OF UKRAINE
NATIONAL ACADEMY OF INTERNAL AFFAIRS

LAW JOURNAL

OF THE NATIONAL ACADEMY OF INTERNAL AFFAIRS

Scientific Journal

Volume 15, No. 4
2025

Kyiv
2025



ISSN 2519-4216 UDC 34
E-ISSN 2519-4313 DOI: 10.63341 /naia-chasopis/4.2025

Founder:
National Academy of Internal Affairs

Year of foundation: 2011
Published four times per year

Recommended for printing and distribution
via the Internet by the Academic Council
of National Academy of Internal Affairs
(Minutes No. 24 of November 25, 2025)

Media identifier in the Register of Media Entities R30-02448
Decision of the National Council of Ukraine on Television and Radio Broadcasting
of 11 January 2024 No. 26

The journal is included in the list of professional publications of Ukraine
Category “B”. Branch of sciences - legal, specialty - 081 “Law”
(order of the Ministry of Education and Science of Ukraine of December 28, 2019 No. 1643)

The journal is presented international scientometric databases, repositories
and scientific systems: COPE, ERIH PLUS, SOLO, UCSB Library, Google Scholar, CrossRef,
Worldcat, Dimensions, Litmaps, Cambridge University Library, University of Oslo Library,
University of Hull Library, European University Institute, Leipzig University Library, OUCI,
Professional publications of Ukraine, Electronic repository NAIA, Electronic repository NAIA

Law Journal of the National Academy of Internal Affairs / Ed. by S. Cherniavskyi (Editor-in-
Chief) et al. Kyiv: National Academy of Internal Affairs, 2025. Vol. 15, No. 4. 102 p.

Editors office address:
National Academy of Internal Affairs
03035, 1 Solomianska Sq., Kyiv, Ukraine
Tel.: +38 (044) 520-08-47
E-mail: naia@lawjournal.com.ua
https://lawjournal.com.ua/en


https://lawjournal.com.ua/en

IOPUOANYHUN YACOMUC

HALLIOHATbHOI AKALEMII BHYTPILLHIX CMPAB

fonoBHUM peaaKkTop
Cepriit YepHABCBKUI
3acTynHUK

rosIOBHOro peagakrtopa

Osibra bapa6ai

BikTop LlleBuyk

Ounekciii /po3p,
Ipuna bepecroBa

Bosiogumup CeBpyk
CeiTi1aHa flceyko

Cepriii AG1aMCbKHIt
Jiana CepreeBa

Osiexkcangp IOHiH

€Epmek BypiGaes
Au Biganki

Jlykam I'pymuHCcbKUR
Anppeac 3iMmmMepMaHH

IIboTp CTennp
Kanna Xamsina
CredaHn Xo6e

Apam Baabaemap
YapHoTa

Tom 15, N2 4

PepakuinHa Koneriqa

JIOKTOD IOPUANYHUX HAYK, Tpodecop, HalnioHanbHa akafieMist BHy TpilIHiX cnipaB, YkpaiHa

JIOKTOp IOPUAWYHUX HaykK, nmpodecop, JIbBIBCbKUN Jep:KaBHUM YHIBEpCUTET BHYTPIIIHIX
crpas, YKpaiHa

HauioHanbHi YneHn pegkonerii

JIOKTOp IOPUAMYHUX HayK, npodecop, HauioHanbHUN OpUAUMYHUMN yHiBEpcUTET iMeHi
flpocnaBa Myznporo, Ykpaina

JIOKTOp HPUJUYHUX HAYK, podecop, HalioHanbHa akaZieMiss BHyTpillIHIX cnpag, YKkpaiHa
JIOKTOp IOpUJUYHUX HayK, npodecop, HaykoBo-gocaigHUHi iHCTUTYT NpUBATHOrO Mpasa i
nignpueMHunTBa iMeHi akagemika @. I. Bypuyaka HAIIpH Ykpainu, Ykpaina

JIOKTOp IPUJUYHUX HayK, Mpodecop, HanioHanbHa akaZieMiss BHy TpillIHiX cnpas, Ykpaina
KaHAWJAT I0PUIUYHUX HAYK, J0LEHT, XapKiBCbKUI Hal[iOHAJIbHUH YHIBEPCUTET BHY TPILLIHIX
crpasB, YKpaiHa

KaHAUJAT I0PUAUYHUX HAYK, JI0LleHT, XapKiBCbKUH HallioHa/JIbHUHM YHIBEPCUTET BHYTPILLHIX
crpas, YKpaiHa

JIOKTOp HOPUJUYHUX HAYK, CTAapIIMK HAyKOBUH CcHiBpoOiTHUK, KHMiBCbKHUU HallioHAa/JbHUI
yHiBepcuTeT iMeHi Tapaca llleBueHka, YkpaiHna

JIOKTOP I0PUJUYHUX HAyK, podecop, JHINpoBCbKUM JepKaBHUIN YHIBEPCUTET BHYTPIIIHIX
crpas, YKpaiHa

MbKHapopaHi uneHu peakonerii

JIOKTOp HOPUAUYHUX HaykK, npodecop, XKeticycbkuit YuiBepcuter iMm. I. XaHcyryposa,
Pecny6usiika Kazaxcran

JIOKTOp rab6ijsiToBaHud y rasny3i npaBa, KpakiBcbka akazemis imeHi Anmkes @puya
MomkeBcbkoro, Pecy6Jtika [Tosbia

JIOKTOp rabisiToBaHuil y ranysi npaBa, YHiBepcuteT Ko3bMiHcbkoro, Pecriy6stika [Tosibia
JIOKTOp IOpUAMYHMX Hayk, mnpodecop, IloTcaamcbkuil yHiBepcuTeT, ®PenepaTHBHA
Pecny6sika Himeyunna

JIOKTOp rabiniToBaHuil y ranysi npasa, npodecop, Onosbcbkuil yHiBepcuTeT, Pecny6sika
[Monbia

JIOKTOp OpUAMYHUX HayK, npodecop, Kasaxcbkuil HauioHaJbHUH mHefarorivHuf
yHiBepcuTeT iMeHi Abas, Pecniy6sika Kazaxctan

JIOKTOp rabijsiToBaHUM y Tasnysi npaBa, npodecop, KenbHcbkuil yHiBepcuTeT, PesepaTUBHA
Pecny6usiika HiMmeuunHa

Jnoktop dinocodii B ranysi mpara, npodecop, Pusbka Bulla wikosia npaBa, JlaTBilicbka
Pecny6sika



LAW JOURNAL

OF THE NATIONAL ACADEMY OF INTERNAL AFFAIRS

Editor-in-Chief
Serhii Cherniavskyi
Deputy
Editor-in-Chief
Olha Barabash

Viktor Shevchuk
Oleksii Drozd
Iryna Berestova

Volodymyr Sevruk
Svitlana Iasechko
Serhii Ablamskyi
Diana Serhieieva
Oleksandr Yunin

Yermek Buribayev
Jan Widacki

Lukasz Gruszczynski
Andreas Zimmermann
Piotr Stec

Zhanna Khamzina
Stefan Hobe

Adam Waldemar
Czarnota

Volume 15, No. 4

Editorial Board

Doctor of Law, Professor, National Academy of Internal Affairs, Ukraine

Doctor of Law, Professor, Lviv State University of Internal Affairs, Ukraine
National Members of the Editorial Board

Doctor of Law, Professor, Yaroslav Mudryi National Law University, Ukraine

Doctor of Law, Professor, National Academy of Internal Affairs, Ukraine

Doctor of Law, Professor, Academician F.H. Burchak Scientific Research Institute of Private
Law and Entrepreneurship of the National Academy of Sciences of Ukraine, Ukraine

Doctor of Law, Associate Professor, National Academy of Internal Affairs, Ukraine

PhD in Law, Associate Professor, Kharkiv National University of Internal Affairs, Ukraine

PhD in Law, Associate Professor, Kharkiv National University of Internal Affairs, Ukraine
Doctor of Law, Senior Research Fellow, Taras Shevchenko National University of Kyiv, Ukraine
Doctor of Law, Professor, Dnipro State University of Internal Affairs, Ukraine

International Members of the Editorial Board

Doctor of Law, Professor, Zhetysu University named after Ilyas Zhansugurov, Republic of
Kazakhstan

Doctor of Habilitation in the Field of Law, Professor, Andrzej Frych Modzewski Krakow
Academy, Republic of Poland

Doctor of Habilitation in the Field of Law, Kozminski University, Republic of Poland

Doctor of Law, Professor, University of Potsdam, Federal Republic of Germany

Doctor of Habilitation in the Field of Law, Professor, University of Opole, Republic of Poland
Doctor of Law, Professor, Abai Kazakh National Pedagogical University, Republic of Kazakhstan
Doctor of Habilitation in the Field of Law, Professor, University of Cologne, Federal Republic
of Germany

Doctor of Law, Professor, Riga Graduate School of Law, Republic of Latvia



IOPUOANYHUN YACOMUC
HALLIOHATbHOI AKAOEMII BHYTPILHIX CMPAB

Tom 15, N2 4
3MICT
0. CrapunbKa, 0. TapaceHko
CrtaH gocaigxeHHs NPO6JIEMATUKHU AEPKABHOT CIIOMKHUBYUOT MOMTITHKM cvvuvevureeseeseesseesseesseessessssessesssesssesssesssssssesasees 9

0. AMeJtiH

YnpoBaxeHHA WITYYHOTO IHTEJIEKTY W IHIIUX iIHHOBALiIMHUX TEXHOJOTIN
y mpolec po3c/ilyBaHHsI KpUMiHaJbHUX NPABONOPYILeHb Y chepi cyKO0BOI AIATABHOCTI wervveerseesseeennes 20

1. Top6au-Kyzaps, B. Kyiikos, C. BpaTenasb
[IpoBeeHHA NOBEepXHEBOI epeBipKU: JOTPUMAHHSA BUMOT B YMOBAX BOEHHOTO CTAHY cceeresesseseseerernas 39

10. KomapuHCcbKa, O. [1aBawk

[Ipo6sieMu po3ciilyBaHHS KpUMiHAJbHUX IPABONIOPYIIEHbD,
MOB’AA3aHUX i3 JOMAILIHIM HACUJIbCTBOM, BUMHEHUX HKIHKAMH v.cuvrreerietiersesessssssssssssssssssssssssssssssssssessssssssssssssssans 50

b. KamisioBa

[Ipo6sieMu rapMoHi3ailii HalioHaJIbHOT'O 3aKOHO/IaBCTBA
JepxaB LleHTpasibHOI A3ii 3 MDKHAPOAHUMU CTaHAAPTAMU NPOTULIL TOPTIBJIL JIFOABMHU ..ccevevsesensenseessenss 61

. OBcaHIOK, A. OKyuiko, €. [lTaH4eHKO

3acTocyBaHHS LITYYHOIO iHTE/IEKTY /1151 BUSBJIEHHSI aHOMaJIbHUX TPaH3aKIil
SIK HOBUU HANPSIM Y 60POTHOI 3 BIIMUBAHHSAM TPOLIEH weovveeesersseersseesseressensssessssessssessssssssesssssssssssssessssessssessssssssessanes 75

H. Py6aHeHKO

TeopeTHKO-TIpaBOBUU aHAJi3 OKPEMUX ACNEKTIB
KpPHUMIiHaJiCTUYHOI XapaKTePUCTUKHU MOPYIIEHb 3aKOHIB | 3BUYAIB BIHHHU c..coueeeesseesrersseessersenssessessesssesseenns 88




LAW JOURNAL
OF THE NATIONAL ACADEMY OF INTERNAL AFFAIRS
Volume 15, No. 4

CONTENTS

0. Starytska, 0. Tarasenko
State of research on the issues of state consumer policy in UKIaiNe.......ooeeneneeeneesneesneeseessesseessessesseesseseees 9

0. Amelin

Introduction of artificial intelligence and other innovative technologies
in the process of investigating criminal offences in the field of official actiVity .....ccoereermeenreesreennersneesnerneeenn. 20

I. Horbach-Kudria, V. Kulikov, S. Bratel
Conducting a surface inspection: Compliance with requirements under martial [aw .......ccccoeenrernreennerseeenn. 39

Yu. Komarynska, 0. Pavliuk
Problems of investigating criminal offences related to domestic violence committed by women............ 50

B. Kamilova

Problems of harmonising the national legislation
of the Central Asian States with international standards for combating human trafficking .........cccceueuue. 61

D. Ovsianiuk, A. Okushko, Ye. Panchenko

Application of Al to detect anomalous transactions
as a new direction in combating money laundering.....ccoeereeeeeeeeseeseesseesessessssessssssessssessssssssssses 75

N. Rubanenko

Theoretical and legal analysis of certain aspects of forensic characterisation
of violations of the 1aws and CUSLOMS Of WAT .....cererresereseessneesseseesssesssessessssessssess s sssssssssssssessssassssssssssssses 88



Starytska & Tarasenko [NENEGS

UuDC 340
DOI: 10.63341/naia-chasopis/4.2025.09

State of research on the issues
of state consumer policy in Ukraine

Olha Starytska’

PhD in Law, Associate Professor
National Academy of Internal Affairs
03035, 1 Solomyanska Sq., Kyiv, Ukraine
https://orcid.org/0000-0002-5237-5889

Oleh Tarasenko

Doctor of Law, Professor

National Academy of Internal Affairs
03035, 1 Solomianska Sq., Kyiv, Ukraine
https://orcid.org/0000-0002-3179-0143

Abstract

Attracting the attention of researchers of various fields of knowledge to the problems of human rights, the
implementation of a certain type or specific right in the context of the national legal system is due not only
to the conditions of martial law in Ukraine, but also to the global trend of changing the worldview paradigm
from positivist concepts towards natural law. This situation makes it necessary to rethink the role of a
person in society, the purpose of the state mechanism, its law enforcement and human rights institutions in
ensuring human rights, in particular in the sphere of functioning of consumer relations. The purpose of the
study: using the subject criterion to characterise the state of research on the implementation of consumer
policy of the state, to identify promising areas of research, and to highlight the basic methodological tools
of contemporary legal scholars. The methodological basis was formed in accordance with the essential
characteristics of the phenomenon under study, so the methods of hermeneutics, comparison, functional
analysis, and pragmatism were used in the writing process. The paper examined the most well-known
studies by contemporary researchers, who focused on public consumer legal relations and the functioning
of consumer markets. It was concluded that in the field of scientific economic and legal knowledge on
the interaction of subjects of legal relations with the status of consumer (buyer) and producer (seller),
several areas have been formed, which made up the source base of research and understanding of which
allows forming objective ideas on the implementation of consumer policy of the state, distinguishing it
from the phenomena of state policy and state consumer policy. The analysis of legal acts of the United
States of America, the countries of the European Union, and international organisations on legal regulation
of consumer relations helped to reveal the insufficient regulation of these relations in Ukraine and to
encourage scientists and practitioners to harmoniously combine in the implementation of joint normative
activities. The insufficient quality of work in Ukraine of entities authorised to implement control and
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preventive measures has been shown, which makes it impossible to fully bring violators to justice and
compensate the consumer for losses. Consumer public associations do not work effectively enough, which
is especially noticeable in the consumer market of medicines and food products

Keywords:

national policy; consumer policy of the state; harmonisation of legislation; consumerism; consumer; service

provider; consumer rights protection

Introduction

Consumer topics are one of the most pressing problems
of our time, given that consumption is one of the forms
of existence of a social organism based on the laws of
production, supply and demand, and a person, their
life and health are recognised as the highest social val-
ue that is subject to protection. According to E.A. Min-
ton & FE.G. Cabano (2024), M. Grénman et al. (2024),
A.L. Pearl (2025), the most important value that the law
is meant to protect is the existence of human society
and the life of each individual. In personal and social
life, such values as freedom, equality, justice, humanism,
and kindness play a fundamental role. And these values
themselves have no meaning, but only with reference
to the individual, to their real possibilities of self-re-
alisation (Fedoruk, 2022). A characteristic feature of
demand is the constant development of the needs and
interests of social actors, which the market supply sys-
tem aims to satisfy. The use of innovations, the develop-
ment of technologies in the production sector provide
a new range of offers with expanded consumer charac-
teristics, which leads to the movement of the system of
needs, contributes to the development of new requests
for the use of previously unknown goods or services. In
addition to changing consumer guidelines for the sub-
ject of use, requirements for the quality of goods and
services are also changing.

Relevance is also reinforced by other factors of
social life, which also have an objective origin and are
associated with trends of a globalising nature. In par-
ticular, it is worth paying attention to the fact that the
subject area of consumerism is quite wide, which be-
comes the basis for developing a number of regulatory
components that would regulate the relevant industry.
For example, as T. Lozova (2024) points out, “..due to
Ukraine’s acquisition of the status of a candidate for EU
membership, the possibility of developing trade rela-
tions is expanding. A significant share of all goods sub-
ject to export and import is occupied by food products.
In the current situation in Ukraine, the implementation
of European requirements for food quality and safety
has become extremely important. However, simultane-
ously, the issue of falsification of food products has be-
come very urgent...”.

Among other things, these include factors such
as harmonising Ukrainian legislation with European
Union legislation and adopting the high standards
of developed countries for the quality of consumer
goods and services. For example, Ukraine was one of
the first countries to sign and ratify the MEDICRIME
Convention!, and from January 1, 2016, this agree-
ment entered into force. The MEDICRIME Convention
is the first international document offering a legal
framework for global cooperation in the fight against
counterfeiting of medicines and medical products and
similar crimes. This Convention makes it a crime and
sets out criminal liability for making fake drugs and
medical products; supplying, offering to supply, and
trading in fake drugs and medical products (The Min-
istry of Health reported..., 2023).

Subsequently, the Government of Ukraine approved
the Concept for the Realisation of State Policy on the
Prevention of Falsification of Medical Products and
Approval of the Action Plan for its Realisation® aimed
at ensuring the coordination of the work of executive
authorities in order to protect society from counterfeit
medicines, the introduction of labelling with a control
identification mark, the introduction of an automated
system for monitoring the turnover of medicines, and
the action plan for its implementation was approved.

Among the subjective factors that make us turn to
the problems of functioning of the consumer sphere
are the facts of direct violation of the current legisla-
tion of Ukraine, in particular, in the areas of circulation
of food and medicines. According to O. Kalinina (2021),
the most common falsification in the production of
flour and confectionery products. The main types of
counterfeiting of these goods are qualitative and quan-
titative indicators, while assortment counterfeiting is
much less common. In addition, falsification of a tech-
nological nature prevails. The most common subject
of counterfeiting is bread and bakery products, where
products of lower quality are sold under the guise of
higher-grade products.

According to the state service for food safety and
consumer protection, counterfeit goods are now the
number one problem in our country. This is partly a

! Council of Europe Convention on the Counterfeiting of Medical Products and Similar Crimes Involving Threats to Public Health. (2011,
October). Retrieved from https://zakon.rada.gov.ua/laws/show/994_b87#Text.

2 Resolution of the Cabinet of Ministers of Ukraine No. 301-r “On Approval of the Concept for the Realisation of State Policy on the Prevention
of Falsification of Medicinal Products and Approval of the Action Plan for its Realisation”. (2019, April). Retrieved from https://zakon.rada.
gov.ua/laws/show/301-2019-%D1%80#Text.
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consequence of the pandemic, which has hit Ukraini-
ans’ pockets and emboldened “fraudsters”. Thus, spe-
cialists of this service, in cooperation with public or-
ganisations and law enforcement agencies, constantly
seize counterfeit goods throughout the country, in par-
ticular, they find counterfeit products in schools (Ma-
galetska, 2021).

Given the urgency of the issue under consideration,
researchers from one of the country’s leading universi-
ties have developed methodological recommendations
for detecting counterfeit products, which is a kind of re-
sponse to the challenges of the time. The emphasis was
placed on those categories of products that are most of-
ten falsified: dairy; alcoholic and non-alcoholic bever-
ages; edible fats; meat products (Shabalina et al., 2022).

In turn, the raised issues are not limited only to the
outlined areas, they are much broader and require a re-
sponsible and urgent solution. That is why, focusing on
this topic, it is quite logical to investigate the current
state of state consumer policy in our state. Accordingly,
the purpose of this study was to critically review the
scientific literature, the subject area of development of
which is the issues of state consumer policy. To achieve
the stated goal, the following tasks have been set: to
identify the criteria for the subject area of scientific
research conducted by representatives of domestic sci-
ence who study issues related to consumption; based
on an analysis of relevant sources, to establish the
methodological tools used by the authors; to outline
promising areas of scientific research for the field of
consumer policy.

In the process of research, it was entirely appro-
priate and justified to use such methods of scientific
cognition as: analysis, which encouraged a thorough
understanding of existing developments in consumer-
ism; hermeneutics - for interpreting the various sci-
entific views of representatives of contemporary juris-
prudence; comparison, the application of which helped
to identify common and distinctive aspects of authors’
opinion on a particular criterion of consumer policy;
functional analysis - in developing criteria for the sub-
ject area of existing research and pragmatism - to iden-
tify promising areas for further research in the field of
consumer policy. According to ]. Paul (2025), “as the
level of research in various disciplines increases, the
importance of systematic literature reviews rises sig-
nificantly. These reviews help to establish the research
context, identify knowledge gaps, and substantiate
scientific research”. Therefore, based on the results of
preliminary familiarisation with scientific sources that
somehow relate to the problems of consumer rights, it
seems possible to draw an interim conclusion about the
state of research on the chosen topic. Considering the
versatility of this social phenomenon (consumption),
the diversity of subject categories and the inexhaustible
consumer interests or needs, researchers’ attention is
drawn to various aspects of its understanding.

Law Journal of the National Academy of Internal Affairs, 15(4), 9-19

Starytska & Tarasenko NG

Methodological criterion
for consumer policy research

A significant contribution was made by researchers
who worked on issues of methodological content, laid
the foundation for cognitive processes in the consum-
er sphere of society’s life, determined the content and
scope of fundamental concepts, such as “legal pol-
icy” (Onishchenko, 2024), “consumer policy of the
state” (Romat, 2009; Tolstonog, 2015), “state policy
in the field of consumer protection” (Zvereva, 2007;
Lyha, 2023), etc. As a rule, researchers of the method-
ological basis of consumer sphere cognition move from
general to specific, starting with the disclosure of the
concepts of “policy” and “public policy” and gradually
moving on to its specific type or sphere, thus touching
upon public policy in the sphere of consumer rights
protection. When examining the transformation of state
policy in contemporary Ukraine, with an emphasis on
the priority of human-centred ideology, experts argue
that declaring human rights to be the main issue of to-
day and recognising that the interests of the individual
are more important than those of society and the state
is a classic postulate of the legal doctrine of civil society,
which can now reasonably be considered the most im-
portant area of the state’s legal policy (Zvereva, 2007).

In addition to human-centrism, there are other ap-
proaches to highlighting the characteristics of certain
types of state policy. Thus, for example, some research-
ers apply a functional approach, revealing the concept
and content of the state policy of Ukraine in the field of
consumer protection through the prism of state func-
tions, such as: development of a system of legislative
support for consumer protection; development and
ensuring the effective work of executive authorities
towards consumer protection; creation of a number of
incentives for manufacturers and sellers to comply with
consumer rights; support for public associations whose
purpose is to protect consumer rights; research activi-
ties in the consumer sphere, etc. (Romat, 2009).

As A. Lyha (2023) notes, many researchers have
paid attention to the definition of the concept of “state
consumer policy” and the impact of state funds on busi-
ness entities. However, such a concept as “state policy
in the field of consumer protection” in the context of
Ukraine’s European integration was rather neglected.
The researcher analysed the existing methodological
approaches to the definition of the concept of “state
policy”, suggested her own definitions of state and con-
sumer policy with an emphasis on the idea of socio-po-
litical consensus. Other researchers describe consumer
policy as a state policy aimed at creating favourable
conditions for saturating the market with high-quali-
ty and safe products (Zvereva, 2007), as a purposeful
activity of the state aimed at effective regulation of
socially important relations in the field of consump-
tion, etc. (Romat, 2009). S.L.T. McGregor (2017) notes
that: “Contemporary consumer policy is characterised
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as interactive and integrative, full of variable bounda-
ries and coalitions, and evolutionary roles for both the
state, the market, and society”. As can be seen from the
above, these researchers adhere to the position of the
exclusive role of state institutions in the development
of consumer policy and its regulatory capabilities in
certain important areas of public life, while not exclud-
ing integration with civil society institutions, which can
be agreed upon.

Important are the studies by B. Leucht (2022),
where the researcher revealed the influence of Great
Britain on the development of consumer and infor-
mation policies of the European Union. Consequently,
after 1973, the existing concepts were rethought and
the final priority of the economic model of European
consumer citizenship over competing approaches was
established. Along with this, S. Wahlen & K. Huttu-
nen (2012) also analysed the main areas of the devel-
opment of contemporary consumer policy of the Euro-
pean Union, where a significant contribution was made
by Finland and Germany, the basis for which was the
idea of free markets and individual freedom, which was
emphasised by classical liberalism.

Thus, methodological developments of research-
ers within a specific field of scientific research are of
exceptional importance for ensuring the objectivity and
reliability of the results obtained. Such developments
not only characterise the properties of cognitive tools,
but also indicate the prospects for further research. In
this regard, the issue of highlighting the methodological
part is a mandatory accompanying component of the
cognitive process, along with setting the entire range of
other tasks, which ensures a harmonious combination
of goals, tasks, and research results.

Criterion of protective mechanisms
for implementing consumer rights

A group of studies aimed at understanding the protec-
tive mechanisms of consumer rights implementation
using the potential of certain branches of national leg-
islation, the institute of legal responsibility, etc., should
also be highlighted (Radchenko, 2017; Zozulya, 2020;
Tsurkan, 2023). Scientific literature points to the need
for transformational processes in Ukraine’s legal sys-
tem: “..Ukraine’s European integration commitments to
harmonise systems require significant changes to the
existing consumer protection system..” (Lyha, 2023).
Covering the issues of protection, researchers, as a rule,
return to the problems of legal regulation by means of
administrative legal, criminal legal, economic legal reg-
ulation, given that state authorities operate within the
framework of the law with the dominant use of legal
means and procedures. Regarding the administrative
and legal protection of the rights of consumers of finan-
cial services, it can be defined as a system of adminis-
trative and legal means implemented through regula-
tory and protective legal relations aimed at avoiding,

stopping or preventing violations of consumer rights
in the field of financial services (Radchenko, 2017).
Among all the means of the legal regulation mechanism,
attention is also paid to the issues of responsibility of
consumer market participants. In this context, a specif-
ic concept mentioned in the scientific legal literature on
consumer market regulation is the concept of adminis-
trative and economic sanctions, which was first intro-
duced into scientific circulation in 1990. This type of
sanctions is applied in administrative and economic re-
lations by specially authorised bodies, and is aimed not
so much at compensating losses to the state and other
participants in economic relations, but at restoring the
violated public economic order (Levchuk, 2007).

Concerned with the problems of protecting the con-
sumer market from falsification, Tsurkan (2023) stated
that the lack of adequate sanctions in the Criminal Code
of Ukraine for falsification of medicines provokes un-
scrupulous parties to carry out illegal activities to open
underground production facilities for the manufacture
of counterfeit medicines and their further sale on the
Internet, which further complicates the procedure for
identifying violators. According to the author of the
publication, for 8 years, since 2015, the courts have
opened 199 criminal proceedings in cases of falsifica-
tion and counterfeit goods. Of these cases, the courts
issued only 3 sentences that entered into legal force for
falsification of medicines.

The reasons for the emergence of a large number
of counterfeit medicines on global markets are also be-
ing investigated, including the inconsistency of national
legislation in the field of regulation of the development,
registration and circulation of medicines, the underde-
velopment of regulatory bodies, government bureau-
cracy and corruption, etc. (Zozulya, 2020). As indicat-
ed by K. Vakarieva (2025), referring to data from the
World Health Organisation (hereinafter - WHO), every
tenth drug in low- or middle-income countries, includ-
ing Ukraine, is counterfeit. Fraudsters fake absolutely
everything: from expensive cancer drugs to ordinary
painkillers. They sell them via the Internet, where it is
very difficult to check the authenticity of drugs.

WHO estimates that 600 million people, almost one
in ten in the world, have been victims of poor-quality
food consumption. 420,000 people die each year due to
the consumption of dangerous food. 40% of foodborne
illnesses occur in children under the age of five and
cause an average of 125,000 infant deaths (Official web-
site of the World Health Organisation, 2024). According
to O. Tsurkan (2023), “..in recent years, the number of
counterfeit medicines on the Ukrainian pharmaceutical
market has increased, which is associated with rising
prices for original medicines. In addition, the increase
in the number of forgeries is associated with a complex
procedure for proving a crime and a sense of impunity
for persons who are engaged in forgery and falsification
of medicines”. It is necessary to consider the fact that
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there are virtually no statistical data on falsification of
medicines in Ukraine. The inability to determine the
volume of counterfeit goods is conditioned by the lack
of a unified system for monitoring the turnover of med-
icines (Zozulya, 2020).

The emphasis is somewhat shifting towards soci-
ological and cultural approaches when it comes to so-
cial responsibility and a responsible attitude to doing
business. According to Ya. Petrunenko (2023), business
entities should apply a human rights-based approach
when conducting business activities. In particular, the
researcher emphasised the need to assign social respon-
sibility to business entities, in other words, the devel-
opment of a socially responsible business. Combining
the approaches outlined above, scientific sources trace
such a protective mechanism as the return of goods by
the consumer. According to H. Abdulla et al. (2024), the
restrictive return policy (shortening the time interval
or introducing replenishment fees) also negatively af-
fects sellers themselves (especially retailers), as the
level of purchases and positive reviews decreases.

Thus, all the above-mentioned publications, united
by the criterion of a protective mechanism, should be
attributed to developments that at the theoretical lev-
el contribute to the development of a model of reliable
guarantees for the implementation of consumer rights.
However, guarantees work only if there are mecha-
nisms for their implementation in the practical plane
of life, and their breadth of implementation determines
the need to determine the appropriate number of pro-
tective mechanisms, starting from ideological, educa-
tional principles of influence on consumer subjects,
ending with the creation of appropriate motivations
and incentives, reliable procedural algorithms, and the
use of fair measures of influence.

Criterion for legal regulation
of consumer relations

The issue of legal regulation of consumer relations has
become a constant subject of scientific research, with
coverage of international law acts, examples of national
experience of states, the genesis and adaptation of con-
sumer legislation in Ukraine, which allows for a more
thorough approach to the analysis of trends in the de-
velopment of the legal basis for the functioning of con-
sumer markets (Lipanova, 2012; Saunders et al., 2021;
Plotnikova & Shvaher, 2022).

In this context, the paper by O. Lipanova (2012) can
be useful, which describes the stages of establishment
of the legislative basis for the development of consum-
er markets in foreign countries and Ukraine. Accord-
ing to experts in the regulation of consumer relations,
nawadays, the food supply chain has an international
character, so effective cooperation between govern-
ments, producers, and consumers of food contributes
to the maintenance of food safety. Given that the Eu-
ropean Union has identified food safety as one of the
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priorities of its expanding policy, it is impossible to ig-
nore the issues of international regulation of consumer
relations and adaptation of national consumer legisla-
tion (Public Health Centre of the Ministry of Health of
Ukraine, 2025). The proposals of researchers to use the
experience of European countries, in particular, regard-
ing the legal regulation of alternative financial dispute
resolution institutions, expanding the range of enti-
ties authorised to make decisions (Plotnikova & Shva-
her, 2022), are also relevant.

Among the prospects for the development of le-
gal regulation of consumer markets, researchers see it
necessary to supplement the current legislation with a
number of novelties regarding the means of influenc-
ing subjects of economic relations, in particular, such
as: termination and suspension of economic activities;
nationalisation; management of state business institu-
tions and organisation of privatisation; introduction of
organisational and economic, standard and model con-
tracts; procedures for compensation oflosses in the field
of management; punitive and operational and econom-
ic, administrative and economic sanctions (Lyha, 2022).

Complementing the system of knowledge about
the experience of European countries, researchers give
examples that are worthy of use in the legal system of
Ukraine, or those that deserve to be studied with fur-
ther adaptation of national legislation. For example, the
International Consumer Protection and Enforcement
Network (ICPEN) has been established in Europe. Its
goal is to strengthen and improve legislation on con-
sumer protection (except for product safety and eco-
nomic standards of financial institutions). Twice a year
(Kepko et al.,, 2021) network participants hold meet-
ings where they discuss consumer rights issues, ex-
change information, and improve cooperation between
participating countries.

One of the complex studies of a comparative nature
and European integration direction was prepared by a
representative of the Kyiv Scientific School, 1.0. Tara-
senko (2023), to highlight the features of human rights
practice of Ukraine and the European Union in relation
to consumers of financial services. It is noteworthy that
the study contains both a methodological and empirical
basis for further research, and the work itself has a mul-
ti-vector purpose, which is useful for both researchers
and practitioners. The author of the paper thoroughly
worked out the conceptual framework of the study, in
particular, paid attention to the content processing of
such basic concepts as “financial literacy”, “financial
culture”, financial discipline”, which creates conditions
for further understanding of the legal status of subjects
of consumption of financial services, highlighting their
rights and obligations, allows us to better understand
the behavioural elements of such a category of persons
as subjects of consumption of financial services, name-
ly, to identify the types of economic behaviour of the
population and households, factors of propensity of the
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population to save. Without exaggeration, the paper de-
serves a positive assessment due to the complexity and
applied aspects of the financial services market.

The issues of European integration and adaptation
of the legislation of Ukraine were not isolated, which
are covered at the dissertation level, an example of
which can be the paper by 1.M. Stankova (2021), “Civ-
il law regulation of consumer protection in the field of
service provision”. Investigating the most acute issues
of legal regulation of the status of consumers, the re-
searcher correctly noted that in the Law of Ukraine “On
consumer Rights Protection” the concept of “consumer”
isused in a narrow (legal) meaning and reflects the spe-
cial status of the buyer, acquirer of services. Its rules re-
garding the definition of the category “consumer” and
the use of special means of consumer protection do not
apply to legal entities, citizens registered as individual
entrepreneurs who order or use goods, works (servic-
es) for doing business, who also become consumers for
doing business.

Positions on the legal regulation of neurotechnol-
ogies, which have become quite actively used in the
contemporary consumer market, are also interesting.
Many organisations use artificial intelligence in their
marketing activities to save time and money, which also
provides an individual focus on the customer by gener-
ating relevant text and images (Duivenvoorde, 2025). In
particular, E. Steindl (2024) focused on the compliance
of the European law on product safety with contem-
porary realities of using digital products. Other issues
of a similar nature are also quite important. For exam-
ple, the differences between smart contracts and reg-
ular contracts, especially in matters of blockchain. As
M. Benseghir & N. Bendriss (2025) points out, the soft-
ware features inherent in these contracts often circum-
vent consumer protection laws, for example, in arequest
to refuse to use them, which encourages legal experts
to look for methods to ensure their implementation.

Cyber defence, privacy,and security arealsorelevant
inthe field of digitalisation and consumer law (Harkin et
al, 2022). This area has become especially relevant in
the modern world, when Ukraine faces daily threats of
IPSO, data leakage, etc. Accordingly, to ensure proper
security, the national cybersecurity coordination centre
was established, whose activities are aimed at improv-
ing the effectiveness of the public administration system
in the development and implementation of state policy
in the field of cybersecurity (Semenenko et al., 2023).

Therefore, it can be concluded that publishing ac-
tivity aimed at discussing issues of legal regulation is
entirely justified, given that consumer relations always
have a legal basis and are therefore directly linked to
the quality of legislative support. It should be recog-
nised that the quality of a legal act, the expediency of
the legal structure of interaction between consumer
market entities formed by legislation is an influential,
but not the only criterion for determining the prospects

for sustainable economic development. It is also neces-
sary to consider the types of legal regulation and legal
regimes, the combination of which will contribute to
the implementation of the legislative goal.

Consumerism
in consumer policy research

Researchers also paid attention to the problems of
consumerism as a special social phenomenon aimed
at improving consumer-manufacturer interaction,
achieving a higher level of quality of consumer goods
and services (Burlytska, 2020). All participants in con-
sumer relations are interested in creating a system of
consumer relations that would serve as a conflict - free
environment in which the two most important parties
cooperate on mutual interest - the consumer (aka the
buyer) and the manufacturer or supplier of goods and
services (aka the seller). The manufacturer tries to pre-
serve the consumer of its goods and services, so it is
forced to create all the necessary conditions for attract-
ing the consumer to the system of market relations,
without whose participation the latter cannot take
place as such. Retaining the consumer, keeping them
as a potentially regular buyer, allows the manufacturer
not only to sell their product, but also to make a profit,
plan subsequent production and profit programmes.
Unfortunately, the current conditions indicate an un-
satisfactory state of quality of goods and services, and
the number of citizens’ appeals to challenge the quality
of products, the level of service or the provision of ser-
vices is growing.

Under these conditions, consumer associations
put forward their demands to be heard, and not only to
bring the perpetrators to justice, set standards for the
release of harmful products, but also to achieve the de-
sired impact on entrepreneurs, get high-quality goods
and services. Such associations of consumers into vari-
ous societies, organisations or unions, unions that fight
for their legitimate rights and interests, form a certain
social stratum, a kind of movement for consumer rights,
called “consumerism”. In developed countries, consum-
erism is a conglomerate of citizens and government
agencies concerned with protecting, guaranteeing, and
empowering consumers, fighting unscrupulous pro-
ducers, and unfair competition. Currently, consumer-
ism operates in three areas - consumer education, in-
dependent examination of goods, and litigation.

For the purpose of comprehensive coverage of the
phenomenon of consumerism, contemporary research-
ers (Stole, 2015) investigate the activities of interna-
tional institutions and consumer movements, such as:
the International Organisation of Consumer Unions,
the World Organisation of Consumer Unions, the Unit-
ed Nations (UN), based on the results of which both
consumer protection standards and the volume of con-
sumer law itself, mechanisms for its implementation
are developed. In this context, it is advisable to recall
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the “Guidelines for Consumer Protection” developed by
the UN General Assembly based on the results of sum-
marising world experience, which allowed the partici-
pating countries to form national legal mechanisms for
consumer protection, to encourage a high level of ethi-
cal standards of behaviour for the sphere of production
and consumption. According to O. Burlytska (2020), the
history of the development of consumerism in Ukraine
has more than one year, and today its legislative frame-
work includes more than 40 laws and regulations.
However, these documents do not cover the entire list
of existing protection problems, and they do not clearly
regulate cooperation between public organisations and
state authorities.

Thus, the issues of consumerism at present can be
considered insufficiently developed from the stand-
point of legal science. On the one hand - the presence
of a significant number of regulations, on the other -
the lack of proper levers of influence on the process
of developing consumer policy, the introduction at the
legislative level of effective mechanisms for controlling
the quality of products, creating conditions for the joint
use of the potential of public associations of consumers
in countering unfair competition. It is these issues that
can be included in the programmes of planned research
of consumer policy specialists.

The criterion of greening
in contemporary research

Under the influence of integration processes, issues of
greening the consumer market, determining national
and regional priorities, creating environmental mech-
anisms for consumption, and increasing the role of
eco-standards are also being updated (Chernik, 2020).
First of all, it should be understood that such trends of
greening observed in consumer law are associated with
the transformation of general ideas about nature and
the role of human in it. The natural and legal concept
of legal understanding is being updated, according to
which a person receives rights from nature, and the
state must fix them in its legal acts and protect them
through legal mechanisms. Similar ideological ideas can
be seen in the study of consumption issues, where the
consumer is also a person and also needs environmen-
tally friendly products, the presence of eco-markets,
the functioning of environmentally friendly industries
that do not harm nature. It is clear that the presence
of rights in one party determines the presence of ob-
ligations in the other, which allows balancing the legal
relations of the parties. Therefore, the manufacturer
should switch to energy-saving and nature-restoring
technologies, adhere to standards in the production of
harmful consumer products, reducing the load on the
natural environment. Another aspect of consumption,
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which is usually not mentioned or mentioned indirect-
ly, is manifested in the fact that any consumer, regard-
less of their status (collective, individual, with a special
status or not) is not only a consumer of goods or servic-
es, which occurs periodically by the will of the parties,
but also a permanent acquirer of natural resources that
make up the conditions and environment of their exist-
ence. For example, air that is continuously consumed by
a person is a natural product, the purity of which causes
increased consumer interest. However, the manufactur-
er does not always take care of this, putting the interest
of its business ahead. It turns out that before entering
into consumer legal relations, subjects are, in fact, equal
consumers of natural goods in their status, which can
manifest itself in an unfair attitude to nature.

The key term that allows understanding the gene-
sis and trends of the state’s consumer policy is the term
“sustainable development”, the content of which is asso-
ciated not only with sustainability, but also with other
important factors for society, for example, cooperation
between Ukraine and the European Union countries in
the field of nature protection. In particular, as noted by
S.D. Chernik (2020), an important document was ap-
proved in 2015 at the UN Summit, “Transforming our
world: The 2030 Agenda for Sustainable Development”,
which approved 17 Sustainable Development Goals'.
The signing of the association agreement between
Ukraine, on the one hand, and the European Union, the
European Atomic Energy Community and their mem-
ber states, on the other hand, confirmed Ukraine’s in-
tention to further cooperate at the regional level in the
field of environmental protection.

As evidenced by an analysis of a number of sourc-
es, the general trend towards the greening of scientific
knowledge is present in various fields and branches of
science, given its global nature. Along with this, there is
such a dependence - the more the intensity of produc-
tion increases, the more environmental problems arise
that threaten the existence of society. Therefore, the
continuation of the search for the creation of eco-mar-
kets, the introduction of the ideology of reasonable con-
sumption, energy saving technologies, natural restora-
tion, etc.,, are not only promising, but also vital in the
context of strategic scientific thinking.

Subject composition criterion

Separately, in the scientific sphere, there is a signifi-
cant layer of research aimed at highlighting the subject
composition of the development and implementation
of the state’s consumer policy, the functional powers
of individual state and local government bodies, and
public organisations (Magaletska, 2021; Levytska et
al, 2024). The most significant subject at the stages of
development and implementation of consumer policy,

I ! Resolution Adopted by the General Assembly of UN “Transforming our World: The 2030 Agenda for Sustainable Development”. (2015,
October). Retrieved from https://www.refworld.org/legal /resolution/unga/2015/en/111816.

Law Journal of the National Academy of Internal Affairs, 15(4), 9-19

15 I


https://www.refworld.org/legal/resolution/unga/2015/en/111816

I 16

I state of research on the issues...

as one of the types of state policy, remains the state,
and specifically - its authorised bodies, whose com-
petence includes the management of the spheres of
production and trade, where consumer interests are
realised, relevant legal relations are born. These bod-
ies acquired their significance due to the presence of
power, the ability to set standards, make competent
decisions, monitor their implementation, and use
means of power coercion. That is, everything that is
associated with the characteristic of a state authority,
everything distinguishes it from the general subjects
of consumer relations.

Control is one of the essential functions of state
entities, due to which management takes place within
the limits of specified goals, including in the consumer
market. According to V. Magaletska (2021), specialists
of the State Food and Consumer Service, in cooperation
with public organisations and law enforcement agen-
cies, constantly seize counterfeit goods throughout the
country, in particular, they find counterfeit products in
schools. Among the products that are most often falsi-
fied are fats and oils, fish and products made from it,
meat and meat products.

As noted above, in addition to food products, med-
icines are also massively forged, therefore, the task of
controlling entities is to detect counterfeit goods in a
timely manner, implement preventive measures, etc.
However, in addition to state authorities, represent-
atives of civil society should also be included in the
subjects of consumer relations, among which the indi-
vidual consumer is the most important subject. Other
researchers agree with this opinion, arguing that at the
present stage of economic development, the consumer
is a determining figure, since it creates conditions for
the development of enterprises and influences success
in competition. Interesting from the standpoint of the
humanitarian dimension is the study of the consum-
er’s personality in various aspects, which is also being
worked on by consumer researchers. For example, the
opinion of L. Wood et al. (2022) on the use of scientific
information by various government agencies and trans-
port institutions to shape transport policy is interesting
from a scientific perspective. In particular, the research-
ers point out that depending on the legal status of the
consumer, the requested information will be different.

Analysing different approaches of the researchers
(Levytska et al, 2024) to understand the concepts of
“consumer as a person” and “subject”, the following
generalisations can be made: in scientific discourse,
these definitions are interpreted differently; there is no
single scientifically based stable understanding of the
concept of a person; in economics, the person as a con-
sumer is limited; the relationship between the individ-
ual and the consumer is not studied, etc. As can be seen
from the above, for the branches of legal, sociological
and psychological scientific knowledge, a promising
area opens up for further research, the results of which

can become useful in practical activities, including in
pre-trial dispute resolution.

The study of the subject composition, considering
the different functional roles of collective and individ-
ual subjects, allows answering a significant number of
questions that arise in the field of consumer relations.
One of these is the issue of the legal status of a person
who falls within the scope of such legal relations. Along
with the individual, collective actors also interact, some
of which are endowed with power, which allows com-
plementing the diverse picture of consumer market
participants. However, as a defining one, the literature
substantiates the opinion that behind each subject
there is always a person endowed with rights and free-
doms, which confirms the expediency of applying a hu-
man-centred ideology.

Conclusions

The study of the sphere of consumer relations was
carried out in various aspects by representatives of
various branches of knowledge, including legal spe-
cialists. Active searches were also conducted using
the best practices of economic science. Giving prefer-
ence to legal research, it seems possible to carry out
classification in relation to the subject area of scien-
tific interests of lawyers: sources of a methodological
nature, which pay more attention to the methodology
of consumer relations research, the content charac-
teristics of the main concepts related to the develop-
ment and implementation of consumer policy of the
state, the organisation of consumer markets; sources
aimed at highlighting the problems of legal regulation
of consumer relations; sources devoted to the study
of the phenomenon of consumerism; sources aimed at
determining the ways of greening consumer markets,
and those that characterise the subject composition of
consumer legal relations.

However, insufficient attention was paid to the is-
sues of the consumer protection mechanism. Consider-
ing the structure of this phenomenon, along with this
additional study, such components as: rule-making,
procedural and material guarantees, status legal norms
of certain categories of consumers, etc., are subject to
additional research. The issues of ways to environmen-
talise consumer policy were also insufficiently studied.
The need for their further in-depth understanding is
determined by the needs of sustainable development
of Ukraine, in particular by implementing such oper-
ational goals as ensuring protection for all and intro-
ducing balanced consumer markets. Promising areas of
consumer policy research should also be considered:
adaptation of foreign experience in strengthening the
role of consumer associations and resolving conflict sit-
uations; ways to form environmental markets with en-
suring the standards of developed European countries.
This is all the more relevant in the context of increasing
trends in European integration in the legal sphere.
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The main methodological tools of consumer re-
search are hermeneutical, comparative, systematic and

Starytska & Tarasenko NG

of the rule of law and human rights, which will also af-
fect the reorientation of methodological research tools.

functional approaches, which allows researchers to
obtain objective and justified results. In addition, the
methodological base of consumer policy research also
deserves criticism. If the demand method or compar-
ison in synchronous and diachronous formats is pres-
ent in many publications, then the methodology of hu-
man-centrism is used to a limited extent, which can be
explained by the dominance of positivist ideology, an at-
tempt to explain the problems of the consumer market
through imperfectlegislation. Overcoming this situation
is possible by focusing cognitive tasks on the content
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AHoTauia

3ocepeKeHHs yBard HayKOBI[iB Pi3HUX rajiy3ed 3HaHb Ha MPo6JIeMaTHIi TPaB JIAWHH, peasisallil meBHOTO
BU/ly a60 KOHKpPETHOro IpaBa B yMOBAaX HalliOHAJIbHOI IPABOBOI CHUCTEMHU IOB’I3aHO He JIHIIe 3 BUKJIUKAMU
BOEHHOI'0 CTaHy B YKpaiHi, a ¥ i3 3arajlbHOCBITOBOIO TEH/IE€HLi€0 3MiHU CBITOTJ/ISIAHOI MapaJUrMu Bij
MO3UTHUBICTCHKUXKOHIENiMY6iKIpupoAHOoronpana. TakacuTyalisi3yMoB/IOEHEO6XiJHICTbIEPEOCMHUCIEHHS
poJii JIIOAUHU B CYCHIJIbCTBi, IPU3HAQYE€HHA MeXaHi3My Jep»aBH, Il NIPAaBOOXOPOHHUX I NpaBO3aXHMCHUX
iHcTUTYLiN y 3a6e3neyeHHi npaB JAUHY, 30KpeMa y cdepi GyHKILIOHYBaHHS CIIOKUBYMX BiflHOCMH. MeTa
CTaTTi MoJisirajzia B TOMY, 11106 Ha MiZicTaBi mpeMeTHOTO KPUTEPi0 cXapaKTepu3yBaTH CTaH AOC/iKeHOCT]
npob6JsieMaTHKHU peastizalii cnoXuBYO0I MOJIITUKY JiepKaBH, BCTAHOBUTH NepCIEeKTUBHI HaNpsAMU J0CIiKeHb,
a TaKOX BUCBITJIMTH 6a30BUH MeTOOJIOTIYHUM iHCTpyMeHTapill cyyacHUX AOCaiAHUKIB. MeTonosoriyHy
OCHOBY po60TH cHOPMOBAHO BiJIOBIJHO [0 CYTHICHUX XapaKTepUCTHUK aHa/Ji30BaHOIrO fBUIA, TOMY B
nporeci HanMcaHHA 6yJI0 BUKOPHUCTAaHO METOJU IepMeHEBTHKH, NMOPiBHAHHSA, QYHKLiOHAJbHUN, aHaJIi3y
Ta mparmatusmMy. JlocaimpxkeHo HaWBigoMimi mpari cyyacHUX aBTOpPiB, 06’'€KTOM HayKOBOTO iHTepecy SKHUX
€ CyCIiJIbHI CITO’KMBYI MpPaBOBiJHOCMHU Ta QYHKIIOHYBaHHSA CIIOKUBYUX PUHKIB. OGI'PYHTOBAaHO BUCHOBOK,
3rifiHO 3 IKUM Y rajy3i eKOHOMiKO-IpaBOBUX 3HAHb 11010 B3aEMOJII cy6’eKTIB MpaBOBiAHOCHH 3i cTaTycoM
cnokvBaya (nmokynus) i Bupo6HuKa (mposaBLsi) cpopMoBaHO JieKiJbKa HANPSIMIB, 1[0 CTAHOBJIATD JPKePEbHY
6a3y JAocCJiPKeHHs, OCMMUCJEHHs fIKUX Ja€ 3Mory chopMyBaTH O6'€KTHBHI ysABJIEHHS W00 peasizauii
CIIOKMBYOI MOJITUKHU JiepKaBH, BiIMeXyBaTH 1i Bij, ABUL [ep>KaBHOI NOJITUKU Ta JepKaBHOI CIIOKHUBYOI
noJliTUKKU. AHasi3 npaBoBUX akTiB CriostyyeHux lllTaTiB AMepukH, kpaiH EBponelicekoro Corw3y, MiXKHapOJHUX
oprasizanid 3 NUTaHb MPAaBOBOr0 PeryJIlOBaHHS CHOKMBYUX BiJHOCUH HaJla€ MOXJIMBICTb KOHCTATyBaTH
HeJl0CTaTHIO BPeryJJb0BaHiCThb UX BiJHOCHH B YKpaiHi, 3a0X04yBaTH HAyKOBLIB i NPaKTHUKIB 0 TapMOHIHHOTO
MOEAHAHHSA 3JJ00yTKiB y 3AilMicHEHHI chiJbHOI HOPMOTBOPYOI AisiIbHOCTI. 3acBijueHO HEHaJIeXKHY SIKiCTb
po6oTu B YKpaiHi Cy0’€KTiB, yIOBHOBaXKEHUX Ha 3/[iICHEHHSI KOHTPOJIbHUX i MPEeBEeHTUBHHUX 3ax0/IiB, 110
CTOITh Ha 3aBa/li CBOEYACHOMY NPUTSATHEHHIO MOPYIIHUKIB 0 BiZIMOBIAANBbHOCTI U BiZJIIKOAYBAaHHIO 30UTKIB
cnokvBaveBi. KoHcTaTOBaHO, 1110 HEOCTAaTHBO ePeKTHBHO MPAILIOIOTh CHOXKHUBYI IpoMa/iCbKi 06’€HaHHS,
110 MA€E BiAUYTHI HACJAiJAKU NlepeycCiM Ha CII0KHUBYOMY PUHKY JIIKapCbKHUX IIpenapariB I XapuoBUX NPOAYKTIB

Kniouosi cnosa:
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Abstract

The purpose of the study was to analyse the Ukrainian and international experience of using artificial intelligence
(AI) in the investigation of official offences and develop recommendations for adapting best practices to the
Ukrainian legal system. The research methodology was based on a comparative analysis of the regulation and
practice of Al implementation in Ukraine, the USA, Great Britain, Australia, and Brazil, with the examination of
technological mechanisms of functioning, legal guarantees in law enforcement activities. The study established
the specifics of the Ukrainian approach to the implementation of technologies through the creation of an
integrated system “iCase”, which provided electronic interaction between the National Anti-Corruption Bureau
of Ukraine, the Specialised Anti-Corruption Prosecutor’s Office, and the High Anti-Corruption Court, in contrast
to the fragmented implementation in other countries. Technological solutions are systematised: machine
learning for analysing large amounts of data, explanatory Al, digital forensics with nine phases of evidence
processing, and blockchain analytics for tracking virtual assets. Ukrainian cases were analysed: arrest of Tether,
Tron, Ethereum cryptocurrencies in Case No. 991/1512/23 of the Supreme Anti-Corruption Court, verdict
in case No. 991/3227/24, risk assessment system in public procurement with 21 automatic indicators, and
use of open-source intelligence techniques by the National Anti-Corruption Bureau of Ukraine. International
experience has demonstrated the effectiveness of Al, in particular, in the cases of Rolls-Royce, Operation Gold
Rush, the work of the European Prosecutor’s Office, and the use of the Brazilian bot ALICE. Critical challenges
were identified: the problem of the “black box” of algorithms, the risks of system bias, legal gaps in relation to
digital assets, and the need to harmonise with the EU Al regulation 2024/1689. The results of the study can be
used by anti-corruption bodies in the implementation of Al technologies, the judicial system - to form a unified
practice for evaluating digital evidence, legislative authorities - in the development of special legislation on Al,
and scientific-educational institutions - to train qualified personnel in the field of digital crime investigation
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Introduction

Official crimes, especially those with a corruption com-
ponent, pose a threat to national security, economic sta-
bility and citizens’ trust in state institutions of Ukraine.
Their hidden nature, complexity of proof, and often
transnational nature require continuous improvement
of investigative methods. In this context, the rapid de-
velopment of artificial intelligence (Al) technologies
and other innovative solutions, including machine
learning, blockchain analytics, digital forensics, pattern
recognition systems, big data analytics, and geographic
information systems, opens up new opportunities to ef-
fectively combat these offences.

The problem of exploring the use of Al in the in-
vestigation of official crimes is due to the need to over-
come the systemic limitations and inefficiency inher-
ent in traditional methods of law enforcement. Among
the key limitations are the low speed of processing
large amounts of documentary information, which is
manifested in the need to involve numerous experts
to analyse even standard corruption schemes, and the
high time costs of establishing factual circumstances
that arise due to complex procedures for verifying and
comparing information from different sources. This
problem manifests itself in the investigation of mul-
ti-episode corruption cases, where the number of doc-
uments and, accordingly, the time for their processing
increases exponentially.

In a comprehensive study of the peculiarities of
applying innovative technologies in criminal analy-
sis, M. Mordvyntsev et al. (2025) focus on an in-depth
analysis of methodologies for using these technologies.
The researchers have identified the potential capabili-
ties of recognition systems at the stage of identification
and identification of suspects, offering an innovative
approach to their technical implementation, providing
for an increase in the effectiveness of Investigation at
the early stages of criminal proceedings in the Ukrain-
ian reality. These results are supported by the findings
of M. Lontai et al. (2024), who viewed Al in Forensic
Sciences as a revolutionary tool for transforming in-
vestigative activities.

In the field of economic crimes, Al demonstrates
qualitatively new opportunities for law enforcement
activities. D. Chaikovskyi (2023) revealed the potential
of Al as a new tool for combating crimes in the Ukrain-
ian economy. The author demonstrated that Al can be
used to analyse text and speech information during
preventive measures and investigative actions, which
is relevant for the investigation of official crimes with
an economic component in the context of digitalisation
of the Ukrainian economy. International experience,
presented in the paper of N. Ansari (2025) on ma-
chine learning in the examination of forensic evidence,
demonstrated a new era of forensic analysis, where al-
gorithms are able to automate the processes of classify-
ing and analysing digital traces of crimes.
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The practical capabilities of Al in investigations
were systematised by S. Gulyamov & S. Tatar (2023),
who demonstrated: automated detection of fraud,
money laundering, and financial crimes with high ac-
curacy; processing of large amounts of multimedia data
(images, videos) in real time; automation of routine
tasks of data entry and analysis of evidence. Thereby,
the authors identified key risks: algorithmic bias, priva-
cy threats, and potential impact on employment in the
investigative sector.

Blockchain technologies open up new prospects for
tracking financial flows and determining hidden links in
corruption schemes. A study by M. Karchevsky (2021)
on cryptocurrencies and blockchain technologies in
anti-corruption highlighted these opportunities in the
Ukrainian context. The author justified the expediency
of introducing blockchain technologies in the activities
of Ukrainian anti-corruption bodies to increase the
transparency and effectiveness of investigations. These
results are consistent with the conclusions of the inter-
national study authored by D. Zinnbauer (2025) on the
use of Alinthe fightagainstcorruption atthe globallevel.

The international context for implementing Al
technologies in law enforcement is described in detail
by C. Rigano (2019) on the use of Al to meet the needs
of criminal justice. The author analysed the US expe-
rience in the field of public safety and demonstrated
specific Al capabilities: identification of individuals and
their actions in video footage related to criminal activ-
ity, DNA analysis, automated gunshot detection, and
crime prediction.

The legal system of Ukraine faces practical chal-
lenges in assessing the authenticity of video evidence in
criminal proceedings. O. Gura (2020) established that
Ukrainian courts do not have clear enough criteria for
determining the reliability of digital materials, which
creates legal uncertainty in cases of official offences.
Judicial practice shows cases when video evidence
was rejected due to the inability to confirm its origi-
nality or the lack of a proper digital data storage chain.
Ethical aspects of the use of Al in Justice are studied
in the training programme for judges of the Supreme
Anti-Corruption Court. Y. Bernazuk (2025) determined
key risks of algorithmic bias and discrimination when
using Al in criminal proceedings. The problem of trans-
parency of algorithmic solutions is closely reviewed
in the study by S. Nandipati et al. (2024) on the role of
explanatory Al in criminal investigations, which offers
specific mechanisms to address the “black box” prob-
lem to ensure fair justice.

The degree of scientific development of the prob-
lem demonstrates the active formation of research are-
as in the field of technological modernisation of law en-
forcement activities. Therewith, despite a large number
of studies of certain aspects of the use of technologies
in law enforcement, a comprehensive analysis of the
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introduction of Al and other innovative technologies in
the investigation of official crimes in the Ukrainian con-
text was practically not conducted. Most of the existing
works concentrate on general issues of digitalisation of
criminal justice or technical aspects of individual tech-
nologies, leaving out the specifics of their application in
the field of combating corruption and official offences.

The study aimed to perform a comprehensive anal-
ysis of the introduction of Al and innovative technol-
ogies in the investigation of official crimes in Ukraine,
identify the advantages and challenges of their applica-
tion, and evaluate the effectiveness of existing techno-
logical solutions in the activities of Ukrainian anti-cor-
ruption bodies. The following research tasks were set
to achieve the goal: examine the legal basis and techno-
logical features of the use of Al in the investigation of
official crimes; analyse modern innovative technologies
and the practice of their implementation in the activ-
ities of Ukrainian law enforcement agencies; develop
comprehensive recommendations for further develop-
ment of legislation, ethical standards, and practical ap-
plication of innovative technologies.

Materials and Methods

The study was conducted in three main stages using a
set of complementary scientific methods and analysis of
various sources of information. During the initial stage,
the legal basis for regulating official crimes and apply-
ing innovative technologies in law enforcement activi-
ties was reviewed using the comparative legal method
and content analysis. The Article analyses Ukrainian
legislation, in particular, the Constitution of Ukraine! on
the principles of the rule of law and the responsibility
of officials, Criminal Code of Ukraine? with an emphasis
on Section XVII “Criminal offences in the sphere of of-
ficial activity and professional activities related to the
provision of Public Services”, Criminal Procedure Code
of Ukraine® with regard to articles 84, 99, 103 on digital
evidence. Attention is paid to the breakdown of Law of
Retrieved

! Constitution of Ukraine.

D1%80#Text.

(1996, June).

1700-18.
ua/laws/show/1698-18.

show/794-19#Text.

Convention_Against_Corruption.pdf.

ua/Review/111590400.

Ukraine No. 889-VIII “On Public Service”* regarding the
principles of integrity and responsibility of civil serv-
ants, Law of Ukraine No. 1700-VII “On Prevention of
Corruption” on preventive mechanisms and system of
restrictions, Law of Ukraine No. 1698-VII “On the Na-
tional Anti-Corruption Bureau of Ukraine”® regarding
the authority for innovative investigative methods. The
Law of Ukraine No. 794-VIII “On the State Bureau of
Investigations”” was also analysed in terms of compe-
tence in the field of official crimes and Law of Ukraine
No. 2074-I1X “On Virtual Assets”® regarding the legal
regulation of cryptocurrencies.

Inthe second stage, international legal acts and their
implementation in Ukrainian legislation, in particular,
the United Nations Convention against Corruption®,
ratified by Ukraine in 2006, the Criminal Convention
on Combating Corruption®’, and the Civil Law Conven-
tion on Corruption'!, were considered. Regulation of
the European Parliament and Council of the European
Union No. 2024 /1689 “On Artificial Intelligence”'? with
requirements for high-risk Al systems in law enforce-
ment. The experience of the European Public Prosecu-
tor’s Office (2025) was further reviewed. Using the case
method and system analysis, the judicial practice of us-
ing digital technologies in cases of official crimes is ex-
amined. Judgements in Case N0.991/1512/23%3 regard-
ing the seizure of cryptocurrencies Tether (USDT), Tron
(TRX), Ethereum (ETH) in the case under Article 368
of the Criminal Code of Ukraine!*, were also analysed.

During the third stage, a comparative legal meth-
od and institutional approach were applied to review
the practice of implementing Al technologies in the
UK, USA, Brazil, and Australia. In the UK, the case R v.
Rolls-Royce PLC on the use of RAVN Al was consid-
ered based on the document analysis of P. Yuk (2017).
The activities of the National Economic Crime Cen-
tre (2025) on the use of machine learning and reports
on the activities of law enforcement agencies (UK Gov-
ernment, 2025) were further investigated. In Brazil, the

from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%

2 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

3 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

* Law of Ukraine No. 889-VIII “On Public Service”. (2015, December). Retrieved from https://zakon.rada.gov.ua/laws/show/889-19#Text.

5 Law of Ukraine No. 1700-VII “On Prevention of Corruption”. (2014, October). Retrieved from https://zakon.rada.gov.ua/laws/show/

¢ Law of Ukraine No. 1698-VII “On the National Anti-Corruption Bureau of Ukraine”. (2014, October). Retrieved from https://zakon.rada.gov.
7 Law of Ukraine No. 794-VIII “On the State Bureau of Investigations”. (2015, November). Retrieved from https://zakon.rada.gov.ua/laws/

8 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20#Text.
?United Nations Convention Against Corruption. (2003, October). Retrieved from https://www.unodc.org/documents/brussels/UN_

1 Criminal Convention on Combating Corruption. (1999, January). Retrieved from https://rm.coe.int/168007f3f5.

11 Civil Law Convention on Corruption. (1999, November). Retrieved from https://rm.coe.int/168007{3f6.

12 Regulation of the European Parliament and Council of the European Union No. 2024/1689 “On Artificial Intelligence”. (2024, June).
Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=0]J:L_202401689.

13 Judgement of the High Anti-Corruption Court of Ukraine in Case No. 991/1512/23. (2023, June). Retrieved from https://reyestr.court.gov.

* Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
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Law of Brazil No. 12.846 “On Combating Corruption”?
was considered as a legal basis for the use of technol-
ogies in the fight against corruption, technical docu-
mentation of the Governance Risk Assessment System
(GRAS) for detecting corruption in public procurement
(World Bank, 2023). Australia reviewed the activities
of the National Economic Crime Centre (2025), which
implemented the “Frontier” system for proactive iden-
tification of corruption risks in the public sector (Inde-
pendent Commission against Corruption, 2018). The
methodological approach of the study also provided for
the development of practical recommendations for im-
proving legal regulation.

Results

Legal basis and classification of official crimes in
Ukraine. The investigation of official crimes in Ukraine
is a complex legal process based on the fundamental
provisions of the Criminal Code of Ukraine?, in par-
ticular, section XVII “Criminal offences in the sphere of

Amelin G

official activity and professional activity related to the
provision of public services”. This section forms the le-
gal basis for countering corruption and official abuse,
providing for responsibility for a wide range of acts
that undermine the effective and virtuous functioning
of the state apparatus and the system of public services.
The systematic approach to criminal legal qualification
of official crimes reflects the complexity of the prob-
lem of corruption in Ukrainian society and the need
to use differentiated mechanisms of legal influence. A
special feature of the Ukrainian criminal legislation in
the field of official crimes is the detailed regulation of
various forms of corruption behaviour, which allows
law enforcement agencies to apply a differentiated ap-
proach to the qualification and investigation of crimes,
depending on their specifics. Key articles of the crim-
inal legislation cover the full range of possible official
offences, from active forms of abuse of power to passive
negligence in the performance of official duties. Table 1
is given to unify the material.

Table 1. Key articles of official crimes under the Criminal Code of Ukraine

Article of the Criminal Code of Ukraine Name of the crime The essence of the act
364 Abuse of power or official position Use of power contrary to the interests of the
service

364-1 Abuse of authority (private legal entities) Abuse in private legal entities
365 Abuse of power by a law enforcement officer Actions outside the granted authority
366 Official forgery Entering false information in documents

366-2 Declaring false information Providing false information in the declaration
367 Official negligence Improper performance of official duties
368 Obtaining illegal benefits Bribery by an official

368-5 Illegal enrichment Acquisition of assets without legal grounds
369 Providing illegal benefits Offering a bribe to an official

Source: compiled by the author according to the Criminal Code of Ukraine?

Corruption acts, such as acceptance of an offer,
promise, or receipt of an illegal benefit by an official
(Article 368 of the Criminal Code of Ukraine), cover the
receipt by an official of an unlawful benefit for them-
selves or a third person for committing or not commit-
ting any action using his or her official position. Illegal
enrichment, according to Article 368-5 of the Criminal
Code of Ukraine, is defined as the acquisition by an of-
ficial of assets whose value exceeds his legal income by
more than three thousand subsistence minimums for
able-bodied persons. Article 369 of the Criminal Code
of Ukraine concerns the offer, promise, or provision of
undue benefits to an official for committing actions us-
ing their official position. These articles create a com-
prehensive system of criminal and legal counteraction
to corruption, covering both active and passive forms of
corruption behaviour. The legislative approach to regu-
lating official crimes reflects international standards of

anti-corruption policy and accounts for the specifics of
the functioning of the Ukrainian state apparatus. Proof
of official crimes is often complicated by their latent na-
ture, the presence of complex schemes, and the use of
official position to conceal traces, in addition to large
volumes of documentation and financial transactions,
which requires law enforcement agencies to use special
investigative methods and analytical approaches.

The variety of elements of crimes provided for in
Section XVII Criminal Code of Ukraine determines the
need for law enforcement agencies to apply a wide
range of investigative methods and use modern tech-
nological solutions. Each Article provides for different
objects of criminal encroachment, forms of guilt, and
methods of commission, which require a differenti-
ated approach to collecting and evaluating the evi-
dence base. Official forgery requires a detailed analy-
sis of documents and handwriting examinations, while

! Law of Brazil No. 12.846 “On Combating Corruption”. (2013, August). Retrieved from https://www.planalto.gov.br/ccivil_03/_ato2011-

2014/2013/lei/112846.htm.

2 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

3 Ibidem, 2001.
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illegal enrichment requires a deep investigation of fi-
nancial flows and property declarations using financial
analysis methods. Al systems that are implemented to
investigate official crimes cannot be universal “boxed”
solutions due to the specifics of each type of offence.
They should be modular and adaptive, capable of pro-
cessing various types of data, from text documents and
financial transactions to communication records and
video materials. This means using specific algorithms
to identify patterns specific to each type of crime that
affect the foundations of Al systems, the requirements
for their development and training.

The Criminal Code of Ukraine defines the main
elements of official crimes and establishes criminal

sanctions for their commission, but it is not the only
regulatory legal act in this area. The comprehensive sys-
tem of countering official offences includes special laws
on Civil Service and Prevention of corruption, bylaws of
anti-corruption bodies, and international conventions
and standards. Without considering these additional
legal sources, the picture of regulating official crimes
would be incomplete since they establish preventive
mechanisms, procedural aspects, and institutional bas-
es for combating corruption. It is advisable to address
the main thematic blocks of normative legal acts and
their functional purpose in the investigation process
to systematise the legal regulation of official crimes in
Ukraine, which are shown in Table 2.

Table 2. Legal basis for regulating official crimes in Ukraine

Theme block Regulatory act

Importance for the investigation of

Key provisions . - .
yP official crimes

Principles of

public service Law of Ukraine No. 889-VIII

Rule of law, legality, professionalism,
integrity, political impartiality

Creates an ethical basis for
distinguishing legitimate official
activities from official crimes

Preventive

. Law of Ukraine No. 1700-VII
mechanisms

Declaration of property and income;
settlement of conflicts of interest;

Provides early detection of corruption
risks and creates an evidence base for

system of restrictions and prohibitions

investigating illicit enrichment

Disciplinary
responsibility

Law of Ukraine No. 889-VIII

Remark, reprimand, warning about
incomplete official compliance,
dismissal from office

The graded system of penalties allows
you to differentiate liability depending
on the severity of violations

Financial liability

Law of Ukraine No. 889-VIII

Right of recourse of the state for
intentional damage

Creates an additional deterrent and
mechanism for compensation of losses
from official crimes

Institutional
arrangements

Bylaws of the National Agency for the
Prevention of Corruption

Methodological recommendations on
conflicts of Interest; Code of Ethical
Conduct; system of explanations

Provide a unified interpretation of
anti-corruption norms and practical
tools for law enforcement

International
standards

United Nations Convention against
Corruption; Criminal Convention
on Combating Corruption; Civil Law
Convention on Corruption

Global standards for criminalisation of
corruption acts; harmonisation with
European standards; protection of
whistleblowers

Create common international
approaches to combating corruption
and provide the basis for international
legal assistance

Monitoring and

Participation in GRECO (since 2006)

Regular international monitoring of

Provides an external assessment of the
effectiveness of the anti-corruption

martial law

the main mechanisms

control the anti-corruption system system and recommendations for
improvement
Special Explanation of the National Agency Simplified declaration procedures for | Adapt anti-corruption mechanisms to
cor?ditions for the Prevention of Corruption on military personnel while maintaining | special conditions without losing the

effectiveness of control

A

Source: compiled by the author based on Law of Ukraine No. 889-VIII!, Law of Ukraine No. 1700-VII?, United Na-
tions Convention against Corruption? Criminal Convention on Combating Corruption?, Civil Law Convention on
Corruption®, Code of Ethical Conduct for Employees of the National Agency for Corruption Prevention®

The analysis of the presented legal framework in-
dicates a multi-level system of regulation of official
crimes in Ukraine, covering preventive, repressive,
and restorative mechanisms. Civil service and corrup-
tion prevention laws play a central role, providing a le-
gal basis for distinguishing between lawful and illegal

Convention_Against_Corruption.pdf.

agentstva-z-pytan-zapobigannya-koruptsiyi/.

official behaviour. International standards ensure the
harmonisation of the Ukrainian anti-corruption system
with European requirements, while departmental acts
of the National Agency for the Prevention of Corruption
detail practical aspects of law enforcement. The system
is characterised by a comprehensive approach - from

! Law of Ukraine No. 889-VIII “On Public Service”. (2015, December). Retrieved from https://zakon.rada.gov.ua/laws/show/889-19#Text.
2 Law of Ukraine No. 1700-VII “On Prevention of Corruption”. (2014). Retrieved from https://zakon.rada.gov.ua/laws/show/1700-18.
3 United Nations Convention against Corruption. (2003, October). Retrieved from https://www.unodc.org/documents/brussels/UN

* Criminal Convention on Combating Corruption. (1999, January). Retrieved from https://rm.coe.int/168007f3f5.

5 Civil Law Convention on Corruption. (1999, November). Retrieved from https://rm.coe.int/168007f3f6.

¢ Code of Ethical Conduct for Employees of the National Agency for Corruption Prevention. (2019, May). Retrieved from https://nazk.gov.
ua/uk/documents/rishennya-vid-17-05-2019-1382-pro-zatverdzhennya-kodeksu-etychnoyi-povedinky-pratsivnykiv-natsionalnogo-
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ethical principles of public service to specific moni-
toring and control procedures, which enable effective
counteraction against various forms of official offences.
The analysis of the legal basis for the investigation of of-
ficial crimes in Ukraine shows the complexity and mul-
tidimensional nature of this issue, which requires an
integrated approach to countering corruption manifes-
tations. The criminal legislation of Ukraine in the field
of official crimes is characterised by sufficient detail
and coverage of a wide range of corruption acts, which
meets international standards of anti-corruption poli-
cy. However, the effectiveness of law enforcement large-
ly depends on the quality of the investigation, which is
complicated by the latent nature of official crimes and
the need to process large amounts of diverse informa-
tion. The introduction of Al technologies in the process
of investigating official crimes should address the spe-
cifics of each type of offence and require the creation of
specialised modular systems.

Innovative technologies and their application
in criminal investigations. The use of Al and machine
learning to analyse large amounts of data, recognise pat-
terns, predict crimes, and detect anomalies is one of the
most promising areas of modern criminal investigation.
Al and machine learning algorithms are capable of pro-
cessing and interpreting large amounts of data, which
is important for solving complex criminal schemes (An-
sari, 2025). Al can be used to analyse text and speech
information during preventive measures and investi-
gative actions (Chaikovskyi, 2023). In Computer Foren-
sics, machine learning algorithms make it much easier
to classify digital files and prioritise them for further
investigation by analysing metadata, which increases
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the speed and efficiency of analysing large amounts
of digital evidence. Al is also used in the field of public
safety for video and image analysis, DNA analysis, shot
detection, and crime prediction (Rigano, 2019). These
systems are able to overcome human errors, learn com-
plex tasks, and even develop their own complex facial
recognition parameters that go beyond what humans
can see.

The role of explanatory Al in ensuring transparen-
cy and accountability is becoming a priority in the con-
text of criminal justice. The “black box” nature of many
Al models creates challenges for accountability and jus-
tice in criminal justice. Explanatory Al acts as a critical
response to these problems, with the goal of making
the initial data of Al systems understandable to hu-
mans, thereby providing interpreted conclusions and
increasing trust (Nandipati et al., 2024). As emphasised
by Y. Bernazuk (2025), in the training programme for
judges of the High Anti-Corruption Court, opacity, the
inability to explain Al decisions, and the risks of bias
are key features of the “black box” that create legal and
ethical challenges in areas where motivation is needed,
such as justice.

Digital forensics, or forensic science, is the applied
science of investigating computer-related crimes that
focuses on finding, obtaining, storing, analysing, and
presenting digital evidence. This industry has evolved
significantly with the advent of cybercrime and the de-
velopment of sophisticated digital investigation mod-
els. The digital forensics process includes several steps
that must be carefully followed in order for digital ev-
idence to be acceptable in court. A detailed structure
of these steps and related tools is presented in Table 3.

Table 3. Digital forensics phases and typical tools

Phase

Description

Key actions / Methods

Typical tools

Identification

Identify and localise potential
digital evidence

Search and recognition of evidence;
documentation of the storage location

Inspection protocols, scene
diagrams, photo recording

Saving

Protecting the integrity of detected
data from changes or corruption

Isolation, security, and storage of data;
creation of forensic duplicates (images)

FTK Imager (for creating images)

Collecting evidence

Extracting data from devices
in compliance with forensic
standards

Collecting data from deleted devices
using specific methods

The Sleuth Kit

Security of evidence

Providing a controlled and secure
environment for storing evidence

Access to a secure environment; ensuring
accuracy, authenticity, and accessibility

Specialised repositories, access
control systems, accounting logs

Getting data

Seizure of electronically stored
information from suspected digital
assets

Extraction of electronically stored
information; ensuring data integrity
when receiving data

FTK Imager

Analysis

Reconstruction and interpretation
of digital data to identify relevant
information

Data analysis, identification, separation,
transformation and modelling; metadata
analysis; recovery of deleted files

Sleuth Kit, Xplico (for network
analysis), specialised tools for
analysing files and registries

Evaluation of evidence

Correlation of the identified data
with the circumstances of the case
and their legal assessment

Careful assessment of the compliance of
data with the scope of the case

Analytical software, case
databases

Documentation and
reporting

Create a detailed record of
all Investigation steps and
conclusions

Record all data; prepare an official report
for the court

Document management systems,
report templates, electronic
signature tools

Presentation

Presentation of collected and
analysed evidence in court

Generalisation of conclusions and their
presentation

Presentation software, data
visualisation tools, multimedia
equipment

Source: compiled by the author based on open analytical sources (Cyber Writes Team, 2023; What is digital foren-

sics...,, 2024)
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The emphasis on careful multiphase processes and
specialised tools for digital forensics shows that the
integrity and chain of digital evidence storage is para-
mount. Unlike physical evidence, digital evidence has
the property of instability and is subject to alteration
without leaving visible traces of interference. The legal
system'’s reliance on digital evidence means that any
failure in these forensic processes or failure to authenti-
cate evidence can lead to their inadmissibility, effective-
ly undermining the entire investigation. This is impor-
tant in office crime cases, where digital footprints are
often central. This requires continuous training for law-
yers and a solid legal framework for regulating digital
evidence, as highlighted by the Supreme Court in cases
on the authenticity of video evidence (Gura, 2020). The
transition from the “investigative type” to the “adver-
sarial” criminal process further increases the impor-
tance of irrefutable digital evidence.

Big data analysis platforms allow law enforcement
agencies to process and analyse huge amounts of data
from various sources to identify suspicious indicators,
patterns, correlations, and trends. This is crucial for
proactive policing, identifying criminal trends, prevent-
ing threats, and solving complex cases. In particular, big
data analytics can identify crime trends by analysing
historical crime data to identify “hot spots” and predict
the locations and times of likely crimes, enabling pro-
active allocation of resources, reducing response times,
and deterring criminal activity. Real-time data analyt-
ics help law enforcement agencies to monitor and re-
spond immediately to emerging threats, for example, by
analysing social media feeds during public events (The
power of big..., 2025). By integrating data from a variety
of sources, these platforms help investigators pinpoint
patterns, unusual actions, and hidden connections in
cases of identity theft, financial fraud, organised crime,
and cybercrime.

The ability of Big Data analysts to predict crime
hotspots and identify emerging threats demonstrates
a fundamental shift from a purely reactive investiga-
tion model to a more proactive and preventive ap-
proach. For official offences, this means moving from
investigating after exposing a corruption scheme to
potentially identifying risks or early indicators of
corruption before damage is done. This allows for
more efficient allocation of limited resources and
potentially deters criminal activity by increasing the
likelihood of detection. This shift, while promising
to improve efficiency and prevention, raises consid-
erable ethical and privacy concerns about potential
over-surveillance, algorithmic bias in targeting, and
the erosion of civil liberties, which must be carefully
balanced with public safety goals, as in the Council
on Criminal Justice (2025) report. The success of this

approach depends on the quality and representative-
ness of the data.

Blockchain forensics involves the use of special-
ised tools and procedures to extract and analyse data
from the blockchain, including transactions, address-
es, and other data, along with the search for and track-
ing of individuals and groups involved in illegal activ-
ities. These methods are used to investigate financial
crimes such as fraud, money laundering, and terrorist
financing (Merkle Science, 2025). Methods include
address clustering (grouping addresses controlled
by a single entity), transaction tracking (tracking the
flow of digital assets from origin to destination), and
linking to off-network data (such as IP addresses,
social media profiles) to create a complete profile of
individuals. Despite the transparency of the registry,
the pseudo-anonymous nature of cryptocurrency ad-
dresses, the lack of a central authority, and the use of
mixing services create substantial problems for inves-
tigators. Transactions of bitcoin and other virtual cur-
rencies are publicly recorded in online blockchain reg-
istries, identifying users only by their cryptocurrency
address-a long string of letters and numbers - with-
out names, locations, or other personal identification
data. The main paradox of the blockchain in criminal
investigations is its internal transparency (all transac-
tions are recorded in the public register), combined
with the pseudo-anonymity of addresses (no direct
connection with personal identification). Although
the registry is open, linking a cryptographic address
to areal person requires complex “de-anonymisation”
techniques and often depends on “off-network data”
or collaboration with exchanges.

The proliferation of smart devices and Internet of
Things (IoT) technologies creates fundamentally new
opportunities for collecting digital evidence in cases of
official offences. Smartphones, smartwatches, Global
Positioning System (GPS navigation) systems, and oth-
er connected devices generate metadata about location,
time, and behavioural patterns (U.S. General Services
Administration, 2025). Modern cars equipped with
advanced telematics systems record almost all driver
actions, preserving turn-by-turn navigation, speed, ac-
celeration and detailed data on turning on headlights,
opening doors, and fastening seat belts. The most doc-
umented case involving the use of GPS tracking in the
investigation of official offences is the case of Cunning-
ham v. State Dep’t of Labor!, where Michael Cunning-
ham, director of the New York State Department of
Labour, was accused of falsifying timesheets. Investiga-
tors installed a GPS device on the employee’s personal
BMW without a warrant and tracked his movements
for a month, finding notable discrepancies between the
stated working hours and the actual location. In the

I ! Justia Opinion Summary of the Court of Appeals of NY in Case “Cunningham v. State Dep’t of Labor”. (2013, June). Retrieved from https://

law.justia.com/cases/new-york/court-of-appeals/2013/123.html.
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Michigan theft case, police established a link between
the perpetrator and the stolen car due to GPS data, door
opening records, and mobile phone connections (So-
lon, 2020). An audit by the North Carolina Department
of Motor Vehicles (2017-2020) found systemic abuse
of official vehicles totalling more than USD 100,000,
including a DMV inspector who made unauthorised
commutes worth USD 85,000 over three years, leading
to the installation of telematics systems throughout the
state fleet (Wood, 2017).

Smart home devices store recordings of voice com-
mands that can be requested by law enforcement agen-
cies under a court order. In a criminal case in Arkansas,
prosecutors tried to obtain recordings from an Amazon
Echo for a murder investigation (Chin, 2025). A study
by O. Trebilcock (2020) shows that these devices can
accidentally activate and record conversations even
without pronouncing the “activator word”. Behaviour-
al biometrics analyses typing patterns and the use of
the mouse to identify users even when using other peo-
ple’s accounts, which is important for detecting unau-
thorised access to confidential information. The United
States Government Accountability Office (2020) report
documents 100 confirmed cases of time-tracking vio-
lations at 24 federal agencies from 2015 to 2019, de-
tected using IoT systems, including access card login
systems, video surveillance, and GPS data from govern-
ment devices.

Drone technologies allow detecting official of-
fences through quality control of materials, when the
aerial survey records the use of low-quality or cheaper
materials instead of those stated in the tender docu-
mentation, which, when compared with the technical
specifications, establishes the fact of deception and
obtaining illegal benefits by the contractor with the as-
sistance of corrupt officials. The most common types
of reports forged in the construction industry include
material quality reports (drones with high-resolution
cameras can verify the materials actually used), work
progress reports (timestamped videos document the
real progress of construction), safety compliance re-
ports (aerial monitoring can detect non-compliance
with safety standards), and environmental assess-
ments (aerial surveillance can detect unauthorised
environmental violations). The U.S. Occupational Safe-
ty and Health Administration has introduced proto-
cols for the use of unmanned systems for construction
site inspections (Galassi, 2018), and the GSA Inspec-
tor General issued a 2023 warning against the use of
prohibited drones to photograph construction sites in
the port of San Luis, Arizona'. Monitoring of the work
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schedule through the timestamps of drone images,
combined with document analysis, reveals system-
atic forgery of construction progress reports, when
drones record the absence of work on the site, but of-
ficial reports on the progress of work, reports on the
completion of construction stages, and reports on the
use of materials claim the opposite, indicating official
forgery of documents.

Monitoring of social networks is already actively
used to identify official offences through the analysis
of inconsistencies in the lifestyle of officials with their
documented income. In Ukraine, the National Agency
on Corruption Prevention (2025) performs “lifestyle
monitoring” of public figures. According to the results
of such monitoring, the National Agency on Corruption
Prevention (2024) revealed signs of acquisition of un-
justified assets in the amount of UAH 4.85 million by the
former acting head of the Kharkiv Centre for Recruit-
ment and Social Support. The National Agency for the
Prevention of Corruption also monitors disinformation
campaigns on social networks, analysing more than
109 thousand messages on Telegram, Facebook, and
X/Twitter. Specific ways to spot misconduct on social
media include documenting bribery when Instagram
photos and Facebook posts show a luxurious lifestyle
that doesn’t match an official’s official income, suggest-
ing they’re getting illegal benefits from contractors or
other interested parties. In case of official negligence,
social networks can record the presence of a civil serv-
ant in places where they should not be during working
hours, or document their activities that contradict the
performance of professional duties, for example, pho-
tos from entertainment events during critical situations
that required their personal control.

The legal basis for the use of digital evidence in
Ukraine is regulated by the Criminal Procedure Code of
Ukraine?, specifically, articles 84, 99, 103. Ukraine has
signed the Budapest Convention on Cybercrime, which
creates an international legal framework for coopera-
tion in the field of digital investigations. Recent legis-
lative initiatives pose risks of political interference in
law enforcement activities. The integration of Al and
innovative technologies in the investigation of official
offences opens up new opportunities for fighting cor-
ruption, but requires careful legal regulation and the
development of mechanisms to protect citizens’ rights.

Cases and prospects of using innovative tech-
nologies in the investigation of official crimes in
Ukraine. The legal basis for the use of digital technol-
ogies in pre-trial investigations is laid down in Law
of Ukraine No. 1698-VII3, which defines the powers

! Alert Memorandum: PBS Allowed the Use of a Drone from a Prohibited Source to Photograph Construction ata Land Port of Entry in San Luis,
Arizona. (2025, March). Retrieved from https://www.gsaig.gov/sites/default/files/audit-reports/A220036-5%20Alert%20Memorandum.

pdf.

2 Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
3 Law of Ukraine No. 1698-VII “On the National Anti-Corruption Bureau of Ukraine”. (2014, October). Retrieved from https://zakon.rada.gov.

ua/laws/show/1698-18.
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of the National Anti-Corruption Bureau of Ukraine to
apply innovative investigative methods. Similar pow-
ers of the State Bureau of Investigation are regulated
by Law of Ukraine No. 794-VIII®. The use of OSINT
methods (intelligence from open sources) in crimi-
nal proceedings is based on the general principles of
collecting evidence, enshrined in articles 93, 99 of the
Criminal Procedure Code of Ukraine?, which allow the
use of information from open sources as an evidence
base, provided that the requirements for the admissi-
bility of evidence are met. The National Anti-Corrup-
tion Bureau (2021) actively implements innovations
in pre-trial investigation, including the translation of
criminal proceedings into electronic format, the use of
procedural interview methods, and standardisation of
pre-trial investigation.

One of the most important initiatives is the “iCase”
pre-trial investigation information and telecommu-
nications system. The legal basis for the functioning
of the “iCase” system is established by Article 106-1
of the Criminal Procedure Code of Ukraine and Order
of the National Anti-Corruption Bureau of Ukraine
No. 175/390/57/72 “On the Information and Tele-
communications System for Pre-Trial Investigation
“iCase”. The detailed procedure for the functioning
of the system is defined by the regulation on the in-
formation and telecommunications system of pre-trial
investigation “iCase”. This system, developed with the
support of the EU Anti-Corruption Initiative, optimis-
es the pre-trial investigation of anti-corruption bod-
ies, is integrated with the Unified Register of pre-trial
investigations and judicial systems, allowing the Na-
tional Anti-Corruption Bureau of Ukraine, the Spe-
cialised Anti-Corruption Prosecutor’s office, and the
High Anti-Corruption Court to interact online. “iCase”
reduces time, optimises resource usage, and promotes
effective digital adoption in Justice (National Anti-Cor-
ruption Bureau, 2025).

The State Bureau of Investigation (2025) demon-
strates the practical application of digital technologies
through the active seizure of documents and electronic
media as evidence of illegal operations, which confirms
the effectiveness of using digital traces in cases of offi-
cial crimes. For example, in the case of embezzlement of
state property by the heads of Ukrproftur and the Fed-
eration of Trade Unions, the state Bureau of Investiga-
tion seized electronic information carriers confirming
fictitious real estate purchase and sale agreements.

Ukrainian judicial practice is already facing crim-
inal proceedings related to the use of cryptocurren-
cies and other innovative technologies in the field

of official offences, which demonstrates both new
opportunities for criminals and new challenges for
law enforcement agencies in the use of Al and digi-
tal technologies for investigation. This suggests that
while operational efficiency is improved by the intro-
duction of Al and digital tools in the investigation of
official offences, the deep legal certainty and consist-
ency required for a full-fledged digital criminal jus-
tice system using Al technologies are still under de-
velopment, the lack of a clear legal status of virtual
assets and regulation of the use of Al creates gaps and
difficulties for investigators and prosecutors in the
use of innovative technologies, potentially hindering
asset recovery and successful sentences in cases of
official offences involving new digital forms of illegal
profits. This highlights the urgent need for compre-
hensive legislative reform that addresses the unique
characteristics of digital evidence, virtual assets, and
Al’s ability to counter official crimes.

The use of Al in these criminal proceedings was
conducted through the use of a specialised block-
chain-analytical platform Chainalysis Reactor, which
operates on the basis of machine learning algorithms
for automated cluster analysis of cryptocurrency ad-
dresses, deterministic tracking of transaction chains
and identification of abnormal patterns of movement
of digital assets (Internal Revenue Service, 2023).
Technical implementation includes the use of heuris-
tic algorithms to group addresses of a single owner,
assign risk scores through multi-layered neural net-
works, and automatically deanonymise pseudony-
mous blockchain operations. Ukrainian detectives of
the National Anti-Corruption Bureau of Ukraine, pros-
ecutors of the Specialised Anti-Corruption Prosecu-
tor’s office, and other law enforcement agencies have
received certified training in cryptocurrency forensic
science within the framework of the programme of
international cooperation with the Criminal Investiga-
tion Department of the US Internal Revenue Service,
which ensured professional competence in applying
these technological solutions in pre-trial investiga-
tions. The practice of the Supreme Anti-Corruption
Courtregarding the seizure of virtual assets in cases of
official crimes is of major scientific interest, particu-
larly the case when the court granted the prosecutor’s
request for the arrest of USDT, TRX, ETH belonging to
a suspect and located in a multi-currency crypto wal-
let, criminal proceedings were conducted under Part
4 of Article 368 of the Criminal Code of Ukraine?, the
sanction of which provides for a mandatory addition-
al penalty in the form of confiscation of property. The

! Law of Ukraine No. 794-VIII “On the State Bureau of Investigations”. (2015, November). Retrieved from https://zakon.rada.gov.ua/laws/

show/794-19#Text.

% Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

3 Order of the National Anti-Corruption Bureau of Ukraine No. 175/390/57 /72 “On the Information and Telecommunications System for Pre-
Trial Investigation “iCase”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/v0390886-21#Text.

* Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
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court considered sufficient grounds to believe that
virtual assets belong to the suspect and are the subject
of possible confiscation of property as a form of pun-
ishment, the use of seizure of virtual assets complies
with the principle of reasonableness and does not cre-
ate negative consequences for third parties, and the
degree of interference with the rights of the suspect is
proportionate to the task of criminal proceedings and
justifies the needs of pre-trial Investigation®. In Judg-
ment in Case No. 991/3227 /242, the accused - a peo-
ple’s deputy of Ukraine - offered and transferred ille-
gal benefits in the form of cryptocurrency (0.39 BTC,
equivalent to 10036 USD) to an official for assistance
in allocating budget funds. The court found him guilty
under Part 4 of Article 369 of the Criminal Code of
Ukraine, sentenced him to 8 years in prison, confisca-
tion of all property, and deprivation of the right to hold
public office for 3 years. In addition, the court applied
a special confiscation of cryptocurrency and the hard-
ware wallet “LedgerNano S Plus” as physical evidence.

The criminal proceedings against Yuriy Shchy-
hol, former head of the State Service for Special
Communications and Information Protection of
Ukraine, set a precedent for Ukrainian law enforce-
ment practice. On 30 November 2023, the High An-
ti-Corruption Court issued a ruling to seize crypto
assets with a total value of USD 1,476,963, including
USDT 1,201,285, BTC 6.9, and TRX 331 (The court
seized..., 2023). Identification and quantification of
these virtual assets became possible as a result of the
use of the cryptanalytic platform Chainalysis Reactor,
which was accessed by Ukrainian law enforcement
agencies in the framework of bilateral cooperation
with the Criminal Investigation Department of the US
Internal Revenue Service. The technological process
included automated analysis of blockchain transac-
tion graphs, the use of heuristic algorithms for ad-
dress clustering, and machine learning to detect at-
tempts to obfuscate financial flows.

The Supreme Anti-Corruption Court is increasing-
ly considering cases where the evidence base includes
analysis of blockchain data. The National Anti-Corrup-
tion Bureau of Ukraine, under the procedural guidance
of prosecutors of the Specialised Anti-Corruption Pros-
ecutor’s office, actively investigates corruption crimes
using virtual assets, and the relevant materials are
submitted to the court. The National Anti-Corruption
Bureau of Ukraine systematically trains its detectives in
methods of investigating crimes with cryptocurrencies
and reports on cases related to bribes or false declara-
tions of digital assets.
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One of the most promising initiatives is a joint pro-
ject of the Ministry of Digital Transformation and the
EU Anti-Corruption Initiative in Ukraine. A special IT
module was developed to monitor the Prozorro Por-
tal that uses 21 automatic risk indicators to detect
potentially corrupt purchases (EU Anti-Corruption
Initiative, 2025). The algorithm-based system analyses
purchases and signals anomalies, which helps regula-
tory and law enforcement agencies focus on the most
suspicious tenders. This experience demonstrates
Ukraine’s gradual integration into global trends in the
use of Al in criminal proceedings, going beyond the sim-
ple digitalisation of document flow. The legal regulation
of the use of Al in Ukraine is characterised by consider-
able gaps. According to lawyer A. Klyan (2022), Ukrain-
ian legislation does not contain a legal definition of Al,
and liability for its misuse is not regulated. The main
programme document in this area remains the concept
of Al development in Ukraine, approved by Resolution
of the Cabinet of Ministers of Ukraine No. 1556-r “On
Approval of the Concept for the Development of Arti-
ficial Intelligence in Ukraine”®. The document defines
the absence or imperfection of legal regulation of Al as
one of the key problems that need to be solved. K. Toka-
rieva & N. Savliva (2021) note that Al activities are not
regulated by Ukrainian legal acts. This situation creates
legal uncertainty about the use of Al technologies in law
enforcement and legal proceedings.

However, court cases involving cryptocurrencies
and video evidence reveal fundamental legal challenges
in adapting existing rules of evidence to innovative tech-
nologies for investigating official offences (for example,
the definition of “physical evidence”, the originality of
digital files, the use of Al to analyse evidence), to the
unique nature of digital and virtual assets. Courts are
forced to interpret traditional laws in new contexts of
Al and blockchain analytics applications, which some-
times lead to inconsistent decisions or rely on broad
interpretations to ensure confiscation (Gura, 2020).
The Ukrainian experience demonstrates pragmatic,
step-by-step digitalisation of criminal proceedings with
the introduction of Al elements and innovative tech-
nologies in the investigation of official offences, while
using OSINT methods and analytical tools for detecting
official crimes.

International experience in using Al in the
fight against official crimes. International expe-
rience demonstrates effective solutions along with
systemic restrictions on the introduction of Al and
innovative technologies in the fight against crime, in
particular, official offences. Law enforcement agen-

! Judgement of the High Anti-Corruption Court of Ukraine in Case No.991/1512/23. (2023, June). Retrieved from https://reyestr.court.gov.

ua/Review/111590400.

2 Judgment of the Appeal Chamber of the High Anti-Corruption Court in Case No. 991/3227/24. (2024, December). Retrieved from https://
opendatabot.ua/court/124014613-06c66175453c19e31fcf50d87ff6e93a.

3 Resolution of the Cabinet of Ministers of Ukraine No. 1556-r “On Approval of the Concept for the Development of Artificial Intelligence in
Ukraine”. (2020, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1556-2020-%D1%80#Text.
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cies in the world’s leading countries are actively im-
plementing Al to investigate corruption and financial
crimes, achieving concrete results.

The Rolls-Royce PLC case was the first Al-based
criminal case precedent in the world, where the UK'’s
Serious Fraud Office (SFO) used the RAVN Applied
Cognitive Engine system to analyse 30 million docu-
ments 2,000 times faster than human lawyers, result-
ing in a GBP 671 million settlement for bribery in sev-
en countries (Yuk, 2017). In 2025, the U.S. Department
of Justice conducted Operation Gold Rush, the largest
medical fraud case in history at USD 10.6 billion, using
data analytics to charge 324 people and prevent USD
4.41 billion in fraudulent Medicare payments (UK Gov-
ernment, 2025).

The U.S. Securities and Exchange Commission
(SEC) also demonstrates the successful application of
Al through the Electronic Data Processing (EPS) initi-
ative, which uses machine learning algorithms to au-
tomatically detect potential accounting and disclosure
violations in public companies’ financial statements
(Gratton, 2024). This system analyses large amounts
of financial data and identifies anomalies that indicate
manipulation of reports or concealment of informa-
tion from investors. In particular, the system detects
anomalies in the distribution of digits (for example, an
insufficient share of the digit “4” in the data), indicates
deliberate rounding of indicators to achieve the target
values of earnings per share. For example, in the case of
Gentex Corporation (2023), SEC algorithms discovered
manipulations with employee bonuses that allowed the
company to artificially lower costs and raise EPS, which
led to the imposition of a fine of USD 4 million (Silver
Law Group, 2023). The European Public Prosecutor’s
office (2025) uses digital technology in 2,700+ active
investigations, freeing EUR 849 million of assets, and
the UK’s National Crime Agency has identified 10,700+
previously unknown accounts using machine learning.
The National Economic Crime Centre (2025) in Austral-
ia has launched the “Frontier” system for proactive de-
tection of corruption.

Despite the benefits, international experience also
highlights the risks and challenges of Al, including gen-
erating fabricated information and algorithmic bias. In
the UK, there have been cases where lawyers have filed
“completely fictitious references to court cases” gener-
ated by Al. This led to contempt of court charges, fines,
and referrals to regulatory authorities. These incidents
highlight the serious consequences of Al “hallucina-
tions” and the need for human verification of Al-gener-
ated results (Fake cases, real..., 2025).

A positive example of the systematic implemen-
tation of Al in the fight against corruption is demon-
strated by Brazil through GRAS, developed within the

framework of Law of Brazil No. 12.846 “On Combating
Corruption”®. GRAS uses an Al-based bot called AL-
ICE to automatically analyse public procurement and
identify corruption risks in the public sector (World
Bank, 2023). The system analysed 190,923 public pro-
curement procedures and identified more than 850
suppliers with signs of collusion, unfair competition,
and other corrupt practices. The key achievement was
a radical reduction in audit time - from more than
400 days to 8 days, due to automated analysis of con-
tracts, supplier history, price anomalies, and patterns
of bidders’ behaviour. ALICE uses machine learn-
ing algorithms to detect atypical price fluctuations,
suspicious relationships between bidders, repeated
winning patterns of the same suppliers, and anoma-
lies in technical specifications that may indicate that
tenders are tailored to a specific bidder. In turn, the
Brazilian experience outlined the challenges of adapt-
ing Al systems to the specifics of the local legal envi-
ronment, regional features of procurement, and the
need for constant updating of algorithms to identify
new corruption schemes that evolve in response to
increased control. The role of the prosecutor in the
procedural management of the investigation of official
crimes using innovative technologies is of particular
importance in the context of adapting international
practices. O. Amelin (2024) systematised the interna-
tional experience of the United States, Brazil, Bulgaria,
and Hungary regarding the specifics of the prosecu-
tor’s procedural guidance in the investigation of offi-
cial crimes. The author determined that the Brazilian
AI-ACT system provides automation of monitoring of
public procurement and audit of public expenditures,
which drastically increases the transparency and ef-
fectiveness of procedural guidance by prosecutors of
anti-corruption investigations. In addition, the study
identified critical challenges of implementing such
technologies, manifested in the insufficient training
of personnel to work with automated systems and the
risk of “information overload” due to large amounts of
data, which can lead to ignoring critical signals.

For Ukraine, these international risks are becoming
more relevant in the context of reforming the judicial
system and the institutional fight against corruption.
The problem of the “black box” can undermine pub-
lic confidence in the newly created anti-corruption
bodies, algorithmic bias can lead to discrimination in
conditions of political instability, and mass surveil-
lance - pose threats to the formation of democratic
institutions. A summary of international experience in
using Al and data analytics in the fight against official
crimes is presented in Table 4, which systematises the
most revealing cases by jurisdiction, type of technology
application, and results obtained.

I ! Law of Brazil No. 12.846 “On Combating Corruption”. (2013, August). Retrieved from https://www.planalto.gov.br/ccivil_03/_ato2011-

2014/2013/1ei/112846.htm.
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Table 4. International cases of using technologies in the investigation of official crimes

Jurisdiction/organisation Case type Technology used Challenges/risks Outcome
. Save 80% of expenses; work 2,000 times
United Kingdom (SFO) Rolls-Royce PLC case Al robot (RAVN) f(_)r Need to verify Al faster than human lawyers; GBP 671
Document Analysis results

million settlement

Submission of “fake”

Al hallucinations, loss Contempt of court charges,

United Kingdom court precedents Generative Al of trust in justice fines; hlghllghtl_ng t_he r}’sks of Al
hallucinations
accot?:ttier1Ct1\(/)i1:)10alftions Possible false Successful identification of potential
USA (SEC) mng Al (EPS initiative) " violations; demonstration of Al
and disclosure of positives Tees o e . s
: : capabilities in financial supervision
information
Dependence on the USD 10.6 billion case; charges 324
USA (DOJ) Operation Gold Rush Data analytics p people; prevention of USD 4.41 billion

quality of source data fraudulent payments

Cross-border
investigations of
financial crimes

European Prosecutor’s
Office

Digital technologies
and data analytics

Coordination
between jurisdictions,
different legal
systems

2,700+ active investigations; EUR 849
million of frozen assets

Detection of
corruption in the
public sector

Brazil (GRAS)
bot)

Al for analysing
public data (ALICE

Identification of 850 + suppliers with

signs of collusion; reduction of audits

from 400 + days to 8 days; analysis of
190,923 procurement procedures

The need to adapt to
local conditions

Proactive detection of
corruption

Australia (National
Economic Crime Centre)

Frontier System

Ethical issues
of preventive
surveillance

Automated detection of corruption risks
in the public sector

Source: compiled by the author based on Law of Brazil No. 12.846', Independent Commission against Corrup-
tion (2018), Sophos (2018), Silver Law Group (2023), World Bank (2023), C. O’Connor (2023), P. Gratton (2024),
Fake cases, real consequences: The Al crisis facing UK law firms (2025)

The analysis of the presented cases shows that suc-
cessful implementations demonstrate the potential of
Al with thoughtful integration and sufficient data, but
negative examples serve as warnings about challenges
to the integrity of the legal process. For Ukraine, this
means not only striving for the introduction of tech-
nologies but also learning from international mistakes,
prioritising ethical frameworks, ensuring data quality,
and investing in training lawyers to critically evaluate
Al results. Global experience highlights that “man in the
loop” is not just a surveillance mechanism, but a guar-
antee of justice in the Al era.

Recommendations for improving the legal reg-
ulation of the use of Al and innovative technologies
in the investigation of official crimes. To fully utilise
the advantages of Al technologies in the investigation
of official crimes, Ukraine needs a systematic approach
to eliminating the identified legal gaps and improving
practical application, based on the analysis of the suc-
cessful experience of implementing the “iCase” system
and the identified shortcomings in the legal regulation
of digital evidence. The primary requirement is to en-
sure the entry into force of the adopted, but not yet
put into effect, Law of Ukraine No. 2074-IX “On Virtu-
al Assets”? after the end of martial law. The analysis of
the judicial practice of the Supreme Anti-Corruption

Courtshowedlegaluncertaintyregardingtheseizureand
confiscationofcryptocurrenciesincasesofofficialcrimes.

In particular, in the case of the seizure of virtual
assets, USDT, TRX, ETH, the court was forced to inter-
pret the traditional norms of Article 368 of the Criminal
Code of Ukraine in the context of digital assets with-
out a clear legislative framework?. This creates risks
of inconsistent enforcement and complicates the work
of investigators and prosecutors. The Criminal Proce-
dure Code* of Ukraine needs to be supplemented with
special norms on the collection, evaluation, and use of
evidence obtained using Al technologies. Article 98 of
the Criminal Procedure Code of Ukraine defines general
requirements for physical evidence, and Article 99 reg-
ulates documents (including electronic ones), but nei-
ther of them regulates the specifics of digital evidence
obtained using Al technologies. This leads to problems
with determining the originality of electronic files and
the results of Al analysis, in particular, the authenticity
of electronic files, the permissibility of algorithmic anal-
ysis of large data sets, verification of machine learning
results, and the establishment of a storage chain for
digital evidence generated by automated systems.

An analysis of the activities of the National An-
ti-Corruption Bureau of Ukraine demonstrated that
the active use of intelligence from open sources, but

! Law of Brazil No. 12.846 “On Combating Corruption”. (2013, August). Retrieved from https://www.planalto.gov.br/ccivil_03/_ato2011-

2014/2013/lei/112846.htm.

2 Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/show/2074-20#Text.
3 Judgement of the High Anti-Corruption Court of Ukraine in Case No. 991/1512/23. (2023, June). Retrieved from https://reyestr.court.gov.

ua/Review/111590400.

* Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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the Law of Ukraine No. 1698-VII “On the National An-
ti-Corruption Bureau of Ukraine”! does not contain a
detailed regulation of OSINT methods. This creates le-
gal uncertainty about the admissibility of information
obtained from social networks, public registers, and
other open sources as evidence. It is recommended to
provide for a separate section or special articles in this
law on the regulation of OSINT methods that will reg-
ulate the procedures for collecting, verifying, and pro-
cessing data from open sources.

Article 106-1 of the Criminal Procedure Code of
Ukraine?, introduced by the Law of Ukraine No. 1498-
IX “On Amendments to the Criminal Procedure Code of
Ukraine Regarding the Introduction of an Information
and Telecommunications System for Pre-trial Investi-
gation”3, created the legal basis for electronic pre-trial
investigation. However, it is necessary to extend these
provisions to other law enforcement agencies, in par-
ticular, the State Bureau of Investigation, whose activi-
ties are regulated by the Law of Ukraine No. 794-VIII*.
It is recommended to amend Part 1 of Article 7 of this
law by supplementing paragraph 7 with provisions on
the powers of the state Bureau of Investigation in the
use of innovative investigation technologies, in particu-
lar: the use of Al systems for analysing large amounts of
data, the application of blockchain analytics for track-
ing virtual assets, the introduction of digital forensics
and OSINT techniques, the creation and use of special-
ised information and telecommunications systems for
electronic document management and interaction with
other law enforcement agencies. Articles 93-94 of the
Criminal Procedure Code of Ukraine, which regulate
the collection of evidence, need to be supplemented
with provisions on the use of machine learning algo-
rithms, big data analytics and automated anomaly de-
tection systems. This should be noted in the context of
Article 87 of the Criminal Procedure Code of Ukraine
on the admissibility of evidence, since the results of Al
analysis must meet the criteria of belonging, admissi-
bility, and reliability. Considering Ukraine’s European
integration aspirations and the need for cooperation
with European partners in the field of anti-corrup-
tion, it is recommended to harmonise Ukrainian leg-
islation with the Regulation of the EU “On Artificial

ua/laws/show/1698-18.

show/794-19#Text.

17#Text.

Intelligence”®. Of paramount importance is the imple-
mentation of provisions on the classification of Al sys-
tems as “high-risk” in law enforcement activities, which
requires mandatory risk assessment, ensuring trans-
parency of algorithms and human supervision over
automated solutions. This involves making changes to
the law of Ukraine No. 2657-XII “On Information”® and
Law of Ukraine No. 80/94-VR regarding the use of Al
in law enforcement activities. Article 6 of the “iCase”
System Regulation provides for the use of a compre-
hensive information security system, but it is necessary
to strengthen the requirements of the Law of Ukraine
No. 2297-VI “On the Protection of Personal Data”® re-
garding the processing of personal data in Al systems.
This is important for ensuring the constitutional rights
of citizens enshrined in Article 32 of the Constitution
of Ukraine’. It is recommended to amend the regula-
tions on the National Academy of Internal Affairs and
other departmental acts on the mandatory inclusion
of courses on digital investigation technologies in the
training programmes of investigators, detectives, and
prosecutors. These recommendations are based on the
legal gaps identified during the study and the success-
ful experience of introducing innovative technologies
by Ukrainian anti-corruption bodies, which will create
a comprehensive system of legal regulation of the use of
Al in the investigation of official crimes.

Thus, the digital transformation of criminal jus-
tice is not a one-time project, but an ongoing, complex
adaptive challenge. Failure to address any of these in-
terrelated pillars (legal, ethical, human, cooperation)
will undermine the effectiveness and legitimacy of Al
applications, potentially leading to a system that is ef-
fective but unfair, or technologically advanced but le-
gally vulnerable. The ultimate goal is to create a justice
system that is not only smarter but also fair and ac-
countable in the digital age.

Discussion

The results of the study demonstrate a comprehensive
picture of the introduction of Al and innovative technol-
ogies in the investigation of official crimes, which largely
correlates with international trends in the digital trans-
formation of law enforcement activities. The identified

! Law of Ukraine No. 1698-VII “On the National Anti-Corruption Bureau of Ukraine”. (2014, October). Retrieved from https://zakon.rada.gov.

% Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.

3 Law of Ukraine No. 1498-IX “On Amendments to the Criminal Procedure Code of Ukraine Regarding the Introduction of an Information
and Telecommunications System for Pre-trial Investigation”. (2021, June). Retrieved from https://zakon.rada.gov.ua/laws/show/1498-20.
*Law of Ukraine No. 794-VIII “On the State Bureau of Investigations”. (2015, November). Retrieved from https://zakon.rada.gov.ua/laws/

% Regulation of the European Parliament and Council of the European Union No. 2024 /1689 “On Artificial Intelligence”. (2024, June). Retrieved
from https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=0]:L_202401689.

¢ Law of Ukraine No. 2657-XII “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/show/2657-12#Text.

7 Law of Ukraine No. 80/94-VR “On the Protection of Information in Information and Communication Systems”. (1994, July). Retrieved from
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text.

8 Law of Ukraine No. 2297-VI “On the Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-

? Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
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specificity of the Ukrainian approach is the gradual im-
plementation of technological solutions through the de-
velopment of Integrated Information and telecommu-
nications systems and the development of integrated
systems, such as “iCase”, which differs from the expe-
rience of other countries in the more centralised and
coordinated nature of digitalisation. In contrast to the
fragmented implementation of technologies in many
countries, the Ukrainian model is characterised by a
systematic approach to integrating various technolog-
ical solutions into a single anti-corruption ecosystem.

The analysis of the legal basis of official crimes has
shown detailed regulation of various forms of corrup-
tion behaviour in the Criminal Code of Ukraine, which
creates a solid basis for the use of innovative investi-
gative technologies. Compared to the study by R.S. Fa-
qir (2023), which examines general aspects of digital
criminal investigations in the Al era, this paper offers
a more specific approach to the specific category of
crimes and the national context. The results of the anal-
ysis confirm the conclusions of K. Blount (2024) on the
need to account for the principles of good legal proce-
dure when using Al to prevent crimes. The conducted
investigation revealed that the variety of elements of
crimes in the field of official activity requires a differen-
tiated approach to the use of Al technologies since each
type of offence has specific features of the evidence
base and investigation methods.

A study by O. Amelin (2025) on the search of a per-
son in criminal proceedings for obtaining illegal bene-
fits indicates a critical dependence of the admissibility
of evidence on compliance with procedural norms. The
author determined that procedural violations during
the search of a person led to the recognition of inadmis-
sible both directly obtained evidence and derived mate-
rials (expert opinions, physical evidence). Compared to
traditional methods, innovative digital forensics tech-
nologies provide a higher level of procedural discipline
through automated recording of evidence by continu-
ous video recording and cryptographic protection of
the data storage chain. Analysis of the judicial practice
of the Supreme Anti-Corruption Court conducted by
0. Amelin (2025) confirms the objective tendency of
courts to prioritise video recording over paper proto-
cols when assessing the reliability of evidence. The re-
sults of the study indicate that digital technologies do
not replace the physical search of a person to identify
material objects of illegal benefit, but supplement it
with the analysis of electronic communications, finan-
cial transactions, and metadata using Al.

The technological solutions identified, in particular,
the use of machine learning to analyse large amounts
of data and recognise financial anomalies in banking
transactions, atypical patterns in public procurement,
and suspicious links between officials and contractors,
are consistent with the findings of P. Gund et al. (2023),
which demonstrate the effectiveness of machine
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learning algorithms in uncovering hidden corruption
schemes through analysis of transactional data and
social networks. The evolutionary approach to the de-
velopment of technologies for crime prevention and
detection is systematised by O. Apene et al. (2024), pre-
senting the transformation from traditional methods to
modern Al solutions. The success of the “iCase” system
is due to both its technical characteristics and carefully
developed procedures for interaction between the Na-
tional Anti-Corruption Bureau of Ukraine, the Special-
ised Anti-Corruption Prosecutor’s Office, and the High
Anti-Corruption Court.

Of particular importance is the highlighted prob-
lem of the “black box” in Al systems, which creates
challenges for accountability and justice in criminal
justice. The results confirm the critical importance of
explanatory Al, which is consistent with the conclu-
sions of international experts on the need for trans-
parency of algorithmic solutions. Compared to the
work of Y. Leheza et al. (2022), which examines inter-
national legal standards for the use of Al in criminal
proceedings, this study suggests specific mechanisms
for solving transparency problems through the intro-
duction of explanatory Al technologies. The legal as-
pects of Al criminal liability in the context of general
crime theory are analysed in detail by C. Kan (2024),
expanding the understanding of the fundamental
principles of Al application in justice. The problem
of the “black box” is particularly acute in cases of of-
ficial offences since the lack of transparency of algo-
rithmic decisions can undermine public confidence in
anti-corruption bodies. Spatial analysis of corruption
networks has received a new development due to the
paper of M. Swayne (2021), who demonstrated the ef-
fectiveness of GIS technologies for mapping complex
criminal structures, which is particularly relevant for
the investigation of multi-episode official crimes.

The analysis of digital forensics has revealed the
critical importance of ensuring the integrity and stor-
age chain of digital evidence, which is especially impor-
tant for official offences using virtual assets. The results
expand the understanding of the problems presented
by S. Yadav et al. (2023), on the evolution of Al in fo-
rensic science and criminal investigations, adding a
specific context for official crime and cryptocurrency
operations. Biometric identification technologies, par-
ticularly keyboard dynamics analysis, are discussed in
detail in the study by P. Teh et al. (2013), opening up
new opportunities for establishing the authorship of
digital documents in cases of official offences. The in-
ternational legal context of cybercrime and the use
of Al in this area is presented in the paper of C. Velas-
co (2022), which analyses the activities of international
organisations in the field of criminal justice. Traditional
approaches to ensuring the integrity of evidence need
to be radically rethought in the context of digital and
virtual assets. Ukrainian law enforcement agencies face
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special challenges in the field of international legal assis-
tance in the investigation of crimes using virtual assets.

The international experience analysed in the study
demonstrates both remarkable successes and critical
challenges in implementing Al in law enforcement. The
results confirm the conclusions of M. Gupta et al. (2025)
regarding the ability of Al to revolutionise the speed
of evidence processing and the accuracy of analysing
large amounts of data in criminal investigations, while
demonstrating the need to consider specific national
contexts. The practical experience of using Al by govern-
ment agencies to detect offences is described in detail
by A. Bandy et al. (2024), pointing to the effectiveness
of technological solutions in American law enforce-
ment practice. Current opportunities and challenges of
implementing Al in global anti-corruption activities are
systematised in the study by S. So (2025), which pro-
vides a broad perspective for understanding trends in
this area. Compared to the publication of D. Dunsin et
al. (2024), which presents a comprehensive analysis
of the role of Al in modern digital forensic science, this
study focuses on a specific category of crimes. The UK’s
experience in implementing Al displays the ability to
achieve significant resource savings, but highlights the
importance of careful quality control.

The technical aspects of digital forensics are further
covered by S. Kim et al. (2020), exploring the features
of IoT Device Analysis, which is relevant for the inves-
tigation of modern official crimes using “smart” tech-
nologies. The methodological foundations of pre-trial
investigation are systematised in the work authored by
Yu. Belousov et al. (2020), which creates the basis for
the introduction of innovative technologies in domestic
practice. The specified problems of algorithmic bias and
the problems of fairness of Al systems are consistent
with international studies on the ethical aspects of the
use of Al in justice. The results complement the findings
of M. Arjamand et al. (2024) on the role of Al in foren-
sic analysis with specific proposals for implementing
bias audits. The problem of algorithmic bias can have
particularly serious consequences in cases of official of-
fences since such cases often have political overtones.
Biased algorithms can lead to unfair targeting of certain
categories of employees, which undermines the princi-
ples of equality before the law.

Practical cases of using cryptocurrencies in official
crimes demonstrate new challenges for law enforce-
ment agencies and the need to adapt traditional inves-
tigative methods. Compared to the theoretical develop-
ments of A. Sahu et al. (2024) on the application of Al
in forensic science, this paper offers specific examples
of judicial practice and mechanisms for seizing virtual
assets. An analysis of judicial practice revealed the com-
plexity of procedures for identifying and seizing virtual
assets, which requires the coordination of the efforts of
various law enforcement agencies. The case of USDT ar-
rest through interaction with Tether demonstrates both

the possibilities and limitations of modern approaches
to working with virtual assets.

The study demonstrates that the successful imple-
mentation of Al in the investigation of official crimes
requires not only technological solutions but also a
comprehensive approach to legal regulation, ethical
standards, and organisational changes. The Ukrainian
model of introducing innovative technologies is charac-
terised by a high level of institutional coordination and
international cooperation, which distinguishes it from
the experience of other countries. Thereby, the identified
legal gaps and challenges of digital transformation re-
quire further research and systemic solutions to ensure
the effectiveness and fairness of justice in the digital age.

Conclusions

The study established that the introduction of Al and
innovative technologies in the investigation of official
crimes in Ukraine is characterised by a systematic ap-
proach to the digitalisation of law enforcement activi-
ties. A comprehensive analysis of the legal framework
showed that the regulation of official crimes in Ukraine
is based on an extensive system of normative legal acts,
including the Criminal Code of Ukraine, legislation on
civil service, prevention of corruption and international
conventions, which creates a sufficient legal framework
for the application of technological solutions, account-
ing for the specifics of each type of offence.

The study revealed the specifics of the Ukrainian
approach to the introduction of technologies, which
consists in the gradual creation of Integrated Infor-
mation and telecommunications systems, as opposed
to fragmented implementation in other countries. The
main technological solutions were systematised: ma-
chine learning systems for analysing large amounts of
data, pattern recognition technologies for identifying
individuals, blockchain analytics for tracking virtual
assets, digital forensics methods for ensuring the integ-
rity of electronic evidence, and explanatory Al to over-
come the problem of opacity of algorithmic solutions.

It was established that the variety of elements of
crimes in the sphere of official activity determines the
need for a differentiated approach to the application of
technological solutions since each type of offence has
specific features of the evidence base and investigation
methods. Official forgery requires a detailed review of
documents, illegal enrichment - an in-depth examina-
tion of financial flows, and abuse of power can involve
an analysis of communication records and video mate-
rials. The analysis of Ukrainian practice demonstrated
the effectiveness of the “iCase” system as an example
of successful integration of digital technologies into
the activities of anti-corruption bodies. The system
provided electronic interaction between the Nation-
al Anti-Corruption Bureau of Ukraine, the Specialised
Anti-Corruption Prosecutor’s office, and the High An-
ti-Corruption Court, optimised the use of resources, and
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improved the quality of pre-trial investigations. The
active use of OSINT methods and electronic document
managementbylaw enforcementagencies was revealed.

The study determined that there are legal gaps in
regulating the use of technologies in criminal proceed-
ings. The analysis of judicial practice showed legal un-
certainty regarding the procedures for the seizure and
confiscation of virtual assets, insufficient regulation
of the use of Al results as evidence, and the lack of de-
tailed standards for the OSINT-methods application
in the investigation of official crimes. A comparative
analysis of international experience has demonstrated
the effectiveness of a centralised approach to technol-
ogy implementation in comparison with fragmented
solutions. Successful cases in the UK, USA, Brazil, and
Australia pointed to the opportunities to increase the
s peed of document processing, improve the detection
of financial anomalies, and reduce false positives in
systems. International revealed the risks of generating
false information by Al systems and the importance of
human control over technological solutions. The paper
substantiated the need for a comprehensive legislative
reform to ensure the effective use of technologies in
the investigation of official crimes. The following are
necessary: the entry into force of the Law of Ukraine

Amelin G

No. 2074-IX “On Virtual Assets”, amendments to the
Criminal Procedure Code of Ukraine with provisions on
the use of Al results as evidence, the development of
standards for the application of OSINT methodologies,
and the harmonisation of Ukrainian legislation with in-
ternational standards for Al regulation.

Prospects for further research include quantitative
analysis of the effectiveness of implementing specific
Al decisions in Ukrainian anti-corruption bodies, de-
velopment of a methodology for assessing the ethical
risks of algorithmic systems in criminal proceedings,
research on the impact of automation on the quality of
court decisions in cases of criminal offences in the field
of official activity, and comparative analysis of the ad-
aptation of European standards for Al regulation to the
Ukrainian legal field.
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y chepi cnyr60Boi AiANbHOCTI

OnekcaHap AMeniH

KaHanoat opuanyHmMx HayK, OOLEHT

Odic leHepanbHOro Npokypopa

01001, Byn. PisHMLbKa, 13/15, M. K1iB, YKpaiHa
MixperioHanbHa AkageMia ynpaBniHHA NepCcoHanom
03039, Byn. ®poOMEeTIBCbKa, 2, M. KuiB, YKpaiHa
https://orcid.org/0000-0002-0933-2111

AHoTauia

MeToro pociikeHHss OyB aHasi3 YKpalHCbKOTO Ta MiXHApOJHOTO JOCBily BHKOPUCTAHHS MITYYHOIO
iHTeJIeKTy B PO3CJilyBaHHI CJyKO0BHUX IMpaBONOpYIleHb, PO3p0o6JeHHS peKOMeHJAlil 1oA0 aAanTalii
HalKpalMX NpPaKTUK A0 YKpalHCbKOI MpaBoBOi cucTeMU. MeTogoJioriad JocaipkeHHA I'pyHTyBajacs Ha
MOpPIBHAJIBHOMY aHaJli3i pery/jroBaHHA Ta NPAaKTUKHU BIPOBAKeHHA IITYYHOro iHTeseKTy B YKpaiHi, CIIA,
Benukiit Bputanii, ABcTpasili Ta Bpasunii 3 BHBYEHHSM TeXHOJIOTIYHHUX MeXaHi3MiB QyHKIioHyBaHHS,
MPaBOBUX TapaHTil y npaBooXopoHHiN aisnbHOCTi. OkpecseHo crnenudiky yKpaiHCbKOro MiJX0oAy [0
BIPOBa/PKEHHsI TEXHOJIOTiH Yepe3 CTBOPeHHs iHTerpoBaHoi cucteMu «iKeiicy, 110 3a6e3neynsia eJ1eKTPOHHY
B3aeMozio Mk HauioHanbHUM aHTHUKOpPYHUiHHUM Glopo Ykpainu, CreniasizoBaHO aHTUKOPYNLiHHOO
MPOKypaTypowo Ta BUIMM aHTUKOPYNLiHHUM CyAOM, Ha BiAMiHy BiJj ¢parMeHTapHOro BIPOBA/KEHHS B
iHmux kpaiHax. CuCTeMaTU30BaHO TEXHOJIOTIUHI pillleHHsA: MalllMHHE HaBYaHHS JJIs1 aHaJli3y BEeJIMKUX 06CATIB
JlaHUX, MOSICHIOBaJIbHUM IUTYYHUN iHTeJeKT, UPOBYy KPUMiHAJMICTUKY 3 JeB'siTbMa (asaMu 0O6pOOKH
JloKas3iB, 6JI0KYelH-aHaJITUKY [JIJIs1 BiICTE)KeHHS BipTyaJbHUX aKTUBIB. [IpoaHasizoBaHO yKpaiHChbKi Kelcu:
apewrt kpuntoBanioT Tether, Tron, Ethereum y cnipasi N2 991/1512/23 Buioro aHTUKOPYNI[iHHOIO CYLAY,
BUPOK Y cipaBi N2 991 /3227 /24, cucTeMy OLiHIOBaHHS PU3HUKIB Y Jlep>KaBHUX 3aKYIIiBJ/AX 3 21 aBTOMaTUYHUM
iHAMKATOPOM, BUKOPUCTAaHHSA METOAUK PO3BiAKHK 3 BiJKPUTHUX [pKepes HalioHaJbHUM aHTUKOPYNLiMHUM
61opo YkpaiHu. MiKHapoAHUM [OCBiJ, NPOJEeMOHCTPYBaB ePeKTHUBHICTb LITYYHOrO iHTEJEKTy, 30KpeMa
y cnpaBax Rolls-Royce, Operation Gold Rush, y po6oTi €Bpomneiicbkoi mpokypaTypyd Ta BUKOPHCTaHHI
6pasuabcbkoro 6ora ALICE. BusiBjieHO KpUTHYHI BUKJIMKU: NPOGJIEMY «HOPHOI CKPUHBKH» aJTOPUTMIB,
PHU3HKH yIepePKeHOCTi CUCTeM, TPaBOBi NPOTa/JIMHU 111010 LMPPOBUX aKTUBIB, HeOOXiAHICTh rapMoHi3alii 3
PernamenToM €C npo wtydyHuit intenekt 2024/1689. Pe3ysbTaT A0CHiKEHHS MOXKYTbh OYTH BUKOPUCTaHI
AHTHUKOPYNLIMHUMU OpraHaMH IiJi 4ac yIpoBa>KeHHA TEXHOJIOTIN IITYYHOI 0 IHTeJIEKTY, CYL0BOI0 CUCTEMOIO —
Uit GOpMyBaHHSA €AWHOI MPAKTUKU OI[iHIOBaHHSA IUPPOBUX IOKA3iB, OpraHaMH 3aKOHO/AABYOI BJAJU — Mif
4yac po3po6JieHHs clielja/IbHOr0 3aKOHOJABCTBA MPOo MITYYHUH iHTeNeKT, HAQyKOBO-OCBITHIMH YCTaHOBAMHU —
JUIsI iIrOTOBKY KBaJlidpikoBaHUX KaJpiB y cdepi nudposoro poscifyBaHHs 37104MHIB

Knio4osi cnosa:
nudposisallisg; eJeKTPOHHHUM [OKYMEHTOOO6ir; iHHOBAl[iMHI MeToAW po3Cc/aigyBaHHs; LUGPOBI [J0Ka3y;
KiGep3JI0YMHHICTh; aHTUKOPYIILiMHI OpraHy; He3aKOHHe 30arayeHHs
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Abstract

Preventive measures are not widely discussed in the scientific literature. Publications are mainly devoted to
checking a person's documents, stopping a vehicle, entering a person's home or other property. The relevance
of the stated topic is related to a number of issues that arise during the practical application of surface
inspection, the need to improve the provisions of legal regulation considering the legal regime of restrictions
on human rights, and the course of transformation processes in law enforcement agencies. The purpose of
the study was to investigate the principles of surface inspection as a preventive measure used by authorised
entities under martial law. The research methodology consisted of comparative legal, hermeneutical, formal
logical, system structural, analytical generalising methods, and graphical modelling. It was established that
the current legislation of Ukraine contains significant differences in the scope of powers and procedures for
conducting a surface inspection. In particular, they relate to determining the range of objects of verification
(person, item, vehicle, goods), the procedure for attracting service dogs, conditions and limits for using
special means. Territorial restrictions are also important, which are clearly defined by the legislation for
border guards (border control areas, checkpoints, and entry and exit checkpoints), while such territorial
borders are not established for police officers. Additionally, there are differences in the procedural stages of
verification between police officers and military personnel of the state border service of Ukraine. Conflicts
between the provisions of legislative acts and bylaws have been identified, which creates a risk of unequal
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law enforcement and requires comprehensive legal regulation to ensure a unified law enforcement practice.
The paper analysed the international experience of establishing responsibility for authorised entities in the
illegal application of preventive measures. The practical significance of the study lies in the fact that the
results of the study can be used to form and improve the regulatory legal provisions of national legislation
regulating the activities of law enforcement agencies in the application of preventive measures

Keywords:

preventive measure; check of the person; law enforcement agencies; checkpoint; compliance of evidence; rules

of judges; liability

Introduction

The blurring of the boundaries of legal regulation in the
application of a number of police measures with meas-
ures to ensure proceedings in cases of administrative
offences and measures to ensure criminal proceed-
ings has been the subject of much debate in academ-
ic literature and attempts to clarify in the decisions of
courts of cassation. Despite the fact that the provisions
of laws and regulations concerning the verification of
a person’s documents, stopping a vehicle, entering a
person’s home or other possession! have undergone
legislative changes, and a surface inspection, the use of
which is urgent in preventing and countering criminal
and administrative offences, does not reflect differenti-
ation for peacetime and special period conditions in the
activities of authorised entities of the National Police
and the State Border Service of Ukraine.

R. Liashuk & V. Vychavka (2024) pointed out that
the legal mechanism for performing surface inspection
of persons, things, goods (cargo), and vehicles needs to
be improved due to the blank nature of its regulatory
norms, the conflict of laws of certain provisions of na-
tional legislation and bylaws inherent in law enforce-
ment and service-combat activities of the State Border
Service of Ukraine features. G. Scherbakova (2022) sug-
gested that the use by law enforcement officers of a sin-
gle template of behaviour in the application of surface
inspection as a preventive police measure to persons
with different status of the subject of law leads to signif-
icant violations of human rights and freedoms, and the
appearance of law enforcement errors in the activities
of authorised entities. N. Sergiienko & M. Babiak (2024)
attributed the urgency of improving national legisla-
tion to the shortcomings of legal regulation of specific
legal relations arising during martial law, coordination
of actions between bodies authorised to apply preven-
tive measures and ensure a balance between guaran-
teeing citizens’ rights and protecting national security.
Z. Bolotashvili et al. (2023) expressed the opinion that
it is necessary to establish legal liability for persons

2 Ibidem, 2015.

show/661-15#top.

who refuse to comply with the requirement of a police
officer to independently show the contents of personal
belongings or a vehicle and pay attention to the effec-
tiveness of a surface inspection in current conditions
and the negative consequences if changes are made
to the current legislation concerning the procedure
for conducting it. O. Prysiazhniuk (2024) emphasised
that in the conditions of a full-scale invasion of the Rus-
sian Federation on the territory of Ukraine, the tasks
of increasing the country’s defence capability, creating
logistics chains, combating natural disasters, maintain-
ing public order and public security, preventing and
countering illegal actions of various types are gaining
priority, so the use of methods of the legal paradigm of
the state associated with improving the mechanisms of
legalised coercion is quite justified.

Legal regulation of conducting a surface inspec-
tion, regulated by the provisions of Law No. 580-VIII?,
the Law No. 661-1V3, in accordance with the procedure
approved by resolution of the Cabinet of Ministers of
Ukraine No. 1456% has a conflict-of-laws nature and
sub-constitutional limitations in the application of rem-
edies. L. Kovarsky (2023) argued that in such a context,
the enforcement of existing national norms acquires
the characteristic features of procedural prosecution
and is supplemented by internally sensitive elements,
which cause incomplete constitutional violations of hu-
man rights in the application of preventive measures by
authorised subjects.

0. Dzafarova et al. (2024) noted that issues of ef-
fectiveness and legitimacy of preventive measures, the
possibility of their use without human rights violations
are key aspects in preventing new threats to Ukraine’s
national security. Legislative streamlining of the
grounds and procedural features of their application
will prevent abuses that cause illegal encroachments
on the life, health, and rights of a person and citizen,
and on national security within the country. N. Thybul-
nyk (2023) emphasised that to stabilise the political

! Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
3 Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
* Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of

Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.
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and economic situation in the state, it is possible to en-
sure the rights and legitimate interests of citizens, to in-
crease the level of national security with the active role
of the authorities and law enforcement officers. The
current situation requires a clear legislative response
and the implementation of administrative and legal
mechanisms designed to improve the resource, regu-
latory, material, technical, and social and legal support
for the security and defence sector. E. Rho et al. (2023)
expressed the view that the use of preventive measures
is crucial in establishing relations between law enforce-
ment officers and the community. The introduction of
institutional dialogue acts related to the skills of po-
lice officers, border guards, stopping a person or vehi-
cle, explaining the reason for stopping and requesting
documents will have a positive impact on the progress
of reforms in law enforcement agencies, and ensure
the best implementation of the principles of trust and
transparency in their activities. E. Morozov (2022) sub-
stantiated the opinion on the need to develop a funda-
mental approach in building the theoretical, legal, and
practical mechanism of institutional capabilities of po-
lice procedures. Accurate and systematic approval of
the standards of the human-centric approach would
allow determining the algorithm for establishing the
measure possible and permissible in the implementa-
tion of preventive activities by authorised entities and
formulate a coordinate system acceptable to the global
understanding of building a democratic society. K. Lezh-
nin (2022) noted that the safety and security of the in-
dividual in the state is determined by the development
of means used to protect and ensure human rights, its
direct protection from potential external and internal
threats, and the efficiency of their neutralisation under
martial law. Fighting for state interests, strengthening
the national security of Ukraine, and protecting each
of its citizens actualise the issues of improving existing
methods and means of law enforcement, including find-
ing new mechanisms that would simultaneously ensure
and guarantee respect for human rights.

The procedural variability of the legal regulation
of conducting a surface inspection, the lack of a proper
adaptive system that considers the specifics of peace-
time and a special period in its application, and the
urgency of legal improvement of the system of preven-
tive measures, considering the processes of reform in
the security and defence sector, the development of
conceptual positions of respect for human rights in the

show/661-15#top.

show/661-15#top.
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activities of law enforcement agencies, which was em-
phasised by scientific communities, influenced the for-
mulation of the goals and objectives of the study. The
purpose of the study was to investigate the possibility
of unifying the legal mechanism for conducting a sur-
face inspection under martial law. Research tasks were
defined as: to identify the main methods, grounds for
conducting a surface inspection; to characterise its pro-
cedural features, requirements that authorised entities
must comply with when applying it; to identify gaps in
national legislation that require changes and additions.

Materials and Methods

The implementation of the goal and objectives was en-
sured by the study of regulatory documents of nation-
al legislation, in particular, Law No. 580-VIII*, the Law
No. 661-1V?, the Procedure approved by Resolution of
the Cabinet of Ministers of Ukraine No. 14563, literary
sources of Ukrainian and foreign authors who raised is-
sues related to the stated topic. The selected empirical
materials outlined the procedural aspects of conduct-
ing a surface inspection by various authorised persons,
determined guarantees for the use of preventive meas-
ures, compared the features of the Ukrainian approach
for compliance with international human rights stand-
ards, and compared it with European practice.

The main methodological tool of the research was
the legal analysis of laws and regulations, which was
used in combination with comparative legal, herme-
neutical, formal logical philosophical methods, and us-
ing the system structural, analytical generalising meth-
od and the method of graphic modelling.

S. Romashkin (2024) emphasised the effectiveness
of the application of legal analysis in studies of legal cat-
egories, so the method oflegal analysis was used to iden-
tify and interpret legal norms containing the definition
of the term “surface inspection”, establish its legal na-
ture; assess the interaction of legal norms related to the
study of how different legislative acts regulate the same
concept, in particular in terms of objects and grounds for
applying surface inspection; identify conflicts and gaps
in comparing the requirements of legislative and by-
laws; substantiate proposals for improving legislation.

The comparative legal method helped to compare
different legislative norms regarding the subject mat-
ter and procedure for conducting a surface inspec-
tion (laws No. 580-VIII* and No. 661-1V°, Procedure
approved by Resolution of the Cabinet of Ministers of

! Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
2 Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/

3 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.

* Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

5 Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
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Ukraine No. 1456'). A. Solomaha (2024) justified the
expediency of using a comparative method in the study
of “a little-studied or debatable administrative and le-
gal phenomenon, the content of which can be clarified
by comparison with a similar legal phenomenon that is
stable in legal science”.

Formal legal analysis has contributed to a detailed
study of terms and definitions (for example, “surface
inspection” as a legal term in the national terminology
system). The system and structural method provided
a classification of surface inspection within the micro-
and macro-systems of police and border measures.
Logical and legal analysis of procedures was used to
identify and analyse the three stages of the procedure
(stopping, visual inspection, completion) and their con-
nection with procedural actions.

Graphical modelling allowed illustrating the
grounds for conducting a surface inspection (Fig. 1)
and dynamics of legal requirements in case of detec-
tion of an offence during a surface inspection (Fig. 2).
Using the analytical and generalising method, legisla-
tive conflicts were identified, practical problems were
identified, and recommendations for harmonisation of
norms were formulated.

Results and Discussion

Surface inspection as an element of the term system of
national legislation is consolidated in Law No. 580-VIII?
and is interpreted through the ways of its implementa-
tion or in a combination thereof, namely:

1) without physical contact by visual inspection;

2) by running a hand over the surface;

3) by running a special device or tool over the sur-
face.

The explanation of superficial verification as a pro-
fessional token was recorded in the Law No. 661-1V3.
Paragraph 15 of part 1 of Article 20 of the Law refers
to the existence of a procedure that has legal grounds
and an established order of conduct. Compared to
the definition given in Law No. 580-VIII*, the general
method of carrying out the event is limited to visual
inspection, which is allowed to involve service dogs. A
surface inspection is interpreted as a right granted by
the state for an authorised person to perform the tasks
assigned to the state border service of Ukraine. The use

show/661-15#top.

show/661-15#top.

show/661-15#top.
8 Ibidem, 2003.

and use of it by military personnel and employees of a
special vehicle in the form of service dogs is provided
for by separate norms of the Law No. 661-1V° - subPar-
agraph b) of Paragraph 5 of part 2 of Article 212. The
use of service dogs by police officers during a surface
inspection does not have direct legal prohibitions, but
formally it will be a combination of a preventive police
measure and a police coercive measure.

Purpose, grounds, and procedure for conducting a
surface inspection in the Law No. 580-VIII® and the Law
No. 661-1V7 set out in the provisions of individual arti-
cles. Despite the fact that in the activities of the police,
surface inspection is part of the microsystem of pre-
ventive police measures and the macro-system of po-
lice measures, surface inspection, which is used in the
performance of tasks by law enforcement officers of the
State Border Service of Ukraine, is not endowed with
classification features. Common to them is the purpose
of application - ensuring the fulfilment of the tasks as-
signed to authorised entities of official activity.

Conducting a surface inspection by the police pro-
vides thatit can be applied to a person, item, and vehicle.
Military personnel and employees of the State Border
Service of Ukraine carry out this procedure, in addition
to the above, for goods (cargo) and provided that its ob-
jects are located within specified territorial boundaries.
Law No. 661-1V® defines them as border control areas,
checkpoints (control points) across the state border of
Ukraine, checkpoint of entry and exit. The grounds for
conducting a surface inspection of a person, an item,
and a vehicle by police officers, members of the armed
forces, and officers of the State Border Guard Service of
Ukraine were unified, presented in Fig. 1.

Schematic representation of the grounds for con-
ducting a surface inspection in Fig. 1 indicates that its
main object is an item that is prohibited, restricted for
circulation, may pose a threat to human life and health,
be located in the place of commission, or be an instru-
ment of an offence. A surface inspection of the vehicle
is carried out if a person or item is found in it, or it is
an instrument of an offence or is located in the place
of commission of the latter. If the norms of the Law
No. 580-VIII° provide for conducting a surface inspec-
tion of items and vehicles when they are located in
the place of committing a criminal offence, then for

! Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.

2 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

3 Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/

* Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
5 Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/

¢ Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
7 Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/

? Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
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authorised subjects of the state border service of
Ukraine, theLaw No. 661-IV! expands the grounds in
this part, including the place of committing an adminis-
trative offence in the list.

/ Regime

Permit \

Permit

Inspection

Conditions

Transport

\ g

Figure 1. Grounds for conducting a surface inspec-
tion by an authorised person
Source: developed by the authors based on the study of
the Law No. 580-VIII? and the Law No. 661-1V3

A person is the object of a surface inspection if re-
gime violations are committed and there is no permit
to stay in a certain territory. If the position the Law
No. 661-1V define military personnel and employees
of the State Border Service of Ukraine, subjects of con-
ducting a cursory check of a person, item, or vehicle,
then th Law No. 580-VIII*, despite the fact that it covers
all the listed objects with the possibility of applying a
preventive police measure to them, it restricts police
officers in its use against the person, referring to the
observance of human rights and the rule of law consol-
idated in Articles 3, 24 of the Constitution Of Ukraine®.
The Law No. 661-1V® establishes a separate category of
persons for whom a surface inspection is not carried
out - these are persons who, in accordance with the
law, enjoy the right of inviolability or have diplomatic
immunity. N. Sergiienko & M. Babiak (2024) drew at-
tention to the expansion of the list of authorised enti-
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ties that can carry out a surface inspection to ensure
measures of the legal regime of martial law. In particu-
lar, in addition to the National Police and the State Bor-
der Guard Service of Ukraine, this right is granted to
authorised persons of the Security Service of Ukraine,
the National Guard, the State Migration Service of
Ukraine, the State Customs Service of Ukraine and the
Armed Forces of Ukraine’. Simultaneously, the need
to confirm the granted powers for police and military
personnel and employees of the State Border Service
of Ukraine causes a conflict between the provisions of
Paragraph 3 of the Procedure approved by Resolution
of the Cabinet of Ministers of Ukraine No. 14568, and
Paragraph 3 of part 1 of Article 31 of Law No. 580-VIII®,
Paragraph 15 of part 1 of Article 20 of the Law No. 661-
IV, accordingly.

The procedural features of conducting a cursory
check cover the three-stage mechanism detailed in the
Law No. 580-VIII'!, namely: stopping the person, con-
ducting a visual inspection, and completing the inspec-
tion. I. Pidbereznykh et al. (2024) noted that structur-
ing operational procedures of subjects of the national
security and defence sector and its step-by-step detail-
ing allows improving the coordination organisation of
units’ activities under martial law, their effective re-
sponse to threats. This approach is important not only
for optimising national security, but also for establish-
ing cooperation with foreign partners and compliance
with international security standards.

At the first stage, a mandatory condition for con-
ducting a surface inspection is that the authorised
representative of the same sex as the person being in-
spected must stop the person. In urgent cases, a sur-
face inspection is allowed by persons of the opposite
sex with the person being checked, but only if a special
device or tool is used. The distribution of the rights of
police officers, military personnel and employees of the
State Border Service of Ukraine, authorised persons
who provide measures of the legal regime of martial
law, to use special devices or means in visual inspec-
tion, depending on the object, is reflected in Table 1.

! Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top.

2 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

3 Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top.

* Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

® Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/en/254k/96-Bp?lang=uk#Text.

¢ Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top.

7 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.

8 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.

? Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

10 Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/661-15#top.

11 Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
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Table 1. Application of special devices or tools in visual inspection

Person Item Vehicle
police officers + + +
border guards +* -k _k
martial law regime + + +

Notes: + - allowed to apply; - - application not provided for; * - the analysed provisions consider cases without the

use and application of special animals
Source: developed by the author

The material systematised in Table 1 indicates the
priority imitation of police procedures for the use of
special devices or means under martial law. Conduct-
ing a surface inspection, regulated by the provisions
of Law No. 580-VIII', focused on compliance with the
principle of legality, respect for the honour and dignity
of a person (Article 3 of the Constitution of Ukraine?),
non-discrimination on any ground (Article 24 of the
Constitution of Ukraine®), and provides that police of-
ficers must act correctly, with restraint, without threats
or coercion, they are prohibited from seizing personal
belongings without legal grounds, and in the event of a
person’s disagreement with the inspection - to provide
primary legal assistance, explaining their rights and the
possibility of appealing against the actions of a police
officer; in accordance with the second part of Article 41
of the Law No. 580-VIII*. 0. Dmytrenko (2023) empha-
sised that such activities of authorised entities are in
close interaction with the procedures of coercive meas-
ures, determining the probability of further use of the
latter in order to stop the offence, eliminate the causes
and conditions of their occurrence, and carry out group
or individual influence.

At the second stage, the procedure for conducting
a surface inspection provides that the police officer, ac-
cording to part three of Article 18 of the Law No. 580-
VIII5, must introduce themselves, inform the person
of their last name, position, special title, and present a
service certificate at a request, providing an opportu-
nity to get acquainted with the information set out in
it, without letting it out of their hands, explain the legal
grounds with a quote of specific norms for conducting
a surface inspection, ask the person to independently
present the contents of hand luggage or open clothes,
if necessary, open the trunk lid and/or interior doors,
carry out a visual inspection of items without their
withdrawal or physical contact, in case of detection of
prohibited items - take measures in accordance with

3 Ibidem, 1996.
5 Ibidem, 2015.

show/661-15#top.

the current legislation (drawing up a protocol, calling
an investigative task force), notify the person of the
completion of the check and thank a person for under-
standing. Yu. Shovkun (2024) explained the presence
of etiquette forms in the legal regulation at the second
stage of conducting a surface inspection as a mandatory
moral and ethical aspect that concerns the behaviour of
a public person and is crucial in relations with citizens.
“A public servant, regardless of their position, is a rep-
resentative of the state, so it is important that their be-
haviour does not have a negative impact on the image”
of the body (division) in which they serve, and does not
affect the perception of state activities.

Provisions of part 6 of Article 217 of the Law
No. 661-1V¢ give military personnel and employees of
the State Border Service of Ukraine the right to demand
the opening of a bag, backpack, briefcase, bag or other
means of moving things, hood, trunk lid and/or inte-
rior doors of the vehicle, showing the contents of the
pockets of clothing of the person in respect of whom
the inspection is being conducted. The simplified pro-
cedure for the second stage of surface inspection in the
Procedure approved by Resolution of the Cabinet of
Ministers of Ukraine No. 14567 allows authorised per-
sons who ensure the measures of the legal regime of
martial law to apply analogies of procedural law in each
individual case. V. Somina (2025) pointed out that this
way it is possible to quickly eliminate legislative gaps
in practice. This will be justified and within the single
branch will not contradict the requirements of legality.

At the third and final stage of the inspection, if no
violations were detected by the authorised person, the
person against whom the procedure was applied can
continue driving without restrictions. If an adminis-
trative or criminal offence is detected, measures are
taken to ensure proceedings in cases of administrative
offences, measures to ensure criminal proceedings, and
evidence of an offence is collected.

! Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
% Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/en/254k/96-Bp?lang=uk#Text.

* Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
¢ Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/
7 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of

Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.
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The requirements for carrying out procedural
measures may change at the second and third stages
of the audit. The determinants in this process are the
goal that the authorised subject faces, namely: pre-
vention of an offence, documentation of an offence,
collection of evidentiary information - and its involve-
ment in the mechanism for implementing a superficial
check. For example, at the second stage of conducting
a surface inspection, if the investigative task force is
called, the authorised person stops using a preventive
measure, because the investigator begins procedural
actions to document a criminal offence or collect ev-
identiary information. N. Banetka (2022) emphasised
the importance of clear differentiation of actions per-
formed by authorised entities. The “good faith” of a
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police officer will not satisfy the requirements of pro-
priety if a search of a person is conducted without jus-
tification. G. Edmond (2024) pointed out that failure
to comply with applicable rules, procedures and safe-
guards at any stage may lead to litigation or result in
biased and speculative opinions being formed when a
decision is made. T. Meyer & G. Sitarman (2023) em-
phasised that law enforcement agencies’ disregard for
guarantees and restrictions on human rights under
martial law will require additional control by the ju-
dicial branch of government and negatively affect the
stability of national security to internal threats. Sche-
matically, the dynamics of legal requirements in case
of detection of an offence during a surface inspection
is shown in the Fig. 2.

erelevance

eadmissible
ereliability

esufficiency
ecoherence

Figure 2. Dynamics of legal requirements in case of detection of an offence during a surface inspection

Source: developed by the author

Graphic material shown in Fig. 2, indicates a direct
link between preventive measures, documenting an
offence, and collecting evidentiary information. The
specificity of applying measures to ensure proceed-
ings in cases of an administrative offence, measures
to ensure criminal proceedings is that their practical
implementation can accompany the implementation
of all these actions and simultaneously have an autono-
mous disclosure. The differentiation of police measures
with measures to ensure production and procedural
actions is mainly considered by researchers from the
standpoint of their tactics, leaving unresolved issues
of whether there are conflict-of-laws norms in national
legislation. If Article 29 of the Law No. 580-VIII' con-
tains requirements for the use of a surface inspection as
a police measure, then in the following cases: the Law
No. 661-1V? they apply only to coercive measures (Ar-
ticle 21). The Procedure approved by Resolution of the
Cabinet of Ministers of Ukraine No. 14563, also contains
no requirements for conducting a surface inspection.

I. Litvinova & D. Lobay (2022) indicated the in-
troduction of certain specifics in the process of ap-
plying measures to ensure proceedings in cases of

administrative offences and conducting procedural ac-
tions in criminal proceedings, which consists in expand-
ing the rights of victims and violating the rights of the
person who committed the offence. However, the above
analysis shows a different picture. Under martial law,
the list of grounds for conducting a surface inspection
has increased and the procedure for applying a preven-
tive measure has been simplified. Compliance with the
requirements of part 3 of Article 18 of Law No. 580-VIII
*by police officers is formalised or not enforced at all.
It is obvious that L. Litvinova & D. Lobay (2022) did not
consider the fact that the expansion of rights for victims
and the violation of the rights of the offender is deter-
mined by the increase in powers with internally sensi-
tive elements for the National Police, the State Border
Service of Ukraine, the Security Service of Ukraine, the
National Guard, the State Migration Service of Ukraine,
the State Customs Service of Ukraine, and the Armed
Forces of Ukraine. In this aspect, the results obtained
are consistent with the opinion of M. Parayko (2023),
who reported abuses by officials motivated by the need
to ensure personal safety from attack. The conclusions
of these researchers, considering the results of this

! Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
2 Law of Ukraine No. 661-1V “On the State Border Guard Service of Ukraine”. (2003, April). Retrieved from https://zakon.rada.gov.ua/laws/

show/661-15#top.

3 Resolution of the Cabinet of Ministers of Ukraine No. 1456 “On Approval of the Procedure for Checking Documents of Persons, Inspection of
Things, Vehicles, Luggage and Cargo, Office Premises and Housing of Citizens in the Course of Ensuring the Measures of the Legal Regime of
Martial Law”. (2021, December). Retrieved from https://zakon.rada.gov.ua/laws/show/1456-2021-%D0%BF#Text.

* Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
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study, can be considered in a different plane, in par-
ticular, regarding the implementation of international
experience in operational law enforcement procedures
in national legal norms. G. Ogapde (2024), using the ex-
ample of a legal analysis of the powers of the police in
the Republic of Ireland, refers to the “Rules of Judges”
as best practices that allow law enforcement officers
to perform their professional duties without constant
accusations of human rights violations and to interact
effectively with the public.

Statement by G. Ogapde (2024) that the impera-
tiveness of judges’ rules to prevent offences by citizens
seems debatable. But the provisions of Ukrainian legis-
lation provide for personal responsibility for the illegal-
ity of actions for authorised entities. In case of violation
of the procedure for conducting a preventive measure,
the person against whom it was applied has the right to
file a complaint. Illegal actions of a police officer during
a surface inspection are grounds for disciplinary liabil-
ity!, which, according to a number of researchers, is in-
effective for ensuring a human-centred aproach in the
application of surface inspection.

0. Pavlyshyn et al. (2021) point to the priority ef-
fectiveness of social responsibility over disciplinary
responsibility. The functioning of the institute of social
responsibility of state authorities in the context of the
professionalism of authorised entities is a significant
indicator of their professional growth and the level of
trust of citizens in law enforcement agencies. Compli-
ance with generally accepted social norms, fulfilment
of assigned powers, readiness to report on their own
actions requires law enforcement officers to purpose-
fully differentiate work with the population, strengthen
interdepartmental interaction and coordination, which
in the context of public administration affects the ef-
fective counteraction to threats and prompt response
to them by subjects of the security and defence sec-
tor. Y. Kryvytskyi et al. (2024) supported the opinion
of 0. Pavlyshyn et al. (2021) and argued that the main
areas for optimising the procedures of authorised enti-
ties in the application of police measures should be de-
termined with a focus on international standards and
international experience in the field of human rights.
The introduction of a special liability mechanism for
law enforcement officers will prevent abuse and allow
adapting, approximating, and harmonising the best
European practices. L. Soleimani-Alyar et al (2024),
examining the legal regulation and practice of applying
preventive measures by law enforcement officers in
the Islamic Republic of Iran and the French Republic,
emphasised the effectiveness of determining responsi-
bility for each person (victim and authorised person)
when applying preventive measures. Factors leading to
the emergence/breaking of a causal relationship, such

as intimidation, coercion, fear for the victim’s own safe-
ty, and the quality of damage from the actions of an au-
thorised person are crucial for bringing or releasing a
police officer from civil liability.

Thus, despite scientific discussions around the
proportionality of human rights violations under mar-
tial law experienced by victims and persons who have
committed offences, and the determining factor of de-
cision-making by authorised entities, researchers are
unanimous in their conclusions about the effective-
ness of implementing social responsibility for the lat-
ter. The institution of responsibility does not provide
for the functioning of such a mechanism. The current
provisions of Ukrainian legislation determine that law
enforcement officers may face administrative, criminal,
civil, and disciplinary liability. The current practice of
conducting a surface inspection reflects the disharmo-
nisation of international norms in the field of human
rights protection with national ones and requires re-
ducing internally sensitive elements in the field of hu-
man rights. The conflict of laws of the norms analysed
in the study, which are based on peacetime, calls into
question the relevance of preventive procedures under
martial law to international standards. Ukraine’s own
experience may be useful for other states to follow in
the future.

Conclusions

The subject of study in the study was related to compli-
ance with the requirements for conducting a surface in-
spection under martial law. Considering the legal mech-
anism of a preventive measure, an attempt was made
to unify its procedural aspects, in particular, to identify
ways of implementation, grounds for application, and
to find out the regulatory provisions that require fur-
ther improvement. A surface inspection is carried out
to fulfil the tasks of official activity by police officers,
military personnel, and employees of the State Border
Service of Ukraine, authorised subjects of the Security
Service of Ukraine, the National Guard, the State Migra-
tion Service of Ukraine, the State Customs Service of
Ukraine, and the Armed Forces of Ukraine. Law enforce-
ment officers carry it out in three stages, performing it
according to the chosen method: by visual inspection
without contact, holding it on the surface with a hand
or a special device or tool, or in combination. A manda-
tory condition for the first stage of conducting a surface
inspection is to stop the person. Under martial law, its
additional function is to protect the life and health of
an authorised person from an attack with weapons or
other objects. When conducting a surface inspection
in the activities of military personnel and employees
of the State Border Service, it is permissible to use a
special tool - a service dog. At the second stage, when

I ! Law of Ukraine No. 2337-VIII “On the Disciplinary Statute of the National Police of Ukraine”. (2018, March). Retrieved from https://zakon.

rada.gov.ua/laws/show/2337-19#Text.
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an offence is detected, it is possible to simplify the pro-
cedure for conducting a surface inspection, which con-
sists in replacing it with measures to ensure proceed-
ings in cases of an administrative offence, measures to
ensure criminal proceedings or procedural actions in
the event of a change of the law enforcement officer by
the relevant authorised subject.

The objects of a surface inspection are a person,
belongings, and a vehicle. A special feature of the pre-
ventive measure procedure is its variable adaptability
to the conditions of martial law and the tasks of law

Horbach-Kudria et al. |G

legality, necessity, proportionality, and effectiveness of
the preventive measure is sufficient for the prevention
of offences, then belonging, admissibility, reliability,
sufficiency, and interrelationship are relevant in docu-
menting and collecting evidentiary information.
Special attention of researchersshould be paid to the
specifics ofimplementing the principle of respect for hu-
man rights when applying a preventive measure, speci-
fying the grounds for itsimplementation and the respon-
sibility of law enforcement officers for illegal actions.

enforcement. The implementation of the second and ‘Acknowledgements
third stages of a surface inspection allows involving None.

measures to ensure proceedings in cases of adminis- .

trative offences, measures to ensure criminal proceed- Funding

ings when detecting an administrative and/or criminal
offence. Depending on the purpose and legal status of
the authorised entity, the legal requirements for de-
tecting an offence change dynamically. If ensuring the
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AHoTauia

[IpeBeHTHBHI 3axoAu B HAyKOBiMl JiTepaTypi He € mHpeJMeTOM IIMPOKOro o6roBopeHHs. [ly6uikanii
34e6i/b1IOro NPUCBAYEHI nepeBipii JOKyMeHTiB 0CO6H, 3yIMHEHHIO TPAaHCIOPTHOI'0 3aC06Y, MPOHUKHEHHIO
Jl0 KUTJIA YM {HIIOTO BOJIOJIHHSA 0CO6U. AKTyaJIbHICTh 3asBJIEHOI T€MH IMOB’si3aHa 3 HU3KOIO NMUTAaHb, L0
MOCTAOTh Mif, Yac MPaKTUYHOrO 3aCTOCYBaHHA NOBEPXHEBOI NepeBipKH, HEOOXiJHICTIO BJOCKOHAJIEHHS
M10JI0’KEHb HOPMaTHBHO-IIPAaBOBOT'O PEryJIIOBAaHHS, 3 OIJISY HAa IPAaBOBUM peXXHUM 0OMeXKeHb IIpaB JIIOJAUHU
Ta nepebir TpaHcpopMalifHUX MPOLECIB Y MPaBOOXOPOHHUX OpraHax. MeTorw cTaTTi 6y/0 AOCHimKEeHHS
NPUHLUIIB I[OBEPXHEBOI IepeBipKU AK NPEeBEHTUBHOIO 3ax0Ay, 110 BUKOPUCTOBYIOTb YIOBHOBAXKEHI
Cy6’eKTH ByMOBaX BOEHHOTO CTaHy. MeTo0J10Tis AoCi{>KeHHS 6yJ1a Npe/cTaB/IeHa TOPiBHAbHO-IIPABOBUM,
repMeHeBTUYHUM, (GOPMaJbHO-JIOTIYHUM, CHUCTEMHO-CTPYKTYPHHUM, aHaJITHKO-y3arajJbHIOBaJbHUM
MeTo/JaMHU Ta MeToJi0oM rpadiuHoro mMoJienr0BaHHs. BcTaHOBJIEHO, 1[0 B YUHHOMY 3aKOHO/ABCTBI YKpaiHU
HasABHI cyTTeBI BiAMiHHOCTI B 06cs13i MOBHOBaXkeHb 1 Mpole/lypax NpoBeJleHHsI [MOBEPXHEBOI MepeBipKH.
30KpeMa, BOHHM CTOCYIOThCSI BU3HAUYEHHS K0J1a 06’€KTiB epeBipku (0co6a, piv, TpaHCIOPTHUH 3acib, ToBapH),
MOPSAJKY 3a/Iy4eHHs CIYKO0BUX CO6AK, YMOB i MeX BUKOPUCTAHHSA ClelliaJbHUX 3ac06iB. BaxkiuBumu € #
TepuTOpiasibHi 06MeXeHHs, fKi JJig NPUKOPJOHHUKIB YiTKO BU3HA4yeHi 3aKOHOJABCTBOM (KOHTPOJIbHI
NPUKOPOHHI pallOHH, IYHKTH IPONYCKY Ta KOHTPOJIbHI IYHKTH B'13y-BUi3/1y), HATOMICTb /151 TOJTiLIe HICBKUX
TaKUX TEPUTOPiaJIbHUX MeX He BCTaHOBJEHO. [lo1aTKOBO 3adiKCOBaHO BiAMIHHOCTI B MpOLe[ypHUX eTanax
nepeBipKH MiX MoJiLleiCbKHMU Ta BificbkoBOCTYK60BIAMU /Jlep>kaBHOI NPUKOPJOHHOI CIyK6U YKpaiHU.
BusBJieHO KoJi3ii MiXK 0J10K€EHHSIMUA 3aKOHO/JJdBUMX AKTiB I Mi/j3aKOHHUX JJOKYMEHTIB, 1110 CTBOPIOE PU3UK
HEOJJHAaKOBOTO INPaB0O3aCcTOCYBaHHS Ta MNOTPeOYye KOMIIJIEKCHONO HOPMAaTHBHOI'O BpEryJIOBaHHSA JJis
3abe3neYyeHHs €IMHOI MPaBO3acTOCOBHOI MPaKTUKU. [IpoaHasizoBaHO MiXKHApPOAHUHN OCBi BCTAHOBJIEHHSA
BiANOBIJaIbHOCTI /1151 YIOBHOBaXKEHUX CY0’€KTIB Y HeNMpaBOMipHOMY 3aCTOCYBaHHI IpeBeHTUBHUX 3aX0/iB.
[IpakTU4He 3HAaYeHHS1 POOGOTH MOJISITAE B TOMY, 110 pe3yabTaTH JOCTi)KeHHsI MOXYTb OYTH BUKOpPUCTaHIi
Juis OpMyBaHHS Ta BJJOCKOHAJIEHHS] HOPMaTUBHO-IIPAaBOBHX 110J10KEHb HAallilOHAJIbHOT0 3aKOHO/IaBCTBA, 1110
peryarTh Aid/JbHICTb IPABOOXOPOHHUX OPraHiB IiJ Yac 3aCTOCyBaHHA IPeBeHTUBHUX 3aX0/iB

Kniouosi cnosa:

NpeBEeHTUBHUM 3axiJ; Oor/sj ocobH; OpraHW NpPaBONOPsSJKY; GJOKIOCT; BiJOBiJHICTb J0KasiB; mpaBuIa
CyAJiB; BiANOBIJaJIbHICTD
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Abstract

The purpose of the study was a theoretical investigation of the concept of female illegality, determination of
possible roles of women in criminal acts, including domestic violence, development of effective algorithms
for pre-trial investigation of criminal offences related to domestic violence committed by women. The
study was based on the decomposition method used to detail possible ways for police officers to receive
a message about a criminal offence. This contributed to the systematisation of the investigative situation
depending on the method and quality of obtaining information about a criminal offence, namely: 1) receiving
a message from one of the family members, 2) receiving information from unauthorised persons. The special
legal method of legal hermeneutics was used to analyse legislative acts and court decisions on domestic
violence. This enabled, considering the behaviour of women who commit criminal offences, their motivation
and relevant court practices, to determine the tasks of priority investigative (search) actions, namely,
recording information and material evidence of the connection between domestic violence and the criminal
offence committed by a woman. The use of the legal modelling method in the study helped to create an
algorithmised procedure for police actions to solve them. As a result of the study of motivational signs of
illegal activity of women who commit criminal offences resulting from or related to domestic violence, two
types of such women were identified: those who commit criminal offences to stop violence on the part of
men (other relatives) and those who commit to strengthen the dominant position of women in the family. A
systematic approach was used to study the interdependence between the personal characteristics of women
and the development of the investigative situation of the initial stage of pre-trial investigation. There is no
methodology for investigating criminal offences related to domestic violence committed by women, which,
in turn, leads to an increase in cases of this type of criminal illegality registered annually
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Introduction

Female criminality is one of the phenomena that is not
only widely publicised in the media, but also gener-
ates discourse in the scientific sphere, particularly in
psychology, sociology, criminology, and anthropology.
Criminal offences committed by women are a specific
category of socially dangerous actions, which has crimi-
nological, socio-psychological, and forensic aspects. The
need for scientific research on this topic can be deter-
mined by several factors: demographic and statistical
aspect - the analysis shows differences in the structure
of criminal illegality by gender, women are more like-
ly to commit criminal offences in the sphere of family,
domestic or economic relations, less often - violent or
against sexual freedom and inviolability; psychological
and social determinants - the study of victimism, moti-
vational factors, the influence of social roles and gender
stereotypes on illegal behaviour; legal specifics - the
need to adapt forensic support for effective investiga-
tion, prevention and qualification of criminal offences
committed by women.

Cases of criminal offences committed by women
preceded by domestic violence are of concern and pub-
lic outcry. The relevance of this opinion is confirmed
by official statistics from the Office of the Prosecutor
General of Ukraine (n.d.) from which it can be seen
that the commission of criminal offences related to do-
mestic violence by women is not uncommon. Thus, in
2020, women committed 184 criminal offences relat-
ed to domestic violence, of which 39 were criminal of-
fences, and 145 were crimes; in 2021, respectively, 123
(50/73); in 2022 - 194 criminal offences (108/86); in
2023 - 402 criminal offences (232/170); in 2024 - 611
criminal offences (385/226). Such statistics can be in-
terpreted not only as a threatening rate of increase in
cases of criminal misconduct by women, but also as a
need to create an effective methodology for investigat-
ing both criminal offences and crimes in which the of-
fender is a woman. Of particular relevance is the issue
of methodological support for the investigation of the
facts of committing criminal offences by women, when
such actions are related to domestic violence.

Some manifestations of criminal-illegal behaviour
of women are covered in scientific research, but only
within the framework of studying the problematic as-
pects of the investigation of certain types of criminal
offences. Thus, Y. Chornous & A. Lisitsky (2025) con-
sidered the principles of applying special knowledge
during inspections of the scene of criminal offences
committed by arson, conducting investigative (search)
actions and forensic examinations, considering the gen-
der aspect, the study contains recommendations for an
integrated approach in the investigation of this catego-
ry of crimes committed by women. S. Kniaziev (2025)
in his dissertation systematised the methodology of
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collecting evidence, identifying suspects and algo-
rithms of investigative (search) actions during the in-
vestigation of criminal offences committed in the public
sector, which can be adapted during the investigation of
crimes committed by women in the financial and eco-
nomic spheres.

For several years now, Ukrainian scholars from
various fields, such as criminal law, criminology, crim-
inalistics, psychology, and sociology, have been ad-
dressing the issue of combating and investigating do-
mestic violence, both as an administrative offence and
a criminal offence. Among them are researchers such
as L.A. Botnarenko (2021), who investigated the ini-
tial stage of the investigation of domestic violence as
a criminal offence; T.V. Ishchenko (2021) devoted her
research to the development of methodological recom-
mendations for the investigation of domestic violence,
highlighting the areas of actions of law enforcement
agencies depending on the form of domestic violence;
the procedural aspect of ensuring pre-trial investiga-
tion of domestic violence was highlighted by H.K. Tete-
riatnyk & 0.S. Somyk (2023), who focused on the for-
mation of an evidence base, systematic violence, and
the application of restrictive prescriptions in accord-
ance with Article 194 of the Criminal Procedure Code
of Ukraine’. Criminal legal and criminological founda-
tions of countering mental violence, in particular in
Ukraine, were studied by H. Sobko (2020), who also
outlined both scientific and theoretical and practical
approaches to preventing and countering this phenom-
enon. D. Tychyna (2024) focused on the combination of
criminal legal, criminological, and penal enforcement
principles in taking measures to prevent domestic vi-
olence in Ukraine.

Among other studies, it is appropriate to single out
the study by PR. Vieira et al. (2020), who examined the
increase in domestic violence during social isolation
caused by the COVID-19 pandemic, focusing its results
on the role of women as victims of this type of criminal
illegality. R. Erbas (2021) examined the main compo-
nents of an effective criminal investigation, and the po-
tential obstacles to such an investigation provided for in
the ECHR case-law, namely, in cases involving domestic
violence, pointing to shortcomings in Turkish Criminal
Procedure legislation that had not received an effective
investigation. In these studies, the role of women in do-
mestic violence was overwhelmingly considered as the
role of the aggrieved party.

The analysis of the state of scientific research and
the presented statistics determine the relevance of
the research topic and determine the need for its de-
velopment for practical units of the National Police
of Ukraine. That is why the purpose of this study was
to determine the state of theoretical support for the

I ! Criminal Procedure Code of Ukraine. (2012, March). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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process of pre-trial investigation of this category of
criminal proceedings, to determine the role of women
in this kind of criminal illegality, and to systematise the
most typical investigative situations that arise at the in-
itial stage of the investigation of criminal offences relat-
ed to domestic violence committed by a woman.

Literature Review

Differences in the behaviour of women and men in the
aspect of criminal illegality some studies, in particular
by A. Berko et al. (2010), C. Kruttschnitt (2016), F. Es-
posito et al. (2020), are explained in terms of a patri-
archy system that establishes a gender distribution of
social roles and hierarchies, through which behaviour
is codified as male or female, functioning in the prevail-
ing system of power relations between the sexes. This is
why men are perceived as subjects who are more likely
to develop violent behaviour (and are inherently “crim-
inals” or “offenders”), while women are perceived as
more fragile and defenceless (hence “victims”). Gender
differences in socialisation contribute to greater com-
pliance with social norms and to maintaining a great-
er distance from risky behaviour in women. Similarly,
women are more likely to engage in formal and infor-
mal processes of social control and supervision, which
are more likely to avoid deviant behaviour. Criminal
wrongdoing by women is often underestimated and
classified as latent criminal offences, which affects how
they are detected and investigated (Leote de Carval-
ho etal, 2021).

Feminist and gender studies show that women who
offend are socially doubly deviant because they deviate
from both accepted social norms (breaking the law)
and gender norms (which define how women should
behave) (Ballinger et al., 2007; Giordano & Copp, 2019).
This helps to understand the dominant social concepts
of masculinity and femininity in law enforcement. Re-
search on gender differences and differences in sen-
tencing by . Pina Sanchez & L. Harris (2020) found that
more severe sentences are generally imposed on male
offenders. I. Brunton-Smith et al. (2020) explained this
situation by the fact that women have responsibilities
to care for either children or parents, this is applied
as a mitigating factor in sentencing and is included in
the list of mitigating factors. This mitigation can affect
cases where the conviction falls within the categories,
potentially reducing the sentence from imprisonment
to a non-custodial sentence. This reduction allows a
woman to continue performing her care duties along
with punishment (Kane & Minson, 2022). However, this
is not true for all types of criminal offences and not for
all women’s groups. Thus, it is evident that gender also
influences how juvenile and criminal justice systems
respond to offenders, and much of this attention stems
from social expectations about how women should be-
have and the social position these women occupy in so-
ciety (Leote de Carvalho et al., 2021).

Traditional roles create a situation where men have
more power and control in the family structure, both
economically and socially. This condition often creates a
sense of entitlement and superiority, which leads to the
belief that they have the right to assert control over the
subordinate sex, especially over women. Meanwhile,
women are often expected to remain passive, caring, and
submissive. When a man believes that he has the right
to power and control in a relationship, he can resort to
violent actions. This includes physical violence, emo-
tional manipulation, and economic coercion to maintain
power. On the other hand, a woman may be more like-
ly to tolerate or justify violence because she is in a de-
pendent relationship with her husband, who provides
her with the resources she needs for life (Anggia, 2024).

Women commit all types of criminal offences, al-
though to a much lesser extent than men, especially
in the case of violent torts. Social and economic mar-
ginalisation is a significant factor in women’s criminal
wrongdoing. Criminal records are more stigmatising
for women. In court, women are treated as doubly de-
viant, and their actions are explained by psychopatho-
logical terms. Although men are more likely to suffer,
for example, from street criminal activity, women show
a greater fear of violent acts (Hirtenlehner et al., 2020).
One of the reasons for this may be the prevalence of do-
mestic crimes committed by men against women (and
children) (Heidensohn, 1991; Bailey, 2021).

Young and older female offenders, according to
M.]. Leote de Carvalho et al. (2021), demonstrate vari-
ous patterns of delinquency that reflect numerous and
ambivalent old and new forms of femininity. The ways
of girls and women both to and from offences have their
own characteristics. They also reflect how gender is
constantly reconfigured and reconstructed over time,
in various social and institutional contexts.

According to the Centre for Disease Control (CDC),
almost 24% of all relationships experience some level
of violence. 50% of cases of domestic violence are relat-
ed to mutual violence (Men or Women..., 2016). In the
other 50% of domestic violence cases, the violence was
not mutual. In relationships where the violence was not
mutual, almost 70% of the violence was committed by
a woman. In other words, in almost 7 out of 10 cases
of mutual violence, the perpetrator was a woman. In
addition, mutually violent relationships most often led
to injuries to women. However, women who engaged
in mutually violent behaviour with their male partners
were more likely to show a pattern of repeated violence
than men. Male violence was more often isolated and
unlikely to recur.

D.Yu. Slyusar (2019) and S.Y. Ang & G.A. Mat
Saat (2024) identified the main areas of social life
where women commit criminal offences: domestic life
and the professional sphere. Moreover, in the domestic
sphere, women commit more serious criminal offenc-
es, mainly murder, which is conditioned by complex
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personal relationships such as marriage, family, and
neighbourhood relations. Illegal manifestations of
women’s behaviour are influenced by stereotypes
formed by a characteristic microenvironment, and sit-
uational ones. The environment of marital and family
relations can be characterised by the variability of sit-
uations that determine a person’s behaviour, including
that of women.

I. Serkevych & O. Bronevytska (2020) analysing the
psychological structure of women’s criminal illegality,
came to the conclusion that women commit murders,
causing harm to health of various degrees of severity,
mainly on the basis of family and domestic conflicts.
This is mainly conditioned by the behaviour of victims,
whose actions cause aggression on the part of the of-
fender and intentions to cause harmful consequences.
This is mainly the behaviour of husbands or cohabit-
ants and children. Cases of aggressive actions against
sexual partners (spouse/cohabitant) are associated
with problems of material support for the family: the
husband is disabled, has housing problems, and is fi-
nancially unsecured. In addition, a common cause of
domestic violence between spouses/cohabitants is ri-
valry for the dominant position in the family, jealousy,
or revenge for certain offensive actions or words. Wom-
en of this type are predominantly young, active, highly
excitable, sensitive to the actions and opinions of those
around them, express their emotions and emotional
outbursts through tears, are irritable, and often expe-
rience nervous and mental breakdowns, depression,
feelings of hopelessness, etc.

S. Walker & A.K. Gill (2019) investigated another
motivation for violence on the part of a woman, which
is based on family relationships, this is a response to
long-term bullying on the part of a husband. Similar to
the nature of domestic violence, namely the cumulative
manifestation of aggressive behaviour, a woman'’s atti-
tude to her abuser corresponds to an emotional spiral:
anger, suppression, dismissal. When other methods of
such release (such as crying) do not help, women, like
men, can explode with physical violence. Years of slow
accumulation of resentment, over a long period, accu-
mulate female anger.

Summarising the considered approaches, it can be
noted that researchers explain gender differences in
criminal behaviour in different ways - from the influ-
ence of social roles and patriarchal structures to the
features of socialisation and stereotypes about femi-
ninity and masculinity. The literature notes that wom-
en are more likely to commit crimes in the domestic
sphere, while men are more likely to commit crimes in
the public sphere. Attention is also drawn to the dou-
ble stigmatisation of female offenders and specific so-
cio-psychological factors of their behaviour. In general,
these approaches demonstrate the multidimension-
al and contradictory scientific view of the problem of
women’s criminal illegality.

Law Journal of the National Academy of Internal Affairs, 15(4), 50-60
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Materials and Methods

The methodological basis of this study consisted of
an integrated approach to the analysis of existing
approaches to countering and preventing domestic
violence, and methods for investigating criminal of-
fences committed by women and those that reflect the
gender aspect, and the practice of judicial decisions
in relation to criminal offences related to domestic
violence. The use of a specific sociological approach
allowed analysing the available scientific research on
women’s illegality.

In order to substantiate typical investigative situa-
tions that contribute to the effective algorithmisation of
investigations into criminal offences related to domestic
violence and committed by women, it was necessary to
determine the variability of information received about
the criminal offence under investigation, the content of
which determines the tasks for the investigator at the
initial stage of the investigation. It was the understand-
ing of these possible situations that allowed identifying
the order of actions that determines the solution of a
specific problem. For this purpose, the decomposition
method was used, which helped to determine the algo-
rithm of actions in a specific investigative situation, to
determine the interconnection and interdependence of
urgent investigative (search) actions, and the systemic
and structural method was used to determine the tac-
tics for conducting investigative (search) actions.

To study judicial practice for the period from 2020
to 2024, which are publicly available in the unified state
register of court decisions, a special legal method was
used. Thus, the empirical basis of the study was made up
of materials of court cases (102 court cases), according
to which there is opposition to pre-trial investigation at
its beginning and there is no information about the con-
nection of a criminal offence with domestic violence.
The modelling contributed to the formulation of con-
clusions and proposals aimed at improving the pre-tri-
al investigation of this category of criminal offences

Results and Discussion

As noted above, global changes taking place in the
world, changes in social and moral-traditional vectors
of community development lead to a psychoemotion-
al change in the worldview of citizens. Technological
progress and social norms have freed women from the
obligation to do housework, increasing their participa-
tion in both the labour market and the criminal market
(Campaniello, 2019; Shen, 2020). The development
and implementation of institutions for the protection
of women’s rights and freedoms has not only opened
up an understanding of their value and importance
for the establishment of a lawful society, but also op-
portunities for choosing ways out of violent relation-
ships. Unfortunately, women do not always choose
legal means of action. The other side of globalisation
processes is the differentiation of society and the de-
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struction of stereotypes regarding gender identity, the
desire to play a major role in the family, and take care
of material well-being.

The changing nature of women'’s roles in contem-
porary society encourages women to become more in-
volved in violent and property-based criminal offences
(Islam et al., 2014). K. Yankova (2014), as a result of a
study of female illegality, came to the conclusion that it
is the number of criminal offences committed by wom-
en for selfish reasons that will increase. This situation is
conditioned by the lack of deterrent mechanisms of this
kind of illegality, in particular, the social role of wom-
en in society. Worldwide, crime is highly masculine,
and there is little research on female crime (Streb et
al, 2022; Nemavhola et al., 2024).

Forming the basis of the methodology for inves-
tigating contract killings, A. Shulga (2003) noted that
a significant number of murders of this category are
committed by persons who are related to the victim
and they are united by a common life, cohabitation. The
researcher, having examined 130 criminal cases (both
archival and those that were in production) initiated
on the facts of committing murders on the territory of
Ukraine for the period from 1994 to 2001, focuses on

Woman's desire to gain benefits, take
possession ofher husband's property

the fact that in 95% of cases, the clients ordering such
killings are women. The goal of women is to get rid of
their husbands (7.85%), ex-husbands (10%), and other
relatives (5%).

Conclusions of A. Shulga (2003) on the motives of
such actions of women are consistent with the results
obtained from the analysis of judicial practice (Fig. 1),
namely, that they can be divided into two categories:
1) a woman’s desire to put an end to domestic violence
on the part of her husband (61%); 2) a woman’s desire
to benefit and take possession of her husband’s prop-
erty (39%). The study also allowed dividing these two
groups of motives into subgroups. With regard to the
first group, it is appropriate to divide the motives for
ending a husband’s violent behaviour into: 1.1. violent
behaviour by a husband towards his wife (70.5%) and
1.2. violent behaviour by a husband towards children
or parents of the husband or wife who live with the cou-
ple (29.5%). As for the second group of contract killings
commissioned by women, they can also be divided into
two subgroups: 2.1. first, those that are conditioned by
the desire to enrich themselves (58%) and 2.2. second,
those that combine two goals-to enrich themselves and
stop violent actions (42%).

23 17

Woman's desire to end domestic _
violence by her husband 42 18

m Violent actions by a husband towards his wife

Violentactions by ahusband towards children or parents of the husband or wife who live with the couple

Motivated by a desire to get rich
Desire to get rich and stop violent actions

Figure 1. Motives for violent actions of women according to the results of a study of 102 cases for 2020-2024

Source: authors’ research

Thus, for an example of the relationship between
domestic violence and murder, the materials of court
proceedings No. 1-kp-2108/23? can be cited, where it
was established that the defendant lived with her hus-
band for about 6 years, raising their daughter and joint-
ly owning real estate and funds in bank accounts in the
Republic of Serbia. After a series of court sessions that
took place during 2019-2020, on the issues of divorce
and division of common property, the woman, fearing
that her claims for divorce will not be satisfied, which
may eventually lead to the deprivation of her parental
rights and not receiving material security for residence,
decided to commit premeditated murder of her hus-
band. For this purpose, she found someone who agreed
to take her husband’s life in exchange for a certain
reward. The materials of this court case confirm the

conclusions in the investigation of D.B. Wexler (2020),
namely, that many women who mistreat men are ac-
tually motivated by many of the same factors as men
who mistreat women. The defendant, instead of finding
ways to break off the violent relationship, chose to kill
her husband, hoping to single-handedly dispose of the
fortune acquired during married life.

Separate consideration should be given to criminal
manifestations of women based on domestic relations
directed against children. Such actions are mainly due to
two factors - “upbringing”, thatis, punishment foractions
that go against the requirements of a woman, and not the
desire to perform maternal (guardianship) functions (for
example, the murder of a newborn child by a mother).

Analysing the opinions of researchers (Anto-
schyk, 2014; Aho et al, 2017; Karlsson et al.,, 2019),

I ! Sentence of the Pechersk District Court of Kyiv in Case No. 757/10370/23-c. (2023, December). Retrieved from https://reyestr.court.gov.

ua/Review/115974684.
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women who commit murders of their children can be
divided into two categories: 1) women who are charac-
terised by a young age of 18-30 years, are not in a regis-
tered marriage, do not work, lead an antisocial lifestyle
(abuse of alcohol and drugs), do not have a permanent
place of residence; 2) women who are officially mar-
ried, are in an unstable, tense psycho-emotional state
(excitement, fear, physical pain, etc.), stress and depres-
sion, mental anomalies. These characteristics under the
influence of domestic violence, and such violence can
occur in any of the four forms, increase the psychoemo-
tional deviations of a woman, and the motivation of a
woman to get rid of a child. Women of this type, based
on domestic problems, usually commit illegal actions
alone, and such actions are also characterised by seri-
ous consequences (Bilenchuk & Pevtsova, 2023; Shack-
elford et al., 2023).

Another area in which women’s criminal activity
manifests itself is the professional sphere (Becker &
McCorkel, 2011; Slyusar, 2019; Tolkach, 2025). That
is, an activity in which a woman has a certain free ac-
cess, or the possibility of such access to material values.
Such criminal offences are committed for selfish rea-
sons and in complicity. Women are more likely to com-
mit crimes in mixed gender groups than in all-female
groups. However, in cases of bullying, shoplifting, and
embezzlement, a higher percentage of women work in
exclusively female groups rather than mixed groups.
The connection to domestic violence manifests itself in
attracting or forcing family members to perform cer-
tain illegal actions in order to enrich themselves.

Having examined the illegal role of women as a re-
sult or in connection with domestic violence, it is nec-
essary to summarise possible investigative situations.
Knowledge of the possible development of events and
the availability of relevant criminalistically significant
information that arises at the time of receiving infor-
mation about illegal actions contributes to the timely
determination of tactics for pre-trial investigation of
such criminal offences. The analysis identified the ini-
tial investigative situations of this category of criminal
offences. In the simulated case, the police unit received
information about the planning of a separate criminal
offence (causing bodily harm, abuse of guardianship
rights, exploitation of children, murder, etc.), the re-
port states that the participants in the criminal event
are a family registered with social services and violent
actions were committed by a female person (mother,
adult daughter, minor woman). This investigative sit-
uation is the most favourable for planning a pre-trial
investigation and allows taking a number of operation-
al search measures, conducting secret (investigative)
search actions to record evidentiary information. As an
example, it is appropriate to cite the materials of court
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proceedings No. 11-kp/4820/179/20%, according to
which the police were contacted by a witness, with a
request to take action against a local resident who has
three young children, two of whom she is trying to sell,
which she repeatedly stated. The witness also noted
that the accused has difficult personal and family cir-
cumstances, does not intend to take care of her young
son and daughter, and also seeks to enrich herself. The
accused spent some time looking for someone to carry
out an illegal sale of her young kids (for begging). After
receiving this information, law enforcement agencies
developed and conducted a covert investigation, name-
ly, monitoring the commission of a crime in the form
of an operational purchase of an illegal transaction
involving people (two minor children), during which
pre-identified funds in the amount of up to UAH 15,000
were used, and a citizen with altered personal data was
also involved. Such procedural actions made it possible
to record evidentiary information about the crime.

The first priority in such an investigative situation
is to interrogate the person who reported information
about the criminal event being prepared, after carrying
out covert investigative (search) actions - conducting
appropriate inspections: the scene of the incident with
a focus on the evidence pattern in accordance with the
criminal offence committed, examination of techni-
cal media and attachments thereto (audio and video
recordings) on which the facts and circumstances of
the meetings of the persons involved in the criminal
proceedings are recorded, examination of items and
documents. In the case of using pre-identified money
or other items, conduct an examination of the person
by taking swabs from the suspect’s hands. It is neces-
sary to conduct a search and interrogate the persons
involved in order to identify and record both the indi-
vidual criminal offence and the systematic nature of the
violent acts committed by the family member. Given the
fact that not all citizens understand what actions relate
to domestic violence, the task of the investigator dur-
ing verbal investigative (search) actions is to explain
such actions, explain the illegality in slapping, using ob-
scene language, etc., on the part of the mother (woman,
daughter). The corresponding specifics of conducting
these nonverbal investigative (search) actions are ori-
entation to traces indicating domestic violence, indicat-
ing a combination of two types of criminal illegality.

A separate point should be noted in the correct
choice of the investigator of the moment when the sus-
pect is interrogated. The investigator should under-
stand that this kind of criminal illegality does not occur
suddenly, but with a pre-thought-out implementation
plan and a long-term nature of violent actions, the skills
of concealing which such a person has already worked
out (Komarynska, 2022). That is why the interrogation

I ! Judgment of the Board of Judges of the Criminal Chamber of the Khmelnytsky Court of Appeal in Case No. 11-kp/4820/179/20. (2020,
April). Retrieved from https://reyestr.court.gov.ua/Review/88874612.
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of a suspect must be conducted after the main evidence
base has been formed, the conclusions of the forensic
examination have been obtained, and other partici-
pants in the criminal incident have been interrogated.

Otherwise, according to the materials of the court
proceedings No. 1-kp/212/526/20', “the 102 emer-
gency service “102” received a call from the suspect’s
sister reporting that the mother of a four-year-old boy
was making pornographic films with him. During the
pre-trial investigation, it was established that the wom-
an (suspect) had given birth to three children, had giv-
en her first child to her grandmother to raise, had been
deprived of her parental rights in respect of her second
son by a court decision, and had lived with her com-
mon-law husband with her third child, who had mental
disabilities. One day, the suspect’s common-law hus-
band saw the woman lying on the sofa next to her naked
son, who was asleep, while she was touching his naked
genitals and her own naked genitals with her hands and
lips in an indecent manner and filming everything on
her mobile phone’s digital camera. The man took the
suspect’s phone and sent the video to the accused’s sis-
ter, who called the police. During the pre-trial investiga-
tion, other pornographic videos involving the accused’s
young son were also established.

In such cases, during urgent procedural actions, in-
spections, searches, and interrogations, it is necessary
to establish a connection, including family ties, between
the injured person and the suspect. It is necessary to es-
tablish and record comprehensive information charac-
terising the participants in the criminal offence, the du-
ration of the violent actions, and to establish and prove
the circumstances indicating the presence of elements
(signs) in the act at least one sign, as defined in Article 1
of the Law of Ukraine “On Preventing and Combating
Domestic Violence”. In addition to conducting inter-
rogations, it is important to inspect not only the scene
of the incident, but also technical means (computers,
mobile phones, electronic storage devices, etc.). In ad-
dition, the evidence base will be the conclusions of the
conducted forensic examinations.

Information was received about a separate crim-
inal offence (murder, human trafficking, use of a mi-
nor child for begging, etc.), but there is no information
about the identity of the suspect and the connection of
the criminal offence with domestic violence. As shown
by the study of criminal proceedings (investigative and
judicial practice), this type of situation arises in cases
where information about a criminal offence is reported
by third parties who have discovered the consequences
of violent unlawful actions, and the investigator’s task

is to identify and establish all elements of the criminal
characteristics of a particular criminal offence, identi-
fy and record the perpetrators, motives, circumstances
and conditions of the offence, and its connection with
domestic violence. This situation can be clearly demon-
strated on the example of materials of judicial proceed-
ings of judicial proceedings No. 1-kp/185/220/213
Thus, on May 18, 2019, at about 20:00, another quarrel
arose between a man and a woman at their place of res-
idence, in connection with the man’s disregard for the
woman'’s requests to stop behaving indecently towards
her, and attempts to beat her. As a result of the quarrel,
the woman pushed her husband away, from which he
fell over the threshold into the bedroom face down and
did not resist. Taking advantage of the situation, the
accused, taking an axe that was in the corridor behind
the door, struck the man’s head with a butt, which led
to death. During the pre-trial investigation, suspicion
fell on the wife of the deceased, but the latter denied
her participation in the murder, providing information
that she was not in the house at the time of the murder.
However, during the pre-trial investigation, it was es-
tablished that the couple lived together for more than 6
years, there were constant quarrels between them, the
husband beat her, especially after consuming alcoholic
beverages. According to the results of inspections (the
scene of the incident, things at the scene, clothes of the
suspect, the murder weapon - an axe), questioning wit-
nesses, conducting forensic examinations and an inves-
tigative experiment, the woman'’s guilt was proved.

In such situations, it is a priority for the investi-
gator to identify and overcome opposition to the in-
vestigation. The choice and combination of tactics of
both communication with the suspect and the tactics
of presenting available evidence, demonstrating their
relationship, will allow the investigator to convince
the woman of the inappropriateness and illogicality of
her statement about non-involvement in the criminal
event. It is important to strictly observe the stages and
stages of questioning, which are preceded by careful
preparation.

The analysis of the state of scientific developments
and methodological support on women'’s criminal ille-
gality in Ukraine allows speaking about the trends of its
growth and the lack of contemporary forensic methods
for investigating such actions. A criminal offence has
ceased to be a purely male matter, which causes the
development and implementation of effective mech-
anisms for pre-trial investigation of women’s crimi-
nal illegal activities and ensuring a policy to counter-
act such manifestations. Most forensic techniques are

! Judgment of the Zhovtnevy District Court of Kryvyi Rih, Dnipropetrovsk Region in Case No. 1-kp/212/526/20. (2020, July). Retrieved from

https://reyestr.court.gov.ua/Review/90445611.

2 Law of Ukraine No. 2229-VIII “On Preventing and Countering Domestic Violence”. (2017, December). Retrieved from https://zakon.rada.

gov.ua/laws/show/2229-194#top.

3 Judgment of the Pavlohrad City District Court of Dnipropetrovsk Region in Case No. 1-kp/185/220/21. (2021, December). Retrieved from

https://reyestr.court.gov.ua/Review/102099963.
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considered “male” (Walsh et al., 2020) because they
were originally developed and tested on male popula-
tions, and their applicability to explaining why women
committed crimes may be limited. Research shows that
while male and female offenders do not completely dif-
fer in what explains their crimes, the gender life that
people live may play a role in understanding illegal
behaviour. The study confirmed the conclusions of re-
searchers (Serkevych, 2020; Liem, 2023) that the study
of women'’s criminal activity carries significant social
tasks that require solutions and significant and decisive
actions on the part of law enforcement agencies. Such
activities, in addition to the characteristics inherent in
criminal-illegal activities in general, also have accom-
panying destructive consequences for society, affecting
the institution of the family and the development of an
illegal worldview among minors who will introduce
such experience into their families in adult life.

Conclusions

The study showed that despite the increase in criminal
offences committed by women, in general and in par-
ticular those related to domestic violence, the scientific
support for the pre-trial investigation of such criminal
offences remains insufficient. The lack of published
scientific developments on the tactics of investigating
criminal offences committed by women makes it dif-
ficult to obtain more accurate results. The latest sci-
entific research in the field of forensic support for the
investigation of criminal acts committed by women
in Ukraine dates back to 2014, which, in turn, cannot
consider contemporary achievements not only in crim-
inology, but also in related sciences such as psychology,
criminology, and sociology. The use of developments
and experience of foreign researchers helps to deter-
mine only the general directions of such activities, with-
out considering the moral, ethical and socio-economic
factors of Ukraine, which undoubtedly have an impact
on the development of criminal behaviour. According-
ly, the issue of methodological support for the process
of pre-trial investigation of criminal offences related to
domestic violence committed by women remains rele-
vant for practical units.

The analysis of judicial and investigative practice
determined the area and conditionality of investigative
(search) actions at the beginning of the pre-trial inves-
tigation. Thus, the pre-trial investigation of criminal
offences related to domestic violence committed by
women has its own tactical features, which primarily
concern the conduct of verbal investigative (search)
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actions, namely interrogation, the use of tactical tech-
niques, the choice of which is based on: the “role” of
women in criminal -unlawful actions - a woman resists
violence or protects another family member by com-
mitting a criminal offence, or a woman herself is the
person who commits systematic violent acts against
family members and, in this connection, commits an-
other criminal offence; the motivation for criminal
acts - hostile or mercenary motives, or a combination
of such motives.

Nonverbal investigative (search) actions should be
aimed at establishing evidentiary information, which
will allow clearly distinguishing between the facts of il-
legal actions and, in accordance with each of these facts,
identifying and recording evidence. It is precisely the el-
ement of “time of commission” of each individual unlaw-
ful act that affects the quality of information provided by
participantsin the pre-trial investigation - over time, in-
dividual events lose their significance and negative per-
ception by victims, and the stigmas present in society
encourage victims to blame themselves for such actions.

Results obtained can be argued that the starting
point of such an investigation is the identity of the sus-
pect, namely a woman. The study of personal charac-
teristics of the latter, lifestyle, social status, level of edu-
cation, psychophysiological characteristics is necessary
for establishing causal relationships and interdepend-
ence of domestic violence and other criminal offences.
The process of pre-trial investigation is complicated,
firstly, by the psychoemotional state of a woman who
can both suffer from domestic violence for a long time
and commit it herself (especially in terms of violent
actions against children), and secondly, it is caused by
the stigmatisation of society, including police officers,
which leads to errors in choosing the tactics of con-
ducting individual procedural actions. That is why the
process of tactical support for pre-trial investigations
of this type of criminal action requires further in-depth
study, followed by the development of methodological
recommendations for police practitioners on how to act
in various investigative situations.
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AHoTauia

MeToto cTtaTTi 6yJI0 TEOpeTHYHE JOCJiPKEHHS MOHATTS KIHOYOI MPOTUNPABHOCTI, BU3HAYEHHS MOXJIUBUX
posiell KiHKM B KpPUMiHa/JIbHO KapaHUX [ifX, 30KpeMa JO0MallHbOMY HACHUJbCTBi, PO3p06JIeHHs Ai€EBUX
aJITOPUTMIB /IOCYZAOBOTO pO3C/IiAyBaHHA KpPUMiHAJbHUX MpPaBONOpPYLIEHb, IOB'S3aHUX i3 JOMaIlHIM
HaCHUJIbCTBOM, YYMHEHHX 0c06aMHu KiHo4oi cTaTi. 3/ificHeHe [OC/Ii/PKeHHS I'PYHTYBaoCsl HA BUKOPUCTAHHI
MeTOAY AEeKOMIO3UIii - AJis JeTasisalii MOXKXJIUBUX CIIOCO6IB OTPUMAHHS MOJIiLeHCbKUMU TOBiJOMJIEHHS
NIpo BYMHEHe KpUMiHa/IbHe NpaBonopyleHHs. lle cnipus/io cucteMaTrsanil Cail4UX CUTyalil 3a/eXHO BiJ
crocoby Ta AKOCTI oTpUMaHHA iHopMauii npo KpUMiHa/JbHE MPABONOPYLIEHHS, a caMe: 1) HaAXO/PKEeHHS
MOBiZOMJIEHHS BiJi OZHOTO i3 4JieHiB poAuHY; 2) HAJX0MKeHHs iHdopMarii Bifi cTopoHHiX oci6. CreniaabHO-
IOPUAUYHUN — METOJ, IPUAUYHOI repMeHeBTHKHU Oy/I0 BUKOPUCTAHO JJIs aHa/Ii3y 3aKOHOZABYMX aKTiB i
Cy/ZlOBUX pillleHb 3 MUTAaHb JIOMAllHbOT0 HACUJIbCTBA. 3a3HAY€EHE, 3 OIJISIly HAa NOBEiHKY XKIHOK, IKi BUMHSIIOTh
KpUMiHa/IbHI NpaBONOPYILUEHHd, IX MOTHBALil0, BiANOBIJHI CyAOBI NpPaKTHUKH, Aa/0 3MOry BU3HAYUTHU
3aB/IaHHA NePHIOYEProBUX CIiiYuX (PO3LIYKOBUX) J1ilf, a caMe ¢ikcarito iHpopmMalii Ta MaTepiasbHUX J0Ka3iB
3B’fI3KY JJOMAIlHbOTO HACUJIbCTBA 3 YUUHEHUM KIHKOI KPHMiHAJbHUM NPaBONOPYLIEHHAM. BUKOpUCTaHHSA
B JOCTi/PKEeHHI MeTOAy MpPaBOBOT'O MOJEJNIOBAHHS HAJAJ0 MOMXJIMBICTH PO3POOUTU AJTrOPUTMi30BaHUHN
NOPSA/I0K AiM MoJiLeNCbKUX AJid iX BUpilleHHs. 3a pe3y/ibTaTaMH 3/iHCHEHOTO JOC/i/P)KEHHSI MOTUBaLLiIMHUX
03HaK NMPOTUNPABHOI AisIIbHOCTI XKiHOK, sIKi BUMHSAOTb KPUMiHA/IbHI MPaBONOPYLIEHHS, 1110 € HACJiJKOM a60
MOB’s13aHi 3 JIOMallIHiM HACUJIBCTBOM, 6Y/1I0 BUSHAYEHO /IBA TUITH TAKUX KIHOK: Ti, IKi BUMHSAIOTh KPUMiHa/IbHO
MPOTHUIIPaBHi il 3 MeTO0 NPUIIMHEHHS HACUJIbCTBA 3 6OKY 40JIOBiKiB (IHIIMX poAudiB), i Ti, AKi BUMHSIOTH
Taki /il 3 MeTOW MOCUJIEHHS] TaHIBHOTO CTAHOBULIA KIHKU B poAuHi. CUCTEMHHUM NiJXiZ; BUKOPUCTAHO AJIsI
BUBYEHHS B3a€EMO3aJIeXKHOCTI Mi>k 0COOUCTICHUMH XapaKTePUCTHKAMU KiHOK i GopMyBaHHSAM cJ1i/{4oi cuTyariil
[IOYaTKOBOTO €eTaly JOCYAO0BOTO PO3CJailyBaHHA. Y MeXax [JOCJi[PKEHHS KOHCTATOBAaHO Gpak MeTOAUKU
po3ciiilyBaHHA KpPUMiHAJIbHUX MPAaBOMOPYLIEHb, MOB’S3aHUX i3 JOMAIlHIM HACHJbCTBOM, SIKi BUMHSIIOTH
KIHKH, 1110 CBOEIO Yeproio MPU3BOAUTH [J10 36i/blIeHHS KiIJTbKOCT] 3apeeCcTpOBaHUX LII0OPOKY BUMA/KIB TAKOTO
POAY KPUMiHAJIbHOI NPOTUIIPABHOCTI

KnioyoBi cnoea:
3JIOYMH; KPUMiHAJIbHUHM NPOCTYNOK; JOCYA,0BE PO3CAilyBaHHS; TAKTHUKA; CJAiA4i cUTyauil
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Abstract

The aim of the study was to analyse the degree to which the national legislation of the Central Asian states
complies with international norms and standards on combating human trafficking. The research used
systemic, formal-legal and comparative-legal methods, which ensured a comprehensive examination of
international legal standards and national mechanisms for countering human trafficking. It was established
that all countries have formally implemented the triad of elements “act - means - purpose of exploitation”
enshrined in the Palermo Protocol, yet the level of institutional implementation of the standards differs
significantly. It was found that the most comprehensive model of counteraction has been created in
Kazakhstan, Kyrgyzstan and Uzbekistan, where national commissions and victim protection mechanisms
operate, whereas in Tajikistan and Turkmenistan, despite the existence of basic regulatory acts, the system of
measures for victim protection is characterised by fragmentation and insufficient institutional coordination,
which limits the effectiveness of the practical implementation. The study established that the effectiveness of
national legislation in the field of combating human trafficking in the Central Asian states differs substantially
depending on the degree of institutional cohesion and the quality of victim identification procedures.
In Kazakhstan, the number of officially registered victims remains at the level of about two dozen cases
annually, whereas in Kyrgyzstan and Uzbekistan it increased by more than 50% in 2021-2023, which reflects
heightened institutional sensitivity and improved inter-agency coordination. At the same time, the analysis
revealed a low level of “conversion” of identified cases into criminal prosecution - only 10-20% of cases
reach the courts, which indicates the need to strengthen the integration of the processes of identification,
protection, and justice. The findings of the research can be used to optimise national mechanisms for
identifying and protecting victims of human trafficking, including the development of standardised protocols
for inter-agency cooperation and the integration of data into official statistics
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Introduction

In the context of globalisation and intensive transna-
tional migration, human trafficking is becoming a sys-
temic challenge to international security, which makes
the problem particularly relevant for the Central Asian
states. Theregion, located at the crossroads of migration
routes, simultaneously functions as countries of origin,
transit, and destination for victims of exploitation (Of-
fice on Drugs and Crime of the United Nations, 2024).
However, despite accession to the main international
instruments of the United Nations, the practice of the
implementation in Kazakhstan, Kyrgyzstan, Tajikistan,
Uzbekistan, and Turkmenistan remains inconsistent
and fragmented. The vagueness of criminal-law defini-
tions of human trafficking, the absence of unified proce-
dures for victim identification and protection, as well as
weak inter-agency coordination, lead to a gap between
international obligations and the effectiveness of na-
tional counter-trafficking mechanisms.

The analysis of contemporary academic research
in the field of combating human trafficking shows that
the key issues remain institutional effectiveness, nor-
mative harmonisation and international cooperation.
A. Akisheva (2025) emphasised the need for deeper
implementation of international standards into the na-
tional legislation of the Central Asian countries, espe-
cially regarding the protection of women and girls from
violence. The author noted that, despite the formal ac-
cession of states to the main international conventions,
the absence of effective mechanisms for institutional
adaptation significantly limits the practical impact. This
points to a structural problem - insufficient coordina-
tion between legislative and executive bodies, which di-
rectly affects the process of identifying and protecting
victims of human trafficking.

A contribution to the theoretical understanding of
global cooperation in the fight against human traffick-
ing was made by A. Akanbi (2020), who showed that
international cooperation remains fragmented due to
the lack of unified protocols and weak coordination be-
tween regional mechanisms. The researcher concluded
that, despite the existence of an extensive normative
architecture created by United Nations structures and
other international institutions, the real effectiveness
of these mechanisms depends on the political will of
national governments. The author identified a signifi-
cant gap between declarative obligations and the actual
capacities of states in terms of criminal prosecution of
offenders and victim protection, which reflects one of
the systemic problems of global governance.

The work of A. Bekmagambetov et al. (2024) is de-
voted to the analysis of the adoption of the new Law
of the Republic of Kazakhstan No. 110-VIII ZRK “On
Combating Human Trafficking”! as an important stage

in the development of national legal policy. The authors
established that, despite the introduction of modern
standards of criminal prosecution and victim protec-
tion, the mechanisms for implementing the law are still
insufficiently aligned with international protocols. The
need is noted for the development of clear procedural
regulations, the strengthening of inter-agency coop-
eration and the conduct of systematic monitoring of
law-enforcement practice. A critical perspective on the
conceptual foundations of the problem was contribut-
ed by R. Broad & N. Turnbull (2024), who argue that
interpreting human trafficking through the category
of “modern slavery” distorts the legal essence of the
phenomenon, reducing it to a moral-political narrative.
The authors showed that such rhetoric complicates the
work of international actors, who face conceptual and
political constraints when forming policy. The study
underlines the need for precise legal discourse and in-
stitutional clarity to enhance the effectiveness of global
governance in this sphere.

In the study by S.R. Gilani et al. (2022), the legal
mechanisms for countering trafficking in persons and
women were examined. The authors found that, de-
spite the existence of international treaties providing
basic protection standards, at the national level guar-
antees for women victims remain inadequate. The
research emphasises the importance of integrating
human rights organisations into the criminal justice
system, which is particularly relevant for the Central
Asian states. H.D. Geng¢ (2024) analysed the role of in-
ternational organisations in the dissemination of le-
gal norms in Central Asia. The author concluded that
the process of “norm diffusion” is selective in nature
and depends on the degree of political openness and
administrative capacity of specific states. The results
obtained show that without a stable institutional infra-
structure, even the most well-designed international
initiatives do not achieve practical results. The work of
B.Z. Kyzdarbekova & A.K. Orazbekova (2022) focuses
on the criminal-law framework for countering human
trafficking in Kazakhstan. The authors revealed gaps
in the criminalisation of related forms of exploita-
tion, including forced labour and sexual exploitation,
which indicates partial inconsistency between nation-
al norms and the provisions of the Palermo Protocol.
In addition, the authors noted the absence of unified
criteria for victim identification, which leads to a low
proportion of cases reaching the courts.

A. Mehra & G. Sharif (2024) concentrate on interna-
tional cooperation mechanisms, including extradition
and information exchange. The researchers concluded
that the effectiveness of these mechanisms increases
significantly when criminal legislation is harmonised

I ! Law of the Republic of Kazakhstan No. 110-VIII ZRK “On Combating Human Trafficking”. (2024, July). Retrieved from https://adilet.zan.kz/

rus/docs/Z2400000110.
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and joint investigation teams are created. The authors
argue that only a comprehensive combination of legal,
administrative and diplomatic instruments can deliver
real results in combating human trafficking. In the study
by R. Orlovskyi et al. (2023), a criminological analysis
of the activities of transnational organised groups en-
gaged in human trafficking was conducted. The authors
established those traditional investigative methods do
not correspond to the complexity of the organisational
structures of such groups, which reduces the effective-
ness of law-enforcement agencies. As a solution, the
improvement of investigative techniques is proposed,
including the use of digital trace analysis and the devel-
opment of cross-border cooperation. Thus, the review
of academic sources shows the existence of significant
gaps in the practical implementation of international
legal standards for combating human trafficking in the
Central Asian states. Insufficient institutional coordina-
tion, the absence of unified procedures for victim iden-
tification and limited judicial mechanisms remain the
most vulnerable elements of the regional system.

The aim of the research was to analyse the degree of
harmonisation of the national legal systems of the Cen-
tral Asian states with international standards for com-
bating human trafficking. The objectives of the study
were: to conduct a comparative analysis of the norms of
the national legislation of Kazakhstan, Kyrgyzstan, Ta-
jikistan, Uzbekistan, and Turkmenistan in the context
of the compliance with the provisions of international
instruments regulating the fight against human traffick-
ing; to assess institutional and procedural aspects - the
practice of detection, investigation, and prosecution of
human trafficking cases; and to identify directions for
improving legislation and mechanisms of interstate co-
operation in order to ensure compliance with interna-
tional standards and increase the effectiveness of coun-
tering human trafficking in the Central Asian region.

Materials and Methods

The study of international legal standards for combat-
ing human trafficking was based on a comprehensive
approach, combining the analysis of regulatory le-
gal acts at universal and regional levels. The systemic

forced-labour-convention-1930-no-29.
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rus/docs/Z2400000110.

docs/49533109.

minjust.gov.kg/1650/edition/1213498/ru.

id=34689902#pos=0;0.
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method made it possible to consider human trafficking
as a multidimensional socio-legal phenomenon locat-
ed at the intersection of criminal, labour, migration,
and human rights regulation. The formal-legal method
was used to analyse the content and structure of key
international treaties that laid the foundations of the
modern legal regime for combating human trafficking,
which established universal standards for the defini-
tion of human trafficking, criminal liability and interna-
tional cooperation in this sphere. In addition, attention
was paid to the labour dimension of the problem, re-
flected in the instruments of the International Labour
Organisation, such as the Forced Labour Convention
No. 29! and the Protocol of 2014 to the Forced Labour
Convention?, which define states’ international obliga-
tions to eliminate forced labour and protect the rights
of victims. Of substantial importance was also the Worst
Forms of Child Labour Convention No. 1822, which ex-
panded the legal framework for combating exploitation
by enshrining the protection of children from the worst
forms of labour as an element of the international sys-
tem for combating human trafficking.

The comparative-legal method was used to com-
pare the structure and content of national regulatory
legal acts with universal international standards, as
well as to identify differences in the approaches of the
Central Asian states to the criminal-law definition of
human trafficking, victim protection measures and pre-
ventive mechanisms. Within the framework of the re-
search, the following were analysed: the Law of the Re-
public of Kazakhstan No. 110-VIII ZRK “On Combating
Human Trafficking”, the Law of the Republic of Tajik-
istan No. 1096 “On Combating Human Trafficking and
Providing Assistance to Victims of Human Trafficking”®,
and the Law of the Republic of Uzbekistan No. ZRU-633
“On Combating Human Trafficking”¢. These regulatory
acts, as well as the Law of the Kyrgyz Republic No. 55
“On the Prevention and Combating of Human Traffick-
ing”’, form the basis of national strategies for combat-
ing human trafficking.

Furthermore, attention was given to the Law of
Turkmenistan “On Combating Human Trafficking”?,
as well as to the criminal codes of the republics of the

!Forced Labour Convention No. 29. (1930, June). Retrieved from https://www.ohchr.org/en/instruments-mechanisms/instruments/
2Protocol of 2014 to the Forced Labour Convention. (2014, November). Retrieved from https://www.un.org/en/development/desa/
population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf.

3 Worst Forms of Child Labour Convention No. 182. (1999, June). Retrieved from https://normlex.ilo.org/dyn/nrmlx_en/f?p=NORMLEXPUB
* Law of the Republic of Kazakhstan No. 110-VIII ZRK “On Combating Human Trafficking”. (2024, July). Retrieved from https://adilet.zan.kz/
® Law of the Republic of Tajikistan No. 1096 “On Combating Human Trafficking and Providing Assistance to Victims of Human Trafficking”. (2014,
July). Retrieved from https://continent-online.com/Document/?doc_id=31598509.

¢ Law of the Republic of Uzbekistan No. ZRU-633 “On Combating Human Trafficking”. (2020, August). Retrieved from https://lex.uz/ru/
7 Law of the Kyrgyz Republic No. 55 “On the Prevention and Combating of Human Trafficking”. (2005, March). Retrieved from https://cbd.

8 Law of Turkmenistan “On Combating Human Trafficking”. (2016, July). Retrieved from https://continent-online.com/Document/?doc_
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region - the Criminal Code of the Kyrgyz Republic! and
the Criminal Code of the Republic of Kazakhstan?, which
establish the elements of crimes related to human traf-
ficking. The Criminal Code of the Republic of Uzbeki-
stan®, the Criminal Code of the Republic of Tajikistan*
and the Criminal Code of Turkmenistan® were also ex-
amined. This approach made it possible to assess the
degree of harmonisation of criminal-law norms with
the provisions of the Palermo Protocol®.

The comparative analysis was carried out on the
basis of the following criteria: the existence and con-
tent of special articles establishing criminal liabili-
ty for human trafficking (Article 128 of the Criminal
Code of the Republic of Kazakhstan; Article 171 of the
Criminal Code of the Kyrgyz Republic; Article 135 of
the Criminal Code of the Republic of Uzbekistan; Arti-
cle 130 of the Criminal Code of the Republic of Tajik-
istan; Article 129 of the Criminal Code of Turkmeni-
stan); the completeness of implementation of the triad
of elements provided for in Article 3 of the Palermo
Protocol (“acts - means - purpose of exploitation”);
the scope of forms of exploitation enshrined in nation-
al legislation (sexual, labour and child exploitation,
slavery, removal of organs, etc.); and the existence of
specialised institutions and secondary mechanisms
ensuring the implementation of criminal-law norms.

Results

International legal standards for combating hu-
man trafficking. The evolution of international legal
regulation of human trafficking reflects the process
by which the global community has come to recognise
the complex nature of this phenomenon and the need
for its legal regulation at a universal level. The first
international agreements concerning human traffick-
ing date back to the late nineteenth - early twentieth
centuries, when the problem of the so-called white
slave became a matter of broad public and legal con-
cern in Europe and immigration countries. These ear-
ly agreements were aimed primarily at countering the
sexual exploitation of women and girls, while at the
same time reflecting the moral-conservative and pa-
triarchal attitudes of the era. The agreements did not

pdfs/Kyrgyzstan-Criminal-Code-2017-Kyrgyz.pdf.

cover other forms of exploitation and viewed human
trafficking mainly through the prism of morality and
protection of public order rather than from the stand-
point of human rights.

After the First World War, the regulation of hu-
man trafficking acquired an institutional character
within the framework of the League of Nations. The
International Convention for the Suppression of the
Traffic in Women and Children’ and the Internation-
al Convention for the Suppression of the Traffic in
Women of Full Age® for the first time enshrined in-
ternational obligations to combat cross-border forms
of exploitation and trafficking in women. However,
these conventions still maintained a narrow focus on
sexual exploitation and prostitution. The application
remained limited, and the absence of a unified mon-
itoring mechanism reduced the effectiveness of the
implementation of the provisions. In this period, the
foundations of international cooperation were laid
and the formation of a concept began which recog-
nised the need for criminal prosecution of acts relat-
ed to the exploitation of human beings.

A new stage in the evolution of international reg-
ulation began with the creation of the United Nations,
which adopted the Convention for the Suppression
of the Traffic in Persons and of the Exploitation of
the Prostitution of Others®. This instrument became
an important step towards systematising interna-
tional efforts: it established the obligation of states
to suppress activities related to the organisation,
facilitation, and financing of human trafficking and
criminalised the exploitation of the prostitution of
others. However, the definition of human trafficking
contained in the 1949 Convention was limited and did
not include other forms of exploitation such as labour
exploitation, the use of forced labour outside the sex-
ual sphere, or the exploitation of children in produc-
tion or criminal activities. As a result, the instrument
became a transitional but not systemic stage in the
development of international legal regulation, retain-
ing its orientation towards moral and ethical cate-
gories rather than a comprehensive approach to the
protection of victims’ rights.

! Criminal Code of the Kyrgyz Republic. (2017, February). Retrieved from https://learningpartnership.org/sites/default/files/resources/

2 Criminal Code of the Republic of Kazakhstan. (2014, July). Retrieved from https://adilet.zan.kz/rus/docs/K1400000226.

I 4

3Criminal Code of the Republic of Uzbekistan. (1994, September). Retrieved from https://online.zakon.kz/Document/?doc_
id=30421110&pos=4;-107#pos=4;-107.

* Criminal Code of the Republic of Tajikistan. (1998, May). Retrieved from https://continent-online.com/Document/?doc_id=30397325.

% Criminal Code of Turkmenistan. (1997, June). Retrieved from https://www.refworld.org/legal/legislation/natlegbod /1997 /ru/150185.

¢ Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations
Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.

7 International Convention for the Suppression of the Traffic in Women and Children. (1921, September). Retrieved from https://treaties.
un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=VII-3&chapter=7&clang=_en.

8 International Convention for the Suppression of the Traffic in Women of Full Age. (1933, October). Retrieved from https://treaties.un.org/
pages/ViewDetails.aspx?src=TREATY&mtdsg no=VII-5&chapter=7&clang=_en.

° Convention for the Suppression of the Traffic in Persons and of the Exploitation of the Prostitution of Others. (1949, December). Retrieved
from https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-suppression-traffic-persons-and-exploitation.
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With the adoption of the Palermo Protocol’, sup-
plementing the United Nations Convention against
Transnational Organised Crime? a universal legal
definition of human trafficking was established for
the first time. According to Article 3 of the Palermo
Protocol, human trafficking is defined through a com-
bination of three elements - acts (recruitment, trans-
portation, transfer, harbouring or receipt of persons),
means (threat or use of force, coercion, abduction,
fraud, deception, abuse of power or of a position of
vulnerability, giving or receiving of payments or ben-
efits) and the purpose of exploitation, which may
take the form of sexual exploitation, forced labour or
services, slavery or practices similar to slavery, ser-
vitude, or the removal of organs. A special rule is es-
tablished for minors: the fact of consent is irrelevant,

Kamilova NG

and the use of means of influence is not required,
which reflects the priority of child protection in in-
ternational law.

The Palermo Protocol has become not only the
source of the definition of human trafficking but also
an instrument for the unification of national legal
systems. It obliges States Parties to introduce chang-
es into the national legislation aimed at criminal-
ising human trafficking in all its forms, establishing
effective sanctions and creating mechanisms for the
protection and rehabilitation of victims. A distinctive
feature of the instrument lies in its comprehensive
logic expressed in the triad of state obligations - the
“3P approach” (Prosecution, Protection, Prevention),
which has become the basis of international an-
ti-crime policy in the twenty-first century (Table 1).

Table 1. The triad of states’ international obligations to combat human trafficking (3P approach)

Direction Content Main measures and instruments
Introduction of criminal liability for all forms of human trafficking
Criminalisation of human trafficking, criminal Development of mechanisms for international cooperation
Prosecution prosecution of offenders, effective investigation of (extradition, mutual legal assistance, exchange of operational
crimes information)
Ensuring punishment of offenders
Creation of procedures for identifying victims
. Ensuring the rights and security of victims, Ensuring access to justice and to medical, psychological and social
Protection reventing re-victimisation assistance
p 8 Repatriation of victims with observance of the principle of
voluntariness
Socio-economic programmes and awareness-raising campaigns
Prevention Eliminating the causes of human trafficking, reducing | Combating poverty, gender inequality, low levels of education and
population vulnerability corruption
Training civil servants and control over labour migration

Sources: Palermo Protocol?, United Nations Convention against Transnational Organised Crime*

A contribution to the formation of the modern in-
ternational system for combating human trafficking has
been made by the International Labour Organisation,
which from its inception has paid attention to issues of
forced labour and the exploitation of vulnerable catego-
ries of workers. In 1930, the Forced Labour Convention
No. 29° was adopted, enshrining states’ obligation to
prohibit all forms of forced or compulsory labour and
to provide for criminal and administrative liability for
its use. The Convention became a basic instrument for
the protection of labour rights and provided a founda-
tion for the formation of national legislation aimed at
combating forced exploitation.

The modern development of the norms of the In-
ternational Labour Organisation is associated with the
adoption of the Protocol of 2014 to the Forced Labour
Convention®, which strengthened measures to prevent
and eliminate new forms of forced labour, including
in the context of globalisation and labour migration.
The Protocol provides for the obligation of states to
identify vulnerable population groups, create systems
for the protection and rehabilitation of victims, ensure
access to justice and compensatory mechanisms, and
to conduct monitoring and evaluation of the effective-
ness of national measures. An innovation is the empha-
sis on a comprehensive approach: not only criminal

! Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations
Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.

2United Nations Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/
viewdetails.aspx?src=treaty&mtdsg_no=xviii-12&chapter=18&clang=_en.

3 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations
Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.

*United Nations Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/
viewdetails.aspx?src=treaty&mtdsg_no=xviii-12&chapter=18&clang=_en.

®Forced Labour Convention No. 29. (1930, June). Retrieved from https://www.ohchr.org/en/instruments-mechanisms/instruments/
forced-labour-convention-1930-no-29.

®Protocol of 2014 to the Forced Labour Convention. (2014, November). Retrieved from https://www.un.org/en/development/desa/
population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf.
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prosecution, but also social, economic and educational
support for victims, which is consistent with the prin-
ciples of the “3P approach” of the Palermo Protocol.
International instruments regulating the exploita-
tion of children are also of importance. The Worst
Forms of Child Labour Convention No. 182! enshrined
the concept of child exploitation as one of the forms
of human trafficking, including labour exploitation,
participation in armed conflicts, sexual violence and
forced criminal activities. It provides for states’ ob-
ligations to effectively eradicate the worst forms of
child labour, to introduce preventive measures, and
to ensure the recovery and social reintegration of
affected children. The Worst Forms of Child Labour
Convention No. 182 in combination with the Palermo
Protocol? forms the universal normative basis of the
global regime for combating human trafficking and
establishes a system of state obligations for the pre-
vention, suppression, and punishment of this crime.
Thus, the standards of the International Labour
Organisation complement and reinforce the provi-
sions of the Palermo Protocol, ensuring the integra-
tion of labour, child and socio-economic aspects into
the system of international legal regulation of human
trafficking. Taken together, these instruments create
a legal and institutional basis for the unification of
national legal systems, form a comprehensive ap-
proach to the identification and protection of victims
and contribute to the establishment of mechanisms
of interstate cooperation aimed at eliminating all
forms of human exploitation. Effective implementa-
tion of these norms requires the harmonisation of
national legislation, the development of specialised
procedures and monitoring systems, which is par-
ticularly relevant for countries with high levels of mi-
gration mobility and socio-economic vulnerability of
the population, such as the Central Asian states.
Comparative analysis of the national legisla-
tion of the Central Asian states. The conduct of a
comparative analysis of the national legislation of
the Central Asian states appears to be a necessary
stage of the research in order to assess the degree
of implementation of international legal standards
in the field of combating human trafficking. Despite

:12100:0::NO::P12100_INSTRUMENT_ID:312327.
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rus/docs/Z2400000110.
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minjust.gov.kg/1650/edition/1213498/ru.

the general declarative support for international in-
itiatives, the states of the region differ in the level of
institutional maturity, the availability of specialised
strategies and the comprehensiveness of approaches
to the protection of victims’ rights (Chu, 2025).

In the Republic of Kazakhstan, the regulation of
issues related to human trafficking is carried out by
the Criminal Code of the Republic of Kazakhstan3,
where Article 128 (“Human trafficking”) establishes
criminal liability for the recruitment, transportation,
transfer, harbouring or receipt of a person for the
purpose of exploitation. The notes to the Article clar-
ify that exploitation includes the use of a person for
prostitution, forced labour, slavery or other forms
of servitude, as well as the removal of organs or tis-
sues. Thus, Kazakh legislation has implemented the
key elements provided for in Article 3 of the Palermo
Protocol*, namely the triad of “acts - means - pur-
pose of exploitation”. In addition, issues of preven-
tion and victim protection are regulated by the Law
of the Republic of Kazakhstan “On Combating Human
Trafficking”®, which provides for the creation of a na-
tional coordination mechanism for assisting victims
and measures to raise public awareness and train
law-enforcement officers.

In the Kyrgyz Republic, provisions aimed at com-
bating human trafficking are enshrined in the Crim-
inal Code of the Kyrgyz Republic®, where Article 171
defines human trafficking as the recruitment, trans-
portation, transfer, harbouring or receipt of a person
using threats, force, fraud, abuse of power or of a po-
sition of vulnerability for the purpose of exploitation.
These provisions are also enshrined in the Law of the
Kyrgyz Republic No. 557, which establishes the state
system of measures for the prevention, detection, and
suppression of human trafficking and for the protec-
tion and rehabilitation of victims. The Law defines
the powers of state bodies, establishes the obliga-
tion to develop and implement state programmes in
the field of combating human trafficking, regulates
issues of interaction between public authorities and
international and non-governmental organisations
(NGOs), and provides for social protection, temporary
shelter and assistance to victims (Imankulov, 2021).

! Worst Forms of Child Labour Convention No. 182. (1999, June). Retrieved from https://normlex.ilo.org/dyn/nrmlx_en/f?p=NORMLEXPUB

2Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations
Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.

% Criminal Code of the Republic of Kazakhstan. (2014, July). Retrieved from https://adilet.zan.kz/rus/docs/K1400000226.

*Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations
Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
5 Law of the Republic of Kazakhstan No. 110-VIII ZRK “On Combating Human Trafficking”. (2024, July). Retrieved from https://adilet.zan.kz/

¢ Criminal Code of the Kyrgyz Republic. (2017, February). Retrieved from https://learningpartnership.org/sites/default/files/resources/

7 Law of the Kyrgyz Republic No. 55 “On the Prevention and Combating of Human Trafficking”. (2005, March). Retrieved from https://cbd.
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Furthermore, Resolution of the Government of the
Kyrgyz Republic No. 227' approved the National Ac-
tion Plan to Combat Human Trafficking for 2022-
2025, which details mechanisms of inter-agency
cooperation and victim protection. Overall, the crim-
inal-law definition of human trafficking complies with
international standards; however, the practical imple-
mentation of the provisions on victim protection re-
quires institutional strengthening. First, in the Kyrgyz
Republic there is no unified inter-agency mechanism
for the identification of victims of human trafficking,
which leads to under-reported statistics of registered
cases and limited access of victims to rehabilitation
services. The National Action Plan to Combat Human
Trafficking for 2022-2025 envisages the creation of
such mechanisms, but the process of the introduction
remains fragmented. Secondly, despite the formal en-
shrining of the right of victims to free legal aid and
temporary shelter, in practice these measures are ap-
plied to a limited extent due to insufficient funding for
specialised centres and the absence of trained person-
nel in law-enforcement bodies (Bear Trust, 2024).

In the Republic of Uzbekistan, the fight against hu-
man trafficking is regulated by the Law of the Repub-
lic of Uzbekistan No. ZRU-633 “On Combating Human
Trafficking”? and Article 135 of the Criminal Code of
the Republic of Uzbekistan®. The Law provides a com-
prehensive definition of human trafficking, structured
in line with the Palermo Protocol*: acts (recruitment,
transportation, transfer), means (coercion, fraud,
abuse of power) and purposes of exploitation (sexual,
labour, slavery, removal of organs). Unlike other states
of the region, Uzbekistan has introduced an institu-
tional model of counteraction, providing for The Na-
tional Commission for Combating Human Trafficking
and Forced Labour, which coordinates the implemen-
tation of measures on suppression, protection, and
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prevention. The Law also directly prohibits the use of
forced labour, which is consistent with the provisions of
the Forced Labour Convention No. 29° and the Protocol
of 2014 to the Forced Labour Convention®, ratified by
Uzbekistan in 2016.

In the Republic of Tajikistan, provisions regulating
human trafficking are contained in Article 130 of the
Criminal Code of the Republic of Tajikistan’, where
human trafficking is defined as the recruitment, trans-
portation, transfer, harbouring or receipt of a person
for the purpose of exploitation. The definition covers
the use of a person in slavery, forced labour, prosti-
tution, armed conflicts and the removal of organs or
tissues. In addition, the Law of the Republic of Tajik-
istan No. 1096 “On Combating Human Trafficking and
Providing Assistance to Victims of Human Traffick-
ing”® establishes the foundations of state policy in this
sphere, including the creation of temporary accommo-
dation centres and the provision of medical and legal
assistance to victims.

In Turkmenistan, criminal liability for human
trafficking is established in Article 129 of the Crimi-
nal Code of Turkmenistan®, where human trafficking
is understood as acts of recruitment, transportation,
transfer or harbouring of a person using fraud, vio-
lence, or the threat of violence for the purpose of ex-
ploitation. The statutory definition largely reproduces
the provisions of the Palermo Protocol?, but its appli-
cation is limited by the absence of detailed secondary
legislation and mechanisms of inter-agency coopera-
tion. Turkmenistan has also adopted the Law of Turk-
menistan “On Combating Human Trafficking”!!, which
enshrines the principles of cooperation between state
bodies and civil society; however, unlike Uzbekistan
and Kazakhstan, the legislation does not contain clear
provisions on the provision of social and legal assis-
tance to victims (Table 2).

! Resolution of the Government of the Kyrgyz Republic No. 227 “On National Action Plan to Combat Human Trafficking for 2022-2025". (2022,
April). Retrieved from https://cbd.minjust.gov.kg/159175/edition/1164358/ru.

2Law of the Republic of Uzbekistan No. ZRU-633 “On Combating Human Trafficking”. (2020, August). Retrieved from https://lex.uz/ru/
docs/49533109.

3Criminal Code of the Republic of Uzbekistan. (1994, September). Retrieved from https://online.zakon.kz/Document/?doc_
id=30421110&pos=4;-107#pos=4;-107.

*Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations
Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.

®Forced Labour Convention No. 29. (1930, June). Retrieved from https://www.ohchr.org/en/instruments-mechanisms/instruments/
forced-labour-convention-1930-no-29.

®Protocol of 2014 to the Forced Labour Convention. (2014, November). Retrieved from https://www.un.org/en/development/desa/
population/migration/generalassembly/docs/globalcompact/ILO_P_029.pdf.

7 Criminal Code of the Republic of Tajikistan. (1998, May). Retrieved from https://continent-online.com/Document/?doc_id=30397325.

8 Law of the Republic of Tajikistan No. 1096 “On Combating Human Trafficking and Providing Assistance to Victims of Human Trafficking”. (2014,
July). https://continent-online.com/Document/?doc_id=31598509.

? Criminal Code of Turkmenistan. (1997, June). Retrieved from https://www.refworld.org/legal/legislation/natlegbod /1997 /ru/150185.

12 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations
Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.

1 Law of Turkmenistan “On Combating Human Trafficking”. (2016, July). Retrieved from https://continent-online.com/Document/?doc_
id=34689902#pos=0;0.
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Table 2. Adaptation of international standards
for combating human trafficking (3P approach) in the national legislation of the Central Asian states

State

Prosecution

Protection

Prevention

Kazakhstan

Criminal liability is enshrined in
Article 128 of the Criminal Code; the
definition corresponds to the structure
“act - means - purpose of exploitation”;
sanctions are introduced for trafficking in
organs and forced labour

The Law of the Republic of
Kazakhstan No. 110-VIII ZRK
establishes the creation of a national
coordination mechanism for
assisting victims and guarantees
access to shelters and free legal aid

Educational and media campaigns
are envisaged, staff training is
conducted; measures to reduce
the vulnerability of migrants are
included

Kyrgyzstan

Article 171 of the Criminal Code fully
reflects the triad of elements; punishment
covers labour, sexual and child exploitation
and the removal of organs

Protection mechanisms are provided
for in the National Action Plan to
Combat Human Trafficking for 2022-
2025, but there is no unified inter-
agency identification mechanism
or adequate funding for assistance
centres

Preventive measures are described
in a declarative manner; these
measures are implemented
selectively with the support of
international organisations

Uzbekistan

Article 135 of the Criminal Code and
the Law of the Republic of Uzbekistan,
No. ZRU-633 implement the provisions
of the Palermo Protocol; The National

Commission for Combating Human
Trafficking and Forced Labour has been
established

Temporary accommodation centres

and rehabilitation programmes have

been introduced; access to legal and
medical assistance is ensured

Educational programmes and
campaigns to prevent forced labour,
especially in the agricultural sector,

are actively implemented

Tajikistan

Article 130 of the Criminal Code and
the Law of the Republic of Tajikistan
No. 1096 provide for criminal liability and
define forms of exploitation, including
participation in armed conflicts

The Law establishes guarantees
of victim protection, including
temporary accommodation, medical
and legal assistance

National programmes focus on
informing the population and
preventing labour exploitation of
migrants

Turkmenistan

Article 129 of the Criminal Code and the
Law of Turkmenistan “On Combating
Human Trafficking” enshrine the main
elements of the definition of human
trafficking in accordance with the Palermo
Protocol

General principles of assistance are
provided, but detailed procedures
and secondary legislation are lacking

Preventive measures are mainly
normative and declarative, without
systemic implementation

Source: compiled by the author based on the Law of the Republic of Kazakhstan No. 110-VIII ZRK?!, Law of the
Republic of Tajikistan No. 10962, Law of the Republic of Uzbekistan No. ZRU-6333, Law of Turkmenistan “On Com-
bating Human Trafficking”*, Criminal Code of the Kyrgyz Republic®, Criminal Code of the Republic of Kazakhstan®,
Criminal Code of the Republic of Uzbekistan’, Criminal Code of the Republic of Tajikistan®, Criminal Code of Turk-

menistan®

Overall, the comparative analysis shows that in all
Central Asian states the definition of human trafficking in
national criminallawis consistentwith the universal defi-
nition laid down in the Palermo Protocol'?, including the
triad of elements “acts - means - purpose of exploitation”.

Differences in the scope of forms of exploitation
covered become apparent when comparing the con-
tent of the special articles of the criminal codes of the
states of the region. Thus, in Kazakhstan Article 128

of the Criminal Code of the Republic of Kazakhstan, in
Uzbekistan Article 135 of the Criminal Code of the Re-
public of Uzbekistan, and in Tajikistan Article 130 of the
Criminal Code of the Republic of Tajikistan enshrine a
wide range of forms of exploitation. These include sexu-
al and labour exploitation, use in slavery and servitude,
involvement of children in criminal activity and the re-
moval of organs or tissues. Such extended regulation
makes it possible to implement the key elements of
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!Law of the Republic of Kazakhstan No. 110-VIII ZRK “On Combating Human Trafficking”. (2024, July). https://adilet.zan.kz/rus/docs/
72400000110.

2 Law of the Republic of Tajikistan No. 1096 “On Combating Human Trafficking and Providing Assistance to Victims of Human Trafficking”.
(2014, July). https://continent-online.com/Document/?doc_id=31598509.

3 Law of the Republic of Uzbekistan No. ZRU-633 “On Combating Human Trafficking”. (2020, August). Retrieved from https://lex.uz/ru/
docs/49533109.

*Law of Turkmenistan “On Combating Human Trafficking”. (2016, July). Retrieved from https://continent-online.com/Document/?doc_
id=34689902#pos=0;0.

5 Criminal Code of the Kyrgyz Republic. (2017, February). Retrieved from https://learningpartnership.org/sites/default/files/resources/
pdfs/Kyrgyzstan-Criminal-Code-2017-Kyrgyz.pdf.

6 Criminal Code of the Republic of Kazakhstan. (2014, July). Retrieved from https://adilet.zan.kz/rus/docs/K1400000226.

7Criminal Code of the Republic of Uzbekistan. (1994, September). Retrieved from https://online.zakon.kz/Document/?doc_
id=30421110&pos=4;-107#pos=4;-107.

8 Criminal Code of the Republic of Tajikistan. (1998, May). Retrieved from https://continent-online.com/Document/?doc_id=30397325

9 Criminal Code of Turkmenistan. (1997, June). Retrieved from https://www.refworld.org/legal/legislation/natleghod /1997 /ru/150185.

12 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations
Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.
aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.
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Article 3 of the Palermo Protocol, including the struc-
ture “acts - means - purpose of exploitation”.

By contrast, the legislation of Kyrgyzstan and
Turkmenistan is characterised by a narrower scope.
Article 171 of the Criminal Code of the Kyrgyz Republic
formally reproduces the triad of elements but covers a
limited list of forms of exploitation, focusing mainly on
sexual and labour exploitation. Similarly, Article 129
of the Criminal Code of Turkmenistan includes the ba-
sic elements of the definition of human trafficking but
does not contain detailed references to such forms as
the involvement of minors, the removal of organs or
exploitation in armed conflicts. This indicates the need
for further clarification and expansion of the norma-
tive content in order to ensure compliance with inter-
national standards. It creates a gap between the formal
existence of criminal liability and the actual capacity of
state bodies to identify victims, ensure the protection
and prevent re-exploitation.

Institutional and procedural aspects of the
implementation of legislation. The effectiveness of
national legislation in the field of combating human
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trafficking is determined not only by the degree of
its compliance with international standards but also
by the specific features of its institutional and pro-
cedural implementation. The existence of formally
progressive norms does not guarantee the effective
application without sustainable mechanisms of in-
ter-agency cooperation, professional training of per-
sonnel and adequate resource support. In the Central
Asian states, there are significant differences in the
level of development of the institutional infrastruc-
ture responsible for identifying, protecting and re-
habilitating victims of human trafficking and in the
effectiveness of procedures ensuring the criminal
prosecution of offenders and the prevention of this
phenomenon (Izbasova et al, 2021). The effective-
ness of national mechanisms for the identification
of victims is one of the key indicators of the practi-
cal implementation of international legal standards
in the field of combating human trafficking. Figure 1
presents the dynamics of the number of officially
identified victims of human trafficking in the Central
Asian countries for 2021 and 2023.

m2021
2023

Tajikistan Turkmenistan

Figure 1. Number of identified victims of human trafficking (officially registered), 2021 and 2023
Source: compiled by the author based on Office on Drugs and Crime of the United Nations (2024)

The analysis of the data presented shows three
main trends. First, in Kazakhstan there is a stable but
low level of victim identification - about two dozen cas-
es annually. Such statistical stagnation indicates limited
institutional capacity in the field of primary identifi-
cation and insufficient inter-agency coordination. For-
mally, Kazakhstan has an extensive regulatory frame-
work and specialised structures, but the effectiveness
of the work remains limited due to resource shortages,
fragmented databases and weak integration of NGO ef-
forts into state mechanisms.

Secondly, the dynamics in Kyrgyzstan and Uzbeki-
stan demonstrate an increase in institutional sensitiv-
ity to the problem. In Kyrgyzstan, the number of iden-
tified victims has doubled, which is associated with
active support from international organisations, the
introduction of mobile teams and the operation of hot-
lines. This growth indicates an improvement in the sys-
tem’s capacity to detect and record previously invisible
forms of exploitation, especially internal and labour

exploitation. A similar trend is observed in Uzbekistan,
where the number of identified victims more than dou-
bled between 2021 and 2023. This resultreflects institu-
tional reforms in the previous years, including the crea-
tion of The National Commission for Combating Human
Trafficking and Forced Labour, the standardisation of
investigation procedures and the expansion of training
programmes for social service workers. The increase
in statistics in this case should be considered a sign of
institutional consolidation rather than an increase in
actual criminality. Classic criminological studies em-
phasise that an increase in the number of registered
crimes is often a consequence of improved detection,
expansion of the powers of law-enforcement bodies
and greater effectiveness of registration procedures. In
particular, W.G. Skogan (1977) and D.H. Bayley (1994)
stressed that the intensification of law-enforcement ac-
tivity leads to higher official figures regardless of chang-
es in the real level of crime. At the same time, Tajikistan
shows the opposite trend - a significant decrease in the

! Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, supplementing the United Nations
Convention against Transnational Organized Crime. (2000, November). Retrieved from https://treaties.un.org/pages/ViewDetails.

aspx?src=TREATY&mtdsg_no=XVIII-12-a&chapter=18.
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number of officially identified victims. Possible reasons
include limited access to vulnerable groups, a reduc-
tion in international projects that previously ensured
primary identification, and differences in recording
methodology (Khamzin et al, 2022). In conditions of
resource scarcity and weak coordination between state
and non-governmental structures, the real number of
victims significantly exceeds the official data. Particu-
lar attention should be paid to Turkmenistan, for which
reliable and publicly available statistics are lacking. The
absence of transparent data does not allow an objective
assessment of the effectiveness of national measures
and is an indicator of institutional closedness.

Thus, the number of identified victims of human
trafficking reflects not so much the prevalence of traf-
ficking as the institutional activity and capacity of the
state to recognise and record cases of exploitation. In
countries where inter-agency information exchange
has been established and standardised identification
protocols have been introduced (Uzbekistan, partially
Kyrgyzstan), the indicators are higher; where proce-
dures are fragmented or purely formal (Kazakhstan,
Tajikistan), statistics remain low or decline. On average
in the region, only 10-20% of identified cases progress
to the stage of criminal prosecution (Office on Drugs
and Crime of the United Nations, 2024). The reasons re-
main the shortage of trained investigators, the absence
of unified protocols of interaction between the police
and social services, and the lack of funds for supporting
victims during the investigation process.

Consequently, achieving sustainable results re-
quires not only improved detection but also the
strengthening of links between identification, pro-
tection, and justice. Optimisation of national referral
mechanisms, integration of NGO data into official statis-
tics and the development of regional standards for re-
cording victims will make monitoring more comparable
and transparent. A scientifically grounded assessment
of progress in combating human trafficking is possible
only when normative harmonisation is combined with
institutional accountability and the regular publication
of reliable statistical data, which should become a pri-
ority of regional policy and international cooperation.

Discussion

The results of the conducted research are consistent
with the conclusions of A. Akanbi (2020), who empha-
sised that the effectiveness of international mecha-
nisms to counter human trafficking depends primarily
on the degree of legal harmonisation and coordination
of actions between states. The author’s study notes that
despite the existence of universal instruments such as
the Palermo Protocol and the United Nations Conven-
tion against Transnational Organised Crime, there re-
mains a significant disparity in the level of the imple-
mentation. The analysis by A. Akanbi demonstrates that
countries with a developed legal system and stable law

enforcement institutions show a higher level of compli-
ance with obligations, whereas states with transition
economies face difficulties in implementing provisions
on victim protection and international cooperation. The
results obtained in this research confirm this conclu-
sion: universal standards create a basis for the unifica-
tion of legislation, yet the effectiveness is directly linked
to the institutional capacity of participating states.

Similar observations are contained in the work of
K. Tanwar & S. Mishra (2025), who examined interna-
tional legal mechanisms for combating the trafficking
of women and children. The authors noted that a key
weakness of modern anti-crime strategies lies in the
imbalance between criminal prosecution and victim
protection, particularly in developing countries. The
analysis highlights that most states concentrate on sup-
pression, while paying insufficient attention to preven-
tion and rehabilitation of victims, which contradicts the
holistic logic of the “3P approach”. The findings of the
present research confirm these conclusions, demon-
strating that international instruments have signifi-
cantly strengthened the humanitarian component of
the anti-trafficking system, thereby balancing the pri-
orities of criminal and social response.

Y. Dandurand (2024) concluded that the interna-
tional legal effectiveness of combating human traffick-
ing is determined not only by the existence of treaty
provisions but also by the quality of international co-
operation in the areas of information exchange, ex-
tradition and joint investigations. The author’s study
notes that the Palermo Protocol has become not only
a codification instrument but also a political and legal
benchmark for the formation of a unified global cooper-
ation architecture. At the same time, the authors point
out that cooperation mechanisms often remain declar-
ative due to differences in national procedural stand-
ards and limited resources of transnational institutions.
This research confirms the conclusion of Y. Dandurand,
revealing that the practical implementation of the pro-
visions of international conventions requires not only
legal adaptation but also institutional strengthening of
competent bodies, which is especially important for the
Central Asian states where human trafficking is closely
linked to labour migration.

The results of the comparative analysis of the na-
tional legislation of the Central Asian states confirm
that all the countries studied have formally imple-
mented the key elements of the Palermo Protocol, in-
cluding the triad “acts - means - purpose of exploita-
tion”. These conclusions are supported by the work of
D. Esson et al. (2023), who noted that the states of the
region demonstrate formal compliance with interna-
tional standards in criminal law provisions, although
the level of institutional maturity and effectiveness of
victim protection mechanisms varies. At the same time,
convergence with the obtained results is observed in
relation to Kazakhstan and Uzbekistan, where a more
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developed institutional infrastructure and the presence
of specialised bodies coordinating measures to prevent
and suppress human trafficking can be seen. Meanwhile,
the results of the analysis show that in Kyrgyzstan, Ta-
jikistan, and Turkmenistan the practical implementa-
tion of victim protection and prevention measures re-
mains limited. This observation is consistent with the
findings of J. Kaye et al. (2019), who emphasised that in
countries with less developed institutional structures,
the introduction of effective inter-agency mechanisms
and ensuring victims’ access to rehabilitation services
face systemic difficulties. In particular, Kyrgyzstan lacks
a unified victim identification mechanism, which coin-
cides with the conclusions of the authors.

In Uzbekistan, an institutional model for combat-
ing human trafficking has been implemented through
the creation of the National Commission for Combating
Trafficking in Persons and Forced Labour. This model
ensures coordination of the activities of state bodies
and international partners, which is confirmed by the
findings of N. Mai et al. (2021). At the same time, the
authors note the need to strengthen the integration of
social and legal support for victims, especially in cas-
es of labour and sexual exploitation of migrants, which
corresponds with the observations concerning the
wide coverage of forms of exploitation in the legislation
of Uzbekistan and Kazakhstan.

The analysis of the findings of the study of institu-
tional and procedural aspects of the implementation
of national legislation in the field of combating human
trafficking shows that the existence of formally pro-
gressive norms does not guarantee the effective appli-
cation without sustainable mechanisms of inter-agency
interaction and adequate resource support. The data
obtained on the dynamics of victim identification in
the Central Asian countries confirm the conclusions of
K. Bryant & T. Landman (2020), who note that the effec-
tiveness of anti-trafficking measures depends primarily
on the organisational cohesion of state bodies and the
integration of efforts with the civil sector. The research
demonstrates that growth in the number of identified
cases often reflects improved institutional coordination
rather than an increase in crime, which coincides with
the observed trends in Uzbekistan and Kyrgyzstan.

The findings of the research in Kazakhstan, charac-
terised by a stable but low level of victim identification,
are consistent with the conclusions of Y. Buribayev &
Zh. Khamzina (2023), who point to limited institu-
tional capacity, fragmented databases and weak inte-
gration of NGOs into state mechanisms. At the same
time, a discrepancy is revealed between the number
of registered cases and the number of criminal pros-
ecutions, which reflects insufficient conversion of in-
stitutional activity into practical results, which is also
confirmed by the authors’ data on gaps in inter-agency
cooperation and staff training. Comparison with the re-
search by F. Farhana (2021) shows that international
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recommendations and law enforcement standards, in-
cluding investigation procedures and victim protection,
require adaptation to national conditions in order to
improve effectiveness.

In particular, a high level of formal regulatory
framework without proper integration with local social
services and the police does not ensure sufficient pro-
tection for victims, which is confirmed by the observed
trends in Tajikistan and Kazakhstan. Thus, the results of
the research demonstrate agreement with the authors’
conclusions regarding the key role of institutional co-
hesion, procedural standards and NGO participation,
while indicating specific regional differences in the im-
plementation of legislation.

Conclusions

The conducted analysis of the evolution of internation-
al legal regulation of human trafficking has shown that
the formation of the modern system of countering this
phenomenon represents the result of a long historical
process, during which humanity has moved from the
moral-ethical and fragmentary regulation of the nine-
teenth-twentieth centuries to the creation of a uni-
versal legal regime based on human rights protection
norms. The adoption of the Palermo Protocol became a
key stage in institutionalising states’ international obli-
gations, defining the legal content of the concept of “hu-
man trafficking” and introducing a comprehensive “3P
approach” aimed at criminalisation, victim protection
and the elimination of the causes of exploitation.

The analysis demonstrated that all Central Asian
states have formally implemented the triad of elements
“act - means - purpose of exploitation” in the criminal
codes, which indicates legal harmonisation with in-
ternational norms. At the same time, institutional in-
dicators of the implementation of these norms differ.
Kazakhstan, Kyrgyzstan, and Uzbekistan demonstrate
the highest degree of systematisation: in those states,
specialised laws on combating human trafficking are in
force, national commissions and coordination mecha-
nisms for assisting victims have been created, tempo-
rary shelter centres and rehabilitation programmes
are functioning. This confirms the transition from a
declarative level to an institutionalised response mod-
el. In Tajikistan and Turkmenistan, legal regulation of
combating human trafficking remains predominantly
criminal-law-oriented, with insufficient development
of prevention and victim protection mechanisms. In
Turkmenistan, the specialised law reproduces the pro-
visions of the Palermo Protocol but does not contain
detailed procedures for assistance, while Tajikistan, de-
spite having a sector-specific law, faces problems with
resource provision for support centres.

The analysis of institutional and procedural aspects
of the implementation of national legislation in the
field of combating human trafficking allows a number
of academic and practical conclusions to be drawn. The
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effectiveness of national mechanisms is determined not
only by formal compliance with international stand-
ards, but also by the ability of state bodies to ensure
timely and comprehensive victim identification, in-
ter-agency coordination and adequate resource provi-
sion. The dynamics of the number of officially identified
victims in the Central Asian countries show significant
variation: from a stable but low level in Kazakhstan to
a more than two-fold increase in Uzbekistan and Kyr-
gyzstan, which reflects differing levels of institutional
cohesion and interaction between governmental and
non-governmental structures.

Comparison of the data on the number of identified
cases with indicators of criminal case initiation shows
a low level of conversion of institutional activity into
real law enforcement outcomes - only 10-20% of cas-
es reach the stage of criminal prosecution. The main
reasons remain the shortage of qualified personnel, the

absence of unified protocols of interaction between law
enforcement and social services, as well as insufficient
funding for victim support processes. The results ob-
tained confirm the need for a comprehensive approach
to improving the effectiveness of national legislation
in the field of combating human trafficking, combining
regulatory harmonisation, development of institutional
infrastructure, integration of NGO data and ensuring in-
ter-agency cooperation.
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AHoTauia

MeTorw fgociipkeHHST OYB aHaJi3 CTymeHs BiJNOBiZHOCTI HaI[iOHAJILHOrO 3aKOHO/JABCTBA J[lepXKaB
LeHTpanbHOl A3ii Mi>kHapoJHUMM HOpMaM i cTaHAApTaM 040 NPOTHAIl TOPTiBJi JiIoABMU. Y AOCHIAKEeHH]
3aCTOCOBAaHO CUCTEMHUH, GpopMasbHO-IOPUAUYHUN Ta NOPiBHAJIBHO-IPAaBOBUN MeTOAH, 110 3ab6e3mevyusio
KOMILJIEKCHE BUBYEHHS MDXXHApOJHO-NPAaBOBUX CTAHAAPTIB i HalllOHAJIBHUX MeXaHi3MiB NpPOTUAIl TOprisji
JII0ibMU. BcTaHoB/IEHO, 1110 BCi KpaiHU popMasIibHO iMIIJIEMEHTYBaIM Tpiasy eJleMeHTIB «Jis - 3acib - MeTa
eKCILTyaTaljii», 3aKpinseHy B [laJepMCbKOMy IPOTOKOJII, IPOTe piBeHb IHCTUTYLIMHOI peaisanil cTaHAapTiB
icToTHO BiApi3HAEeTbCA. Bysio BUABJIEHO, 110 HAWMNOBHilWy MoJesb NpOTHAII cTBopeHOo B Kasaxcrawi,
Kupruscrani ¥ Ys6ekucrani, fie AifoTb HaljioHajabHI KoMicii Ta MexaHi3MH 3aXMCTy >XepTB, HATOMICTb
y Tamxukucrani ¥ TypkMeHicTaHi, monpu HasBHICTb 6a30BUX HOPMAaTHMBHO-NPABOBHX aKTiB, CHUCTeMa
3aX0/iiB 3aXUCTY KepTB € PparMeHTApHOI, BUPI3ZHAETbCA HEJOCTATHBOIO iIHCTUTYLiHHOI KOOpPAUHALIEWD,
o o6MeXxye epeKTHUBHICTb MPAKTHUYHOI peasisalii. ¥ Mexax AOCJi[»KeHHs 3'sCOBaHO, [0 ePEeKTHUBHICTh
HalliloHa/JIbHOT'O 3aKOHOJABCTBa ¥ cdepi npoTuii Toprisii JroapMu B kpaiHax LleHTpasabHoi A3il pisHUTBCA
3aJIeXKHO Bifi cTyneHst iHCTUTYLiHiHOI 3rypTOBaHOCTI Ta AKOCTi npoueAyp izeHTudikanii >keptB. ¥ Kazaxcrasi
KiJIbKiCTh 0dil[iiHO 3apeecTpoBaHUX KEPTB 3ATUIIAETHCS Ha pPiBHI 6JIM3BKO JBOX JECATKIB BUIMAAKIB
mopivyHo, BogHo4Yac y Kupruscrani i Y36ekuctaHi BoHa 36isbinuiacs Ha noHaz 50 % 3a 2021-2023 poky, 1m0
Bifo6paka€ miABUIEHHS IHCTUTYLIMHOI Yy TJIMBOCTI Ta MOJIiNIeHHs MiXKBiZloM40i KoopguHauii. 3jilicHeHu !
aHaJIi3 3aCBiJYMB HU3bKHUH piBeHb «KOHBepCil» BUABJIEHNUX BUNIA/IKIB Yy KDMMiHaJIbHe Nepec/lilyBaHHA — JUlle
10-20 % BumaakiB A0X0AAThb [0 CyAy, L0 BKa3ye Ha HEOOXiHICTb MOCUJIeHHs iHTerpauii mpoieciB
imenTudikanii, 3axucty Ta npaBocyaas. PesyabTaTh JOCTiKEHHSA MOXKe 6y TH BUKOPUCTAHO JIJIs OITUMi3allii
HalllOHa/JIbHUX MexaHi3MiB BHSBJIEHHS Ta 3axUCTy >XePTB TOPTiBJI JIIOJbMH, 30KpeMa po3pobJeHHS
CTaH/AapPTHU30BaHUX IPOTOKOJIIB MiXkBiZloM4y01 B3aeMoii Ta iHTerpauii faHux B odinifiHy cTaTUCTHUKY
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Abstract

The aim of the study was to examine the effectiveness of applying artificial-intelligence algorithms in the
financial-monitoring system. The methodology included a comparative analysis of the practices of the
United States, the European Union and Ukraine, a case analysis of international financial incidents (United
States, European Union, Ukraine), and an assessment of the regulatory framework. It was established that the
regulatory basis for a rule-based system is enshrined in the international standards of the Financial Action Task
Force and implemented in the legislation of the European Union, the United States and Ukraine, which ensures
transparency of control while simultaneously reducing adaptability to new schemes. In the United States,
legal norms ensure strict reporting and sanctions, yet these norms demonstrated critical gaps in rule-based
monitoring. In the European Union, multi-level directives strengthened centralised supervision while preserving
the problem of bureaucratic inertia. In Ukraine, cryptocurrency Anti-Money Laundering still remained limited.
It was identified that in the 2024 judgments of the High Anti-Corruption Court there were recorded cases of
using fractional land deals totalling more than 3.1 million dollars, as well as large-scale organised schemes that
rule-based systems did not detect. The 2024 statistics (1.75 million financial reports, UAH 12.1 billion of seized
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assets) demonstrated the scale of Ukraine’s Anti-Money Laundering system but revealed the need to reduce
false positives and strengthen analytics. Alignment with international practice showed that the effectiveness of
future anti-money-laundering solutions for Ukraine is possible only if the regulatory framework is combined
with Al models that meet the requirements of the Financial Action Task Force and the European Union. The
practical significance lay in applying the results by banks, regulators and law-enforcement bodies of Ukraine to
reduce false positives, detect complex schemes and adapt monitoring systems to international standards

Keywords:

model explainability; federated learning; graph neural networks; graph autoencoders; reduction of false
positives; cryptocurrency operations; privacy of transactional data

Introduction

Money laundering presents a significant threat to global
financial stability. According to the United Nations Con-
ference on Trade and Development (UNCTAD) (2023),
significant volumes of illicit financial flows were iden-
tified in Namibia, including through customs-value ma-
nipulation and misinvoicing in external trade. Prelimi-
nary estimates cover the period 2010-2020 and show
that such practices lead to substantial losses of state
revenues and distort trade statistics. This underscores
the need to increase the transparency of financial op-
erations and international cooperation in countering
illicit financial flows (2023). In traditional approaches,
rule-based systems dominated, operating on the basis
of static rules and threshold values; however, the inef-
ficiency became evident - these systems generate large
numbers of false alerts and are unable to respond in a
timely manner to new and complex money-laundering
schemes (Bakry et al, 2024). This overloads compli-
ance units and reduces the effectiveness of monitoring,
which creates the need to introduce innovative solu-
tions based on Artificial Intelligence (AI) (Singh, 2025).
The state of scientific research shows growing
interest in the application of machine-learning and
deep-learning algorithms in the field of Anti-Money
Laundering (AML). B. Dumitrescu et al. (2022) proved
that anomaly-detection methods in transaction graphs
provide a higher level of identification of suspicious
operations in banking networks. Graph representation
of data specifically makes it possible to capture hidden
links between clients and transactions that remain in-
visible to tabular models. This confirmed a significant
advantage of anomaly detection in complex multi-level
schemes. The study by R.L.T. Jensen & A. losifidis (2023)
found that the use of deep-learning algorithms can sub-
stantially reduce the number of false alarms in AML
systems. The authors demonstrated that the model in-
creases precision without a loss of recall, i.e., ensures a
more balanced approach to compliance. This indicated
a real possibility of optimising monitoring processes.
The integration of Al into banking analytics and
regulatory compliance was also detailed in the work
of S. Rana et al. (2025). The authors found that the use
of Al systems makes it possible to increase the accura-
cy of identifying suspicious transactions and ensures
compliance with modern regulatory requirements. The

study also emphasised the economic value of introduc-
ing such technologies, as these technologies reduce the
workload on financial-monitoring units and optimise
banks’ resources. The application of big-data analytics
in the forensics of financial crimes was developed in
the study by M. Purohit & H. Barot (2024). The authors
showed that a data-driven-forensics approach opens
new possibilities for detecting hidden patterns in fi-
nancial flows. Using large data sets makes it possible
to identify complex criminal structures that remain un-
noticed by classical rule-based methods, thereby cre-
ating additional tools for more effective counteraction
to money laundering. In the field of digital assets, pro-
tecting cryptocurrency networks is key. S. Balusamy et
al. (2025) concluded that combining Al with blockchain
technologies can significantly enhance the security of
financial operations. The authors emphasised that
such an approach ensures transparency of transactions
while simultaneously creating an additional layer of
protection in a high-risk environment.

The evolution of the Ukrainian AML framework
makes a significant contribution to understanding the
adaptation of the national system to European stand-
ards. In the study by A. Fortunenko et al. (2025), it was
shown that expanding the liability of legal entities helps
increase financial transparency and strengthen institu-
tional mechanisms for countering money laundering.
This has direct relevance for the integration of inno-
vative approaches, including Al, because effective ap-
plication of technologies is only possible with a robust
legal foundation. The work of S. Kalabukhova (2025)
emphasised that systematic collection and processing
of information is a key factor in the effectiveness of
analytical activity in the field of financial intelligence,
enabling the timely detection of hidden schemes and
minimising errors in law enforcement. This conclusion
has universal significance, as it demonstrates that ef-
fective implementation of technologies (including Al) is
possible only under conditions of a clearly structured
analytical process.

A similar position is held by D. Ovsianiuk (2024),
who noted that the clear structuring of stages - from
the collection and verification of information to its in-
terpretation and use in decision-making - is a key fac-
tor in the effectiveness of analytics. Such an approach
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allows hidden schemes to be detected in a timely man-
ner, reduces the risk of errors in law enforcement,
and increases the overall effectiveness of combating
financial crimes. The opportunities and challenges of
implementing Al in Ukraine’s banking sector became
the subject of analysis in the work of N. Horobets et
al. (2025). The authors showed that the use of Al can
significantly reduce the level of false alerts in transac-
tion-monitoring processes while simultaneously re-
quiring compliance with the General Data Protection
Regulation (GDPR)! and the Al Act? which defined the
conditions for effective integration of technologies into
the national AML system. However, a significant part of
the research focused on the technical aspects of anom-
aly detection, while less attention was paid to issues of
model explainability and the legal legitimacy in judicial
and regulatory processes.

Secondly, existing studies were mainly focused
on the international context, whereas the Ukrainian
experience was covered fragmentarily and required
systematic analysis. The issue of integrating innova-
tive approaches into already existing rule-based sys-
tems, which still dominate financial institutions, also
remained insufficiently developed. Therefore, the aim
of the study was the theoretical assessment of the ef-
fectiveness of artificial-intelligence algorithms for im-
proving the accuracy and adaptability of the detection
of financial offences. The research hypothesis was that
artificial-intelligence algorithms, in particular anoma-
ly-detection methods of machine learning, allow the de-
tection of suspicious financial transactions with high-
er accuracy than rule-based systems, especially in the
presence of complex patterns or atypical behaviour.

Materials and Methods

The study covered an analysis of traditional rule-based
systems and international practices and outlined are-
as for adapting the Ukrainian system to international
practices. The choice of countries was determined by
the fact that the United States had leading experience in
applying rule-based and Al approaches, the EU formed
supranational standards and ethical requirements, and
Ukraine was adapting these practices in the process of
European integration. This made it possible to identify
both common features and challenges relevant for the
further harmonisation of Ukrainian practice with inter-
national approaches.

Traditional rule-based systems were presented in
order to assess the advantages of static rules for reg-
ulators and auditors (simplicity, transparency) and
to identify the limitations. Rule-based systems were
chosen as the baseline because these systems were
enshrined in laws and standards and were simple to
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apply. To confirm the limitations, the method of case
analysis of international - COVID-19 relief fraud and
AML Bitcoin fraud (United States) (U.S. Department of
Justice, Office of Public Affairs, 2025a; U.S. Department
of Justice, Office of Public Affairs, 2025b), TD Bank mon-
ey laundering (United States) (FinCEN, 2024), fake-art
money laundering (EU) (Eurojust, 2024) - and Ukrain-
ian examples of money-laundering and fraud schemes
(National Police of Ukraine, 2023; 2024; National Po-
lice of Ukraine - Zaporizhzhia Region, 2025) was ap-
plied to demonstrate practical incidents of rule-based
approaches (the sources used were official publications
of U.S. state bodies reflecting court judgments and plea
agreements with fines (TD Bank). Full court decisions
were available only via the PACER system, therefore
open official releases were used. The fake-art mon-
ey-laundering case (EU) was at the indictment stage;
final court decisions were not publicly available, there-
fore an official Eurojust (2024) press release was used).

The method of systematisation and comparison of
practices of using Al methods based on academic re-
search was also applied; Explainable Al was analysed
for decision transparency, graph and generative models
were analysed for detecting hidden schemes and reduc-
ing false positives, and simulation environments were
used for testing algorithms. The task of this stage was
to show the limitations of traditional rules and to prove
the feasibility of integrating Al solutions into national
AML frameworks.

A method of comparative analysis of the AML sys-
tems of the EU, the United States and Ukraine was
applied, which provided for a structured comparison
of key aspects: legislation, supervisory authorities, re-
porting mechanisms, regulation of cryptocurrencies,
sanctions, ethical dimensions and international co-
operation. This made it possible to assess the degree
of harmonisation with the standards of the Financial
Action Task Force (FATF) and to identify the strengths
and weaknesses of each jurisdiction: EU regulatory
framework, European Banking Authority, United States,
Ukraine, international legal standard.

Results and Discussion

Limitations of traditional rule-based systems and
the potential of Al in the AML. Traditional rule-based
systems in the sphere of combating money launder-
ing are financial-monitoring algorithms that function
on the basis of predefined rules and threshold val-
ues, for example limits on the amount or frequency
of transactions. The advantage lies in the simplicity
of implementation and comprehensibility for regula-
tors and auditors. Such approaches are expressly en-
shrined in international and national standards, in the

! General Data Protection Regulation. (2016, April). Retrieved from https://commission.europa.eu/law/law-topic/data-protection/legal-

framework-eu-data-protection_en?utm_source=.

2Regulation of the European Parliament and of the Council No. 2024/1689 “On Harmonised Rules on Artificial Intelligence (Artificial
Intelligence Act)”. (2024, August). Retrieved from https://eur-lex.europa.eu/eli/reg/2024/1689/0j.
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Law of Ukraine No. 361-IX}, in the United States - the
Bank Secrecy Act?, the USA Patriot Act?, the Anti-Mon-
ey Laundering Act of 2020% and in the EU -Directive
No. 2015/849%, and No. 2018/843¢.

Directive No. 2018/16737, as well as in the
FATF (2025) recommendations. The advantage is the
simplicity of implementation and interpretation, which
makes rule-based solutions convenient for regulators
and auditors. At the same time, the limitation of such
an approach is manifested in weak sensitivity to new
and complex patterns. An example is the TD Bank case
in the United States, where the system missed about
92% of transactions amounting to $18.3 trillion, which
became the basis for regulatory measures. In October
2024, TD Bank N.A,, together with its parent company
TD Bank US Holding Company, was subjected to inves-
tigation due to violations of the Bank Secrecy Act® and
systemic shortcomings in combating money laundering.
Between 2018 and 2024, a bank client carried out more
than $470 million in illegal transactions through bank
branches, using large cash deposits and wire transfers
that were not properly identified by employees.

In addition, five bank employees conspired with
criminal organisations to open accounts used to laun-
der $39 million to Colombia, including proceeds from
drug trafficking. As a result of the incident, TD Bank
agreed to multibillion-dollar fines, asset restrictions,
the appointment of an independent monitor, and
the strengthening of internal controls and anti-mon-
ey-laundering staff. This case underscores the critical
need to comply with anti-money-laundering standards
and effective internal controls, since the violation leads
to financial and reputational risks (FinCEn, 2024). This
indicates that the static nature of rule-based systems
creates critical gaps in adapting to new schemes.

In contrast to static rules, Al methods are based on
machine learning and are capable of detecting complex
multi-level patterns in financial data. The use of Ex-
plainable Al in the AML sphere is necessary to ensure
the legitimacy of such systems in courts and to build
public trust. Regulators emphasise that automated de-
cisions must be justified; otherwise, there is a risk of
legal challenges. The processing of transactional data

simultaneously creates privacy risks, particularly in the
EU, where the GDPR applies. One promising approach
is federated learning, which makes it possible to train
models without transferring raw data, preserving cli-
ents’ privacy (Konstantinidis & Gegov, 2024). Al tools
significantly outperform traditional rule-based sys-
tems in accuracy and adaptability, particularly in de-
tecting complex money-laundering schemes through
cryptocurrencies. Algorithms are capable not only of
detecting anomalous transactional flows, but also of
recognising hidden schemes that remain invisible to
classical methods. This increases the effectiveness of
AML systems, reduces the risk of erroneous decisions,
and ensures greater sensitivity to new types of finan-
cial abuse (Altman et al., 2023). Algorithms based on
graph neural networks demonstrate significant effec-
tiveness in detecting complex transactional links that
remain unnoticed by traditional rule-based systems.
These models have shown the ability to identify hidden
relationships between different participants in finan-
cial networks and to detect potential beneficiaries. This
underscores the promise of applying graph methods in
the development of hybrid AML systems that combine
technological accuracy with requirements for legal sub-
stantiation (Wéjcik, 2024).

To evaluate the effectiveness of anti-money-laun-
dering algorithms, studies use a specialised multi-agent
simulator that models the full laundering cycle: from
the placement of funds obtained from various types
of criminal activity to the layering and integration into
the legal economy. The environment reproduces trans-
actions between different participants (banks, compa-
nies, private individuals) and allows algorithms to be
tested on controlled examples. Its value lies in the abil-
ity to reproduce typical laundering schemes (for exam-
ple, cycles or branching) while preserving the full con-
fidentiality of real client data. This contributes to the
development of more accurate and adaptive Al systems
in the AML sphere, particularly in terms of cross-bor-
der transactions and scenarios that are difficult to trace
by classical methods (Johannessen & Jullum, 2023).
Indicative is the example of using graph-based gen-
erative models, which have demonstrated the ability
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! Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of the Proceeds of Crime, Financing of Terrorism
and Financing of Proliferation of Weapons of Mass Destruction”. (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/361-20?utm_source= #Text.

2Bank Secrecy Act of USA. (1970, October). Retrieved from https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-
2022-title31-subtitleIV-chap53-subchapll.pdf?utm_source=.

3 USA Patriot Act. (2001, October). Retrieved from https://www.congress.gov/bill/107th-congress/house-bill /3162 /text?utm_source=.

* Anti-Money Laundering Act of USA. (2020, April). Retrieved from https://www.congress.gov/bill/116th-congress/house-bill/6395/
text?utm_source=.

5 Directive of the European Parliament and of the Council No. 2015/849 “On the Prevention of the Use of the Financial System for the
Purposes of Money Laundering or Terrorist Financing”. (2015, May). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:32015L0849&utm_source=.
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System for the Purposes of Money Laundering or Terrorist Financing. (2018, May). Retrieved from https://eur-lex.europa.eu/legal-content/
EN/TXT/?uri=CELEX:32018L0843&utm_source=.

7 Directive of the European Parliament and of the Council No. 2018/1673 “On Combating Money Laundering by Criminal Law”. (2018,
October). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=CELEX:32018L1673&utm_source=.
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simultaneously to reduce the number of false positives
and to maintain high sensitivity to truly suspicious oper-
ations. This conceptually confirms the advantage of in-
telligent methods over exclusively rule-based monitor-
ing, especially in scenarios with multistep and complex
transactional schemes (Karthikeyan & Bhowmik, 2025).

Although Al methods require high-quality data
and create challenges in terms of explainability and
privacy, such methods form the foundation of modern
AML systems. These methods outperform rule-based
solutions in accuracy, adaptability, and the ability to
detect new and complex schemes. Rule-based systems
may remain a basic filter for obvious anomalies (for
example, large cash transfers), but the static nature
and narrow range make these systems insufficient as
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the primary tool. In contrast, Al approaches are ca-
pable of working with large and heterogeneous data,
considering the dynamics of transactional flows and
increasing the reliability of law-enforcement prac-
tice in the sphere of combating money laundering.
Although rule-based systems for combating money
laundering formally comply with international stand-
ards, the practical application demonstrates a number
of significant limitations. Such systems are capable
mainly of identifying obvious anomalies; however, the
static nature makes timely responses to complex, mul-
ti-level and cross-border schemes impossible. This is
confirmed by examples from international practice,
where significant financial crimes remained without
proper control, summarised in Table 1.

Table 1. Empirical analysis of cases of limitations of rule-based approaches in AML and the imperative to use Al

Case

Description

Failure of rule-based
approaches

Need for Al analytics

COVID-19 relief fraud

More than $11 million illegally obtained as
loans under the Paycheck Protection Program
(PPP). Funds were laundered through real estate

Rule-based document checks
did not detect forgeries
and inflated indicators;

Al is able to analyse large
data sets, detect falsified
documents and hidden

and personal expenses. Sentence: 7 years’
imprisonment

(USA) . . these checks did not track transactional networks,
(25 properties), gambling and other assets. . . ) .
A . . . anomalous behaviour after | reducing the risks of abuse in
Sentence: 15+ years’ imprisonment, confiscation -
receiving funds state programmes
The fraudulent cryptocurrency scheme caused Rule-based systems did not Aércaﬁé?tiggg;?ggﬂggs
$10 million in losses to investors, $2 million recognise false statements f}tfgudulent networks
AML Bitcoin fraud (USA) of which were laundered through real estate and did not detect !

patterns of transactions in
cryptocurrency

strengthening legal
mechanisms for protecting
investors in digital assets

Fake art money
laundering (EU)

More than 2,000 counterfeit works of art seized,
38 persons arrested. Potential losses - €200
million. The scheme covered Belgium, France,
Italy, and Spain

Rule-based approaches
failed to detect cross-border
schemes and to verify the
authenticity of works

Al enables the tracking of
cross-border networks and
anomalies in the art market,
ensuring more effective legal
oversight and reducing the
risks of trade in forgeries.

TD Bank money
laundering (USA)

TD Bank found guilty of large-scale AML
violations: $3 billion in fines, $470 million
laundered through branches. 92% of
transactions (totalling $18.3 trillion) remained
outside monitoring

Use of outdated systems
(10 years without updates),
lack of control of large
deposits and transfers,
systemic deficits in financial
monitoring

Al is able to monitor large
volumes of transactions in
real time and detect complex
schemes, reducing legal risks
for banks and increasing trust
in the financial system

Money laundering
through resale of
securities (Ukraine)
(National Police of
Ukraine, 2024)

Activities of an organised group that legalised
more than UAH 1 billion through fictitious
operations with the resale of securities on the
stock exchange

Traditional systems perceived
transactions as lawful
because documents formally
met the requirements,
and did not detect cyclical
resales between the same
participants

Al can analyse the intensity
of transactions and hidden
links between companies,
detecting anomalous cycles

of resale

Money laundering
via VAT-refund
schemes (Ukraine)
(National Police of

Criminal activity of enterprises which, through
fictitious employment of persons with
disabilities, illegally obtained tax benefits and
formed an inflated tax credit. This made it

Rule-based approaches
did not detect systematic
features in tax declarations
and fictitious use of benefits,

Al for early detection of
suspicious flows and building

Cryptocurrency fraud
totalling more than UAH
3.5 million (Ukraine)*

the amount of more than UAH 3.5 million. The
obtained digital assets were transferred to
personal wallets on the blockchain and then
partially converted into cash. The scheme was
built using online platforms for trading virtual
assets and subsequent “laundering” through
exchangers

Ukraine - Zaporizhzhia | possible to file declarations with unlawful VAT- | which allowed abuse of the risk profiles
Region, 2025) refund amounts of more than UAH 200 million VAT-refund mechanism
Illegal misappropriation of cryptocurrency in Al algorithms of graph

Traditional banking
and tax systems did not
track transactions on the
blockchain, which made
timely response to fraudulent
actions impossible

analysis make it possible
to identify suspicious
wallets, trace chains of
cryptocurrency transactions
and form an evidentiary base
for criminal proceedings

Sources: compiled by the authors based on the FinCEN (2024), Eurojust (2024), U.S. Department of Justice, Office
of Public Affairs (2025a; 2025b)

! Directive of the European Parliament and of the Council No. 2015/849 “On the Prevention of the Use of the Financial System for the
Purposes of Money Laundering or Terrorist Financing”. (2015, May). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT /?uri=CELEX:32015L0849&utm_source=.
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Rule-based approaches, despite the formal compli-
ance with international standards, demonstrate serious
limitations in practical application. These approaches
do not ensure an adequate response to complex, mul-
ti-level and cross-border money-laundering schemes,
which creates risks for both public finances and pri-
vate investors. In this context, the use of Al is not only a
technological innovation but also a necessary condition
for strengthening the legal system of combating mon-
ey laundering. Al algorithms are capable of forming an
evidentiary base for judicial processes, increasing the
transparency of the financial sector, reducing the risks
of appeals against decisions and strengthening trust in
regulatory institutions. The expediency ofimplementing
Al in AML systems is determined not so much by tech-
nological advantages as by legal, practical and economic
necessity: to ensure compliance with legislative require-
ments, to increase the effectiveness of law enforce-
ment and to protect the financial stability of the state.

The results of the study demonstrated that rule-
based systems generate a significant volume of
false-positive alerts, which leads to the blocking of
legitimate clients. This correlated with the work of
AN. Bakry et al. (2024), who proved that automated
ML solutions are capable of reducing the number of
false positives due to adaptive signal suppression. The
comparison revealed similarity in detecting multi-level
money-laundering schemes that remained unnoticed
by traditional rule-based systems. The comparison of
results shows a common trend: rule-based systems
are limited in detecting complex and multi-level mon-
ey-laundering schemes, whereas Al algorithms have a
significantly higher potential for the identification. The
results of the study also revealed that Al approaches
significantly outperform rule-based systems in detect-
ing multi-level money-laundering schemes. At the same
time, such approaches do not completely eliminate the
problem of false positives, which creates a risk of block-
ing legitimate clients and legal consequences for banks.
This corresponded to the conclusions of the study by
Y. Chen et al. (2025), which confirmed the effectiveness
of Al in the sphere of cryptocurrency transactions. The
authors emphasised that combining different methods
ensures higher accuracy and legal reliability, which
meant that rule-based approaches are insufficient,
whereas Al forms the foundation of modern 21%-cen-
tury AML systems.

The study by E.]J. Reite et al. (2025) showed that
the application of Al in classifying clients by risk level
makes it possible to reduce the number of false posi-
tives while simultaneously increasing the detection of
suspicious transactions. Such an approach makes moni-
toring more effective and directs resources to truly dan-
gerous categories of clients. The obtained results cor-
relate with the conclusions of the current study that Al
approaches outperform rule-based systems in accuracy
and adaptability, as well as the ability of Al to work with

large data sets and to detect hidden financial networks.
This confirms that risk-oriented classification is a key
tool for increasing the effectiveness of AML systems.

The results of the study confirmed that rule-based
systems can be used only as a basic filter, since the low
sensitivity makes these sytems insufficient in the fight
against complex money-laundering schemes. In con-
trast, Al approaches demonstrated the ability to reduce
false positives, adapt to the dynamics of transactions
and meet the requirements of regulators. Similar con-
clusions are presented in the work of V. Singh (2025),
where machine learning is considered as a tool for op-
timising AML policies, capable of combining techno-
logical efficiency and legal compliance with regulatory
requirements. The study by H. Gandhi et al. (2024) also
confirmed these trends, drawing attention to the ad-
vantages of AI/ML in combating complex schemes, par-
ticularly in the sphere of cryptocurrency transactions.
At the same time, the authors emphasised the chal-
lenges of explainability and privacy protection, which
remain critical for the legal legitimacy of such solutions.
Taken together, this confirms that the development of
AML systems is inseparable from the implementation
of Al, since it is Al that ensures the balance between
detection accuracy, protection of clients’ rights and
compliance with standards. Thus, despite regulatory
embeddedness and ease of use, rule-based systems re-
main overly static and are characterised by a high level
of false-positive alerts. In contrast, Al approaches pro-
vide significant accuracy, the ability to detect multi-lev-
el schemes and a reduction in erroneous signals.

International standards of the Financial Action
Task Force (FATF) and the features of implementa-
tion in Ukrainian legislation. The FATF (2025) rec-
ommendations are the global standard for combating
money laundering and terrorist financing. These Rec-
ommendations do not have direct legal force, but each
jurisdiction implements the recommendations in its
own laws and regulations. These standards are focused
on cryptocurrencies and VASPs, as well as on the con-
trol of anonymous wallets and rapid transactions. The
FATF carries out peer reviews and applies the tools of
“grey” and “black lists”, which forces countries to im-
prove the AML legislation. The FATF acts as a “matrix”,
and the EU, the United States and Ukraine implement
these standards in the own laws, supervisory bodies
and practical cases.

Cryptocurrency transactions combine publicity
and anonymity: all operations are stored in an open
register, yet wallet owners remain pseudo-anony-
mous. This creates conditions for the legalisation of
proceeds, since large transfers can be hidden among
millions of small transactions. The FATF separately em-
phasised the risks associated with anonymous wallets
and high-speed transactions and obliged countries to
strengthen the regulation of VASPs. The EU, the United
States and Ukraine form three different approaches to
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AML/CTFregulationthatcombinethe FATFinternational
standards with national specificities. The study of these
models makes it possible to evaluate the effectiveness
of centralised and decentralised supervision, the scale
of sanctions and the readiness to respond to new chal-
lenges, particularly in the sphere of cryptocurrencies.

In the EU, the key act is Directive No. 2015/849?,
which establishes the foundations for combating mon-
ey laundering and terrorist financing. Article 30 pro-
vides for the creation of registers of beneficial own-
ers; however, practice has shown fragmentation of
approaches in different Member States, which compli-
cates cross-border access to data. Amendments intro-
duced by Directive No. 2018/843? expanded the list
of obliged entities, including providers of services for
virtual assets (VASPs), but at the same time created a
risk of bureaucratisation and excessive burden on small
businesses. In addition, Directive (EU) 2018/16733
criminalised money laundering at the Union level but
left room for divergent interpretations of sanctions
among Member States. The European Banking Author-
ity (2025), noted that the lack of harmonisation in su-
pervision creates “regulatory arbitrage”.

In the United States, the main problem is the ar-
chaic nature of certain provisions of the Bank Secrecy
Act of USA”. In particular, section 5313 requires man-
datory reports on transactions over $10,000, which,
in the modern conditions of the 21% century, leads to
an excessive volume of reports without increasing the
effectiveness of the fight against ML. The amendments
of Money Laundering Control Act® and the Patriot Act®,
Title III significantly expanded FinCEN’s powers, but
the broad interpretation became the subject of crit-
icism due to the risk of excessive interference with
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privacy. Even the Anti-Money Laundering Act’, which
introduced requirements for beneficial-ownership re-
porting, was partially revised by FinCEN (2025), raising
doubts about compliance with FATF Recommendation
24 (FinCEN, 2025). As a result, the system is character-
ised by an overload of SAR reports and inconsistent ap-
proaches to the regulation of cryptocurrencies.

In Ukraine, the basis is the Law No. 361-IX8 which
implemented the FATF standards. At the same time,
Article 209 of the Criminal Code of Ukraine® contains
wording that allows the avoidance of criminal liability
when intent is not proven, and the 2025 amendments
only partially eliminated this gap. Cabinet of Minis-
ters Resolutions No. 692! and No. 800'! detailed the
reporting procedure, but in practice led to excessive
regulation and a conflict between state and banking
procedures. The State Financial Monitoring Service of
Ukraine (2023), in methodological recommendations,
focused on new threats (in particular modern forms of
slavery), yet the sphere of cryptocurrencies remains un-
der insufficient control, which contradicts FATF (2025)
Recommendation 15. Even positive steps, such as the
introduction of corporate criminal liability provided
for in legislative initiatives formed on the basis of the
analytical conclusions of the State Financial Monitoring
Service of Ukraine (2025), indicate the gradual evolu-
tion of the national system of combating money laun-
dering towards alignment with FATF standards.

Although the FATF Recommendations set a unified
international standard, the implementation demon-
strates significant legal challenges. In the EU, the prob-
lem remains fragmentation and the lack of full harmo-
nisation, which creates room for “regulatory arbitrage”.
In the United States, the system suffers from outdated

! Directive of the European Parliament and of the Council No. 2015/849 “On the Prevention of the Use of the Financial System for the
Purposes of Money Laundering or Terrorist Financing”. (2015, May). Retrieved from https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:32015L0849&utm_source=.

2 Directive of the European Parliament and of the Council No. 2018/843 Directive (EU) 2015/849 on the Prevention of the Use of the Financial
System for the Purposes of Money Laundering or Terrorist Financing. (2018, May). Retrieved from https://eur-lex.europa.eu/legal-content/
EN/TXT/?uri=CELEX:32018L0843&utm_source=.

3 Directive of the European Parliament and of the Council No. 2018/1673 “On Combating Money Laundering by Criminal Law”. (2018,
October). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT /?uri=CELEX:32018L1673&utm_source=.

*Bank Secrecy Act of USA. (1970, October). Retrieved from https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-
2022-title31-subtitleIV-chap53-subchapll.pdf?utm_source=.

®Money Laundering Control Act of USA. (1986, October). Retrieved from https://www.govinfo.gov/content/pkg/STATUTE-100/pdf/
STATUTE-100-Pg3207.pdf?utm_source=.

6 USA Patriot Act. (2001, October). Retrieved from https://www.congress.gov/bill/107th-congress/house-bill /3162 /text?utm_source=.

7 Anti-Money Laundering Act of USA. (2020, April). Retrieved from https://www.congress.gov/bill/116th-congress/house-bill/6395/
text?utm_source=.

8 Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of the Proceeds of Crime, Financing of Terrorism
and Financing of Proliferation of Weapons of Mass Destruction”. (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/
show/361-20?utm_source= #Text.

? Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14?utm_source=#Text.

10 Resolution of the Cabinet of Ministers of Ukraine No. 692 “On the Approving the Procedure for the Preparation and Publication of the
Comprehensive Administrative Reporting in the Field of Prevention and Counteraction to Legalisation (Laundering) of Proceeds from Crime,
Financing of Terrorism, and Financing of Proliferation of Weapons of Mass Destruction”. (2020, August). Retrieved from https://www.kmu.
gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_
source=.

1 Resolution of the Cabinet of Ministers of Ukraine No. 800 “On Amendments to the Methodology for Determining the Amount of Damage
Resulting from Unauthorized Occupation of Land Plots, use of Land Not for its Intended Purpose, and Removal of the Fertile Soil Layer”.
(2020, September). Retrieved from https://surlli/susukg.

Law Journal of the National Academy of Internal Affairs, 15(4), 75-87 S I


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L0849&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L0849&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L0843&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L0843&utm_source=
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L1673&utm_source=
https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=
https://www.govinfo.gov/content/pkg/USCODE-2022-title31/pdf/USCODE-2022-title31-subtitleIV-chap53-subchapII.pdf?utm_source=
https://www.govinfo.gov/content/pkg/STATUTE-100/pdf/STATUTE-100-Pg3207.pdf?utm_source=
https://www.govinfo.gov/content/pkg/STATUTE-100/pdf/STATUTE-100-Pg3207.pdf?utm_source=
https://www.congress.gov/bill/107th-congress/house-bill/3162/text?utm_source=
https://www.congress.gov/bill/116th-congress/house-bill/6395/text?utm_source=
https://www.congress.gov/bill/116th-congress/house-bill/6395/text?utm_source=
https://www.kmu.gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_source=
https://www.kmu.gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_source=
https://www.kmu.gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_source=
https://www.kmu.gov.ua/npas/pro-zatverdzhennya-poryadku-formuvannya-ta-oprilyudnennya-kompleksnoyi-administrativnoyi-zvitnosti-u-t50820?utm_source=

B /pplication of Al to detect anomalous transactions...

norms and an overload of SAR reports, which reduces
the effectiveness of monitoring and increases the risks
of excessive interference with privacy. In Ukraine, the
key challenge is combining the requirements of the
FATF and EU directives with the realities of national
financial supervision and the level of development of
the virtual-assets market. This indicates that formal
compliance with international standards does not
guarantee practical effectiveness without taking into
account legal and technological constraints. In addition,
in Ukraine there is no holistic regulation in the sphere
of financial monitoring of digital assets - most current
norms are scattered among various laws and by-laws,
which complicates the application and creates gaps in
law enforcement. There was an attempt to adopt an ap-
propriate law that would regulate this sphere, but the
issue has not yet been resolved.

Cryptocurrency has become one of the key risk
zones for AML systems. Its specificity lies in the combi-
nation of the publicity of the blockchain and the pseu-
do-anonymity of wallet owners, which complicates
the identification of ultimate beneficiaries. Traditional
rule-based methods have proved insufficient, as these
methods do not take into account complex transactional
structures, in particular layering and smurfing. Instead,
modern 21% century approaches have proved effective
in detecting hidden links and atypical flows of assets. In

the EU, the main challenge remains the fragmentation
oflaw and uneven supervision, which creates “regulato-
ry arbitrage” and complicates cross-border interaction.
In the United States, the problem lies in the overload
of SAR reports and the archaic nature of norms, which
generates large volumes of formal reporting without
real improvement in effectiveness and increases the
risk of legal challenges. In Ukraine, despite active co-
operation with the FATF and the conclusion of new in-
ternational memoranda, there are resource constraints
and the complexity of harmonising the national system
with European requirements, which exacerbates risks
in the cryptocurrency segment. Under these conditions,
the integration of Al solutions appears not so much
as a technological innovation as a legal and practical
necessity: algorithms make it possible to reduce the
number of false alerts, ensure the transparency of de-
cisions (critical for courts and regulators), strengthen
trust in the financial sector and reduce economic costs
of monitoring. It is precisely the combination of regula-
tory clarity and intelligent technologies that is the key
factor in increasing AML effectiveness on a global scale.
Table 2 presents a comparative analysis of key AML/
FT reporting indicators for 2024. The data presented
included statistical indicators, the results of analytical
work, international areas of cooperation and the ethical
challenges of using Al

Table 2. AML/FT reporting and ethical requirements for Al in the EU, USA, and Ukraine

Indicator EU

USA Ukraine

70% of competent authorities
record high/increasing ML/TF
risks in FinTech, 2.5x growth in the
number of authorised CASP (2022-
2024), 61% of violations are related
to CDD shortcomings

Statistics (number of
Suspicious Transaction/
Activity Reports (STR/
SAR)

4.7 million SARs, 20.5 million CTRs,
152,100 CMIRs, 1.7 million FBARs
(daily averages: SAR ~12,870, CTR

In 2024, 1,754,604 reports were
received, of which 1,750,940 were
registered. From banks, 1,736,196
reports were registered; from non-
bank institutions 14,467 electronic

and 277 paper reports.
Distribution of registered reports:
threshold - 82.26% (1,440,319),
suspicious (activity) - 17.58%
(307,828), tracking requests -
0.14% (2,648). Case reports on
suspicious transactions (activity)
for 2024 - 208,852, the share
of banks among reports that
were registered - 99.2% (State
Financial Monitoring Service of
Ukraine, 2025)

~56,160)

proceedings

Analytical materials/

2,666 active investigations (+38%
y/y) with an estimated harm
of €24.8 billion; 1,504 newly

opened, 205 indictments (+47%),
€849 million of assets frozen

818 requests; ~58,628 positive
responses, ~13,660 participating
institutions; 6,503 subjects. 314(b):
6,100+ registered institutions;
48,223 SARs with a reference
to 314(b); 1,693 institutions
mentioned 314(b) in SARs; 62 SARs
on terrorism.

Access to BSA: 2.3 million searches,
432 agencies; 12,000+ users

1,053 generalised materials
prepared and sent (amount of
suspicions UAH 62.6 billion). Use of
GM by law enforcement: 69 criminal
proceedings initiated, GM used in
336 CP (346 GM), 90 CP completed;
39 cases considered by the court.
Value of seized and frozen assets -
UAH 12.1 billion

International

The EBA notes increased
supervisory actions (off-site / on-
site) in most sectors; improvement
of residual risk in banking/market

Rapid Response Program (RRP)
FY24: 518 requests, $82.6 million
returned to victims; $126.4 million
(46%) frozen in FY24 (over $1.5
billion since 2015). Egmont

4 Memoranda of Understanding
(MoU) in 2024 with Norway,

programmes/exchanges sectors; but weak controls in exchanges: 972 incoming requests, German;gSG ﬁ;ﬂt:i?ll?;g%; total of
payment institutions and among 863 responses, 452 outgoing
new CASP requests; 1,028 incoming and 212
outgoing spontaneous disclosures
D s2 Law Journal of the National Academy of Internal Affairs, 15(4), 75-87
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Table 2, Continued

Indicator EU

USA Ukraine

False positives: possible false
alerts in FinTech, explainability:
algorithms must be transparent to
regulators, privacy: compliance with
the GDPR when processing personal
data

Ethical aspects of Al
application

False positives: daily SARs
(~12,870) may create false
suspicions, explainability: the need
for explanations of decisions for
regulators and courts, privacy:
compliance with the BSA and

False positives: 17.58% of
suspicious transactions out of
1.75 million reports may be false,
explainability: Al decisions must be
understandable to law enforcement
and the court, privacy: compliance
with Ukrainian legislation on the
protection of personal data

national privacy laws

Note: the 314(b) programme is a voluntary mechanism in the USA that allows banks and financial institutions to
exchange information about suspicious transactions to combat money laundering and terrorism

Sources: compiled by the authors on the basis of the European Banking Authority (2025), Financial Action Task
Force (2025), State Financial Monitoring Service of Ukraine (2025), Financial Crimes Enforcement Network (Fin-

CEN) (2025)

Effective combat against transnational crimes,
particularly in the sphere of drug trafficking, largely
depends on international information exchange and
the harmonisation of legal frameworks between juris-
dictions, which corresponds to approaches to AML/
FT regulation where interaction between national fi-
nancial intelligences and international partners is a
determining factor of effectiveness (Ovsianiuk & Usty-
menko, 2024). The combination of international prac-
tice and FATF standards outlines the key directions for
improving the national system of combating money
laundering and terrorist financing in Ukraine. First and
foremost, it is essential to update the regulatory and
legal framework and the methodological recommen-
dations of the State Financial Monitoring Service to in-
clude provisions on the use of artificial intelligence for
real-time transaction monitoring. The experience of the
USA and the EU shows that the introduction of hybrid
systems (rule-based + Al) makes it possible to reduce
the level of false positives, which directly improves the
legal quality of financial supervision. A separate legal
direction is the development of public-private partner-
ships in the sphere of crypto-AML, where the NBU, the
SFMS and banks can use Al tools to analyse blockchain
transactions, following the example of US practice. This
complies with FATF requirements regarding the regula-
tion of VASP and helps to eliminate gaps in the control
of anonymous wallets.

No less important is the integration of ethical and
legal standards: the adaptation of GDPR! principles into
the national legislation of Ukraine, the development
of federated-learning practice to minimise the risks
of personal-data leakage, as well as the enshrining of
explainable-Al requirements for the legitimacy of the
evidentiary base in judicial proceedings. Institutional
development also acquires strategic significance: in-
vestment in digital infrastructure, the creation of reg-
ulatory frameworks for grant funding of technologies
and staff training at the NBU. This will ensure legal
certainty in the AML sphere, remove Ukraine from the

“grey zones” of international rankings and accelerate
its integration into the European financial-legal area.

The results of the study showed that rule-based
solutions can be applied only as a basic level of con-
trol, whereas Al methods should become the core of
AML systems, capable of ensuring higher accuracy and
adaptability. This corresponded to the conclusions of
N. Pocher et al. (2023), who investigated the detection
of anomalous cryptocurrency transactions in the con-
text of AML/CFT. The authors emphasised that static
rule-based approaches cannot ensure adequate legal
protection in the field of cryptocurrencies, as such ap-
proaches do not detect hidden schemes in blockchain
networks. Instead, the application of Al creates new op-
portunities for forming the evidentiary base in criminal
proceedings, improves the effectiveness of law enforce-
ment and strengthens trust in financial supervision.
This underlined that Al in crypto-AML has not only
technological, but also key legal significance for compli-
ance with international standards and the protection of
the financial system.

S. Wang et al. (2024) proposed the application of
graph methods in combination with structural crite-
ria (minimisation of structural entropy) to detect hid-
den links in large transactional networks. The authors
showedthatsuchanapproachmakesitpossibletoreduce
the level of “noise” in data and to increase the accuracy
of identifying complex money-laundering schemes, in-
cluding multi-level and high-speed transactional flows.

This correlated with the results of the current study
regarding the effectiveness of Al analysis in the field of
financial supervision, especially where traditional rule-
based approaches are insensitive. At the same time, the
current study emphasised that the practical implemen-
tation of such solutions must take into account not only
the technical characteristics of the algorithms, but also
legal requirements. This is of key importance for the le-
gitimacy in judicial processes and compliance practice,
as well as for the protection of the rights of subjects of
financial transactions.

I1 General Data Protection Regulation. (2016, April). Retrieved from https://commission.europa.eu/law/law-topic/data-protection/legal-

framework-eu-data-protection_en?utm_source=.
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From a legal point of view, the main challenge for
AML is to find a balance between the effectiveness of
monitoring and the protection of the rights of subjects,
since excessive false positives lead to unlawful block-
ings and legal disputes, whereas low sensitivity leaves
room for the avoidance of liability, as emphasised by
the FATF and EU/US regulators. T. Pousette & A. Rosen-
da (2024) stressed that for EU and US regulators, reason
codes and model traceability - which ensure transpar-
ency and the possibility of appealing decisions - are a
critical condition for the acceptability of Al This direct-
ly aligned with the results of the current study regard-
ing FATF requirements for the accountability of finan-
cial institutions and the principles of the GDPR, which
prohibit completely opaque automated decisions. This
means that explainable Al becomes not only a techno-
logical, but also a legal standard in the AML sphere.

The results showed that the rule-based approach
in AML generates millions of reports that overload the
system and conceal real risks. This correlated with
C.-H. Poon et al. (2025), who proved that traditional
rules are unable to account for complex multi-level
schemes. The authors found that LineMVGNN (a model
that applies multi-graph neural networks (MVGNN) to
detect money laundering by analysing several graphs
to improve transaction-detection accuracy) reveals
hidden transactional links that rule-based methods
miss. This meant that formal threshold criteria create
noise rather than effective supervision. In the legal di-
mension, this threatens to turn norms into “dead law”
and creates a risk of legal challenges due to dispropor-
tionate monitoring. Rule-based monitoring, despite
its technical limitations, ensures a proportionate ap-
proach - thanks to the predictability of rules and the
clarity of legal control. By contrast, the use of Al can
create risks of disproportionality, as it forms unique
indicators for different monitoring contexts, which
complicates the regulatory verification and potentially
expands the boundaries of interference with privacy.
Therefore, the integration of Al into financial-monitor-
ing systems must be accompanied by the development
of transparent explainability criteria and legal limits
on use, in order to avoid criticism, legal challenges and
non-compliance with FATF standards.

S.A. Ajagbe et al. (2025) carried out a compre-
hensive comparison of machine-learning algorithms
for detecting money laundering in transactional data.
The authors demonstrated that ensemble models sig-
nificantly outperform both classical ML approaches
and simple rule-based methods in terms of accuracy
and stability of results. This corresponded to the cur-
rent study on the problem of false positives in AML
systems, which overload supervision and reduce ef-
fectiveness. The correct choice of algorithm directly
affects the reduction of false positives and improves
the quality of financial monitoring. This means that, in
the legal sphere, the application of optimal ML models

makes it possible to avoid blocking legitimate trans-
actions and reduces the risks of legal challenges. Such
an approach opens up the possibility of reducing SAR/
STR overload and moving to more accurate, propor-
tionate monitoring that complies with FATF interna-
tional standards.

M. Di Gennaro et al. (2025) showed that temporal
graph neural networks (Temporal GNN) make it possi-
ble effectively to track suspicious laundering schemes
that were manifested through rapid and multi-level
transactions. The researchers found that Temporal GNN
can take into account the temporal dynamics of flows
and detect atypical transactional patterns that remain
unnoticed by static models. This was consistent with
the results of the study that the main challenge in the
sphere of cryptocurrencies is the risks of high-speed
transfers and anonymous wallets, to which the FATF
draws attention. This meant that AML solutions with-
out the integration of temporal characteristics remain
formal and are not capable of genuinely counteracting
the risks of cryptocurrency markets. In the legal dimen-
sion, such an approach directly complies with the FATF
Recommendation on new technologies and proves the
readiness of countries to ensure not only formal, but
also practical compliance with standards.

Thus, the integration of Al into regulatory frame-
works, the development of public-private partnerships,
compliance with ethical standards and investment in
technologies form the basis for the modernisation of
Ukraine’s AML system. This will reduce false positives,
increase monitoring effectiveness, improve the results
of combating money-laundering crimes and ensure full
compliance with FATF standards, contributing to Euro-
pean integration.

Conclusions

The results of the study confirmed the research hy-
pothesis, proving that artificial-intelligence algorithms
outperform rule-oriented systems in terms of accuracy
and the ability to detect complex and atypical transac-
tions. Traditional rule-based systems, despite compli-
ance with FATF standards, miss significant volumes of
suspicious transactions due to the static nature. In the
TD Bank case (USA), 92% of transactions amounting
to $18.3 trillion were not detected, including $470 mil-
lion in illegal operations through cash deposits and
transfers; in Ukraine in 2024, 1,754,604 reports were
recorded, of which 1,730,000+ were from banking
institutions, with 82.26% being threshold and only
17.58% suspicious. The implementation of Al in AML
systems requires ensuring explainability for legitima-
cy in judicial processes and compliance with privacy
standards (the GDPR, Ukrainian data-protection legis-
lation). Rule-based systems may remain a basic filter
for obvious anomalies, but these systems should be
combined with Al algorithms to increase monitoring
effectiveness. The introduction of such an approach will
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stimulate the training or retraining of existing special-
ists, or the replacement with those more advanced in
Al-based AML approaches.

The experience of the USA and the EU shows that
hybrid systems reduce false positives and improve the
legal quality of supervision. Special legislation sets the
global standard, but its implementation in the EU, the
USA, and Ukraine has differences. The EU suffers from
fragmented supervision, the USA - from outdated norms
and SAR-report overload, Ukraine - from resource con-
straints and insufficient control of cryptocurrencies.
This underlines the need to harmonise legislation and
to implement Al to increase effectiveness. At the same
time, the application of Al in AML is accompanied by
risks and limitations. The main ones are the problem of
decision explainability, which may complicate the use
as evidence in courts, and privacy risks in connection
with GDPR requirements. The effectiveness of models
depends on data quality, and residual false positives,
although reduced, still create a burden for banks. A
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update the regulatory framework with Al in mind, de-
velop partnerships for blockchain analysis, adapt GDPR
principles and invest in infrastructure and personnel.
This will reduce risks, strengthen trust and promote
the European integration of the financial sector.

A limitation of the study was the dependence of
model effectiveness on the volume and quality of in-
put data, as well as the complexity of practical imple-
mentation in financial institutions due to high cost and
the need for specialised personnel. Further research
should focus on combining different types of Al algo-
rithms in hybrid architectures, on testing the operation
under concept drift conditions, and on integration with
FATF regulatory requirements.
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AHoTauia

MeToro JociipkeHHs1 6yJ0 BUBYEeHHS ePEeKTHUBHOCTI 3aCTOCYyBaHHS aJIOPUTMIB LITYYHOr'O iHTENEKTy B
cucteMi piHaHCOBOro MOHITOPUHIY. MeToz0J/IOTis OXOIUIIOBajia MOPiBHAJBbHUN aHai3 mpakTuku CIA,
€Bponeiicbkoro Cor3y Ta YKpaiHH, aHa/i3 KOHKPETHHUX BUMAAKIB MiXKHapoAHUX PiHAHCOBHUX IHIIUJEHTIB
(CIIA, €Bpomeiicbkuit Cows, YkpaiHa) ¥ OLiHIOBaHHSI HOpPMAaTUBHO-NpaBoBoi 6a3u. BcTaHoBJeHO, IO
pery/asiTopHa 6asa JJs CUCTEMH, 1[0 IPYHTYETbCS Ha IpaBUJaX, 3aKpillJleHa B MDKHApPOJHUX CTaHAApTax
['pynu 3 piHaHCOBHUX 3aX0/{iB MPOTH BiZIMHBaHHS IpoIlell Ta peasizoBaHa B 3aKOHO/|aBCTBI EBponelcbKoOro
Coro3y, Crnonyyenux lltaTiB Ta YkpaiHu, 10 3a6e3nedyye Npo3opicTb KOHTPOJIO Ta OJHOYACHO 3HMKYE
aJlalTUBHICTb /0 HOBUX cxeM. Y CnosydeHux lllTaTax mpaBoBi HOpMU 3a6e3Me4yl0Tb CyBOPY 3BITHICTB i
CaHKLil, IpoTe Li HOPMU NPOAEMOHCTPYBA/IM KPUTHUYHI NPOra/IMHA B MOHITOPHUHIY, 10 I'PYHTYETbCA Ha
npaBuiax. Y EsponericbkoMy Coro3i 6araTopiBHeBi AUPEKTUBY MOCUINJIN LIeHTPai30BaHU I HAIVISAI, BOJHOYAC
Hepo3B’s13aHOI0 3a/IHIINUIacs TpobyeMa 6ropokpaTHyHoi iHepii. B Ykpaini 6opoTb6a 3 BiMHUBaHHSIM rpoiuei
y chepi KpUNITOBAIOT € HEJJOCTATHLO ePEeKTUBHOK. BUsABJIEHO, 1110 B pillleHHAX BUIIOr0 aHTUKOPYIILiHHOTO
cyny 3a 2024 pik 6yso 3adikcoBaHO BUMAAKU BUKOPHUCTAHHS JPOOHUX 3eMeJbHUX Yrof, Ha CyMy IOHaJ,
3,1 MJiH 10J1apiB, @ TAKOX BEJIMKOMACIITAaOHI opraHi3oBaHi cXeMH, siKi CUCTEMHY, 1110 I'PYHTYOTbCS Ha IpaBUJIaX,
He BUaABWIM. CTaTucTuKa 3a 2024 pik (1,75 msH ¢diHaHCcOBUX 3BiTiB, 12,1 MypJ IPH BUJIYYEHUX aKTHBIB)
MpPOJIeMOHCTPYyBala MaclITaby CUCTEMH NMPOTHUAII BifiMUBaHHIO rpoiueil B Ykpaini, a Takox 3acBigunia
HeOoOXi/IHICTb 3MeHIIEHHS KIJbKOCTI MOMMJIKOBUX CIPAllbOBYBaHb i MOCUJIEHHS AHATITHUKHU. Y3TO/KEeHHS
3 MDKHApOJHOK MPAKTHUKOK MPOAEMOHCTPYBaJo, 1[0 epeKTUBHOCTI MaWOyTHIX pilleHb MO0 MPOTHUMIII
BiZIMMBaHHIO rpollell B YKpaiHi MOXJIMBO AOCATTH JIMIIE 32 yMOBU NOEIHAHHS HOPMAaTHBHO-NIPaBOBOI 6a3u 3
MO/IeJIIMU IITYYHOTO iHTEJIEKTY, SIKi BiZjmoBijaloTh BUMoraM ['pynu 3 $piHaHCOBUX 3aX0/[iB MPOTH BiIMUBaHHS
rpoueit Ta EBponericbkoro Coro3y. [I[pakTuyHe 3HaYeHHA JOC/Ii/I)KEHHS MOJISITA€ B 3aCTOCYBaHHI pe3y/bTaTiB
6aHKaMH, PeryJsiTOpHUMH OpraHaMy Ta IPaBOOXOPOHHUMH OpraHaMH YKpaiHU /Jisl 3MeHILIeHHs KiJbKOCTi
MMOMMJIKOBHUX CIIpallbOBYBaHb, BUABJIEHHS CKJIQJIHUX CXeM U ajlanTalil CMHCTeM MOHITOPUHTY [0 MXXHapOJAHUX
CTaHAapTIB
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3MeHILIEeHHs1 KiJIbKOCTI NMOMMJIKOBUX CHpalbOBYBaHb; olepalil 3 KpHUIITOBaJITO0; KOHOIJEeHIiHHICTh
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Abstract

The relevance of the study is determined by the need to improve theoretical and practical approaches to the
investigation of war crimes, ensuring their effective detection and documentation in the process of proof.
The purpose of the study was a comprehensive investigation of the structural elements of the criminalistic
characteristics of war crimes provided for in both Article 8 of the Rome Statute of the International Criminal
Court and Article 438 of the Criminal Code of Ukraine, considering the practice of national and international
courts, and the development of proposals for optimal ways of Investigation. The methodological basis of the
research was formal legal, comparative legal, dogmatic, systematic methods, empirical study of investigative
and judicial practice. The practical basis of the study was the materials of criminal proceedings on the fact
of committing war crimes committed on the territory of Ukraine, and the case law of international (special)
tribunals. As a result of the research, the content and structure of the criminalistic characteristics of war
crimes were clarified, its significance for establishing the circumstances to be proved was determined, and
key problems that affect the process of proof in an armed conflict were identified. Attention was paid to the
contextual signs of violations of the laws and customs of war, which were integrated into the criminalistic
characteristics of war crimes, as system-forming elements that determine the specifics of investigations,
considering the method of commission, the mechanism of the event, the identity of the criminal and the
victim, socially dangerous consequences, and their relationship with what was committed. For the first time,
forensic signs of war crimes were systematised, considering international legal qualifications and specific
conditions of investigation. The practical significance of the results obtained lies in the possibility of their use
in the practical activities of the pre-trial investigation bodies, the prosecutor’s office and the court to increase
the effectiveness in the investigation process and prove the guilt of persons involved in violations of the laws
and customs of war
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Introduction

War as a socio-political phenomenon requires proper
legal support not only in terms of mobilisation process-
es, but also in the procedure for documenting related
crimes. In the methodological sense, it is the object of
research not only in military science, but also in a wide
range of other disciplines - from history and political
sciences to law, sociology, and psychology. This necessi-
tates the application of an interdisciplinary approach to
the study of its nature, consequences, and mechanisms,
which indicates an interdisciplinary object of research,
within which the impact of war on the individual, socie-
ty, international security, and law and order is indicated.

In the context of armed conflict, many social pro-
cesses become extreme, which directly affects the
mechanisms of committing crimes, the specifics of their
detection, disclosure, and investigation. In this context,
a prerequisite for the proof process is the establish-
ment of contextual and legal circumstances that indi-
cate the individual responsibility of participants in an
armed conflict within the framework of international
humanitarian and criminal law. Thus, considering the
violation of the laws and customs of war as a systemic
phenomenon in the structure of international crimes,
it should be emphasised that the key (basic) crime in
this context is the act of armed aggression itself, since
it creates the prerequisites for the commission of other
related violations of international humanitarian law.

This aspect reveals such a terminological group
as jus in bello and jus ad bellum. Analysing these con-
cepts, R. Kolb (1997) noted that despite the widespread
perception of their centuries-old history, they entered
the international legal terminology relatively recently.
The reason for this, according to S. Sefriani (2024) and
Y. Ka Lok (2022), is that until the beginning of the 20t
century, the concept of just war prevailed in the doc-
trine of international law - bellum justum. Within the
latter, war was recognised as a permissible and fair
act if it was of a defensive nature, was aimed at restor-
ing violated rights, restoring lost status or property,
collecting debt or committing retribution. In such cir-
cumstances, the subject of legal analysis was the very
fact of the beginning of an armed conflict, while its
specific consequences acquired a derivative character
(Liang, 2021). In other words, universal law in bello and
ad bellum did not exist. Accordingly, the rights and obli-
gations of the belligerents depended solely on the actu-
al situation, the stated motives and the material validity
of the reasons, which were determined by a fair basis
for its resolution and conduct.

Subsequently, as noted by L. Peperkamp (2020) and
F. Grimal & M.]. Pollard (2024), evolution of the doctrine
bellum justum gave in to the idea that states (monarchs)
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have a discretionary right to wage war and use itas a tool
for implementing national policy. In this context, the at-
tention of researchers has shifted from the problems of
the legality of the outbreak of war to issues related to
the rights and obligations that arise in the process of
its conduct - durante bello. According to R. Kolb (1997),
in fact, this is the beginning of the formulation of
the principle jus in bello in the contemporary sense.

It is believed that one of the first to introduce this
term into international scientific use was an Austrian
international lawyer, a representative of the so-called
“Vienna School of International Law” L.J. Kunz. In the
monograph “Law of War and the Law of Neutrality”, he
gave a clear definition of the concept jus in bello not-
ing that the term should be applied to all parties to an
armed conflict, irrespective of whether their actions
are lawful in terms of jus ad bellum emphasising the im-
portance of distinguishing between the right to wage
war and the rules of conduct (Kunz, 1939).

Already in 1937, one of the fundamental scien-
tists in the field of public international law of the men-
tioned century, A. Ferdross, applied the term jus in bel-
lo in an absolutely identical sense as Kunz, correlating
it with the concept of “military law” or “law of war”
(Kolb, 1997). However, as the researchers note, during
this period, the above definition was not used in inter-
national practice. Its practical application took place
after the Second World War, as a result of which a clear
terminological distinction was made between jus in
bello and jus ad bellum as key elements of internation-
al humanitarian law that ensure the legality of war, the
humanity of its conduct, and the protection of persons
who do not take part in hostilities.

This leads to the need for an in-depth analysis of
war crimes committed on the territory of Ukraine not
only through the prism of doctrine jus in bello, but also
in the plane of topical issues of a procedural and foren-
sic nature that arise in the course of their investigation.
It is these aspects that will form the purpose of this
study, which is determined by the theoretical and legal
analysis of certain aspects of the forensic characterisa-
tion of violations of the laws and customs of war.

Materials and Methods

The normative basis of the study was a set of provi-
sions of international and national legislation regulat-
ing certain aspects of the activities of law enforcement
agencies in the detection, disclosure, investigation, and
prevention of war crimes. In particular, certain provi-
sions of the Rome Statute of the International Criminal
Court !, the Law of Ukraine on criminal liability?, crim-
inal procedure legislation?, international humanitarian

! Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
2 Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
3 Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Text.
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law'?3, legislation of Ukraine on civil protection of the
population*, etc., were used. The theoretical basis of the
research was the analysis of scientific and methodolog-
ical sources that analyse certain forensic aspects of the
investigation of war crimes, in particular, those com-
mitted on the territory of Ukraine.

The practical basis of the study was the analysis of
investigative and judicial practice on the investigation
of war crimes on the territory of Ukraine®, and the study
of the case-law of international criminal tribunals, in
particular, the international tribunal for the former Yu-
goslavia (Press Releases of the International..., 1996).
The norms of customary international humanitarian
law were also analysed within the framework of foren-
sic characterisation (International Committee of the
Red Cross, 2006).

The methodological basis of the research was
formed considering a combination of general scientif-
ic and special methods of cognition, the use of which
provided a proper substantiation for the research
tasks and obtaining scientifically based results based
on their solution. In particular, the formal legal method
was used to analyse and systematise the provisions of
laws and regulations related to the subject of research.
The comparative legal method was used to identify
differences and common features in the approaches
of national and international law to the object of re-
search. The dogmatic method allowed revealing the
content of legal concepts and categories related to the
subject of research. The method of analysis of scientif-
ic sources was used to generalise scientific and meth-
odological approaches to determining the features of
forensic characteristics of war crimes. The empirical
analysis of judicial practice was carried out to investi-
gate the decisions of national courts of Ukraine and in-
ternational courts on the specifics of the investigation
of war crimes. The generalisation method was used to
form conclusions and provide suggestions.

Results and Discussion

Forensic characterisation of violations of the laws and
customs of war is a structured system of information
and/or data that reflects the natural connections be-
tween individual elements of illegal activity and its
consequences. It serves as a guide for authorised par-
ticipants in criminal proceedings in the process of es-
tablishing circumstances that are subject to proof, put-

laws/show/995_154.
https://zakon.rada.gov.ua/laws/show/995_151#Text.

show/995_153#Text.

reyestr.court.gov.ua/Review/104701812.

ting forward and verifying investigative versions, and
choosing the most optimal ways of investigation.

In a practical sense, it performs the function of
determining the priority areas of Investigation, form-
ing reasonable hypotheses about the commission of a
crime, the offender, the victim, traces and mechanisms
of trace formation, and other criminalistically signif-
icant information that is important in the process of
proof. According to Yu. Chaplynska (2019), the appli-
cation of systematised knowledge that makes up the
content of forensic characteristics becomes particular-
ly relevant at the initial stage of pre-trial investigation,
which is characterised by a lack of primary information
about illegal activities. As an integral part of the foren-
sic methodology, it applies a comprehensive approach
to the analysis and description of typical features of this
activity, aimed at solving the problems of criminal pro-
ceedings. Despite this, depending on the specific type of
criminal offence, some of its elements may acquire de-
cisive significance, while others may play a secondary
role or have no relevance at all. On this matter, A. Kun-
tiy (2019) emphasised that although Article 91 of the
Criminal Procedure Code of Ukraine® determined the
general circumstances to be established in the process
of proof, its provisions did not consider the specifics of
certain categories (groups) of criminal offences, their
specifics and individual characteristics. Actually, this
also applies to violations of the laws and customs of
war, where the so-called contextual and legal elements
are crucial in the proof process. It is they who establish
the fact that there is or is not an event of a socially dan-
gerous act that falls under international jurisdiction in
accordance with the provisions of the Rome Statute of
the International Criminal Court’.

Given the above, it is advisable to consider the crim-
inalistic characteristics of war crimes as a systematic de-
scription of typical signs and specific features of viola-
tions of the laws and customs of war, aimed at ensuring
a complete, comprehensive, and objective investigation.
In this context, it is reasonable to distinguish between
two groups of elements. The first one covers the general
signsinherentin a wide range of socially dangerous acts.
These were the main focus of K. Shevchyshena (2024).
Studying the general aspects of the investigation of
war crimes, their characteristic features include the
circumstances that characterise the event of a criminal
offence and justify its criminal legal assessment, the

! Geneva Convention relative to the Protection of Civilian Persons in Time of War. (1945, August). Retrieved from https://zakon.rada.gov.ua/
2 Geneva Convention for the Amelioration of the Condition of the Wounded and Sick in Armies in the Field. (1949, August). Retrieved from
3 Geneva Convention relative to the Treatment of Prisoners of War. (1949, August). Retrieved from https://zakon.rada.gov.ua/laws/

* Civil Protection Code of Ukraine. (2012, October). Retrieved from https://zakon.rada.gov.ua/laws/show/5403-17#Text.
5 Verdict of the Oktyabrsky (Shevchenkivsky) District Court of Poltava in Case No. 554/3925/22. (2022, June). Retrieved from https://

¢ Criminal Procedure Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17#Te.xt.
7 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
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identity of the applicant, the victim, witnesses and eye-
witnesses of its commission, the identity of the crim-
inal, their purpose and motives, socially dangerous
consequences that determine the type and amount of
damage caused and affect the measure of punishment.

Astheresearcher emphasised, itisimportant for the
effective investigation of war crimes to find the way in
which the crime is prepared, committed and concealed,
and information about the identity of the criminal and
victim, which is empirically confirmed in the results
of the conducted sociological study by K. Shevchyshe-
na (2024). In this context, the researcher emphasised
that the process of investigating war crimes largely de-
pends on typical investigative situations that determine
the activities of pre-trial investigation bodies. These
include the place and method of committing a war
crime, the identity of the victim, the object of criminal
encroachment, the nature of the trace picture, and the
presence or absence of information about the suspect.

This opinion can be either agreed with or ques-
tioned. Undoubtedly, the elements identified are es-
sential for ensuring the proper investigation of war
crimes. However, they are of a general type and are not
limited to investigating only violations of the laws and
customs of war. In addition, although the significance of
individual components of the forensic characteristic is
confirmed by empirical data from the results of inter-
views with investigators, however, these results cannot
be considered final, since their assessment may be in-
fluenced by cognitive biases.

As noted by D. Lazareva (2025), the specifics of the
investigation of war crimes are determined by the spe-
cifics of their qualification, which covers a wide range
of illegal acts defined by the norms of international law.
These acts can be qualified as war crimes only if there
are appropriate contextual circumstances that are
causally related to the subject of proof. They determine
the key elements of the forensic characteristic and in-
fluence the features of the proof process.

On this occasion, 0. Agarkova (2024) noted that in
the process of investigating war crimes, facts and cir-
cumstances must be established that allow identifying
individual signs of a particular socially dangerous ac-
tivity. Depending on the form of the objective side, such
circumstances include the beginning, duration, and
prevalence of an armed conflict, its type, and the spa-
tial and temporal relationship between the act itself
and the armed conflict. This is conditioned by the fact
that war crimes can only be committed in conditions
of armed conflict. Consequently, violations of the laws
and customs of war occur in the context of this conflict,
regardless of whether a state of emergency has been
officially introduced.

In other words, the territorial boundaries of an of-
fence usually cover a war zone or other areas directly
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related to the conduct of an armed conflict. That is
why, from a territorial standpoint, war crimes are com-
mitted in conditions of armed conflict. In turn, armed
conflict as a key legal context of a war crime manifests
itself in the form of active military operations, which,
according to I. Kostiuk & A. Sakovsky (2024), determine
the specifics of the combat situation. It may include the
location of armed formations, strategic and tactical
changes, the impact of military operations on the ci-
vilian population, and other contextual circumstances
that shape the conditions of the offence.

Establishing the location of violations of the laws
and customs of war is of key importance not only for
proper qualification, but also for determining territori-
al jurisdiction. According to O. Agarkova (2024), as part
of the pre-trial Investigation, special attention should
be paid to the circumstances that characterise the spa-
tial and temporal parameters of the committed act. For
example, in the context of the use of weapons prohib-
ited by international humanitarian law, such elements
include the place of launch, departure and arrival of
ammunition, the trajectory of its movement (flight), the
method and type of weapons used, the type of targets,
and other relevant data that allows objectively recreat-
ing the picture of the crime.

One example is the events that took place on 14
January 2023 in the city of Dnipro, when more than 40
civilians were killed as a result of a missile strike on a
multi-storey residential building. According to the es-
tablished data, the strike was carried out by a high-pre-
cision missile of the X-22 type, which, according to its
tactical and technical characteristics, is designed to hit
large, pre-identified targets (Anniversary of the mis-
sile..,, 2024). Simultaneously, no military facilities were
found in the immediate vicinity of the strike site, which
gives grounds to conclude that the principle of differen-
tiation (selectivity) of the object of attack was deliber-
ately violated.

Given the absence of military necessity and the pur-
poseful nature ofastrike onanobjectthatisnotamilitary
target, such actions should be regarded as a purposeful
attack on the civilian population, which, according to
Article 8 of the Rome Statute, falls under the qualifica-
tion of a war crime!. The legal assessment of such acts
requires the pre-trial investigation bodies to provide
a comprehensive and objective analysis of the circum-
stances that allow them to provide answers to key ques-
tions related to the tactical and technical characteristics
of the weapons used, the nature of the affected object,
its spatial distance from potential military targets, the
possibility of its identification, the evidence of its civil-
ian purpose, and the presence or absence of measures
for preliminary clarification and verification of targets.

That is why one of the key elements of the event
of a criminal offence under Article 438 of the Criminal

I ! Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
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Code of Ukraine?, is a method of its commission, which
covers the nature of the offender’s actions, the means
of destruction used, the sequence of implementation of
criminal intent, and circumstances indicating a delib-
erate or careless attitude to possible consequences. In
the context of violations of the laws and customs of war,
the method of commission is crucial not only for estab-
lishing the actual circumstances of the wrongful act, but
also for its international legal qualification.

For example, according to Article 8 of the Rome
Statute?, an intentional attack on civilian objects, i.e.,
objects that are not military targets, qualifies as a war
crime. In turn, the provisions of Article 51 of Additional
Protocol I to the Geneva Convention of 19493 regard-
ing the protection of victims of international armed
conflicts prohibit indiscriminate attacks, in particular,
those that may cause excessive civilian casualties or
damage to civilian infrastructure in comparison with
the expected military advantage. This means that the
use of weapons in the absence of a military purpose and
failure to comply with the principles of proportionality,
selectivity, differentiation, and military necessity in this
regard indicates a violation of international humanitar-
ian law, and, accordingly, can serve as a basis for quali-
fying such acts as war crimes.

When analysing the method of committing viola-
tions of the laws and customs of war, it is necessary to
consider the specific context conditioned by the specif-
ics of illegal acts (Shulzhenko, 2022). Therefore, when
interpreting the disposition of Article 438 of the Crimi-
nal Code of Ukraine, it is justified to refer to the norms of
international humanitarian law, which establish general
principles, rules, and customs of the use of force during
an armed conflict. In this context, O. Taran (2022) noted
that an important criterion for the criminal law assess-
ment of a particular case of violation of the laws and
customs of war is the content of regulations defining
the permissible limits of conducting an armed conflict.

The researcher emphasises that the structure of cir-
cumstances to be established during the investigation
of war crimes, as an element of forensic characteristics,
should also include a specific legal environment formed
under the influence of international law. In her opinion,
this allows authorised participants in criminal proceed-
ings to understand the content of both contractual and
customary norms of international law in the process of
establishing the legality of resolving an armed conflict
jus ad bellum - the “right to war”, and the procedure and

7 Ibidem, 2001.

rules for conducting it jus in bellum - “the right of war”.
In fact, these aspects are also focused on by other re-
searchers who suggest that using the phrase “violation
of the laws and customs of war”, the contracting parties
to the London? and later the Rome Statutes®, deliber-
ately expanded the boundaries of the criminal and legal
characterisation of war crimes, going beyond the scope
of international humanitarian law (Rubanenko, 2024).

That is, in the national context of Article 438 of the
Criminal Code of Ukraine®, it is necessary to interpret in
a systematic way not only international humanitarian
law, but also other international legal acts that regu-
late relations during an armed conflict and determine
responsibility for their violation. This means that the
national approach to the qualification of war crimes
is covered by a wide range of socially dangerous acts,
including not only serious violations of internation-
al humanitarian law, but also other acts prohibited by
ratified international treaties (Hlovyuk & Teteryat-
nyk, 2022; Antonyuk, 2023).

In other words, the scope of legal regulation of re-
sponsibility for the commission of war crimes is not
limited exclusively to the norms of international hu-
manitarian law. This activity is covered by a wide con-
tractual system of laws and regulations of international
importance that define the legal limits of conducting
armed conflicts, establish requirements for the protec-
tion of the civilian population, the wounded and sick,
prisoners of war, persons no longer participating in
combat operations, medical and spiritual personnel, ci-
vilian objects, cultural values, the environment, critical
infrastructure, etc.

Therefore, the legal qualification of war crimes
should be carried out not only based on Article438 of
the Criminal Code of Ukraine’, but also consider inter-
national treaties that establish the signs and composi-
tion of such offences, depending on the specific case of
illegal activity and the method of its commission. This
refers to the norms of the Rome Statute®, where Arti-
cle 8 specifies the types of war crimes and formulates
the methods of their commission, and the provisions of
the Geneva Conventions of 1949 and their Additional
Protocols. These acts, in conjunction with other inter-
national treaties, regulate responsibility for war crimes
and contribute to the development of an integral legal
framework in the system of international criminal law.

In this context, the norm of Article 438 of the
Criminal Code of Ukraine’, reflects the national legal

! Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.

2 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

3 Protocol Additional to the Geneva Conventions of (1949, August), Relating to the Protection of Victims of International Armed Conflicts
(Protocol I). (1977, October). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199.

* Charter of the International Military Tribunal. (1945, August). Retrieved from https://avalon.law.yale.edu/imt/imtconst.asp.

® Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.

¢ Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.

8 Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
? Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
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understanding of war crimes as socially dangerous acts
for which criminal liability is provided. This demon-
strates the normative integration of Ukraine into the
system of international criminal law and simultaneous-
ly shows solidarity with the international community
in matters of inadmissibility of violations of the laws
and customs of war, and on the other hand - the com-
mitment of the national legal system to the principle of
inevitability of punishment for international crimes.

That is, depending on the nature of the committed
act and its consequences, the legal qualification of a
particular crime should be carried out using the pro-
visions of Article 438 of the Criminal Code of Ukraine,
and relevant norms of international criminal and hu-
manitarian law. This approach ensures that the na-
tional criminal justice system is consistent with the
civilised world and its standards regarding individual
responsibility and the inevitability of punishment for
international crimes.

For example, in the case of mass deportation or
forced displacement of the civilian population from the
occupied territories, legal qualification is possible un-
der the combination of Article 438 of the Criminal Code
of Ukraine and subparagraph (viii) of paragraph 2(b)
of Article 8 of the Rome Statute!. This circumstance
confirms the expediency of applying an integrative ap-
proach to the legal qualification of socially dangerous
acts of international importance. This also applies to il-
legal attacks on persons protected by international hu-
manitarian law, in particular, prisoners of war, wound-
ed, sick, medical workers, or personnel of humanitarian
missions. In such cases, legal qualification is carried out
while considering the provisions of Article 438 of the
Criminal Code of Ukraine and the norms of internation-
al law that directly incriminate the relevant violations.

In this context, Article 3, which is common to all
four Conventions of 1949, should be applied, which es-
tablishes basic guarantees for the humane treatment
of persons who do not participate in the fighting of a
non-international armed conflict?. Regarding interna-
tional armed conflicts, it is worth paying attention to
the special provisions consolidated in Article 12 (pro-
tection of the wounded and sick)® and/or Article 13
(treatment of prisoners of war)* which determine
the legal status and guarantees of persons involved in
armed conflict. Additionally, these actions can be qual-
ified as war crimes in accordance with the subpara-
graph (II) paragraphs 2(a) and subparagraph (I) and
subparagraph (2)(b) of Article 8 of the Rome Statute®.

ua/laws/show/995_154.
https://zakon.rada.gov.ua/laws/show/995_151#Text.

show/995_153#Text.
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Special attention should be paid to the analysis of
war crimes committed by giving a deliberately crimi-
nal order (ordering), which clearly contradicts the pro-
visions of international humanitarian law. Despite the
absence in Article 438 of the Criminal Code of Ukraine®
of specific qualifying characteristics that would indi-
cate an increased degree of public danger of the act in
question, from a criminalistic standpoint, the fact of
giving a knowingly illegal order that grossly and obvi-
ously violates the laws and customs of war should be
considered a significant contextual circumstance. This
circumstance is an important element of the mecha-
nism for the development and implementation of crim-
inal intent, is important for clarifying the structure of
criminal activity, identifying the perpetrators, and de-
scribing the roles of each of the participants, for the
implementation of proper legal qualification of their
actions, and determining the degree of responsibility
of each of them.

That is, in the forensic sense, the methods of com-
mitting war crimes cover a wide range of techniques,
tools, methods, and organisational mechanisms used
to prepare, directly commit, and conceal socially dan-
gerous acts. In this context, it is advisable to consider
giving a deliberately illegal (criminal) order as one of
the forms of organising illegal activities, which deter-
mines its structural model, affects the mechanism for
implementing criminal intent and is essential for ef-
fective detection, documentation, investigation, and
prevention of relevant criminal offences. According to
the authors of the war crimes investigation standards,
developed with the participation of specialists from the
General Prosecutor’s Office in 2023, it is not enough to
bring a person to justice for an international crime only
to prove the fact of its commission - it is necessary to
establish that a particular person acted in a certain way,
and that these actions contributed to the commission of
the crime (General Prosecutor’s office, 2023).

Non-compliance of the order with the require-
ments of international humanitarian law is an essential
legal fact that is considered when establishing the form
of guilt, the legal qualification of the act, determining
the subject of a criminal offence and the level of its re-
sponsibility. This circumstance also contributes to the
differentiation of the roles of accomplices and indicates
the organised nature of illegal activities, which is cru-
cial for building a reasonable evidence base.

These provisions are consistent with the norms
of International Criminal Law, in particular, Article 28

! Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
2 Geneva Convention Relative to the Protection of Civilian Persons in Time of War. (1945, August). Retrieved from https://zakon.rada.gov.

3 Geneva Convention for the Amelioration of the Condition of the Wounded and Sick in Armies in the Field . (1949, August). Retrieved from
*Geneva Convention Relative to the Treatment of Prisoners of War. (1949, August). Retrieved from https://zakon.rada.gov.ua/laws/

® Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
¢ Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
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of the Rome Statute!, which provides for the responsi-
bility of commanders and other military chiefs for war
crimes in cases where they, firstly, knew or should have
known that subordinates were committing or intend-
ing to commit war crimes. And, secondly, they did not
take all necessary and reasonably possible measures to
prevent, stop, warn and ignore them in order to bring
those responsible to justice.

Similar standards are contained in Article 87 of the
Additional Protocol (I of 1977) to the Geneva Conven-
tions of 19492, where commanders are required to take
all possible measures to prevent violations of interna-
tional humanitarianlaw by subordinate military person-
nel. If the commander knew or should have been aware
of possible or actual violations of the laws and customs
of war, but did not take appropriate measures to pre-
vent or stop them, he is liable under international law.

The existence of such a duty is also indicated by Rule
153 of the Code of Customary International Humani-
tarian Law, developed by the International Committee
of the Red Cross (2006). In general terms, it reflects a
well-established custom that requires the principle of
command responsibility to be respected even in cases
where the relevant international treaties have not been
ratified by a particular party. That is why the principle of
team responsibility is universal and is subject to appli-
cation within the international legal system, regardless
ofthe contractual status of a particular party. In essence,
it formalises the doctrine of individual criminal respon-
sibility on the principle of command, which provides for
the legal obligation of military leadership to take effec-
tive measures to ensure compliance with international
humanitarian law on the part of subordinate personnel.

Thus, giving a criminal order can significantly af-
fect the legal characteristics of a war crime, modify the
method of its commission and acquire key importance
for detecting, disclosing, investigating and preventing
socially dangerous acts that encroach on prohibited
norms of warfare. Actions related to the issuance of an
order that clearly violates the laws and customs of war
can be considered as an aggravating circumstance that
determines the structure and content of the method
of committing a war crime. This indicates the organi-
sational nature of the participants in a military offence
and is essential for the legal qualification of the crime,
considering the principle of individual criminal liability.

Other researchers also focused on this, noting
that the presence of such a contextual circumstance
indicates not only the structure of a war crime, but
also its organised form of commission (Taran, 2022;
Yankovy, 2023). According to researchers, this is con-
ditioned by the hierarchical nature of the military or-
der, which contains both subjective and substantive

elements that must comply with the norms of interna-
tional humanitarian law. In other words, any military
order must comply with the requirements of interna-
tional law, and therefore not contradict them. This is
due to the presumption that both the command staff of
the armed forces and subordinate military personnel of
armed formations are aware of the norms and customs
of warfare. Violation of these rules creates grounds for
bringing a person to justice in connection with the loss
of the legal status of a combatant. In this case, the per-
son is not only deprived of the protection provided for
by international humanitarian law, but is also subject
to criminal prosecution for committing war crimes, in-
cluding in the form of giving an obviously criminal or-
der and its subsequent execution.

Given the above, an integral element of the crimi-
nalistic characteristics of war crimes is the identity of
the offender (criminal, guilty party), and the establish-
ment of a link between the actions of the perpetrator
and the contextual conditions of an armed conflict. Oth-
er researchers pointed to this fact, emphasising that
not every individual act of violence committed during
an armed conflict falls within the scope of interna-
tional criminal law response (Tolkach, 2023; Yefimen-
ko, 2024). This is possible only ifitis established that the
act had a direct connection with the armed conflict and
was committed within its framework or context. Con-
sequently, the very fact of violation of the laws and cus-
toms of war is not sufficient for the legal qualification of
anactasawar crime without proving the connection be-
tween the actions of a particular person and the armed
conflict itself, and without establishing the status of the
subject of a war crime and the presence of its subjective
side, in particular, the person’s awareness of the con-
text of the armed conflict and their intention to act con-
trary to the norms of international humanitarian law.

This conclusion is justified by international case
law. In particular, according to the legal position for-
mulated by the International Criminal Tribunal for the
former Yugoslavia (ICTY) on the prosecution of persons
responsible for serious violations of international hu-
manitarian law in the territory of the former Yugoslavia,
in order to qualify a war crime, it is necessary to find
out that the existence of an armed conflict significantly
affected the ability of a particular person to commit il-
legal actions or make a decision on the commission of
a war crime, the method of implementing criminal in-
tent, and the purpose and motives by which the person
sought to achieve the tasks set (Taran, 2022).

The subjective perception of the nature of the con-
flict of the perpetrator (in particular, their understand-
ing of the political or legal nature of the war) is not cru-
cial for legal assessment. It is enough only that illegal

! Rome Statute of the International Criminal Court. (1998, July). Retrieved from https://zakon.rada.gov.ua/laws/show/995_588#Text.
2Protocol Additional to the Geneva Conventions of 1949, and Relating to the Protection of Victims of International Armed Conflicts.
Protocol 1. (1977, October). Retrieved from https://zakon.rada.gov.ua/laws/show/995_199.
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behaviour occurs in the context of an armed conflict
and is part of the implementation of a military-political
strategy. In other words, the performer’s awareness of
all components of the military plan or the organisation-
al structure of the military-political leadership is not
mandatory. It is sufficient to confirm that what is done
is the result of conscious actions in the context of the
overall implementation of the relevant strategy or pol-
icy of the state in the framework of an armed conflict.

In fact, the International Tribunal for the former
Yugoslavia also focused on this. Thus in the case of “Ku-
narac et al.” (Prosecutor V., ICTY, I[T-96-23/1), the court
concluded that a person can be held accountable for a
war crime or a crime against humanity, even without
having an idea of the overall plan or structure of the high
military command (Press Releases of the Internation-
al.., 1996). In other words, a person accused of interna-
tional crimes is not required to have full awareness of a
political or military strategy, and the fact of deliberately
committing actions as part of a large-scale aggression is
sufficient. As noted by O. Agarkova (2024), in addition
to the form of guilt, the criminal procedure law obliges
in each specific case to establish the motives and pur-
pose of a criminal offence, which are considered by the
court when determining the public danger of both the
act itself and the person who committed it, and when
determining the amount of punishment.

Despite the presence of common methodological
guidelines in the law enforcement of Article 438 of
the Criminal Code of Ukraine?, the analysis of individ-
ual decisions of the domestic courts attests to certain
shortcomings in the wording of the charge and the de-
scription of the actual circumstances of the commission
of the offence. For example, in the verdict of the (Okty-
abrsky) Shevchenkivsky District Court of Poltava dated
June 9, 2022 in case No.554/3925/22? (criminal pro-
ceedings No. 1-kp/554/387/2022), on the grounds of
crimes under Part 2 of Article 111, part 2 of Article 260
and Article 438 of the Criminal Code of Ukraine, it was
established that the accused, being in the conditions
of an international armed conflict, acting intentionally,
committed illegal possession of vehicles on the territo-
ry of one of the state-owned enterprises of the Sumy
Oblast, which caused material damage in the amount of
UAH 232,048. In the reasoning part of the relevant court
decision, the description of the incriminated act does
not contain an indication of its purpose and motives, it
does not specify which norm of international humani-
tarian law was violated, and there is no clear and con-
vincing link between the illegal act and the context of
the armed conflict. In other words, questions remain
as to whether the act falls within the qualification of a
war crime within the meaning of international criminal
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and humanitarian law, or whether the act should be
considered in the context of general responsibility that
occurred within the framework of an armed conflict.

In such circumstances, there is a risk of erroneous
legal qualification, which can lead to ignoring the spe-
cifics of a war crime, which implies not only objective
and subjective signs, but also the need to establish a
link between the act, the context of an armed conflict
and its international legal consequences. This signif-
icantly affects the direction of intent of the subject of
the crime, determines the choice of ways to implement
criminal intentions, and also determines the goals, mo-
tivational factors and other relevant elements of the ac-
tual circumstances of the criminal offence.

0. Agarkova (2024) noted that within the frame-
work of criminal proceedings, factual data should be es-
tablished that confirm the existence of an armed conflict,
its relationship with an illegal act and socially danger-
ous consequences, which allows identifying victims of
a criminal offence, and identifying objects of encroach-
ment that are protected by international humanitarian
law. Describing the potential range of subjects of war
crimes, the researcher referred to direct participants
in the armed conflict, persons who were involved in the
planning, organisation, orimplementation of military op-
erations, representatives of the administrative and com-
mand staff who control the provision of law and order,
including in the occupied territories (Agarkova, 2024).

A somewhat detailed differentiation of the subjects
of war crimes was given by K. Shevchyshena (2024), di-
viding the latter into representatives of the military-po-
litical leadership, the highest command staff, other mili-
tary personnel involved in the armed conflict, members
of illegal armed groups and private military companies
involved in the armed conflict, and persons cooperating
with one of the parties to the conflict for political, ideo-
logical, material, personal, and other reasons.

In fact, the above classification is consistent with
the research data, where the subjects of war crimes can
be differentiated into four main groups. Firstly, com-
batants from among the armed forces of a state party
to an armed conflict. Secondly, persons acting on behalf
of or in the interests of one of the parties to the con-
flict, including mercenaries, volunteers, and members
of armed groups. Thirdly, commanders, military chiefs,
and representatives of the military-political leader-
ship who can both personally commit illegal actions
and bear legal responsibility for giving orders, which
directly contradicts the provisions of international
humanitarian law. Fourthly, civil or service organisa-
tions that take an active part in the implementation of
military tasks, or perform the assigned powers with-
in the structure or functions of the belligerent party

! Criminal Code of Ukraine. (2001, May). Retrieved from https://zakon.rada.gov.ua/laws/show/2001-05#Text.
2Verdict of the Oktyabrsky (Shevchenkivsky) District Court of Poltava in Case No. 554/3925/22. (2022, June). Retrieved from https://

reyestr.court.gov.ua/Review/104701812.
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(representatives of security agencies, intelligence, law
enforcement agencies, the penitentiary system, medi-
cal institutions, employees of defence or infrastructure
enterprises, etc.).

The functioning of these categories of subjects of
war crimes is based on a well-established system of
subordination relations, which is formed on the prin-
ciple of unity of command. This fundamental approach
provides for a clear division of management functions
and responsibility for their proper implementation. Ac-
cordingly, military commanders (chiefs) have the pow-
er to make decisions, give orders and ensure their im-
plementation within a certain competence, where the
structural hierarchy is implemented both through ver-
tical subordination (for example, by rank) and through
functional affiliation (for example, by official position).

Subordination relations in the military structure
are determined not only by the specifics of internal
military service, but also serve as the foundation for
establishing individual and command responsibility. It
follows from this that commanders and other military
chiefs are subjects of war crimes not only if they are di-
rectly involved in illegal acts, but also as persons who
have given clearly criminal orders or failed to take ap-
propriate measures to prevent or suppress gross (seri-
ous) violations of international law. This means that the
legal assessment of a person’s behaviour as a potential
war criminal is inextricably linked with their official po-
sition, the nature of functional powers (official duties),
and the volume of subordinate personnel.

In this context, the key circumstances to be proved
in criminal proceedings on violation of the laws and
customs of war should include the injured person (vic-
tim), and the scope and nature of socially dangerous
consequences caused by the actions of the guilty per-
son in committing a war crime. This involves determin-
ing the nature and extent of the physical, moral and/or
material (financial) damage caused, which is important
for establishing the degree of public danger of the un-
lawful act, its classification, and for justifying the initia-
tion of a pre-trial investigation.

This was also emphasised by O. Agarkova (2024),
referring to the circumstances to be proved the social
status of the injured person. This refers to whether the
person is a serviceman, a prisoner of war, a civilian, a
person endowed with appropriate immunity or pro-
tected in accordance with international treaties. Type
and legal status of property that has been damaged
or reduced as a result of an armed attack, including
whether this property belongs to objects that are pro-
tected (protected) by international treaty law. Causal
relationship between the actions of the perpetrator and
the consequences that caused physical, moral (psycho-
logical), property or material (financial) damage.

According to K. Shevchyshena (2024), the differ-
entiation of victims of war crimes should be carried
out according to three main criteria, which answer the

question of whether the victims belong to the civilian
population, military personnel, and representatives
of humanitarian organisations or peacekeeping mis-
sions. However, this classification does not fully meet
the needs of practice, since it does not cover all possible
participants in war crimes.

The standards of investigation of war crimes devel-
oped by specialists in international humanitarian law
under the auspices of the Office of the Prosecutor Gen-
eral of Ukraine (Basic investigative standards...,, 2016)
also do not give clear answers to the questions raised.
According to the results of the analysis, they superfi-
cially identify three main groups of protected persons
who may fall under the category of victims of violations
of the laws and customs of war. These subjects include
prisoners of war, civilians, and other participants who
are protected by international humanitarian law.

A similar opinion is shared by other researchers,
dividing the victims into medical and spiritual person-
nel, persons from the armed forces who laid down their
weapons, as well as those who in the status: “hors de
combat” - left the fighting due to illness, injury, deten-
tion, or for any other reason. This refers to former com-
batants who no longer participate in an armed conflict
as a result of voluntary cessation of hostilities as a re-
sult of captivity, injury, illness, or other circumstances
that objectively make it impossible for them to contin-
ue participating in hostilities (Batyuk & Dmytriv, 2021;
Hryga & Burnos, 2024).

In addition, the researchers emphasise that the
commission of war crimes can have legal consequences
even in the absence of these subjects. As an example,
researcherscite situations where military operations
cause significant or long-term damage to the environ-
ment, attacks are carried out on critical infrastructure,
or national cultural treasures are looted, etc. Conse-
quently, the victim, according to researchers, is con-
sidered as an optional sign of the objective side of the
composition of a criminal offence under Article 438 of
the Criminal Code of Ukraine, which seems debatable.

In this context, it should be noted that ignoring the
fact of the presence of an injured party contradicts the
generally recognised principles of criminal law, accord-
ing to which damage (physical, property or non-mate-
rial) is always a mandatory element of an act that ac-
quires criminal significance. In addition, in the context
of international humanitarian law, it is the presence of
an injured party (both individually defined and collec-
tively) that allows providing a legal assessment of the
relevant acts. The absence of the victim as an object of
encroachment calls into question the public danger in
the understanding of the criminal law doctrine, which
requires additional theoretical and legal rethinking.
For a holistic distinction of victims in criminal proceed-
ings on the facts of violation of the laws and customs of
war, it is advisable to focus on the classification of war
crimes (Table 1).
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Table 1. Classification of victims in war crimes proceedings based on the forensic aspects of their commission

Based on the
location of the
offence

Based on the
type of armed

conflict armed conflict

Based on the criterion of the
legal status of a person in an

Based.on the illegal Based on the character and scale
orientation and method
o . of consequences
of commission

victims of an international armed
conflict
victims of a non-international
armed conflict
victims in the occupied territory,
including where active military
operations are being conducted or
not being conducted
victims in the controlled territory,
including de-occupied territory
a civilian who has reached the age
of majority
a child and/or a person who has
not reached the age of majority
a serviceman, including a person
involved in an armed conflict
and a person who, for objective
reasons, is in the status of “hors de
combat”
persons with special status and

special protection in accordance

with international law
victims of attacks on life, health,
honour, dignity, inviolability, and
personal security
victims of encroachments on
property rights
victims of violations of
international protection of entities
and objects that are under special
protection
victims of the death of a person
victims of bodily injury or
mutilation
victims of loss or damage to
cultural values, national heritage
victims of humanitarian crises
(catastrophes)

Source: developed by the authors

In this context, the analysis of socially dangerous
consequences of the offences under study is of particu-
lar importance. This refers to extraordinary circum-
stances caused by dangerous events that disrupt the
usual mode of life of the population and the functioning
of the country. This thesis was confirmed by the classi-
fication of emergency situations in the current legisla-
tion of Ukraine. Thus, according to Article 5 of the Law
on Civil Protection, all emergencies are divided accord-
ing to the nature of origin, the scale of spread, the level
of human losses, and the amount of material damage’.
Depending on the source of origin of a particular event,
emergencies are differentiated into natural, anthropo-
genic, social, and military ones.

Unlike others, military emergencies arise as a result
of armed conflict. As a rule, they cause significant de-
struction, unpredictable human casualties, disruption
of the living conditions of the population, and serious
changes in the social, political, economic, and security
environment of the country. Researchers also identified
combined emergencies that simultaneously combine
several types of threats that interact with each other
on the principle of a “cascade effect”, when the negative
consequences of one event provoke the emergence of
others. This means that military actions can be a cat-
alyst for the occurrence of anthropogenic disasters, in
particular, by damaging critical infrastructure facilities,
industrial enterprises, etc. Therefore, war crimes in a
broad sense pose a threat to national security. In other
words, the consequences of war crimes often cause sys-
temic disturbances in social, economic, political, envi-
ronmental, and humanitarian stability, which takes so-
ciety and the state beyond the normal functioning. As a
result, circumstances arise that form special conditions
for the life of the population and the functioning of the
country, which are usually classified as emergency.

Thus, the main criterion for the introduction of a
special legal regime of martial law is the occurrence
of emergency circumstances of a military nature that

violate the normal (normal, regular) living conditions of
the population and the functioning of the country as a
result of armed conflict and its associated consequenc-
es. In most cases, this leads to large-scale destruction,
significant human casualties, destruction of elements
of biodiversity, environmental threats, and a number
of other destabilising factors that pose a threat to the
national security of the country.

That is, emergency circumstances of a military na-
ture form the appropriate conditions that make it nec-
essary to introduce a special legal regime - martial law.
Emergency conditions are a direct consequence of these
circumstances and the basis for the introduction of a
special legal regime to localise military threats, stabilise
the situation, ensure national security, law and order,
and restore the rule of law and the normal functioning
of government bodies in conditions of armed conflict.

As noted by D. Lazareva (2025), extraordinary cir-
cumstances caused by military operations create spe-
cific conditions for the procedural activities of investi-
gative bodies, which affects the methodology of their
investigation. In this context, war crimes have a dual
legal nature, covering both domestic and international
legal contexts. From the standpoint of national jurisdic-
tion, their consequences are expressed by significant
human casualties, significant material damage, and
violation of normal living conditions of the population
both at the level of individual administrative and terri-
torial units and the state as a whole.

In terms of international law, war crimes go beyond
the territories of the warring parties, since they consti-
tute a violation of the norms of international human-
itarian law and acquire the status of internationally
wrongful acts affecting security and stability on a global
scale. This leads to a response from the international
community and the activation of mechanisms for inter-
national criminal prosecution. That is why the effective-
ness of the investigation of war crimes requires coor-
dinated interaction between national and international

I ! Civil Protection Code of Ukraine. (2012, October). Retrieved from https://zakon.rada.gov.ua/laws/show/5403-17#Text.
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legal institutions, which contributes to the strengthen-
ing of the global system of security, law and order, and
justice in this area of legal relations. The commission of
war crimes causes a significant international response,
leading to the development and implementation of the
legal policy of the international community aimed at
minimising their negative impact on international se-
curity and stability.

Conclusions

Criminalistic characterisation of war crimes is a struc-
tured system of information that allows authorised
participants in criminal proceedings to find out the
circumstances of what was committed and effectively
collect sufficient evidence to substantiate the guilt of
the accused in court for gross violations of the laws and
customs of war. This concept should be considered as a
structured description of typical features of the type of
war crimes, aimed at the effective activities of pre-tri-
al investigation bodies to identify, disclose, investigate,
and prevent socially dangerous acts that encroach on
the established norms and rules of warfare.

It is appropriate to distinguish two main groups of
elements of criminalistic characteristics of war crimes
based on their international legal nature and the actual
context of commission. The first one consists of gen-
eral signs that are inherent in a wide range of socially
dangerous acts. These include the place, time, method,
and instrument of the crime, the nature and severity
of the consequences, motives, typical traces (circum-
stances), and other common elements that allow rec-
reating the model of a criminal event and contribute to
its investigation.

The second one covers contextual and legal fea-
tures that reflect the international legal nature of war
crimes. Such circumstances include armed conflict as
a mandatory element of the act under study, the legal
status of subjects of offence and victims in accordance
with the provisions of international humanitarian law,

of violation of international law, and other factors that
determine the specifics of legal qualification under in-
ternational criminal law and affect the process of prov-
ing violations of the laws and customs of war.

That is why it is noteworthy to establish a connec-
tion between actions and the contextual features of
what was done. This involves finding out the ability of a
particular person to commit a war crime, making an ap-
propriate decision, the method of implementing crimi-
nal intent, and the goal that they sought to achieve by
committing an illegal act and the motives that were the
grounds for achieving criminal goals. Therefore, within
the framework of criminal proceedings on violation of
the laws and customs of war, factual data should be col-
lected that confirm the existence of an armed conflict,
the existence of a causal link between it and a specific
crime, and allow identifying the culprit, victims, and
objects of encroachment that are protected by inter-
national humanitarian law. The establishment of these
circumstances significantly affects the process of proof
itself, where the cognitive significance of each proce-
dural action depends on the specific event of violation
of the laws and customs of war.

In further research, it becomes necessary to carry
out a detailed analysis of issues related to determining
the evidentiary value of questioning in criminal pro-
ceedings on violation of the laws and customs of war,
investigating the organisational and tactical aspects of
its preparation, outlining the main tactical techniques
for conducting, and determining methods for properly
recording its results.
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AKTyanbHICTb AOCTIKeHHS 3yMOBJIeHa HEOOXIIHICTIO BJJOCKOHA/IEHHS TEOPETUYHUX i MPAKTUYHHUX MiIX0/iB
Jl0 pO3CIilyBaHHSI BOEHHHUX 3JIOYMHIB, 3a6e3neyeHHsIM ePeKTHBHOTO X BUSIBJSHHS Ta JOKYMEHTYBaHHS
B mporeci Joka3yBaHHA. MeToro [ociifykeHHs OyJo KOMILJIEKCHE BHUBYEHHS CTPYKTYPHHUX €JIEMEHTIB
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