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Abstract

It is proved that the main problem of legal regulation of the activities of operational units of law enforcement
agencies of Ukraine is its unsystematic nature. Ensuring such consistency is quite possible by making changes
and additions to the legislation. The concept of reforming the legislative regulation of the activities of operational
units of law enforcement agencies of Ukraine should consist of interrelated elements that provide for changes and
additions to the legislation in three areas of regulation of public relations: criminal procedure (detailed regulation
of the activities of operational units in the Criminal Procedure Code with a substantial expansion of their powers,
in particular, in terms of ensuring the safety of persons who cooperate confidentially with pre-trial investigation
bodies); intelligence-gathering (legislative regulation of clear grounds for the initiative activities of operational
units to detect the preparation and commission of crimes, and the independent, with a clear exhaustive legislative
definition, system of intelligence-gathering activities with their differentiation depending on the subject of
authorisation, considering those that an operational employee can conduct without any permits and approvals);
in the field of state secret protection (comprehensive regulation in the Law of Ukraine “On state secret” of legal
relations related to the conspiracy of the activities of operational units and other internal structural entities
of those state bodies that need it). The purpose of the study is to make proposals for improving the legislative
regulation of intelligence-gathering and other activities of operational units of law enforcement agencies of
Ukraine. The methodological basis of the research is the dialectical-materialistic method of scientific knowledge
of socio-legal phenomena, and general scientific and special methods of legal science, in particular: system-
structural - to determine the content of the investigated categories and legal phenomena, the development of
terminology, systematisation of scientific knowledge of the chosen area in general, a comprehensive analysis of
the provisions of normative regulations and the development of a system of proposals for reforming legislation
and using foreign experience in Ukraine; comparative-legal and comparative - for a comprehensive analysis of
national legislation and subordinate normative regulations, norms of international law, which constitute the
legal basis of operational law; logical-legal (dogmatic) — during the establishment of the conceptual framework,
the formulation of proposals for amendments and additions to legislative acts; statistical - for the analysis of
the investigated materials of intelligence-gathering cases, criminal proceedings, survey results; sociological
(questionnaires, interviews, surveys) - for the examination of the opinions of practitioners, determining the
effectiveness of the application of individual legal institutions. It is necessary to make changes and additions to
the legislation to create a mechanism of legal regulation of intelligence-gathering activities of operational units
of law enforcement agencies of Ukraine. The essence of these changes is determined by different approaches,
distinguished by levels. At the highest, strategic level, a deep transformation is required for legislative regulation
of the complex of public relations on countering crime by law enforcement agencies (intelligence-gathering
activities, criminal proceedings, protection of state secret). The tactical level corresponds to the introduction
of scientifically based proposals for the settlement of issues of intelligence-gathering activities. The best option
for the scheme of improving the legislative regulation of the activities of operational units of law enforcement
agencies of Ukraine is the introduction of a tactical level of reform with a gradual transition to a strategic one
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Introduction

One of the conditions for the development of Ukraine
as a democratic state governed by the rule of law of
the European model is an extensive renewal of the
criminal justice system, the institutions of which are
able to ensure the protection of human rights and
freedoms, counteraction to crime, protection of the
interests of society and the state by means of an co-
vert nature, in particular intelligence-gathering. The
practical implementation of the Criminal Procedure
Code (CPC) of Ukraine, in comparison with the CPC
of the Ukrainian SSR, which was in force for over
50 years, demonstrated the importance of a radical
change in the model of criminal proceedings, the
legal status of its participants, the procedural form
of pre-trial investigation and legal proceedings in
general. In connection with the coordination of the
criminal procedural legislation of Ukraine with in-
ternational standards, a thorough study of the legal
mechanisms of functioning of operational units of
the National Police (NP) of Ukraine, which are en-
trusted with the task of identifying, documenting
and disclosing the primary majority (over 95%) of
all criminal offences registered in the state, prevent-
ing the most dangerous manifestations of organised
and professional crime, becomes relevant.
Considering the tendency to increase in the
number of registered applications and reports on
criminal offences (from 3.2 million in 2012 to 7.2
million in 2019), and cases (proceedings) under
investigation by the internal affairs bodies (NP),
from 443.7 thousand in 2012 to 809.6 thousand in
2019, proper legislative and organisational support
for the subjects of the intelligence-gathering activi-
ties (OSA) is recognised as one of the priorities. The
functioning of criminal police units is affected, in
particular, by such factors as an increase in the level
of specific, latent, crimes related to human and arms
trafficking, drug trafficking, mining, illegal financial
and economic activities, etc. Along with the consis-
tent capacity-building of the police and the effective-
ness of its measures, its activities are also affected
by influential deterrents. For example, at the end
of 2019, there were over 600 proceedings sent by
the police in the courts against members of organ-
ised groups and criminal organisations, but only 48
were considered during the year (that is, for every
fourth proceeding, the trial lasts over three years).
According to official reports of the NP, the rate of de-
tection of grievous and extremely grievous crimes
committed in qualified forms of complicity ranges
from 30 to 50% with an annual increase in the bal-
ance of criminal proceedings of the corresponding
category, in which the final procedural decision has
not been made. Materials collected in the framework
of intelligence-gathering cases (0SC) were used as
evidence only in 31.4% (conducted secret investiga-
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tive (search) actions (SISA) 34.3 %) of proceedings,
which generally indicates an underestimation or in-
ability to use the capabilities of operational units to
ensure evidence in criminal proceedings.

In general, the reasons for the low perfor-
mance of OSC work are deep and complex. However,
almost the main one seems to be the uncertainty of
the actual legal content of the OSA (so it is no coin-
cidence that there are still disputes about whether
the OSA is a science). After the adoption of the CPC
of Ukraine, such activity (mentally it is still perceived
as a separate form of countering crime) partially de-
pends on rationing by criminal procedure legislation
(for the first time in the history of lawmaking, the
CPC of Ukraine highlighted an independent chapter
21 “Secret investigative (search) actions”).

However, the introduction in Ukraine of a
progressive modern model of adversarial criminal
procedure (focused on Western European models)
should not narrow (limit) the natural legal regula-
tion of the initiative activities of operational units to
combat crime (which fully corresponds to the estab-
lished traditions of regulating covert work). Now, an
unbalanced hybrid model of the activities of opera-
tional units with unclear content and criteria for the
ratio of intelligence-gathering, criminal procedural,
and search activities is present. This conceptual in-
consistency permanently identifies existing gaps and
causes new problems of legislative, departmental
(interdepartmental) regulatory, and organisational
nature, which in practice require urgent and effec-
tive solutions.

The purpose of the study is to make proposals
for improving the legislative regulation of intelli-
gence-gathering activities of operational units of law
enforcement agencies of Ukraine.

The following tasks are set to achieve this goal:

- identify the main problems existing in the leg-
islative regulation of intelligence-gathering and oth-
er activities of operational units of law enforcement
agencies of Ukraine;

— give a general description of the current state
of studies aimed at solving practical problems of the
activities of operational units of law enforcement
agencies of Ukraine;

- highlight the features and prospects of using
international experience to improve OSA in Ukraine;

- form conceptual foundations for improving the
system of legal regulation of secret cooperation in
Ukraine;

- formulate specific proposals to the Law of
Ukraine “On intelligence-gathering activities” and
the CPC of Ukraine.

Results and Discussion
Based on a comprehensive analysis of the practice
of applying the norms of the Constitution of Ukraine

9 I



I 10

B | cgisiative regulation of intelligence-gathering activities...

(Art. 3, 31- 34, 55,57, 59, 60, 62, 63), Criminal Code
of Ukraine (Art. 11, 36, 38, 39, 42, 43, 45), CPC of
Ukraine (par. 1, 2, 20, 21, 40, 42, 43; Art. 36, 40,
41, 84-94, 103-110, 159-156, 207-211, 214-216), a
number of laws of Ukraine (on OSA, NP, prosecutor's
office, organisational and legal grounds for combat-
ing organised crime, preventing corruption, informa-
tion, Security Service of Ukraine, ensuring the secu-
rity of persons taking part in criminal proceedings,
state secret, execution of decisions and application of
the practice of the European Court of Human Rights,
etc.), a number of international treaties, the consent
to be bound by the Verkhovna Rada of Ukraine, and
bylaws, identifieed a number of conflicts, gaps, con-
tradictions, and even systemic errors made by the
legislator, which still negatively affect the effective-
ness of tasks on prevention, detection, and investiga-
tion of crimes.

According to surveys, the imperfection of leg-
islation regulating the criminal process (91.2%), OSA
(91.1 %) and the protection of state secret (80.9%)
are recognised as the main factors for weakening op-
erational positions in the work of the relevant divi-
sions of the NP of Ukraine. It is about:

- imperfection of the legislative definition of OSA,
the concept and list of intelligence-gathering mea-
sures (OSM);

- absence of legal grounds for conducting OSM
for the purpose of detecting and suppressing crimes
that are prepared and committed in the context of
conspiracy (part 1, 3 of Art. 6 and part 1, 3 of Art. 9
of the Law of Ukraine “On intelligence-gathering ac-
tivities”);

- unclear criteria for sufficiency of information
for the implementation of OSA;

- loss of initiative by operational units in criminal
proceedings (Art. 41 of the CPC of Ukraine);

- lack of clear legislative regulation of the possi-
bility of proceedings in the OSC in case of detection
of signs of a crime (without entering information in
the unified state register of legal entities);

— establishing by law a direct link between the
procedure for conducting OSM and the norms of the
CPC of Ukraine (instead of a separate independent
regulation of their content and the procedure for
conducting them);

— inability to conduct a number of important in-
telligence activities within the framework of oper-
ational development of persons involved in crimes
(monitoring of bank accounts; special investigative
experiment; imitation of the crime situation);

- insufficient regulation of assistance to the im-
plementation of OSA, etc.

In the structure of modern studies on OSA is-
sues and covert work, seven blocks should be distin-
guished, depending on the subject of research. From

general, fundamental to specialised (by the scope of
the subject of research) works of the monographic
level, the:

1. studies devoted to the general fundamental
foundations of OSA and covert work should be con-
sidered. There has been a lack of such research over
the past decade. These are individual monographs,
doctoral and candidate theses prepared before the
entry into force of the CPC of Ukraine and the intro-
duction of appropriate amendments to the Law of
Ukraine “On intelligence-gathering activities”.

2. Research devoted to certain principles of
OSA and covert work. Among such studies, several
groups can be distinguished:

a) studies of various aspects of OSA and covert
work, including: legal regulation, organisation, tac-
tics (tactical and psychological foundations), use of
OSM. Conceptual scientific research, the subject of
which is the use of OSM and the psychology of OSA,
is now over ten years old. Studies of the organisation
and tactics of OSA are even more outdated. The only
dissertation that is an exception to this trend is de-
voted to the legal regulation of OSA, it was defended
in 2013 in the specialty “Theory and history of state
and law; history of political and legal doctrines”;

b) studies of the main categories of OSA and co-
vert work, including: forms, forces, and means of
0OSA, and its methods or OSM. Over the past decade,
only the funds of the OSA have been investigated
at the monographic level (the results of the disser-
tation research for the doctor of the law were pre-
sented in 2018). Methods of OSA (operational search
measures) were not investigated in the complex. The
studies were conducted only in relation to some of
them. Therewith, a number of monographic stud-
ies were conducted on the legal, organisational, and
tactical principles of conducting SISA. Dissertations
devoted to such an important category as the forms
of OSA have not been prepared. At the monographic
level, the problems of only one of these forms - in-
telligence-gathering were investigated. Operational
development and operational prevention are also ig-
nored by researchers;

c) certain areas (lines) of activity within the OSA
and covert work: determining the location of per-
sons put on the wanted list; execution by operational
units of the investigator's and prosecutor's instruc-
tions to conduct the SISA; intelligence-gathering for
the security of persons taking part in criminal pro-
ceedings; criminal intelligence on the Internet;

d) certain types of activities to ensure the effec-
tiveness of OSA and covert work: information and
analytical support (the last separate comprehensive
study was completed in 2011 - at the level of a doc-
toral dissertation); ensuring the secrecy of the activ-
ities of operational units (2017); material, technical,
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and financial support of OSA and covert work (during
the last decade, it was not the subject of a separate
comprehensive scientific study);

e) secret cooperation (as a special, separate, inte-
gral element of the content of the OSA) is constant-
ly the subject of scientific research. Comprehensive
studies were completed in the early 2010s. In 2019,
a monograph was published that systematically ad-
dresses the issues of the institute of secret cooper-
ation.

3. Studies devoted to the counteraction of op-
erational units to crimes committed by a separate
section of the special part of the Criminal Code of
Ukraine, part of articles of such a section, a separate
article, or part of an article, or crimes united in a sep-
arate group based on purely criminological features.
Over the past decade, a substantial number of com-
prehensive scientific studies have been conducted
in this area. The authors of such studies formulate
their subject using three main forms.

The first form is the widest within the OSA, it
is formulated as“counteraction by operational units”
(afterwards, the type of crime is stated). Thus, the
subject of the study covers intelligence-gathering and
criminal procedural activities of operational units.

The second form is narrower than the previ-
ous one: “operational search counteraction” (after-
wards, the type of crime is stated). With this for-
mulation, the subject of research covers only the
intelligence-gathering activities of operational units.

The third form - “detection and investigation
(afterwards, the type of crime is stated)" covers not
only the OSA and the covert work of operational
units to counteract a specific type of crime, but also
the procedural activities of an investigator, prosecu-
tor, forensic tactics, and the use of special knowledge
in criminal proceedings.

4. Research of intelligence-gathering criminal
procedural activities of individual operational units
of specific law enforcement agencies. Since the be-
ginning of the current century, scientific intelligence
in this area has been conducted only in relation to
operational units: the penitentiary system; special
units for combating organised crime of the Ministry
of Internal Affairs of Ukraine; the operational service
of the Ministry of Internal Affairs of Ukraine and op-
erational and technical units of the NP.

5. Studies devoted to the problems of coun-
tering specific operational units (individual law en-
forcement agencies) of a certain type of crime. Such
studies over the past decade have mainly been devot-
ed to the activities of the internal affairs bodies (NP):

a) criminal investigation (countering mercenary
and violent crimes; grievous and extremely griev-
ous crimes of previous years; crimes in the field of
illegal trafficking in synthetic narcotic drugs; crimes
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against property committed by radical individuals;
robberies on railway facilities, etc.);

b) protection of the economy, and in the past
of the state service for combating economic crime
(countering crimes that encroach on the external
economic security of Ukraine; obtaining illegal bene-
fits and other corruption crimes; criminal acts in the
field of public utilities, etc.);

c) special units for combating organised crime, op-
erational services (countering bribery in the Depart-
ment of Internal Affairs system and obtaining illegal
benefits in general; crimes in the public sector, etc.);

d) operational service units (countering drug
crimes and obtaining illegal benefits).

6. Research of problems of conducting specif-
ic intelligence-gathering activities and secret inves-
tigative (search) actions. Such actions and activities
that have been investigated at the dissertation level
over the past decade include: operational survey;
operational inspection; in-cell work; visual sur-
veillance; audio and video control of a person and
place; removal of information from transport tele-
communications networks; performing a special
task to solve the criminal activities of an organised
group, operational combination, controlled deliv-
ery, prompt purchase, and monitoring the commis-
sion of a crime in general.

7. Studies devoted to the conduct of OSM
(SISA): a) within the framework of countering a spe-
cific type of crime; b) separate operational unit of a
particular law enforcement agency. Since the begin-
ning of this century, less than ten dissertations on
similar subjects have been defended. It is considered
impractical to conduct these studies in the future
(due to the narrow boundaries of the subject). Many
of the papers related to this block are fundamental
and contain provisions that can be used to improve
various aspects of countering crime by the forces
and means of operational units of various subjects of
the OSA. However, in the context of radical changes
in legislation and law enforcement practice, the le-
gal foundations of the OSA have become particularly
important and require a separate targeted compre-
hensive analysis.

The use of international experience is import-
ant. Based on the results of the analysis of modern
models of the organisation of covert work of law en-
forcement agencies of other countries (criminal in-
telligence, detective activities, secret investigations,
etc.), it can be concluded that Ukraine has introduced
the main guarantees for ensuring the protection of
human rights and freedoms during the implemen-
tation of secret activities in the process of pre-trial
investigation at the level of standards of developed
Western European countries, which primarily cov-
ers: judicial authorisation of secret measures (with
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the possibility of full-fledged judicial control and
prosecutor's supervision); the permissibility of se-
cret procedural actions only in case of impossibility
or substantial complication of obtaining the neces-
sary data in another way; conducting such actions
only within the framework of the investigation
of particularly dangerous acts (under the CPC of
Ukraine - grievous and extremely grievous crimes);
establishing a procedure for notifying persons about
conducting secret actions against them and their
results; limiting the possibility of monitoring com-
munication with certain categories of persons (close
relatives, priests, helpline consultants, defender
lawyers, and doctors); the duty of the investigative
body to immediately destroy the results of secret ac-
tions that do not relate to specific proceedings and
have no evidentiary value; minimising the possibil-
ity of interference in the private life of other (unre-
lated) persons. Therewith, the legal field of Ukraine
does not sufficiently define precautions for possible
abuse of its right by the defence party. Today, some
such subjects of criminal proceedings, taking ad-
vantage of differences in the interpretation of the
norms of the criminal procedure law (sometimes
on far-fetched grounds that cannot be refuted in the
process of public verification), require the court to
recognise as inadmissible evidence collected tacitly
with a substantial expenditure of time, human and
material resources.

Notably, in the EU and US countries there are
specific problems related to the secret activities of
law enforcement agencies. In recent years, they have
constantly become the subject of attention of re-
searchers [1-6].

Based on the doctrinal provisions of the theo-
ry of OSA and criminal procedure, the latest studies
of Ukrainian and foreign researchers, and the results
of the analysis of international experience, and long-
term practice, ways to solve the most fundamental
problems that exist in the legislative regulation of
the activities of operational units of law enforcement
agencies of Ukraine are offered.

First of all, this concerns the problem of de-
fining the concept of intelligence-gathering activi-
ty. It is interpreted as a system of public and secret
search, intelligence and counterintelligence activ-
ities conducted using operational and operation-
al-technical means (Art. 2 of the Law of Ukraine “On
intelligence-gathering activities”). Such a definition
cannot provide an unambiguous understanding of
the conceptofOSA,itslegal content. Thisisduetolim-
ited information content. In addition, the legislator
does not propose definitions of search, intelligence
and counterintelligence measures, does not distin-
guish them into public and secret, and does not form
a list of them. This applies to both operational and

operational-technical means. Except for the defi-
nition of OSA, the terms “operational means”, “op-
erational and technical means”, “search measures”,
“intelligence measures”, “counterintelligence mea-
", “secret measures” are

sures”, “public measures”,
not used in the text of the Law [7]. An activity with
indefinite content cannot be a tool for achieving a
specific goal or completing tasks.

Taking this into account, researchers who in-
vestigated aspects of OSA were forced, first of all, to
formulate their own definition of the concept of such
activities, their content, and individual components.
The most effective approaches were those that were
based on an in-depth analysis of fundamental scien-
tific works on the content of human activity in gener-
al and legal activity in particular.

In the opinion of this study, a universal “formu-
la” for understanding the content and formulation of
the definition of a certain type of legal activity, in par-
ticular the OSA, was proposed by M.A. Pogoretskyi.
The researcher appropriately identifies such inter-
nal structural elements of the content of the OSA and
criminal process as the purpose, tasks, actions, and
subjects that form them as integral active systems
and their external elements, which are stages and or-
ganisational-legal forms [8]. The application of this
approach to clarifying the essence and formulation
of concepts of certain subspecies of activity within
the framework of OSA and criminal proceedings has
always led to the development of definitions that
were distinguished by the accuracy of determining
the content of the concepts under study. It concerns
primarily the monographic research of 0O.S. Staren-
kyi, 0.0. Sukhachov, 1.0. Sukhorada, O.Yu. Tatatrov,
AM. Chernyak, and others.

Within the framework of the doctrinal provi-
sions of the OSA theory and based on many years of
practice, it is proposed to interpret the OSA as a sys-
tem of actions that:

— are conducted for the purpose of detecting and
suppressing crimes, preventing criminal offences;

- consist in searching for and recording factu-
al data on the criminal activities of individuals and
groups, the location and fate of persons put on the
wanted list;

— conduct operational units of legal protection
bodies in accordance with the powers granted to
them by law;

— they can be conducted both openly and secret-
ly [8].

It is considered appropriate to choose these
four components as the basis for the legislative defi-
nition of OSA.

One of the most pressing problems of the OSA
is that the law does not provide grounds for opera-
tional units to work on the prevention of crimes. The
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Law of Ukraine “On intelligence-gathering activities”
obliges operational units to take the necessary OSM
for the prevention, timely detection and suppression
of crimes, exposing the causes and conditions that
contribute to the commission of crimes, and con-
ducting the prevention of offences practice (part 1
of Art. 7). However, by obliging to conduct crime
prevention, identify, and stop them, the legislator
did not give operational units the appropriate tools.
Therefore, operational units do not actually have the
legal authority to conduct such activities. Ultimately,
Art. 6 of the Law of Ukraine “On intelligence-gather-
ing activities” in the last paragraph prohibits mak-
ing decisions on conducting intelligence-gathering
activities in the absence of the grounds provided for
in this article. The scope of such grounds includes
“the availability of sufficient information obtained
in accordance with the procedure established by
law, which requires verification by means of intelli-
gence-gathering measures and means, about: crimes
that are being prepared; persons preparing to com-
mit a crime; persons who are hiding from pre-trial
investigation bodies, an investigating judge, a court,
or evading serving a criminal sentence”.

Therewith, Art. 9 of this law provides that in
each case there are grounds for conducting an OSA,
an OSC is established. Therefore, any OSM for the
prevention and detection of crimes is illegal. Thus, all
activities of operational units to search for the facts
of preparation and commission of crimes should be
considered devoid of legal grounds. The prosecutor,
within the framework of supervision over the ac-
tivities of units authorised to conduct OSA, in case
of detection of the facts of conducting OSM without
establishing OSC, is obliged to give instructions on
their immediate termination.

Ukrainian researchers who have investigated
various aspects of the activities of operational units
of law enforcement agencies have repeatedly fo-
cused on this problem. The analysis of recent works
in this area [9] gives grounds for concluding that
the best way to correct the situation is to supple-
ment part one of Art. 6 of the Law of Ukraine “On in-
telligence-gathering activities” with paragraph five,
which as one of the grounds for conducting an OSA
would determine the implementation of preven-
tion, timely detection, and suppression of crimes,
and exposing the causes and conditions that con-
tribute to their commission. Simultaneously with
the introduction of this norm, it is necessary to pro-
vide operational units of law enforcement agencies
with effective tools for its effective implementation.
In the theory of OSA and the practice of rule-mak-
ing activities of the National Police, such tools are
defined as intelligence-gathering measures (or
search measures or operational (initiative) search
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measures. Their peculiarity (in comparison with
other OSM and SISA) is the minimal risks of possi-
ble illegal restriction of the rights and freedoms of
citizens and business entities. The purpose of con-
ducting them is to obtain primary (intelligence) in-
formation about previously unknown facts of com-
mitting crimes or preparing for them (83.3%), and
orientation of the investigator, prosecutor in the ar-
eas (means) of effective collection of evidence and
tactics of pre-trial investigation (80.4%). The list of
such measures (in various versions) is contained in
each of the drafts of the Laws of Ukraine “On intel-
ligence-gathering activities”, which were submitted
to the Verkhovna Rada of Ukraine in 2008, 2009,
2016, 2017, and 2019. In the latter of them, search
activities are defined as a set of public and secret
actions, the purpose of which is to search and re-
cord factual data on the illegal activities of persons
(groups of persons), identify, prevent, and stop
criminal offences, establish the location of wanted
persons in accordance with the current legislation.
The project developers included the following to
the list of these activities: operational installation;
radio engineering survey; polygraph survey; in-
telligence survey; obtaining certificates; personal
search; operational identification of persons, ob-
jects, and substances; determination of identifica-
tion and technological features of a radio-electronic
device; radio search; operational survey of persons
with their consent.

In our opinion, such a definition does not allow
discovering the ratio of OSA and intelligence-gather-
ing,andthelistofmeasuresisunnecessarilynarrowed.

Notably, when defining the concepts of these
measures (Art. 1 of the draft law), the developers of
the document:

—resorted to cumbersome and incorrect wording;

—-didnotofferadefinition ofanintelligence survey;

- used different names to refer to the same events
(a survey using a computer polygraph instead of a
polygraph-logical survey);

- submitted definitions of search activities that
are not included in the list (information search);

- -ignored the conventional search event for op-
erational units, which in the theory and practice of
the OSA was called “operational inspection”.

In addition, the analysis of these definitions
gives grounds to assert that the content of the pro-
posed measures is imposed, partially covering the
content of other OSM and even certain areas of OPS.
Thus, according to the definition of information
search, its content includes: intelligence-gathering,
secret surveillance, operational installation, and
agent work. In turn, the content of the operational in-
stallation covers surveys and obtaining information,
etc. All of the above indicates a lack of consistency in
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the development of the institute of search activities.

Based on the analysis of the practice of opera-
tionalunits oflawenforcementagenciesof Ukraineand
the achievements of the theory of OSA, it can be stat-
ed that search activities should not be separated from
intelligence-gathering activities. They need to be nor-
malised precisely as OSM, which operational units can
conduct on their own initiative and without the con-
sent of the prosecutor or obtaining court permission.
The names of these measures should clearly reflect
their content (so that the legislator does not have to
formulate their definitions, burdening the perception
and complicating legal practice). In particular, it is be-
lieved that it would be appropriate to introduce such
a list of intelligence-gathering measures in the law:

- survey of individuals with their consent;

- survey of publicly available objects;

- survey of publicly inaccessible objects (with the
consent of the persons in possession or use of whom
they are);

- collecting publicly available information from
any source;

- collection of restricted access information con-
tained in law enforcement data banks;

- obtaining confidential information with the
consent of persons who have access to it;

- short-term introduction to the criminal envi-
ronment;

- visual surveillance in publicly accessible places
(for the purpose of: recognising signs of committing
a crime and establishing data that subsequently al-
low identifying persons involved in it; identifying
unknown persons in the course of other OSM and
secret investigative (search) actions);

- identification of radio-electronic equipment in
a certain place and determination of their identifica-
tion and/or technological features;

— comprehensive analysis of information ob-
tained during other events.

This study suggests that the materials of in-
telligence-gathering activities conducted to detect
crimes should be accumulated in intelligence-gath-
ering cases. “Such cases should be initiated in certain
areas of countering crime,” — from the notice. The
procedure for conducting these cases should be de-
termined by bylaws.

The actions of operational units included in the
list proposed above should be legally fixed not only
as intelligence-gathering measures but also as mea-
sures of operational support of criminal proceedings.
In modern conditions, this institution is reflected only
in bylaws and actually exists outside the law, which
substantially reduces the effectiveness of operation-
al units in the framework of pre-trial investigation.

Therefore, itis necessary to expand the powers
of operational units in the field of criminal proceed-
ings through the consolidation in the CPC of Ukraine

of their right to conduct a set of measures for opera-
tional support of criminal proceedings in agreement
with the investigator and with the permission of the
procedural manager. The relevant approval (permis-
sion) should relate to the implementation of the entire
set of measures within the framework of the case of
operational supportofcriminal proceedings (91.1 %).

Operational search measures and operational
support measures for criminal proceedings should
be considered specific types of OSM.

This study suggests that it is necessary to fix
directly in the law the definition and an exhaustive
list of OSM with their differentiation into groups de-
pending on the subjects of authorisation (a specially
appointed judge of the Court of Appeal, a prosecu-
tor, the head of an operational unit), given that the
decision to conduct certain OSM in the event that
their implementation does not threaten substantial
restrictions on the rights and freedoms of citizens,
can be made by an operational employee (with pos-
sible options for their further approval in instances).
During the legislative classification of OSM, the risks
of possible interference in the private life of citizens
and restrictions on their rights and freedoms should
be considered. International legal standards and de-
cisions of the European Court of Human Rights are
mandatory for consideration.

Formulating the legislative definition of OSM,
it is proposed to define them as measures conduct-
ed by operational units to perform the tasks of OSA,
using the rights granted to these units by law. There-
with, organisational and security measures that op-
erational units use without the purpose of obtaining
information that is relevant for a specific OSM or a
specific criminal proceeding should be clearly distin-
guished from OSC. First of all, this refers to measures
to ensure secrecy (conspiration).

In general, in the activities of operational
units, three areas of legal relations should be distin-
guished, which are regulated by various legislative
acts: first, the OSA (the Law of Ukraine “On intelli-
gence-gathering activities”); second, the involvement
of operational units (their employees) in criminal
proceedings (the CPC of Ukraine); third, ensuring the
conspiracy of forces and means (the Law of Ukraine
“On state secret”).

Within the framework of the latter, it is neces-
sary to recognise thatlegal relations connected to the
conspiracy of operational units do not concern the
OSA and the criminal process but belong to the field
of ensuring the state secret. The ordering of these re-
lations should be based on the following provisions.

First, the legal regulation of the conspiracy of
operational units should be conducted in strict ac-
cordance with the Constitution of Ukraine, it should
be based on the provisions of the Law of Ukraine
“On state secret”, where a separate section should
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regulate specific measures that can be applied to
prevent the disclosure of classified information, in-
cluding through disinformation. The CPC of Ukraine
and the Law of Ukraine “On intelligence-gathering
activities” should state that ensuring the secrecy of
their own secret activities by operational units is
conducted in accordance with the procedure and on
the grounds provided for by the Law of Ukraine “On
state secret”. The issue of financing the conspiracy
of operational units and their interaction with other
state structures to ensure the secrecy of their own
activities should be regulated at the level of a res-
olution of the Cabinet of Ministers of Ukraine [10].

Secondly, at the level of legislation and by-
laws, it is necessary to define the following: one of
the principles of the OSA is secrecy - the rule of se-
cret, hidden, unknown to anyone (except for their
own subjects) implementation; the principle of
secrecy applies not only to the OSA, but also to all
the activities of operational units, in particular, the
execution of orders of the investigator, prosecutor
to conduct the SISA; conspiracy of the activities of
operational units should be considered a system
of measures aimed at ensuring the secrecy of this
activity; the purpose of conspiracy of the activi-
ties of operational units is to keep secret informa-
tion about facts, time, places, circle of objects and
subjects of conducting OSM and SISA, belonging of
their subjects, and the means used by them (prem-
ises, transport, equipment, etc.) to law enforcement
agencies; the task of conspiracy of operational units
is to create the false beliefs for objects of OSM and
SISA about the lack of intent and any actions to
search for and fix factual data on ilregulations of
individuals and groups, responsibility for which is
provided for by the Criminal Code of Ukraine, intel-
ligence and subversive activities of special services
of foreign states and organisations to stop offences
and in the interests of criminal proceedings [10].

Third, in terms of conducting specific OSC and
SISA by operational units, the subject of classifica-
tion should only be information about where, when,
by whom, and with what disinformation (legends
and means of disguise) specific OSC and SISA are
conducted. Within the framework of strategic as-
pects of the activities of operational units, personal
data of all secret employees (full-time and freelance),
information about enterprises, institutions, organ-
isations, premises, and vehicles created and used
for the purpose of ensuring conspiracy are subject
to classification. Protection of state secret regard-
ing the activities of operational units is conducted
through a system of measures that are established
by legal provisions. These measures should be clas-
sified into organisational, technical, cryptographic,
and verification measures for persons in connection
with granting access to state secret [10].
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A substantial problem oflegislative regulation
of the OSA is the imperfection of legislative norms
on which its information-analytical support is
based. Among the main problems of such provision,
the lack of proper legal grounds and the uncertainty
of the mechanism of legal regulation are highlight-
ed, which requires a systematic update (addition
of relevant provisions) of both the CPC of Ukraine
and the laws of Ukraine “On intelligence-gathering
activities”, “On state secret”, with the development
of targeted bylaws of a departmental (interdepart-
mental) nature. The main context of the changes:
providing operational units with sufficient rights
and removing obstacles to the preservation, accu-
mulation and processing of information obtained in
the course of the OSA and fulfilling the instructions
of the investigator, prosecutor to conduct the SISA
(93.9%); obtaining by operational units the pos-
sibility of consolidating arrays of the specified in-
formation in a digital format with information that
does not constitute a state secret (88.8%); simplify-
ing the exchange of necessary information between
various operational units of law enforcement agen-
cies by converting requests to digital format and re-
ducing the time for responses (requests) (90.4%);
introducing legal and technical means to prevent
illegal use of this information (67.9%).

Among the covert methods of work, it is nec-
essary to focus on the use of the services of persons
who, based on conspiracy, receive and provide law
enforcement agencies with the necessary informa-
tion, create conditions necessary for conducting
certain actions, activities, operations, etc., that is,
secret cooperation. This is one of the oldest means
of obtaining information necessary for the fight
against crime. Despite the rapid development of
science and technology, informatisation of all fields
of public life, it does not lose its relevance even now.
Incomplete and imperfect legislative regulation of
the use of secret cooperation in the framework of
criminal proceedings and intelligence-gathering
activities has led to a variety of problems for its
organisation, the range of which was already wide.
Due to the rapid changes taking place in the social
and information fields of life of Ukrainian society,
new approaches require solving tactical problems
of secret cooperation [11].

The central link (basis) of the Institute of se-
cret cooperation should be the interrelated provi-
sions of the Law of Ukraine “On intelligence-gather-
ing activities” and the CPC of Ukraine. These norms
should disclose its content, tasks and establish the
range of subjects. The legislative norms of the second
level of the mechanism of legal regulation of secret
cooperation (within the framework of the same leg-
islative acts) should be related to these provisions,
which establish the specific features of regulating
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relations between operational units and their secret
employees in terms of: specific features of engaging
in secret cooperation; its registration (fixing the fact
of secret cooperation); remuneration and consider-
ing the work experience of secret employees; their
social and legal protection, ensuring confidentiality
and security. These norms should refer to the norms
of the third level - the provisions of civil, labour, tax,
and other legislation [11].

The problems of legal regulation of secret
cooperation are inherent not only in Ukraine. In
recent years, they have been actively investigated
by researchers from other countries [12-16]. In
general, foreign specialists examine the problems
of voluntary assistance provided by citizens to the
police [17-25].

According to the examples of the FRG and the
US in Ukraine, it is advisable to regulate the activi-
ties of persons who, on their own initiative, using
legislative guarantees of confidentiality, provide
law enforcement agencies (free of charge or for a
fee) with reliable and up-to-date information about
the preparation and commission of crimes (regard-
less of the object of encroachment). Therewith, it is
necessary to consider the experience of the Russian
Federation regarding the regulation of the appoint-
ment and payment by the police of rewards for as-
sistance in solving crimes and detaining persons
who committed them, ensuring the confidentiality
of the provision of such information, and the se-
curity of those who reported it. These individuals
cannot be considered covert employees (freelance
covert employees), they are part of the social insti-
tution of covert cooperation. Their representatives
can form a covert apparatus, and they should be
considered potential candidates for such coopera-
tion, as is practised in the US, the FRG, and other
developed democratic countries. The experience
of the US in engaging in cooperation of suspected,
accused, and convicted (prisoners) persons is use-
ful for implementation in Ukraine. On the grounds
defined by law regarding the possibility of releasing
them from serving a criminal sentence or mitigating
it in the event of providing real assistance in identi-
fying and (or) investigating the facts of preparation
and (or) commission of a crime [26].

The main problem of legal regulation of the
activities of operational units of the law enforce-

ment agencies of Ukraine is the lack of consistency.
Ensuring such consistency is possible by making
changes and additions to the legislation. The con-
cept of reforming the legal regulation of intelli-
gence-gathering and criminal procedural activities
of operational units of law enforcement agencies of
Ukraine should consist of interrelated elements that
provide for changes and additions to the legisla-
tion in three areas of regulation of public relations:

- criminal procedure (detailed regulation of the
activities of operational units in the CPC of Ukraine
with a substantial expansion of their powers, in par-
ticular, to ensure the safety of persons who cooperate
confidentially with pre-trial investigation bodies);

- operational-search (legislative rationing of clear
grounds for the initiative activities of operational
units to detect the preparation and commission of
crimes, and an independent, with a clear exhaustive
legislative definition, system of OSC with differen-
tiation depending on the subject of authorisation,
considering those that an operational employee
can conduct without any permits and approvals);

- in the field of state secret protection (compre-
hensive regulation in the Law of Ukraine “On state
secret” of legal relations related to the conspiracy of
the activities of operational units and other internal
structural findings of those state bodies that need
it) [28-30].

Conclusions

It is necessary to make changes and additions to the
legislation to make the mechanism of legal regulation
of intelligence-gathering activities of operational
units of law enforcement agencies of Ukraine system-
atic. The essence of these changes can be determined
within different approaches, separated by their level.
At the highest, strategic, deep transformation is sub-
ject to legislative regulation of the entire complex of
public relations related to countering crime by law
enforcement agencies, in particular the OSA, crimi-
nal proceedings, and the protection of state secret.
The tactical level corresponds to the introduction
of scientifically based proposals for the settlement
of OSA issues. The best option for the scheme of im-
proving the legislative regulation of the activities
of operational units of law enforcement agencies
of Ukraine is the introduction of a tactical level of
reform with a gradual transition to a strategic one.
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3aKoHoAaB4Ye perynioBaHHA
onepaTUBHO-PO3LUYKOBOI AiANIbHOCTI:
npo6semMu Ta WAAXMU iX pO3B'A3aHHA

Ceprin Mmnkonanoeumy KHa3eB
Ceprin CeprinoBmy YepHABCbKUI

Mwuxanno JleoHigoBuu Npi6oB

HauioHanbHa akageMia BHYTPILLHIX cnpaB
03035, ConoM'aHcbKa nnouwla, 1, M. Knie, YKpaiHa

AHoTauia

MeTa pociipkeHHs - BHeCEHHs NPONO3ULIHA 3 YJOCKOHaJIeHHSl 3aKOHOJABYOr0 peryJil0OBaHHs ONepaTUBHO-
pO3IIYKOBOI Ta IHIUMX BWJIB [iSJIbHOCTI ONEpaTUBHUX MiJpO3/iIiB NPaBOOXOPOHHUX OpraHiB YKpalHU.
MeTo/0/10TiYHO0 OCHOBOIO JJOCJIi/PKEHHS € Iia/IEKTUKO-MaTepialiCTUMHUKA METO/ HAQYKOBOT'O Ii3HAHHS COLlia/IbHO-
NIPaBOBUX ABMIL], a TAKOX 3araJlbHOHAYKOBI Ta cleljiaJibHi MeTOAU HPUAWYHOI HAayKH, 30KpeMa: CUCTEMHO-
CTPYKTYPHUM — JJI BU3HA4YeHHs 3MICTy JOCIi/PKyBaHUX KaTeropiil i nmpaBoBUX siBUL, 30KpeMa GpopMyBaHHS
MOHATIHHO-KaTeropiiHOro anapary, cicTeMaTH3alii HayKOBUX 3HaHb 06PAaHOT0 HAPSMY JIOC/IiKEHHS 3arajioM,
KOMIIJIEKCHOTO aHaJli3y MO0JIOXKeHb HOPMaTUBHO-NPABOBUX aKTiB Ta GOPMYBaHHS CHUCTEMM HPOMO3UILIN 11010
pedopMyBaHHS 3aKOHO/ABCTBA M BUKOPUCTAHHS B YKpaiHi iHO3eMHOro /J0CBify; MOPiBHAJBHO-NPABOBUHM Ta
KOMITAPaTUBHUM — /Il KOMILJIEKCHOTO aHa/li3y HalliOHaJbHOI0 3aKOHOJABCTBA M MiJI3aKOHHUX HOPMAaTUBHO-
NIPAaBOBUX AaKTiB, HOPM MDKHApOAHOIO IpaBa, L0 CTAHOBJIATbL IIPAaBOBY OCHOBY OIlePaTHBHO-PO3LIYKOBOI
JisJIBHOCTI; JIOTIKO-IOPUAMYHUN (OrMaTHYHUN) — 1MiJ] Yac po3po6JieHHs MOHATIHHOrO anapaTy, GOopMyJIF0OBaHHS
MPONO3ULiH 1110/10 BHECEHHS 3MiH i IONOBHEHD /10 3aKOHO/IAaBYMX aKTiB; CTATUCTUYHUU — /151 aHA/Ii3y BUBYEHUX
MaTepia/iB  ONepaTUBHO-PO3LIYKOBUX CIIPAaB, KPUMIHAJIBHUX [POBa/KEeHb, pe3y/bTaTiB aHKeTYBaHHS;
coujosioriyHi (aHKeTyBaHHs, iHTepPB IOBaHHS, OIIUTYBAHHS) — /IJIs1 OC/I/PKEHHS IYMOK MTPaKTUYHUX NpaliBHUKIB,
BU3Ha4YeHHs epeKTUBHOCTI 3aCTOCYBAaHHSI OKPEMUX NTPAaBOBUX iHCTUTYTIB. HaykoBa HoBH3Ha. OGIPyHTOBAHO, 1[0
r0JIOBHOO IP06JIEMOI0 TPABOBOI'0 PETYJIIOBAHHS JliS/IbBHOCTI OllepaTUBHUX MiZIPO3/1i/1iB IPaBOOXOPOHHUX OPTraHiB
Yxpainu € il HecucTeMaTH30BaHICTh. 3a6e3MeYyeHHsT TaKol CUCTEMHOCTI L{IJIKOM MOXJIMBE 32 PaXyHOK BHECEHHS
3MiH 1 JIOMOBHEHb /10 3aKOHOZABcTBa. KoHiennis pepopMyBaHHS 3aKOHOZABYOTO DPEryJIIOBAaHHS JislIbHOCTI
OTIepPaTHUBHUX MiAPO3/i/IiB MPAaBOOXOPOHHUX OPTraHiB YKpalHU Ma€ CKJIQJIAaTHUCS i3 B3aEMOIOB'sI3aHUX €JIEMEHTIB,
110 nepez6ayaroTh 3MiHM M JIONIOBHEHHS /10 3aKOHO/IaBCTBA 32 TPbOMa HANpsSIMaMM PETyJII0BAaHHS CYCHiJIbHUX
Bi/JHOCHH: KpUMiHa/JIbHO-NIPOLIECYa/IbHUM (/leTa/lbHA perslaMeHTalisl Aif/IbHOCTI olepaTHUBHUX Mifpo3ziiiB y
KpuminasibHOMy npoliecyajJJbHOMY KOJIEKCi 31 3HaYHUM PO3IIMPEHHAM IXHIX OBHOBa)KeHb, 30KpeMa B YaCTHHI
3a6e3mneyeHHs1 Ge3neku ocib, fKi KOHQIiZEHIIMHO CHiBNPaLOI0Th 3 OpraHaMH JIOCYZ0BOI'O PO3CJIi/lyBaHHS);
OTlepaTHBHO-PO3LIYKOBMM (3aKOHO/IaBY€e YHOPMYBaHHS YiTKHX MiZiCTaB iHIl[iaTUBHOI JifJIbHOCTI OllepaTHBHUX
MiZIpO3AUIiB 3 BUSIBJIEHHS MiIFOTOBKA Ta BUMHEHHS 3JIOYMHIB, @ TAaKOX CaMOCTIMHOI, i3 YiTKMM BUYEPIHUM
3aKOHOJIABYMM BH3HAYEHHSIM, CHCTEMU OINEPATHBHO-PO3IIYKOBUX 3aX0/iB 3 AudepeHLialli€ iX 3a/eXHo0 Bij
cy6’eKTa CaHKI[iOHYBaHHS, 10 BPAaXOBYIOTh i Taki, ki onepaTUBHUN Mpal[iBHUK MOXKe NMPOBECTU 6e3 >KOJHUX
Jl03BOJIiBiNIOro/pKeHb); y chepi 0OXOpOHH Jiep:KaBHOI TAEMHHUIT] (KOMIIJIEKCHE Bpery/IloBaHHS B 3aK0Hi YKpainu «[1po
JleprKaBHY TAEMHULIIO» TPABOBIIHOCHH, IIOB I3aHUX 13 KOHCHIpaIli€lo Ai1/IbHOCTI ONepaTUBHUX IMiIPO3/[i/TiB TAiHIIMX
BHYTPIIIHIX CTPYKTYPHUX yTBOPEHD THX JleP>KaBHUX OPTaHiB, sIKi IIbOTr0 NOTPe6YIOTh). BUCHOBKH. 3 METOI0 Ha/JaHHSA
CHUCTEMHOCTI MeXaHi3My [IpaBOBOI'0 PeryJ/IF0BaHHSA OIlepaTUBHO-PO3LLIYKOBOI AiA/IbHOCTI ONlepaTUBHUX NIZAPO341JIiB
MIPaBOOXOPOHHUX OPraHiB YKpaiHU He0OXiHO BHECTH 3MiHM 1 IOMOBHEHHS J10 3aKOHOAABCTBA. CYyTHICThb LIUX 3MiH
3yMOBJIeHa Pi3BHUMH ITiIX0JaMH, 110 PO3MEXKOBYOThHCS 3a piBHAMMU. Ha HAalBUIL[OMY, CTpaTeTriYHOMY, PiBHI ITMOMHHOT
TpaHcopMalii noTpebye 3aKOHOIaBYe PETYTFOBAHHS KOMILIEKCY CYCITJIbHUX BiTHOCHH, 1110 ITOB’s13aHi 3 TPOTH/I €10
3JI0YMHHOCTI MPAaBOOXOPOHHUMH OpraHaMy (30KpeMa ONepaTHBHO-PO3UIYKOBA Jis/IbHICTb, KPUMiHaJIbHUH
MPOLEC, 3aXUCT Jiep>kaBHOI TaeMHHULi). TaKTUYHUI piBeHb Bi/ANOBiZae BHECEHHIO HAYKOBO OOI'PYHTOBAaHUX
MPOMO3ULIN 3 Ypery/aroBaHHA MUTaHb ONEPaTHBHO-PO3IIYKOBOI JifJbHOCTI. ONTUMaJBHUM BapiaHTOM CXeMU
BJIOCKOHaJIEHHS 3aKOHOABYOr'0 PeryJIl0BaHHA AiAJIbHOCTI OllepaTUBHUX MiJPO3Ai/iB IPAaBOOXOPOHHUX OPraHiB
YKpaiHU € 3anpoBa/pPKEHHsSI TaKTUYHOro piBHs pedopMyBaHHS 3 MOCTYIOBUM II€PEXOJOM 0 CTPATETi4YHOIo

Kniouosi cnosa:

KOHTPOJIb 32 BYNHEHHSAM 3JI0YMHY; CHIeL{ia/IbHUM CIAUYUI eKCIIepUMEeHT; IPOBOKaLlid 3JI0YMHY; JONYCTUMICTh
J0Ka3iB; J0Ka3yBaHHA
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